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1 JeiicTBus IO MpUEeMKe MOCTABJIEHHOIO CPeCTBA

[Tpuemka nocraBnenHoro 110 «Deckhouse Platform» ocymiecTBisiercs B COOTBETCTBUU C

yKa3aHUsIMH, conuepkammmucss B 1nokymeHte «lIporpammuoe obGecneuenue «Deckhouse
Platformy. Texanueckue ycnoBus. RU.86432418.00001-01 TY 03-1».
[lepen w©HawamoMmM OSKCIUTyaTamuu, JIi OOHApYKEHHs JIIOOOTO PACXOKACHUS MEXKIy

opuruHanom I1O «Deckhouse Platform» u Bepcuei, moaydeHHOW 3aKa3dyUKOM, MPOBOIAUTCS
poLeaypa NpUeMKH.

[Tpuemka nocraenennoit 110 «Deckhouse Platform» Bxmowaer B ceOs ciemyromue
IPOIIETYPHI:

® TIpOBEpKa YNaKOBKU;

® TpOBEpKa MaPKUPOBKHU;

® TIpOBEpKa KOMIUIEKTHOCTH;

® [IpOBEpKa IETOCTHOCTH.

[IpoBepka ymakoBKH, MapKUPOBKH U KOMIUIEKTHOCTH MPOBOIUTCS METOAOM BHU3YalbHOTO
ocmotpa. [Ipu ocMOTpe yrnakoBKH MPOBEPSIETCS:

® HaNMCHOBAHHE M aJIPEC OTMPABUTEINS (M3TOTOBUTEIIS);

® OTCYTCTBHE MEXAaHHUYECKHX MOBPEKICHUN YITAKOBKH.

Ecmn Ha  ymakoBKke WMEIOTCS  3HAYUTEIbHBIE  TOBPEXKACHUS, KOTOPBIE  MOTYT
CBUJICTENLCTBOBATh O HAPYIIEHUU IIEJIOCTHOCTH YIMAKOBKHM U €€ COAEPKMMOro, a TaKXke O
HEMPABOMEPHOM BCKPBITUM KOHBEPTA TPETHUMHU JIMIIAMU, WIH OTIPABUTEIEM HE SBISETCS
Axmmonepnoe oOmiectBo «®Pmant»  (agpec: AxmuonepHoe obOmectBo «Dmant», 115088, T
MockBa, yn. Yrpemickas, a. 12, ctp. 4, opuc 47A) Takoll KOMIUIEKT MOCTaBKHU MPHU3HACTCS
OpakoBaHHBIM M OTCBUIAETCS OOpaTHO OTHpaBuTento. Eciu 1o pesynpTaraM MPOBEPKH
IIEJIOCTHOCTH YIAaKOBKU HAPYIICHUH BBISBICHO HE OBLIO — MPOBOIUTCS MPOBEPKA YIAKOBKH M
MapKHUPOBKH.

[IpoBepka MapKUpPOBKH IOApa3yMeBaeT MPOBEPKY HANWYMsI BO BKJIAJBIINIE CIEAYIOUINX
JAHHBIX:

® HaWMEHOBaHHE W3JICITHS;

® JICIMMAaBHBIN HOMED;

® JIOTOTHII MIPEANPHUATHS-TIPOU3BOTUTES;

® TOJI BBIITYCKA;

® CepuiiHBIN HOMED;
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® ajpec, HoMep TenedoHa, aJipec NEKTPOHHOM MOUTHI, CChUIKA Ha CalT
NPEANPHUATUSA-TIPOU3BOIUTEIS;

® Kkparkas uH(popManusa 00 U31EIUU U €r0 OCHOBHBIX (DYHKIIMOHAJIBHBIX BO3MOXKHOCTSIX.

Ha »rame mnpueMku [ODKHA BBIIOJHATBCS IPOBEPKA 3allOJHEHUS M HOANHUCAHUS
OTBETCTBEHHBIMU pa3fenioB «CBHUIETENBCTBO O MpHeMke» U «CBUAETENBCTBO 00 YNakoBKe U
MapkupoBke» B DopMyisipe, MoCcTaBiIsieMOM Ha OyMaKHOM HOCUTEJNE.

Ecniu no pesynbraraM IpOBEpKHM MAapKUPOBKHM OOHAPYKEHO OTCYTCTBHE KaKOro-Indo
3JIEMEHTa MapKUPOBKH — TAaKOW KOMIUIEKT ITOCTABKU MPU3HAETCsl OpakOBaHHBIM M OTCHUIAETCS
oOpatHo oTnpaBuTento. Eciu mo pesynasratamM NpoBepKH MapKUPOBKU HAPYIICHUH BBISBICHO HE
OBLIO — IPOBOIUTCS MPOBEPKA KOMIUIEKTHOCTH TIOCTABKH.

ITpoBepka KOMIUIEKTHOCTH IMOCTaBKU MPOBOAUTCS METOZOM CPaBHEHHUS COCTaBa MOJIy4YE€HHON
IOCTaBKM TpeOOBaHMAM, yka3aHHbIM B 1. 4.1 ®opmynsapa. Ecim mo pesynsraram mpoBepKu
KOMIUIEKTHOCTH TIOCTaBKU PACXOXkaeHUs ¢ POopMyasipoM OTCYTCTBYIOT — Jiajiee IMPOU3BOIUTCS
IIPOBEpKaA LETOCTHOCTH.

B pamMkax npoBepkH L€J0CTHOCTH JIOJKHBI OBITh IIPOBE/ICHBI:

e nposepka ueiaoctHoctu USB ¢uau-HakonuTens;

e nmpoBepka enoctHoctu nuctpudytusa [10 «Deckhouse Platformy;

e mpoBepka neiroctHoctu ycranoBienHoro 110 «Deckhouse Platformy.

IIpoepka menoctHoctn USB  (idmi-HakonmuTenss BBINOMHSAETCS IMYTEM BHU3YaJIBHOTO
OIpeNIeJIEHUs] OTCYTCTBUSl KaKUX-JIMOO MEXaHWYECKUX WIM HUHBIX MoBpexjaeHui. Ecmu no
pesynbraram mpoBepkun Ha USB  ¢udii-nakonurene oOHapyKeHbI MOBPEXKIEHHS — TaKoH
KOMIUIEKT TIOCTaBKY MPU3HAETCS OpPaKOBaHHBIM M OTCHUIAETCSI 0OPATHO OTIIPABUTEIIO.

[Ipoeepka uenoctHoctu IO «Deckhouse Platform» na USB ¢mam-HakonuTene
UH(QOPMAIIUK BBIIOIHAETCSA MyTEM CHATHSI KOHTPOJBHBIX CYMM C ITOMOILBIO C UCIIOJIb30BaHUEM
YTUIMTHI gostsum u3 cocTtaBa ceprtudunmupoBanHod OC M cpaBHEHHS MX C KOHTPOJbHBIMHU
CyMMaMH, MPUBEJCHHBIMHA B DJIEKTPOHHOM NMPHIIOKeHUN K DopMysipy (KaTajor « JIeKTpOHHbIE
npunoxeHus» — «Deckhouse Platform. ®opmymsap» — «distr cs.txt). Ecnium mo pesynbratam
IPOBEPKH KOHTPOJIbHAs CymMMa AUCTpuOyTHBa, 3amucaHHoro Ha USB  ¢uiu-Hakonurenb
UH(POPMAIIUH, COOTBETCTBYET 3HAYEHUIO KOHTPOJIBHOW CyMMBI, NMpuBeleHHOH B Dopmyispe —
TpeOyercs BeIMOMHUTH ycTaHOBKY [1O «Deckhouse Platform» B coorBercTBUUM ¢ paszmenom 3
HACTOSIIIIETO JOKyMeHTa. Ecim mo pesynprataM NMpOBEpPKH KOHTPOJIbHAS CyMMa JUCTPUOYTHBA

1O «Deckhouse Platformy», 3amucannoro Ha USB dummi-Hakonutens uHGOpPMAMHM, HE
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COOTBETCTBYET 3HAUECHHUIO KOHTPOJBHON CYMMBI, IPUBEAEHHON B POpMyIIsipe — TAKOM KOMIUIEKT
IIOCTaBKH MIPU3HAETCS] OPAaKOBAHHBIM U OTCBLIAETCS OOPATHO OTIPABUTEIIIO.

[TpoBepka menoctHoctH, ycranoBieHHo [10 «Deckhouse Platform» BemonHsieTcst mytem
CHSTHSI KOHTPOJBHBIX CYMM C HCTIOJHSEMBIX (DaJIOB C MOMOIIBIO POTPAMMHOTO 0OeCTIeueHUs
YTUIUTBL gostsum u3 cocTaBa ceprupuuupoBanHoi OC u cpaBHEHHUS MOJyYEHHBIX
KOHTPOJIbHBIX CYMM C KOHTPOJIBHBIMM CyMMAaMH, IPUBEIEHHBIMU B DJIEKTPOHHOM MPHIIOKEHUH K
Dopmyssipy (katasor «OnekTpoHHble npuiokeHus» — «Deckhouse Platform. ®@opmynsp» —
«bins_cs.txt). MHCTpyKIMs MO pacyeTy KOHTPOJBHBIX CyMM IpHuBeneHa B DopmyIsipe B pazzene
4.4. Ecimu mno pe3ynbTaraM MpPOBEPKH KOHTPOJbHBIE CYMMBbl HCIOJHSEMBIX (aiiioB,
ycranosneHHoro [10 «Deckhouse Platform», cooTBeTCTBYIOT 3HaU€HUSIM KOHTPOJBHBIX CYMM,
npuBeieHHBIX B Popmyisipe — nonydenHsiit sx3emiusip 110 «Deckhouse Platformy cuuraercs
coorBercTBytomM opuruHany IO «Deckhouse Platform». Ecium mo pesyneraram mpoBepku
KOHTPOJIbHBbIE CYMMBI HCHOJNHSIEMbIX (ailnoB, ycranoBieHHoro I10 «Deckhouse Platformy, ne
COOTBETCTBYIOT 3HAYEHHUSAM KOHTPOJIBHBIX CYyMM, IPUBEACHHBIM B DOpPMYIIsIpe — TAKOM KOMIUIEKT
IOCTaBKH MIPU3HAETCS OPaKOBAHHBIM U OTCBLIAETCS OOPAaTHO OTIPABUTEIIIO.

B ciydae, eciiu o BceM yKa3zaHHBIM IIPOLIEAYPAM YCTAHOBIJIEHO IOJIHOE cooTBeTcTBUE, [10

«Deckhouse Platform» npusHaeTcst rogHbIM K 3KCILTyaTallu.
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2 JleiicTBus 10 0e3omacHOi ycTaHoBKe U HacTpoiike 1O «Deckhouse
Platform»

[Ipu ycranoske u HacTpoiike [1O «Deckhouse Platformy mis obecrnieuenus 6e3onacHoCTH

HeO6XO,ZlI/IMO BBIITIOJIHCHUC CIICAYIOIINX YCHOBHﬁI

uncramwsius [10 «Deckhouse Platformy gomikHa oCyliecTBIATHCS B 3alTUIIICHHON
HHDpaCTPYKType paOOTHUKOM COOTBETCTBYIOIICH KBaTU(UKAIIMHN, HMEIOIITUM TIpaBa
aIMHHHUCTPATOPA C MPUCBOECHHBIMU €My UEHTU(PUKAITMOHHBIMU TaHHBIMHU TS paObOTHI B
cpene pynkuuonuposanus [10 «Deckhouse Platformy;

nerctBust, nmpoBoauMelie ipu nHCcTaIsAIUK [10 «Deckhouse Platformy, a Takke mpu
nnumanm3anuu [10 «Deckhouse Platformy, momuiexar norupoBanutio;

yctanoBka u koHpurypupoBanue [10 «Deckhouse Platform» momkHbI oCymecTBIAThCS B
COOTBETCTBUM C IKCIUTYaTallMOHHOM TOKYMEHTAIUE;

JOJHDKHO 00ECTIeUNBAaThCS MPEAOTBPAIICHUE HECAHKITMOHUPOBAHHOTO JTOCTYIIA K
UAeHTU(UKATOPAM H ITApOJISIM MOJIb30BaTeNIe cepBHCa M MPUBUIETHPOBAHHBIX
noJnb30Bareneii (aqaMuHUCTpaTopoB nHMopManmonnoi 6e3onacHoctr) [10 «Deckhouse
Platformy;

JIOJDKHO 00ECIIeYrBaThCs MPEIOTBPAIICHUE HECAHKIIMOHUPOBAHHOTO JTOCTYTA K
uaeHTU(UKaTOpaM U MapoJsIM aIMHHUCTPATOPOB CPEIbl BUPTYAIHU3AIHH, KOTOPhIE

HeoOXomuMBbl 1715 ycTaHoBKU M HacTpoiiku [10 «Deckhouse Platformy.
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3 YecraHOBKA UM HACTPOIKA

[lepen ycTaHOBKOM HEOOXOIUMO yOETUTHCS, YTO BBIMOJIHEHBl MUHUMAJIbHbIE TPEOOBAHUS K
anmaparHbIM M IporpaMMHBIM cpencTtBaM (1. 3.2.4 TY) (Tabnuma 1).

Tabnuua | MunumanbHble TpeOOBaHUS K anapaTHBIM U IPOIPaMMHBIM CPEICTBAM

Wszemme TpeGoBanust TpeGoBanust
8 K annapaTHoil YacTH K MPOrPaMMHOI YacTH
1O «Deckhouse — apXUTEKTypa mporeccopa x86-64; —OC PEJ] OC (7.3), OC
Platform» — He menee 4 snep CPU; Astra Linux Special

Edition (1.7), Ansr 8
CIL

— e meHee 8 GB RAM,;

—uge wMe"Hee 40 I'b  aguckoBoro

IIPOCTPaHCTBA

[lepen ycraHoBKoM HEOOXOUMO MTPOBEPUTH CIEAYIOUINE YCIOBHUS:
e OC cepBepa HaxoauTcs B criucke noanepxkuaeMbix OC u 10 cepBepa ectb SSH-noctyn
10 KJIIOUY;
e Ha cepBepe oOHOBIeHBI makeThl OC 10 MOCIETHUX BEPCUT;
® HaJgMuue JOCTYyNa K XpaHWIUILY 00pa30B KOHTEHHEPOB (container registry) A 3arpy3Ku

obpazo [1O «Deckhouse Platformy.

CripaBoYHUK aJIMUHUCTpATOpa, COAePKAILIUMN JOMOTHUTENbHYI0 HHpopMaruio o [10
«Deckhouse Platform», mpuBeneH B 3J1€KTpOHHOM MPUIOKEHUH K HACTOSAIIEMY JTOKYMEHTY,
Katajor «JIeKTpoHHbIe puioxeHus» - «Deckhouse Platform. PykoBoacTBo anmMuHUCTpaTopar

- «cse-admin-reference.pdf».

3.1 daiin koH(UTYpaITH YCTaHOBKH

Hns  ycranoBku IIO0 «Deckhouse Platform» HyxHO mnoaroroButb YAML-daiin
KOH(UTYpaIlul yCTAHOBKH.

Ecmu B kmactepe Oynmer ucmonb3oBathest BHyTpeHHHI TLS-ceprudukar, To HEOOX0qMMO
TaKke J00aBUTh €ro B KOH(UIypalui0 YCTAaHOBKM, INOMECTHB B MaHH(ecT cekpera B
pocTpaHcTBe UMeH d8-system.

YAML-daiin koHQUrypanuu yCTaHOBKH COIEPKUT MaHU(ECTHl PECypcoB U OOBIYHO
HaspiBaeTcst config.yml. @aitn koHQUrypanuuu YCTaHOBKH MOXKET COJIE€p)KaThb, B TOM YHCIE
cileayronme MaHu(ecThl pecypcoB:

e InitConfiguration — HauanpHbIe TTapameTpbl KoHpurypamuu 10 «Deckhouse Platformy.

C stoit koH(puryparueit [10 «Deckhouse Platformy 3amycTutcs mocie ycTaHOBKH.


https://deckhouse.ru/documentation/v1/supported_versions.html
https://deckhouse.ru/documentation/v1/installing/configuration.html#initconfiguration
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e C(ClusterConfiguration — o0mue mapaMeTpsl KiacTepa, Takue Kak Bepcus control plane,

ceTeBble apaMmeTpsl, napamerpsl CRI u T.4.

He wm3mensiite mapamerpel  serviceSubnetCIDR,  podSubnetNodeCIDRPrefix,
podSubnetCIDR B pabotaromem kinactepe. Ecnu n3MeHeHue mapaMeTpoB HEOOXOIUMO

— pa3BEpPHUTE HOBBIN KJIACTED.

e StaticClusterConfiguration — pecypc Uil yKa3aHUs CIIMCKAa BHYTPEHHHMX ceTeil y3/10B
KJlacTepa, KOTOpPBIA HCHONb3YyeTCs JUIsl CBSI3M KOMIIOHEHTOB KjacTepa MeXAy COOOif.
VYkaxkure, eciu y3Jbl KIacTepa UMEIT Oosiee omHoro cereBoro murepdeiica. Ecim Ha
y371ax KJjlactepa UCIIONb3yeTCs TOJIBKO OJIVH uHTepdeiic, pecypc

StaticClusterConfiguration MOXHO HE CO3/1aBaTh.

e ModuleConfig — Bua pecypcoB, CoAepKalnuX mapaMeTpsl Io0anTbHON KOHPUTYparuu u

koH¢urypanuun moxynei Deckhouse.

[Ipumep pabouelt KoH(UrypalK YCTAaHOBKU (M3MEHHUTE MapaMeTpbl, CHEU(PUUHbIE A
Banieii nHppacTpykTypsl). [IpuBenennslii nmpuMep KOH(GUTypalluu YCTaHOBKW HacTpauBaeT [10

«Deckhouse Platform» a1 BeIoIHEHUs 3asBICHHBIX (YyHKIMI 6€30M1aCHOCTH:

apiVersion: deckhouse.io/vl

kind: InitConfiguration

deckhouse:
imagesRepo: registrv.company.my/deckhouse/cse
# CTPOKY C IaHHEMM ayTEeHTUOUKALMY B XPAHUJIMIE MOXHO MOJIYUMTH KOMaHIION :
# echo echo

base64 base6c4

registryDockerCfg: <JAHHHE AYTEHTHOMKALVM B XPAHWIVIIE OBPA30B>
registryScheme: HTTPS
registryCA: |

apiVersion: deckhouse.io/vl

kind: ClusterConfiguration

# AOpecHOe MNPOCTPAaHCTBO IOHNOB KJjacTepa

podSubnetCIDR: 10.111.0.0/16

# AmpecHOe NPOCTPAHCTBO CEPBMCOB KJjacTepa
serviceSubnetCIDR: 10.222.0.0/16

# Bepcus control plane kiyacrTepa Kubernetes
kubernetesVersion: "Automatic"

# IoMeH kJjlacTepa (MCOOJNb3yeTCs IJIS MapUpyTH3aluM BHYTPM KjacTepa) .
# He noirxkeH CcoOBIaHmaTh C IOMEHOM, YyKa3aHHBM

# B ryoBaJsibHOM napameTpe publicDomainTemplate.
clusterDomain: cluster.local

clusterType: Static

# TyoBasibHEIE HACTPOMKU Proxy-ceprepa.

#proxy:

# httpProxy: https://user:password@proxy.company.my:8443



https://deckhouse.ru/documentation/v1/installing/configuration.html#clusterconfiguration
http://registry.company.my/deckhouse/cse

RU.86432418.00001-01 90 03-1

10

# httpsProxy: https://user:password@proxy.company.my: 8443
# noProxy:
# - company.my
apiVersion: deckhouse.io/vl
kind: StaticClusterConfiguration
internalNetworkCIDRs:
- 10.244.0.0/16
- 10.50.0.0/16
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: deckhouse
spec:
version: 1
enabled: true
settings:
bundle: Default
logLevel: Info
apiVersion: vl
data:
tls.crt: <INTERNAL CA CERT>
tls.key: <INTERNAL CA KEY>
kind: Secret
metadata:
name: internal-ca-key-pair
namespace: d8-cert-manager
type: Opaque
apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: internal-ca
spec:
ca:
secretName: internal-ca-key-pair
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: global
spec:
version: 2
enabled: true

settings:
modules:
https:
mode: CertManager
certManager:

# YkaswmpBaerca umsa ClusterIssuer,

# xoTopel OyHmeT MCIOJBb30BaTbCSA IJIS BHEIIyCKa CcepTudrxaTos

clusterIssuerName: internal-ca # Yrxaxure mabjoH DNS-uMeH
KJIacTepa

publicDomainTemplate: "%s.kube.company.my"
defaultClusterStorageClass: local-path

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
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metadata:
name: cert-manager
spec:
version: 1
enabled: true
settings:
disableletsencrypt: true
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: cni-cilium
spec:
version: 1
enabled: true
settings:
tunnelMode: VXLAN

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:

name: cilium-hubble
spec:

enabled: true
apiVersion: deckhouse.io/vl
kind: NodeGroup
metadata:

name: worker
spec:

nodeType: Static
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:

name: admission-policy-engine
spec:

enabled: true

settings:

denyVulnerableImages:
enabled: true

version: 1
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:

name: control-plane-manager
spec:

enabled: true

settings:

apiserver:
auditPolicyEnabled: true

version: 1
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:

name: gost-integrity-controller
spec:
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enabled: true
version: 1
# fix mombxo mis Bepcum CSE 1.67
settings:
tlsSkipVerify: true
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: loki
spec:
enabled: true
settings:
retentionPeriodHours: 24
storeSystemLogs: true
storageClass: local-path
version: 1
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: node-manager
spec:
enabled: true
settings:
earlyOomEnabled: false
version: 2
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: operator-trivy
spec:
enabled: true
settings:
1inkCVEtoBDU: true
severities:
— UNKNOWN
- LOW
- MEDIUM
- HIGH
- CRITICAL
version: 1
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: prometheus
spec:
enabled: true
settings:
auth:
allowedUserGroups:
- admins
version: 2
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: runtime-audit-engine
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spec:
enabled: true
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
annotations:
name: user-authn
spec:
enabled: true
settings:
controlPlaneConfigurator:
dexCAMode: FromIngressSecret
publishAPTI:
enabled: true
version: 2
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: user-authz
spec:
enabled: true
settings:
enableMultiTenancy: true
version: 1
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: console
spec:
enabled: true
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: chrony
spec:
enabled: true
settings:
ntpServers:
- <YOUR _NTP SERVER.1>
- <YOUR_NTP_SERVER.2>
- <YOUR_NTP_SERVER.3>
version: 1
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: ingress-nginx
spec:
enabled: true
apiVersion: vl
data:
audit-policy.yaml:

YXBpVmVyc2lvbjogY¥XVkaXQuazhzImlvL3YxICMgVGhpcyBpcyByZXF1laXJ1ZC4Ka2luzZDogUG9sa
WNS5CiMgRGOuJ30gZ2VuzZXJhdGUgYXVkaXQgZXZ1bnRzIGZvciBhbGwgecmVxdWVzdHMgaW4gUmVxdW
VzdFJ1Y2VpdmVkIHNOYWd1LgpvbWl0U3RhZ2Vz0gogICO0gI1lJ1lcXV1c3RSZWN1aXZ21Z2CIKenVsZXM
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6C1iAgIyBBIGNhdGNOLWFsbCBydix 1 IHRvIGxvZyBhbGwgb3RoZXIgemVxdWVzdHMgYXQgdGhlIEL L
dGFkYXRhIGx1dmVsLgogICOgbGV2ZWw6IEL1dGFkYXRhCiAGICAIExvbmetcnVubmluZyByZXF1Z
XNOcyBsaWt1IHdhdGNoZXMgdGhhdCBmYWxsIHVUZGVyIHRoaXMgcnVsZSB3aWxsIG5vdAogICAgLy
BnZW51cmEF0ZSBhbiBhdWRpdCBldmVudCBpbiBSZXEF1ZXNOUMV]ZW12ZWQuCiAgICBVvbW10U3RhZ2V
20gogICAgICAtICJISZXF1ZXNOUMV] ZW12ZWQiCgo=
kind: Secret
metadata:

name: audit-policy

namespace: kube-system
type: Opaque

# fix mosbko miis Bepcum CSE 1.67
apiVersion: deckhouse.io/vlalphal
kind: CustomPrometheusRules
metadata:
labels:
app: prometheus
name: falco-events-metrics-backward

spec:
groups:
- name: runtime-audit-engine.falco-metrics
rules:
- record: falco events
expr:

falcosecurity falcosidekick falco events total{job="runtime-audit-engine"}
apiVersion: deckhouse.io/vl
kind: CustomPrometheusRules
metadata:
name: falco-critical-alerts
spec:
groups:
- name: falco-critical-alerts
rules:
- alert: FalcoCriticalAlertsAreFiring
for: 1Im
annotations:
description: |
There i1s a suspicious activity on a node {{ $labels.node }}.
Check you events journal for more details.
summary: Falco detects a critical security incident

expr: |
sum by (node)
(rate (falco_events{priority=~"error|critical|warning|notice"}[5m]) > 0)---

# Hacrporky Ingress-KOHCTPOJLIEPA .
# VIsMeHUTe CoOTJlacHO TpeboBaHMAM Bamel MHOPACTPYKTYPH
apiVersion: deckhouse.io/vl
kind: IngressNginxController
metadata:
name: main
spec: ingressClass: nginx
inlet: HostWithFailover
nodeSelector:
node-role.kubernetes.io/master: ""
tolerations:
- effect: NoSchedule
operator: Exists
apiVersion: deckhouse.io/vlalphal
kind: NodeGroupConfiguration
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metadata:

name: sysctl-tune-fstec
spec:

weight: 100

bundles:

"Wk n

nodeGroups:

Wi

content: |
sysctl -w kernel.dmesg restrict=1
sysctl -w kernel.kptr restrict=2
sysctl -w net.core.bpf jit harden=2
sysctl -w kernel.perf event paranoid=3
sysctl -w kernel.kexec load disabled=1
sysctl -w user.max user namespaces=0
sysctl -w kernel.unprivileged bpf disabled=1
sysctl -w vm.unprivileged userfaultfd=0
sysctl -w dev.tty.ldisc autoload=0
sysctl -w vm.mmap min addr=4096
sysctl -w kernel.randomize va space=2
sysctl -w kernel.yama.ptrace scope=3
sysctl -w fs.protected symlinks=1
sysctl -w fs.protected hardlinks=1
sysctl -w fs.protected fifos=2
sysctl -w fs.protected regular=2
sysctl -w fs.suid dumpable=0
apiVersion: deckhouse.io/vlalphal
kind: LocalPathProvisioner
metadata:
name: local-path
spec:
path: "/opt/local-path-provisioner"
reclaimPolicy: Delete
apiVersion: deckhouse.io/vl
kind: User
metadata:
name: admin
spec:
email: admin@deckhouse.ru
# echo "7mdO03yxgzt" | htpasswd -BinC 10 "" | cut -d: -f2 | base64 -w0
password:
' IDJhJIDEWJESWNmMJIVRJBaQUINbTgxNy520EpELb3VTIT0ZgOVoxMmVWwT3RZST11ekREQNJFRTBleGou
bmtH'
apiVersion: deckhouse.io/vlalphal
kind: Group
metadata:
name: admins
spec:
name: admins
members:
- kind: User
name: admin
apiVersion: deckhouse.io/vl
kind: ClusterAuthorizationRule
metadata:
name: admin
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spec:
subjects:
- kind: Group
name: admins
accessLevel: SuperAdmin
portForwarding: true
namespaceSelector:
matchAny: true

3.2 Ycranoska I1O «Deckhouse Platformy

Hnst ycranoBku I10 «Deckhouse Platform» tpeOyercs Hamuume B JIOKaTbHOW CeTH
XpaHWINIa 00pa3oB KOHTEHHEpoB (container registry). B cmyuae oTcyTcTBHS registry,
BBITOJIHUTE IIary [0 €r0 YCTaHOBKE, MPUBECHHbIE B I1. 3.8 Pa3zBepThiBaHue registry.

Ckomupyiite ¢aiinbl moctaBku ¢ mocrasisieMoro USB-¢remnn HakonuTest Ha KOMITBIOTED, C
KOTOPOTO €CTh AOCTYII I0 XpaHWIHIIA 00pa3a KOHTEHHEPOB.

C nomompio yTHIHTHI gostsum (yTuiura u3 coctaBa cepruduuupoBanHon OC mo
aIrOpUTMy I'oCT P 34.11-2012 (nmuHa X31II-Kozia 256 our),

https://wiki.astralinux.ru/pages/viewpage.action?pageld=3277020) mnoay4yutre KOHTPOJIHHYIO

cymmy daiino d8 u daitna apxusa 06pazoB (Hanmpumep, platform.tar) u cpaBHUTE MONTyYECHHBIC
pe3yabTaThl COOTBETCTBEHHO C COACPKUMBIM (aiiioB ¢ cyddurcom .gostsum (d8.gostsum st
d8 u, nanpumep, platform.tar.gostsum mus platform.tar u3 cocraBa mocraBku). IlomydeHHble
Pe3yNbTaThl pacyeTa KOHTPOJIBHBIX CyMM M KOHTPOJIbHBIE CyMMBI B YKa3aHHBIX (ailiaX mOCTaBKH
JIOJDKHBI COBIIAJIATh.

3arpy3uTe AaHHBIE B XpaHWIHIIE 00pa30B KOHTEHHEPOB, BHIIOIHHUB CICAYIOIYI0 KOMaHIY

(u3MeHuTe MyTh K (hailily apXuBa WM Marke 00pa3oB):

d8 mirror push <PATH> <REGISTRY_ULR>/<REGISTRY_PATH> \
--registry-login=<USERNAME> --registry-password=<PASSWORD>

, Te

® <PATH> - TUPEKTOPHs ITOCTABKH, COJepKaliasi apXuBkl ¢ oOpazamu nocrasku 110
«Deckhouse Platformy;

® <REGISTRY URL> - @JIpeC XpaHWIUIIA 00pa30B KOHTEHHEPOB B JIOKAIILHOW CETH;

e <REGISTRY PATH> - ITyTh B XpaHWJIHILE 00pa30B KOHTEHHEPOB, B KOTOPHIH OyIyT
3arpy»arbest 00passl [10 «Deckhouse Platformy». B npumepax nuxke Oyner
UCTIOIB30BaThes My Th /deckhouse/cse;

® <USERNAME> - UMsI MTOJIB30BATEIS U aBTOPU3ALMH B XpaHWIHIIE 00pa30B KOHTEHHEPOB;

® <PASSWORD> - ITapoJIb MOJIH30BATENS /ISl aBTOPU3AIMH B XPaHIIIHUILE 00pa3oB

KOHTEHHEPOB.


https://wiki.astralinux.ru/pages/viewpage.action?pageId=3277020
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Ecnu Banr container registry JormyckaeT aHOHUMHBIN A0CTyn 0e3 aBTOpU3alluy, HE yKa3bIBaiTe
nmapaMeTphl —-registry-login U --registry-password.

[Tonpobnee, 3arpy3ka o0pa3oB B registry paccmorpeHa B 1. 3.8 3arpy3ka oOpa3oB B
U30JIMPOBAaHHBIN registry.

3arycTuTe KOHTEWHEP YCTaHOBILUKA:

docker run --pull=always -it [<MOUNT OPTIONS>]
<REGI STRY_URL>/<REGI STRY_PATH>/inStall :<TAG> bash

, TIIe:

® <REGISTRY URL> — ajpec container registry ¢ oopaszamu [10 «Deckhouse Platformy.

® <REGISTRY PATH> - nyTb B xXpaHmmie OOpa30B KOHTEMHEPOB, B KOTOPHM OBUIM

3arpyxeHsl oBpasz3el I[I0 «Deckhouse Platform». B npmuMmepax Hiwke OyneT

MCHoJb30BaThCca NyTh /deckhouse/cse;
e <TaG> - Ter Bepcuu [10 «Deckhouse Platform». Hanpumep, v1.67.0
® <MOUNT OPTIONS> — IapamMeTpbl MOHTUPOBaHUS (aillioB B KOHTEHHEP MHCTAIIIATOPA,
TaKHX Kak:
o SSH-xmroun gocryna
0 (ailn koHpUrypauuu
0 (haiis pecypcoB U T.1.

IIpumep 3ammycka KOHTEIHEpa HHCTAJIATOPA:

docker run -it --pull=always \
-v "$PWD/config.yaml:/config.yaml™ \
-v "$PWD/dhctl-tmp:/tmp/dhctl" \

-v "SHOME/.ssh/:/tmp/.ssh/" registry.company.int/deckhouse/cse/install:
v1.67.0 bash

YeranoBka [0 «Deckhouse Platform» 3amyckaercs B KOHTEHHEpe WHCTAILISATOpPa C
nomoltsio komauas! dhetl:
e Jlns 3amycka ycranoBku [10 «Deckhouse Platform» ricons3yiiTe koMaHay dhetl
bootstrap.
Jlnst nonydyeHus cripaBku 1o napamerpam BeinosHute dhetl bootstrap -h.

[Ipumep 3amycka yctanoBku 110 «Deckhouse Platform»:
dhctl bootstrap --ssh-user=<SSH USER> --ssh-host=<MASTER HOST>
--ssh-agent-private-keys=/tmp/.ssh/id rsa --config=/config.yml
, Te:
® /config.yml — (haiia KOHPUTYpalK YCTAaHOBKH;

® <SSH USER>— IIOJB30BATCIIb HA CEPBEPEC MJIA MOAKIIOUYCHUA 110 SSH,
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® <MASTER HOST>— aJpec cepBepa s noakioueHus mo SSH;

® —-ssh-agent-private-keys — (haiin mpuBatHoro SSH-kitoua, st HOAKIIOUEHUS IO

SSH.

3.3 Otkar ycranoBku u yaanenue [10 «Deckhouse Platformy

[Tpu ycraHOBKE B cily4ae MpepbIBaHUS YCTAaHOBKU MM BOSHUKHOBEHUS IPOOJIEM BO BpEMsI
YCTaHOBKH, MOTYT OCTaThCSl CO3JaHHBIE pecypchbl. [lis yhnaneHus CO3JaHHBIX HCHOJNb3YHTE
xomanay: dhctl bootstrap-phase abort. OOparute BHHUMaHue, uTO Qaill KOHQUrypauuu
(mepenaBaemblii 4epe3 mapameTp --config) MOKEeH ObITh TOT ke, ¢ KOTOPHIM IPOU3BOIUIACH
yCTaHOBKA.

UroOwsl ymanuth kiactep pasBepHyroro I[1O «Deckhouse Platformy, wucnons3syiite
xkomanny: dhctl destroy. B stom cimyuae dhetl mogxmrountess k master-y3iy, IMOJyduT OT HETO

terraform state 1 KOPPEKTHO yIAIHT CO3/ITaHHBIE PECYPCHI.

3.4 Pecypc ClusterConfiguration

Pecypc ClusterConfiguration onucsiBaeT 001I1e napaMmeTpsl KiacTepa.

Omnpenenser, HanpuMep, ceTeBbie mapameTpsl, mapamerpsl CRI, Bepcuto control plane u
T.1. HekoTopble mapamMeTpbl MOXXHO W3MEHSATH TMOCJIe Pa3BEPTHIBAHUS KIAcTepa, BO BPEMs €T0
paboTHI.

Uto0m1 m3mMeHuTh comepxumoe pecypca ClusterConfiguration B pabotaroriemM Kiacrepe,
BBHITMIOTHUTE clenyronryto komanay (kubectl momkeH ObITh HaCTPOEH Ha PabOTy C KJIACTEPOM,
6o ucnonb3yiite kubectl Ha master-y3ie):
kubectl -n d§-system exec -ti deploy/deckhouse -- deckhouse-controller edit cluster-configuration

[Tpumep:

apiVersion: deckhouse.io/vl

kind: ClusterConfiguration

podSubnetNodeCIDRPrefix: '24'

podSubnetCIDR: 10.244.0.0/16

serviceSubnetCIDR: 192.168.0.0/16

kubernetesVersion: "Automatic"

clusterDomain: "cluster.local"

clusterType: Static

#proxy:

# httpProxy: https://user:password@proxy.company.my:8443
# httpsProxy: https://user:password@proxy.company.my:8443
# noProxy:

# - company.my

e apiVersion cmpoka
OO0s13aTeNnbHBIN MapaMeTp

Hcnons3yemas Bepcust API Deckhouse.
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Homnyctumelie 3naueHust: deckhouse.io/v1, deckhouse.io/v1alphal
e clusterDomain cmpoxka
O06s3arenpHbIN TapaMeTp
JlomeH knactepa (MCIoNIb3yeTest sl MapIIpyTH3aIMKA BHYTPH KJIacTepa).
ITo ymomuanuto: "cluster.local”
e clusterType cmpoxa

OO0s13aTenbHBIN MapaMeTp

Tun undpactpykrypsl knacrepa. Beerna - Static
o defaultCRI cmpoxka
Tun container runtime, wucmonb3yemblid Ha y3nax kiactepa (B NodeGroup’ax) mo
YMOITYaHUIO.
Ecimu wucnonb3yercs 3nHadenne NotManaged, To 1O «Deckhouse Platform» ne Oymer
ynpapisaTh (ycTaHaBiIMBaThb M HAcTpauWBaTh) container runtime. B 3Tom cioyuyae o0passbl,
ucriosb3yembie B NodeGroup’ax, JOIDKHBI COIEPKaTh y)Ke YCTAHOBICHHBIN container runtime.
ITo ymomyanuto: "Containerd"
Homyctumble 3Hauenus: Containerd, NotManaged
e kind cmpoxa

O0s3aTenbHBIN MapamMeTp

Homyctumbie 3Hauenust: ClusterConfiguration
e kubernetesVersion cmpoka
O0s3aTenbHBIN MapamMeTp
Bepcus control plane knacrepa Kubernetes.
Jonyctumble 3Hauenust: 1.27, 1.29, Automatic
e podSubnetCIDR cmpoxa

O0s3arenbHbIN TapaMeTp

AnpecHoe IPOCTPaHCTBO TOIOB KiIacTepa.
e podSubnetNodeCIDRPrefix cmpoka

[Ipedukc cetn momoB Ha y3ie.

Buumanue! He Mensiiite mapameTp B y>Ke pa3BepHYTOM KJIacTepe.

ITo ymomuanuro: "24"

® proxy oovexm

ImobanpHas HacCTpoiika proxy-cepBepa.
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Buumanue! ﬂ]l}l moceo, umobwl uzbexcamsb UCNONb306AHUS npoKcu 6 3anpocax Meofcdy

KOMNOHeHmamu Kjiaacmepda, 6ddoiICHO 3anoiHums napamemp noProxy CNUCKOM nodcemeﬁ,

Komopble UCnolb3yoncs Ha y31ax.

(o)

proxy.httpProxy cmpoxka

URL proxy-cepsepa nins HTTP-3anpocos.

[Ipn HEOOXOMMMOCTH YKaXUTE UMSI [OJIb30BaTelIsl, TapoJib U IOPT Proxy-ceppepa.
[IaGnon: ~https?://[0-9a-zA-Z\\-:@]+$

[Ipumepsr:

httpProxy: http://proxy.company.my
httpProxy: https://user:password@proxy.company.my: 8443

proxy.httpsProxy cmpoxa

URL proxy-cepepa nist HTTPS-3anpocos.

[Tpu HEOOXOMUMOCTH YKaXHTE UMSI TTOJIb30BATENIS, TTAPOJIh U TIOPT ProxXy-ceppepa.
[Ia6non: ~https?://[0-9a-zA-Z\\-:@]+$

[Ipumepsr:

httpsProxy: http://proxy.company.my

httpsProxy: https://user:password@proxy.company.my:8443

proxy.noProxy maccus cmpok

Crucok [P 1 TOMEHHBIX UMEH, JIJIs1 KOTOPBIX MIPOKCUPOBAHHUE HE IPHUMEHSIETCSI.
Jns Hactpoiiku  wildcard-moMmeHOB  HWCHONB3yHTE  HamWcaHuWe  BUJA
“.example.com”.

[Ia6mon: *[a-z0-9\-\./]+$

serviceSubnetCIDR cmpoxa

O0s3aTenpHBIN MapamMeTp

AnpecHoe MPOCTPAHCTBO AJIS service’oB KilacTepa.

3.5 Pecypc InitConfiguration

Version:

deckhouse.io/v1

Kondurypanus [10 «Deckhouse Platform», ¢ koTopoii oH 3anmycTuTCs OC/IE YCTAHOBKH.

ITpumep:

apiVersion: deckhouse.io/vl
kind: InitConfiguration

deckhouse:
imagesRepo: registry.company.my/deckhouse/cse
registryDockerCfg:

eyJhdXRocyI6IHsgIm51eHVzZImNvbXBhbnkubXkiOiB7InVzZXJuYW1l1lIjoibmV4dXMtdXNl1ciT
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sInBhc3N3b3JkIjoibmV4dXMtcEBzc3cwemQiLCJIJhdXRoIjol YmIWNGRYTXRKWESsY2pwdVpYaD
FjeTF3UUhOemR6Q0n1aQW89Inl9fQo=

registryScheme: HTTPS

registryCA: |

e apiVersion cmpoka
OO0s13aTeNnbHBIN MapaMeTp
Hcnons3yemas Bepcust API Deckhouse.
Homyctumeie 3nauenus: deckhouse.io/vl, deckhouse.io/vlalphal
e deckhouse o6wvexm
O0s13aTenbHBIN TapamMeTp
[Tapametpsi, HeoOxoaumbie 11t yetanoBku [10 «Deckhouse Platformy.
o devBranch
Vkaxure Bepcuto [10 «Deckhouse Platformy, 3arpykeHHy10 B XpaHUIHIIE
00pa30B KOHTEHHEPOB.
o deckhouse.imagesRepo cTpoka
Anpec container registry ¢ oopazamu 10 «Deckhouse Platformy.
Ob6s3arenpHOE TIONE.
o deckhouse.registryCA cmpoxka
KopHeBoit cepTudukar, KOTOPIM MOXXHO IPOBEPUTH CcepTU(UKAT container
registry mpu pabore mo HTTPS (ecnu registry mcmosb3yeT caMOMOINACAHHBIC
SSL-ceptudukarsr).
o deckhouse.registryDockerCfg cmpoxa
Crpoka ¢ mpaBaMu JocTyna K container registry, 3ammdpoBanHas B Base64.
Ob6s3arenpHOE MOJIE.
o deckhouse.registryScheme cmpoxa
IIpotokon nocryna k container registry (HTTP unu HTTPS).
[To ymonmuanuto: "HTTPS"
Jonyctumeie 3nadenusi: HTTP, HTTPS
e kind cmpoxa
O0s3aTenbHBIN TapaMeTp

Jomyctumelie 3radeHust: InitConfiguration

3.6 Pecypc StaticClusterConfiguration

Version: deckhouse.io/v1
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JononHuTenbHBIE TApaMETPbI KJIacTepa.

ITpumep:

apiVersion: deckhouse.io/v1l
kind: StaticClusterConfiguration
internalNetworkCIDRs:

- 10.244.0.0/16

- 10.50.0.0/16

e apiVersion cmpoka
O0s3aTenbHBIN TapameTp.
Hcnonesyemas Bepcust API Deckhouse.
Homyctumeie 3nadeHust: deckhouse.io/v1, deckhouse.io/v1alphal
e internalNetworkCIDRs maccug cmpox
Crircok BHYTPEHHUX ceTel y3JI0B KiacTepa.
BayTpenHnue cetm ucmonb3yroTcs s cBs3M kommoHeHTOB Kubernetes (kube-apiserver,
kubelet u 1.1.) Mex Ty COOOH.
Ecnmu xaxnaprii y3enm B KiacTepe MMEET TOJNBKO OJMH CeTeBO HMHTepdeic, To mapameTp
MOXHO He yKa3bIBaTh U pecypc StaticClusterConfiguration MOXXHO He CO3aBaTh.
0 DJeMEeHT MaccHuBa CMpoKa
[Ta6moH:
A(([0-9]I[1-91[0-9][1[0-91{2} |2[0-4][0-91|25[0-5])\.) {3 }([0-9]|[1-9][0-9]|1[0-9]{2} |
2[0-4][0-91125[0-5])(V(3[0-2]I[1-2][0-9]I[0-9]))$
[Tpumep:
192.168.42.0/24
e Kind cmpoxka
OO0s13aTeNnBHBIN MapaMeTp

Honyctumsle 3HadeHus: StaticClusterConfiguration

3.7 Co3nanue 006pa3oB
Co3manue 00pa3oB  MHPOMCXOIUT ¢ nomouibio  yTuiauTel  docker w3  cpeabl

¢ynkunonuposanus [10 «Deckhouse Platformy.

Omnucanus CO3JaHuA 06p830B MMPUBCACHO HUXKC!

e Astra Linux Special Edition

https://wiki.astralinux.ru/pages/viewpage.action?pageld=158601444&ys
clid=lwsxujpv4r224070482

e OCPEJ]OC
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https://redos.red-soft.ru/base/arm/arm-other/docker-install/?ysclid=
1lwsy07s1ux387721779

e Amurr 8 CII

https://www.altlinux.org/Docker
[Tpu BKJIFOYEHHOM M HACTPOCHHOM operator-trivy 1. 4.1, pa3BepThiBaHHE KOHTCHHEPOB U3

ySI3BUMBIX 00pa30B Oy/IeT 3aIpeleHo.

3.8 Pa3BepTriBanme registry
Jlst pa3BepThIBaHUSA registry (XpaHuauia 00pa3oB KOHTEHHEPORB) BHIMIOJTHUTE CIICTYIOITHE
IIary:

YcranoBute Ha cepBep maketsl OC docker-registry apache2-utils:

apt install docker-registry apache2-utils
CrenepupyiiTe moabp30BaTels A 1OCTyIa B registry (B mpumepe, noab3osarens deckhouse

¢ maposnem deckhnouse):

htpasswd -bnB deckhouse deckhouse > /etc/docker/registry/htpasswd
Otpenaktupyiite koHpurypamuto registry B aiine /etc/docker/registry/config.yml u
n3MeHuTe mapametp auth.htpasswd.path c /etc/docker/registry na /etc/docker/registry/htpasswd

[lepesamyctute cepBuc docker-registry:

systemctl restart docker-registry
Hcnone3yiite aapec registry npu 3arpyske oOpaszoB mnepen ycraHoBkoil [10 «Deckhouse

Platform» (1. 3.2). [Ipumep:
d8 mirror push /root/d8-bundle 10.128.0.37:5000/deckhouse --insecure

--registry-login=deckhouse --registry-password=deckhouse
B registry IIO «Deckhouse Platform» 3arpyxaercs c¢ mnoctaBnsiemoro USB-cuemn
HAKOTIUTEJIS, BXOMAIIETO B KOMIUIEKT IOCTaBKH, coriacHO 11.3.3 TexHu4Yeckux yClIoBUU

RU.86432418.00001-01 TV 03-1.

3.9 Hacrpoiika [10 «Deckhouse Platform»

ITO «Deckhouse Platform» cocrout u3 oneparopa Deckhouse u momyneit. Momyns — 310
HaOop u3 Helm-uapra, XykoB, npaBuil cOOpKH KOMIIOHEHTOB Moays (komnoHeHToB Deckhouse)
U IpyTux (paisos.

ITO «Deckhouse Platform» HacTpanBaeTcs C IOMOIIBIO:

e I06anbHBIX HacTpoeK. [J00ambHBIC HACTPOMKH XpaHATCS B custom resource
ModuleConfig/global. [mo6ansHbIe HACTPOHKH MOXKHO pacCMAaTPUBATh KaK CIICIUATbHBIN

Monyiib global, KOTOPBIN HEB3sI OTKIIOYUTH.


https://deckhouse.ru/documentation/v1/deckhouse-configure-global.html
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Hacrtpoek moayaeil. HacTpoliku Kaxaoro MoIyss XpaHATCS B custom resource
ModuleConfig, umst koToporo coBnaaaer ¢ umeHeM Moxyis (B kebab-case).

Custom resource’oB. Hekoropple  MOAynuM  HACTpaWBalTCSd C  MOMOUIBIO
JIOMIOJTHUTENBHBIX custom resource’oB.

[Tpumep nHabopa custom resource’oB koHpurypauuu Deckhouse:

# TyoBasibHEIE HACTPOUKM.
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: global
spec:
version: 1
settings:
modules:
publicDomainTemplate: "%s.kube.company.my"
# HacTporxy Momysns monitoring-ping.
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: monitoring-ping
spec:
version: 1
settings:
externalTargets:
- host: 8.8.8.8
# OrTximounTh MomyJsib dashboard.
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: dashboard
spec:
enabled: false

[Tocmotpers cmmcok  custom  resource’oB  ModuleConfig, coctosHue Momyns

(BKJTIOUEH/BBIKITIOUEH) M €TO CTaTyC MOXKHO C IMOMOIIbI0 koMaH bl kubectl get moduleconfigs.

CHucoK u COCTOSTHUE MOJYJICH MOYKHO TaKKe MOJyYUTh C TIOMOIIBbIO KoMaH bl Kubectl get

modules.

Uto0b1 m3MeHUTh IobanbHyo KoHpurypamuio Deckhouse win kKoHHUTypamuo MOmyIs,

HY)KHO CO3/IaTh WJIM OTPEAAKTHPOBATh COOTBETCTRYIOMUM pecypc ModuleConfig.

Hanpumep, 4T0OBI OTpeAakTHpOBaTh KOH(MUTYpaLMIO MOAYIS uUpmeter, BBITOJHHUTE

CJIEYIOIIYI0 KOMaHAY:

kubectl -n d8-system edit moduleconfig/upmeter

ITocne 3aBCPUICHUA PCAAKTHPOBAHUA U3MCHCHUSA MIPUMEHATIOTCA aBTOMAaTUYCCKU.


https://deckhouse.ru/documentation/v1/#%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0-%D0%BC%D0%BE%D0%B4%D1%83%D0%BB%D1%8F
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3.10 Hactpotika moxyms

Monynbp HacTpaumBaeTcs ¢ mnomoimipio custom resource ModuleConfig, uMs kotoporo
coBmamaer ¢ wumeHemM wmoxayns (B kebab-case). Custom resource ModuleConfig umeer
CJICYIOIINE TIOJS:

e metadata.name — nazBanue moxyns [10 «Deckhouse Platform» B kebab-case (manpumep
prometheus, node-manager).

® spec.version — BepCusi CXeMbl HACTPOCK MOYJIs (II€10€ YUCII0, OOJIBIIE HYIIS).
Obs3aTenpHOE TOJIE, €CNU spec.settings He myctoe. HoMmep akTyanbHOI BepcHH MOXHO
YBUJIETh B JOKYMEHTAIIUU MOy B paszaene “‘Hacmpouxu”.

o IIO «Deckhouse Platform» nonnep>kuBaet oOpaTHy0 COBMECTUMOCTh BEpCUit
CXeMbI HacTpoeK Moayisi. Ecim ucmoinb3yercst cxema HacTPOEK yCTapeBIei
BEPCHUH, NIPH PEIAKTHPOBAHUH HJIH TPOCMOTpPE custom resource’a OymeT
BBIBEJICHO MPENYNPEXKICHHE O HEOOXOIUMOCTH OOHOBUTH CXEMY HAaCTPOEK
MOYJISI.

® spec.settings — HacTpoliku MoAyiisi. HeoOs3aTenpHOE T0Ie, €CIIN MCTIONB3YETCs TI0JIe
spec.enabled.

e spec.enabled — HeoOs3aTeTpHOE TIOJIE AJIST SBHOTO BKITIOYCHUS WITH OTKITFOUCHUST MOJTYJIS.
Ecnu He 3a1aH0, MOIYIIb MOXKET OBITH BKJIFOUEH 10 YMOIYaHUIO B OJHOM U3 HAOOPOB
MOZYJEN.

10 «Deckhouse Platform» ne wusmenser custom resource’si ModuleConfig. 3t0
nmo3BoysieT NpuMeHATh mnonaxon Infrastructure as Code (IaC) mpu xpaHeHuU KOHUTyparuu.
JpyruMu CcJI0BaMH, MOXXHO BOCIIOJIb30BaThCS BCEMH MNPEUMYIIECTBAMH CHCTEMBI KOHTPOIS
Bepcuii s xpaneHus Hactpoek 110 «Deckhouse Platform», ucmons3oBate Helm, kubectl u
JPYTUE IPUBBIYHBIE HHCTPYMEHTHI.

[Tpumep custom resource st HacTpoiiku Momyist Kube DNS:

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: kube-dns
spec:
version: 1
settings:
stubZones:
- upstreamNameservers:
- 192.168.121.55
- 10.2.7.80
zone: directory.company.my
upstreamNameservers:
- 10.2.100.55



https://deckhouse.ru/documentation/v1/#%D0%B2%D0%BA%D0%BB%D1%8E%D1%87%D0%B5%D0%BD%D0%B8%D0%B5-%D0%B8-%D0%BE%D1%82%D0%BA%D0%BB%D1%8E%D1%87%D0%B5%D0%BD%D0%B8%D0%B5-%D0%BC%D0%BE%D0%B4%D1%83%D0%BB%D1%8F
https://deckhouse.ru/documentation/v1/#%D0%BD%D0%B0%D0%B1%D0%BE%D1%80%D1%8B-%D0%BC%D0%BE%D0%B4%D1%83%D0%BB%D0%B5%D0%B9
https://deckhouse.ru/documentation/v1/#%D0%BD%D0%B0%D0%B1%D0%BE%D1%80%D1%8B-%D0%BC%D0%BE%D0%B4%D1%83%D0%BB%D0%B5%D0%B9
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- 10.2.200.55 |

HexkoTtopeie MOAynu HacTpawBarOTCA C MOMOILNBIO JOMOJTHUTENBHBIX custom resource’OB.
Bocmonb3yiiTech monckoM (BBEpXy CTPAHUIIBI) WM BBIOCPUTE MOMAYIh B MEHIO CJIE€Ba, YTOOBI

MIPOCMOTPETH JOKYMEHTALIMIO 10 €r0 HaCTPOIKaM U MCIIOJIb3yEMbIM custom resource’am.

3.11 BxiroueHue v OTKIIFOYEHUE MO

Hekoropbie MOyu MOTYT OBITh BKITIOUEHBI 110 YMOJTYaHHUIO B 3aBUCUMOCTH OT
UCIIOJIB3yEeMOT0 Habopa MOYIEH.

J1Jist SBHOTO BKJTFOUEHUS WIIH OTKJIFOUEHUS MOAYIISE HEOOXOAMMO YCTAHOBUTD true WU
false B IIOJIE . spec.enabled B COOTBETCTBYIOILIEM custom resource ModuleConfig. Ecin s
MOJyJIsl HET TAKOro custom resource ModuleConfig, €r0 Hy’)KHO CO3/4aTh.

[Ipumep SIBHOTO BBIKITIOUCHUSI MOIYJISl user—authn (MOIYb OyET BBIKIIOYCH HE3aBHCHUMO

OT UCIIOJIB3yEeMOTro Habopa MoyJiei):

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: user-authn
spec:
enabled: false

[IpoBeputh coCTOSIHME MOAYIS MOKHO C OMOILBEO KOMaH/bI kubectl get moduleconfig

<VMST_MOTIYJIST>.

3.12 [lonkmroueHue npoBaiizepa ayTeHTU(pUKanuu

B TIO «Deckhouse Platform» peanu3oBaH poneBOi METOA yHpPaBJICHHS IJOCTYIIOM C
IIOMOIIbI0 BHEIIHEro IMpoBaiiiepa ayTeHTU(UKALMM, PEaTU3yIOLlEro B3aUMOAEHCTBHE I10
nporokory LDAP wmm OIDC. IloakimioueHue BHEUIHETO NpoBaiijepa ayTeHTU(HUKAIUN
BBIMOJHsIETCST pu nomou pecypca DexProvider (cm. cnenudukanuio B m. 3.12.1 wim
CrpaBOYHUK aJMUHUCTPATOpa, NPHUBEICHHBI B 3JIEKTPOHHOM MPUIOKEHUH K HACTOSILEMY
JIOKYMEHTY, KaTallor «JJeKTpoHHble mnpuioxkeHus» - «Deckhouse Platform. PykoBoactso
aJIMUHUCTpaTopay - «cse-admin-reference.pdf»).

[lepen moaxsrOueHHEM mMpoBalepa ayTEeHTHU(PHUKAIMK €ro HEOOXOAMMO HACTPOUTH C
y4eTOM POJIeBOM Mojenu jaoctyna, ucnoiab3yemoit B [10 «Deckhouse Platform». B karanore,
JOCTYIl K KOTOpoMy oOecneuuBaeT NpoBaijiep ayTeHTHU(UKAIMM, MOJIb30BaTENsIM, KOTOpHIE
nowkHel uMeTh fnoctyn B I1O «Deckhouse Platformy, momxHbI ObITH TPHUCBOEHBI T'PYMIIbI, B
COOTBETCTBUM C HEOOXOAMMBIM YpPOBHEM IIpaB B paMKax poyieBoil mozenu pgoctyma 1O
«Deckhouse Platform» (Texunueckue yciosus, [Ipunoxenne 1. Crincok porneii [0 «Deckhouse

Platform Certified Security Editiony).
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[Ipumep pecypca DexProvider ans noakitouenus nposaiaepa ayreHtuduxanyuu LDAP:

kind: DexProvider

metadata:
name: ldap
spec:
displayName: LDAP
type: LDAP
ldap:

bindDN: cn=admin, dc=novalocal
bindPW: passwOrd
groupSearch:
baseDN: ou=groups,dc=novalocal
filter: (objectClass=groupOfNames)
nameAttr: cn
userMatchers:
- groupAttr: member
userAttr: DN
host: 192.168.10.10:389
insecureNoSSL: true
insecureSkipVerify: true
startTLS: false
userSearch:
baseDN: ou=users,dc=novalocal
emailAttr: mail
filter: (objectClass=person)
idAttr: DN
nameAttr: cn
username: cn
usernamePrompt: Email Address

3.12.1 Pecypc DexProvider

spec.displayName cmpoxa

OO0s3aTeIbHBIN MapaMeTp.

Wwms nposaiinepa, koropoe OyaeT oToOpakeHO Ha CTpaHMIIe BbIOOpa mpoBaiiiepa uis

ayTeHTU(HUKAIHH.

Ecnu HacTpoeH Bcero ofuH MpoBaiiiep, CTpaHUIla BHIOOpa MpoBaiiiepa MoKa3bIBaThCs HE

Oyner.

spec.ldap o6vexm
[Tapametpsl nposaiinepa LDAP.

o spec.ldap.bindDN cmpoxa

I1yTs 10 cepBuc-akkayHTa npunoxenus B LDAP.

Ilpumep:
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bindDN: uid=serviceaccount,cn=users,dc=example,dc=com
spec.ldap.bindPW cmpoxa
[Tapons 115 cepBuc-akkayHTa npuioxenus B LDAP.

Ilpumep:
bindPW: password

spec.ldap.groupSearch o6vexm
Hactpoiiku puiabsTpa 11 Houcka rpyImi Juis yKa3aHHOTO MOJIb30BaTellsl.
= spec.ldap.groupSearch.baseDN cmpoxa
OO6s3aTenbHBINA TapaMeTp.
OTkyna OyzmeT HadaT MOMCK IPYIII
Ipumep:
baseDN: cn=users,dc=example,dc=com
= spec.ldap.groupSearch.filter cmpoka
OunbTp st TUPEKTOPHUU C TPYIIIIAMHU.

Ipumep:
filter: "(objectClass=person)"

= spec.ldap.groupSearch.nameAttr cmpoxa
OO0s3aTeIbHBIN MapaMeTp.

Nwms arpulyTa, B KOTOPOM XPAHUTCS YHUKAJIBHOE UMS TPYIIIIbI.

Ilpumep:
nameAttr: name

= spec.ldap.groupSearch.userMatchers maccus o6vekmos
OO0s3aTenbHbIN TapaMeTp.
Crnrcok comnocraieHHi aTpu0yTa UMEHH 103epa ¢ UMEHEM TPYIIIIHL.
= spec.ldap.groupSearch.userMatchers.groupAttr cmpoxa

O0s13aTenbHBIN TapamMeTp.
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(o)

Nwms atpulbyTa, B KOTOPOM XpaHSITCS UIMEHA M0JIb30BaTeleH,

COCTOSIIIMX B TPYIIIIE.
Ipumep:
groupAttr: member

= spec.ldap.groupSearch.userMatchers.userAttr cmpoxa

O06s13aTenbHBINA TapamMeTp.
Wmst arprOyTa, B KOTOPOM XPAaHHUTCS UMS TTOJTb30BATEIIS.

Ipumep:
userAttr: uid

spec.ldap.host cmpoxa

OO6s3aTenbHBIN MapaMeTp.

Anpec u nopt (onmmonansHo) LDAP-cepsepa.

Lipumep:

host: 1dap.example.com:636

spec.ldap.insecureNoSSL 6yneswiii

[Topxnrouareesa k karanory LDAP He no 3amuiieHHomMy nopry.

Ilo ymonuanuro. false

spec.ldap.insecureSkip Verify Oyneswiu

He npousBoauts npoBepKy MOJIMHHOCTHU IIpoBaiiaepa ¢ nomoiuiso TLS.
HebGe3omacHo, HE peKOMEHAYETCS UCTIONB30BaTh B production-oKpyKeHHSIX.
Ilo ymonuanuro: false

spec.ldap.rootCAData cmpoxa

emouka CA B popmare PEM, ucnionwszyemas s Banmuaanuu TLS.

Ilpumep:
rootCAData: |

MIIFaDC...
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(o)

spec.ldap.startTLS 6yneswiii

Ucnons3oBare STARTTLS s mmdpoBanus.

Ilo ymonuanuro: false

spec.ldap.userSearch o6vexm

OO0s3aTeIbHBIN MapaMeTp.

HaCTpOﬁKH (I)I/IJ'IBTpOB HOHLSOB&TCHCﬁ, KOTOPBIC ITOMOT'atOT CHa4Yalia

OT(UIBTPOBATH AUPEKTOPUH, B KOTOPBIX OyJeT MPOU3BOJUTHCS MOUCK

N0JIb30BATENCH, a 3aTeM HATH MOJIb30BaTENs IO MOJISAM (€ro UMEHH, aJipecy

AJIIEKTPOHHOM MOUYTHI HJIK OTOOpakaeMOMYy UMEHH ).

spec.ldap.userSearch.baseDN cmpoxa
O06s13aTenbHBIN TapamMeTp.

OTkyna OyzeT HauaT MOMCK MOJIb30BaTENEH.
Ipumep:

baseDN: cn=users,dc=example,dc=com
spec.ldap.userSearch.email Attr cmpoka
OO0s3aTeIbHBIN MapaMeTp.

Nwms arpulyta, n3 koToporo OyzeT rnoisydyeH email momab3oBares.
Ilpumep:

emailAttr: mail

spec.ldap.userSearch.filter cmpoxa

[To3Bomsier 106aBUTH GUIIBTP AJIST AUPEKTOPUH C TIOTH30BATEISIMHU.

Ilpumep:
filter: "(objectClass=person)"

spec.ldap.userSearch.idAttr cmpoxka

O0s13aTenbHBIN TapamMeTp.

Nwms arpulyta, u3 kotoporo Oynet nonyder ID nonszoBarens.


https://www.digitalocean.com/community/tutorials/how-to-encrypt-openldap-connections-using-starttls
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0

llpumep:
idAttr: uid

= spec.ldap.userSearch.nameAttr cmpoxa
ATpulOyT 0TOOpakaeMOro UMEHH MOJIb30BATENSL.

Ilpumep:

nameAttr: name
= spec.ldap.userSearch.username cmpoxa

OO0s13aTenbHBIN TapamMeTp.

Nwms atpubyTa, 13 KOTOPOro OyAeT MOMydeH username mojib30BaTells.

Tlpumep:

username: uid
spec.ldap.usernamePrompt cmpoka
Crpoka, koTopast OyJeT 0TOOpaxaTbCst BO3JIE IOJIS JUISl IMEHH TI0Ih30BaTeNIs B
(dbopme BBOZIA JIOTHHA U TIAPOJISL.

1lo ymonuanuro: "LDAP username"

Ipumep:
usernamePrompt: SSO Username

® spec.oidc oOvexm

[Tapametpsl nposaiinepa OIDC (M0xkHO yKa3bIBaTh, TOIbKO eciu type: OIDC).

(0)

(0)

spec.oidc.basicAuthUnsupported 6yregwiii

Hcnonb3oBars POST-3anpocs! 11 001IeHUs ¢ TPOBaiiIepOM BMECTO JOOaBIEHHUS
TokeHa B Basic Authorization header.
B GonpmnHCcTBE cinyyaeB Dex cam omnpenenseT, Kakoi 3apoc €My HYKHO

CAcJIaTb, HO MHOIrJa BKIIFOYCHHE 3TOr0 nmapamMeTrpa MOXKET IIOMOYb.

Ilo ymonuanuro: false

spec.oidc.claimMapping oo6vexm
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(o)

Hekotopele npoBaiiiepsl BO3BpallaloT HecTaHAapTHBIE claim’bI (Hampumep,
mail). Claim mappings nomorarot Dex npeoOpa3oBarh ux B CTaHIApTHBIC
claim’e1 OIDC.
Dex moxet npeoOpa3oBaTh HECTaHIAPTHBIN claim B cTaHAAPTHBIN, TOJIBKO €CIH
id_token, monyuennsiit ot OIDC-npoBaiinepa, He COAEPKUT aHATOTHYHBII
CTaHJApTHBIN claim.
= spec.oidc.claimMapping.email cmpoxa
Claim, koTOpBIit OyZIeT UCIOIB30BaH IS MOTyueHHs email momp3oBares.
Ilo ymonuanuro: "email"
= spec.oidc.claimMapping.groups cmpoka
Claim, KOTOpBIiA OyIeT UCIIOB30BAH JJIS MOYUYSHHUS TPy TOJIB30BaTENs.
Ilo ymonuanuro: "groups"
= spec.oidc.claimMapping.preferred username cmpoxa
Claim, KOTOpBIi OyZIeT UCIIOIB30BAH /TS MOTyUEHHSI TPEAIOYTUTEIEHOTO
UMEHH TI0JIH30BaTEIIsI.
Ilo ymonuanuro: "preferred username"
spec.oidc.clientlD cmpoxa
OO0s13aTebHBIN MapaMeTp.
ID npunoxenus, coznannoro B OIDC-npoaiigepe.
spec.oidc.clientSecret cmpoxa
OO0s3aTenbHBIN MapaMeTp.
[Tapons npunoxenus, co3nanHoro B OIDC-npoBaiinepe.
spec.oidc.getUserInfo 6ynessiii
3ampanuBaTh OMOJHUTEIbHBIE JaHHBIE 00 YCIEUIHO MOAKIIOYEHHOM

IIOJIB30BaTcClicC.

Ilo ymonuanuro. false


https://openid.net/specs/openid-connect-core-1_0.html#Claims
https://openid.net/specs/openid-connect-core-1_0.html#Claims
https://openid.net/specs/openid-connect-core-1_0.html#Claims
https://openid.net/specs/openid-connect-core-1_0.html#Claims
https://openid.net/specs/openid-connect-core-1_0.html#Claims
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spec.oidc.insecureSkipEmail Verified 6ynesuwriii

HrnopupoBarh HHPOPMAIUIO O CTaTyce MOATBEPKACHUS email Tmob30Baress.
Kak nmenHo nmoaTBepkmaercs email, pemaeT cam nposaiinep. B orsete ot
npoBaiifiepa NPUXOAUT JIUIITE HHPOPMAIIHS — MOATBEPKIeH email uin Het.
Ilo ymonuanuro. false

spec.oidc.insecureSkip Verify 6ynesuiii

He npousBoanuts npoBepKy NOIIMHHOCTHU IpoBaiaepa ¢ nomoiurso TLS.
Hebe3onacHo, He peKOMEH TyeTCs HCTIONb30BaTh B production-okpyKeHUsIX.
Ilo ymonuanuio: false

spec.oidc.issuer cmpoxa

OO0s13aTenbHBIN MapaMeTp.

Anpec OIDC-npogaiinepa.

Ilpumep:

issuer: https://accounts.google.com

spec.oidc.promptType cmpoka

Ornpenenser — M0JDKEH Jiu [ssuer 3anpaimBarh NOITBEPKACHUE U J1aBaTh
MOJICKA3KH NP ayTeHTU(DHUKAIUH.

[To ymomuanuto OyaeT 3ampoIieHo MOATBEPKISHNE TTPH TIEPBOMA
ayTeHTHQUKAIMH. JloMyCTHMbIE 3HAU€HUSI MOTYT U3MEHATHCS B 3aBUCIMOCTHU OT
Issuer.

Ilo ymonuanuro: "consent"

spec.oidc.rootCAData cmpoxa

Hemouka CA B popmare PEM, ucnonsizyemas s Banunanuu TLS.

Ipumep:
rootCAData: |

MIIFaDC...
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(o)

spec.oidc.scopes maccus cmpox

CrmcoK [IOJICH ISl BKIIFOUSHHS B OTBET IPH 3aIPOCE TOKSHA.

Ilo ymonuanuro: ["openid","profile","email","groups","offline_access"]
spec.oidc.userIDKey cmpoxa

Claim, koTopsIii OyeT KCIIOIB30BaH s omy4deHus ID nonb3oBaress.
Ilo ymonuanuro: "sub"

spec.oidc.userNameKey cmpora

Claim, KOTOpBIi OyZIeT UCIOIB30BAH /TS TOTyYEHHSI UMEHH MOJIb30BATEIS.

1lo ymonuanuro: "name"

spec.type cmpoxa
Tun BHEIIHETO ITpoBanaepa.

Jlonycmumuwle 3nauenusn: OIDC, LDAP


https://github.com/dexidp/website/blob/main/content/docs/custom-scopes-claims-clients.md
https://openid.net/specs/openid-connect-core-1_0.html#Claims
https://openid.net/specs/openid-connect-core-1_0.html#Claims
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4 Onucanue napamMeTpoB (HACTPOeK) 0e30MaCHOCTH

4.1 Hactpoiika ckaHUpOBaHUS Ha ySI3BUMOCTHU

CkaHupoBaHHE Ha YS3BHUMOCTH OCYIIECTBISIETCS C TIOMOIIBIO MOIYNS oOperator-trivy.
Mogynps mo3BosisleT moiydaTh HUHGOpManMio o MpollieMax B HACTpPOWKe KiacTepa WIH
OTICNbHBIX OOBEKTOB KIacTepa, a Takke HMHpopManuio 00 yI3BUMOCTIX, HAWJIEHHBIX B
HCIIONB3YEMBIX 00pazax KOHTCHHEPOB.

Uro0bI oy4yarh HHGHOPMAITUIO O HATUYHH YSI3BUMOCTEH, HE0OXOIUMO:

® BKIIIOYUTH MOJYJIb CKAHUPOBAHUS;

® O00HOBUTH 0a3bl ysa3BUMOCTEH (cM. 1. 4.1.1)

® YCTaHOBUTH Ha MPOCTPAHCTBAX UMEH, COACPKAIIUX MOANEKAIUE CKAHUPOBAHHUIO OB,
aHHOTaIMIo security-scanning.deckhouse.io/enabled.

Jlis BKIIIOYEHHST MOAYJsi operator-trivy BBIIOJHHUTE CIEAYIOLIYI0 KOMaHIy (Tpedyercs
kubectl, HacTpoeHHBIN Ha pabOTy C KIaCTEPOM):

kubectl -ti -n d8-system exec deploy/deckhouse -- deckhouse-controller module enable
operator-trivy

Jlis yCTaHOBKHM aHHOTAlUU security-scanning.deckhouse.io/enabled wa mpocTpaHCTBO
UMEH, COJIEpIKaIIee MO/IbI, TTOIC)KAIINE CKAHUPOBAHUIO HA YSI3BUMOCTH, BHITIOJTHHUTE, HAIIPUMED,
cienyromryto komanay (tTpedyercs kubectl, HacTpoeHHbII Ha paboTy ¢ KJIacTEPOM):

kubectl label namespace <IIPOCTPAHCTBO_ HMEH> security-scanning.deckhouse.io/enabled="

Nudopmaiius o HalWJEHHBIX YA3BUMOCTSIX OOHOBISETCS IMOCJE BKIIOYCHHUS MOIYIS
operator-trivy WM yCTaHOBKH aHHOTAIIMH HA MIPOCTPAHCTBO UMEH M Jlajiee KaXK/ble 6 4acoB.

[IpocMOTp OTYETOB O CKaHMPOBAaHUHU ocyulecTBiseTcs B BeO-uHTepdeiice Grafana B
namoopnax CIS  Kubernetes Benchmark w  Trivy Image Vulnerability —Overview,

CTPYNIIMPOBAHHBIX B nanke Security (cMm.m.4.5):

4.1.1 O6HOoBNEHHUE 0a3bl YA3BUMOCTEH

OOHoBneHne 6a3bl ysI3BUMOCTE HEOOXOIMMO BBINOJIHATH epHondecky. Pexomengyemas
gacTtoTa OOHOBJIEHUS 0a3 — OIUH pa3 B CYTKH.

[lepBUYHBIM HCTOYHUKOM 0a3bl ySI3BUMOCTEH SIBIISIETCSI XPaHHUIIHILE 00pa30B KOHTEHHEPOB
no anpecy registry-cse.deckhouse.ru. OOHOBIeHHE ©6a3 ySI3BUMOCTEH TOApa3yMeBacT
KONMPOBaHHE 00pa30B KOHTEWHEPOB C 0a30if YSA3BUMOCTEH M3 MEPBUYHOTO HCTOYHHKA B
NPOMEXYTOUHBIN (aiin, a 3areM U3 TNPOMEXyTO4uHOro daitna B XpaHwiuiie o0pa3oB

KOHTEHHEPOB, uctonb3dyeMoe s padotsl [10 «Deckhouse Platformy.
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Jlis oOHoBieHust 0asbl yS3BUMOCTEH, HEOOXOIUM JIMLEH3UOHHBIA K04 (BXOJUT B
noctaBky [1O «Deckhouse Platformy).

Jns ckauuBaHUS OOHOBIEHHMM 0a3bl ys3BHUMOCTEH B (aily, BBIMOIHUTE CIEIYIOLIYIO
KOMaHJy Ha Yy3Je, ¢ KOTOPOrO TNPOM3BOAWIM YCTAaHOBKY WJIM C BBIJEJIIEHHOTO XOCTa JJIs
oOHOBJIeHHUs 0a3bl (YKakUTe UM (ailyia U JIMLIEH3UOHHBIN KITI0Y):

d8 mirror pull \

${PACKAGE DIR PATH} \

--source="registry-cse.deckhouse.ru/deckhouse/cse" \

--license="${LICENSE KEY}"\

--gost-digest \

--deckhouse-tag="v1.67.0" \

--no-modules \

--no-platform

s 3arpy3ku OOHOBJIEHMI 0a3bl yA3BUMOCTEH W3 (aiifia, BBIMOIHUTE CIETYIOIIYIO
KOMaHJly Ha MmacTtep-y3ie (ykaxurte ums ¢aiia ¢ 0a30il 0OHOBIEHMI M JaHHBIE XPAaHWIMIIA
o0Opa3a KOHTEHHEPOB):

d8 mirror push <PACKAGE DIR PATH> <LOCAL REGISTRY URL> --registry-login
<LOCAL_REGISTRY_ LOGIN> --registry-password <LOCAL REGISTRY PASSWORD>

[locne 3arpy3ku 0a3bl ySI3BUMOCTEH B XpaHWIUILE OOpa3oB KOHTEHHEPOB MOAYJb
operator-trivy 0OHOBUT BHYTPEHHIOI 0a3zy JaHHBIX 00 ysa3BUMOCTX (pa3 B 4 daca), u Oyaer

HCIIOJIL30BaTh OOHOBJICHHEIC JAaHHBIC IIPU CKAaHUPOBAHWH.

4.2 Hacrtpoiika moiuTuk 0e30MacHOCTH.

B T1IO «Deckhouse Platform» mnpemycMoTpeHO HUCMOIB30BaHUE CIEIYIOMUX TMOJIUTHUK
0€301acHOCTH:

® Privileged — He orpaHMuYMBaIOlasi MOJUTHKA C MAaKCHUMAaJbHO IIUPOKUM YPOBHEM
pa3penieHuid;
® Baseline — MUHUMAIBHO OTPAaHUYMBAIONIAS TIIOJIUTUKA, KOTOpas IMpeIoTBpaIiact

HanOoJiee WM3BECTHBIE M TOMYISPHBIE CIOCOOBI TOBBIMIEHHUS NpuBMWIETHid. [lo3BonseT
UCTIOJIB30BaTh CTAHJAPTHYIO (MHHAMAIIBHO 3aJIJaHHYI0) KOH(QHUTYpAIHIO M0/1a;
e Restricted — NOAUTHKA CO 3HAUUTENbHBIMU OrpaHndeHusIMU. [IpenbsaBiseT cambie

KCCTKHC Tpe60BaHI/IH K I1oaaM.
[ToauTka MOXET OBITh ONpeaAciiCHa Jid MCIIOJb30BaHHUA IO YMOJYAaHUIO, a TAKKC JIA

KOHKPETHBIX IIPOCTPAHCTB UMEH.
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[Ipu ycranoske 110 «Deckhouse Platform» monutrka mo ymonuaHuio yCTaHOBJIEHA Kak
Baseline.

[TonuTHKa MO YMOTYaHUIO ONpeenseTcs B mapamerpe podSecurityStandards.defaultPolicy
B ModuleConfig admission-policy-engine (cm. 1. 4.2.1).

[Tpr HEOOXOMUMOCTH U3MEHHTH MOJUTHKY Ha KOHKPETHOM IMPOCTPAHCTBE MMEH, HA HETO
HY>KHO YCTaHOBUTD J1ei0n security.deckhouse.io/pod-policy=<HA3BAHUE TIOJINTUKH>.

[Tpumep KoMaHIBI YCTAaHOBKH MOMUTHKU Restricted Ha mpocTpaHCTBO MMEH my-namespace
(Tpebyetcs kubectl, HacTpoeHHBIN Ha pabOTy ¢ KIACTEPOM):

kubectl label ns my-namespace security.deckhouse.io/pod-policy=restricted
HeiictBue (pexum pabOThl MOJUTUK), KOTOpOE€ OyIeT BBINOIHEHO IO pe3ylbTaram
MPOBEPKU OTPAHUYCHUI MOIUTUKH, MOXKET CTaTh OAHUM U3 CIEAYIOUINX:
® Deny — 3amnpeT NeUCTBUS;
® Dryrun — otcytcTBue neictBus. [Ipumensiercs npu otnaake. Madopmanuio o codsiTun
MOXKHO mocMoTpeTh B Grafana uimm koHCONH ¢ momortsio kubectl,
® JWarn — ananoruydo Dryrun, HO MOMOJHUTETHLHO K WHGOPMAIMH O COOBITHH Oynmer
BbIBeJIeHa MH(pOpMalLUsi O TOM, M3-3a KaKOro orpaHuyeHus (constraint) ObuT OBl 3amper
neicTBus, ecnu Ob1 BMecTo Warn ucronb3oBaics Deny.

[lo ymomuyaHuIO, MOMUTUKU MPUMEHSIOTCS B pexume “Deny”. B aToM pexume mombl
OPUIIOKEHHM, HE YIOBJIETBOPSIONINE MOJUTUKAM, HE MOTYT OBbITh 3amylleHbl. Pexum paboTsl
MOJUTHK MOXET OBITh 33JaH KaK IM00aIbHO ISl KJacTepa, Tak U JUJIs Ka)XJA0ro MpoCTpaHCTBa
UMEH OTEIBHO.

[moGanpHBI peskuM pabOTHl MOJUTHK ONPEACNAeTCs B mapamerpe podSecurityStandards.
enforcementAction B ModuleConfig admission-policy-engine (cm. m. 4.2.1). B cnyuae ecnm
HEOOXOAMMO TepPeonpeAeNuTh MO0aTbHBIA PEXKUM TOJUTUK ISl KOHKPETHOTO MPOCTPAHCTBA
UMEH, Ha HEro HYXHO YyCTaHOBUTh IIeOn  security.deckhouse.io/pod-policy-action
=<PEXUM IIOJINTUKH> na cootrBeTcTBYIOIIEM namespace. CIUCOK JOMYCTUMBIX PEKUMOM
MOJIUTUK COCTOUT u3: “dryrun”, “warn”, “deny”.

[Ipumep koMaHIBl YCTAaHOBKH pexuma Warn Ha TPOCTPAaHCTBO HMMEH my-namespace
(Tpebyetcs kubectl, HacTpoeHHBIN Ha pabOTy ¢ KIaCTEPOM):

kubectl label ns my-namespace security.deckhouse.io/pod-policy-action=warn

4.2.1 Pecypc ModuleConfig

- apiVersion: deckhouse.io/vlalphal
- kind: ModuleConfig
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metadata:

o name: admission-policy-engine
spec:

o version: 1

o enabled: true

0 settings

= settings.denyVulnerableImages o6wvexm

Hacrpoiiku trivy-npoBaiiiepa.
Trivy-mipoBaiiiep 3arperiaer
co3nanue Pod/Deployment/StatefulSet/DaemonSet ¢ oO6pazamu, KoTopsIe

HUMCIOT YA3BUMOCTHU B IIPOCTPAHCTBAX UMCH C

nn

neitbnom security.deckhouse.io/trivy-provider:

e settings.denyVulnerableImages.enabled 6ynesuwrii
Bxrounts trivy-nipoBaiiep.
false
e scttings.denyVulnerableImages.registrySecrets maccus o6vexkmos

Cnucok AOMOMHUTENIBHBIX CEKPETOB MPUBATHBIX PETUCTPH.
ITo ymom4anuto A 3arpy3ku 00pa3oB il CKAHUPOBAHUS

ucnonb3yercs cekper deckhouse-registry.

[l

e scttings.denyVulnerableImages.registrySecrets.name cmpoka

e denyVulnerableImages.registrySecrets.namespace cmpoxa

= podSecurityStandards o6vexm
Hacrpoiiku nonutuk Pod Security Standards (PSS).
e podSecurityStandards.defaultPolicy cmpoxa

Omnpenenser nomutuky Pod Security Standards mo ymomyanuto st

BCCX HCCUCTCMHBIX MTPOCTPAHCTB UMCH:


https://kubernetes.io/docs/concepts/security/pod-security-standards/
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= Privileged — nonurtuka 6e3 orpannuenuii. lanHas nonutrka
JI0MyCKaeT 3CKaIalnio NPUBUIIETHI;
= Baseline — nonutuka ¢ MUHUMAaJIbHBIMU OTPAaHUYCHUSAMU,
OTrpaHNYMBAIOLIAs UCIIOJIB30BAHUE ICKATAUN IPUBUIIETHH;
= Restricted — nmonuTHKa ¢ MaKCHUMaJIbHBIMU OTPAaHUYEHUSIMH,
COOTBETCTBYIOIIAsl aKTyaJIbHbIM PEKOMEHAALUAM 110 0€30IaCHOMY
3aIlyCKy MPWJIOKEHUH B KJ1acTepe.
ITo ymon4anuro:
= Baseline — npu nepBuuHoii ycranoBke Deckhouse Bepcun v1.64 u
BBIIIIE;
= Privilged — npu nepsuuHoii yctanoBke Deckhouse Bepcun Huxke
v1.55 (o6HOBNEHME Deckhouse B kinacrepe Ha Bepcuio v1.64 u

BBIIIIC HE MeHsIeT TIOJIMTUKY 0 YyMoTuaHuio Ha Baseline).

Privileged, Baseline, Restricted
podSecurityStandards.enforcementAction cmpoxka

JleiicTBue, kKOTOpOe Oy/AET BHIMOIHEHO MO Pe3yJbTaTaM MPOBEPKH
OTpaHUYECHUN:

= Deny — 3amnper;

*  Dryrun — orcyrctBue aeictus. [Ipumensiercs mpu oTiaaake.
Wudopmaruio o coObITHE MOXKHO TTOCMOTpeTh B Grafana wnu
KOHCOJIM ¢ IoMoIbio kubectl;

Warn — ananoruuno Dryrun, HO JOTIOJTHUTENBHO K HH(OpMAIHU O
coObITHHN OyIeT BhIBeACHA HH(POPMAIIHUS O TOM, U3-3a KAKOTO
orpaHudeHus (constraint) ObLI OBI 3aMpeT ACHCTBUS, €CITU OBl

BMecTto Warn ncnosnb3oBaics Deny.
HDeny"
Warn, Deny, Dryrun
podSecurityStandards.policies o6vexm

Omnpenensier JOMOIHUTENbHbIE TapaMeTPbl OTUTHK

o podSecurityStandards.policies.hostPorts o6vexm
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Hacrpoiiku orpannuenus HostPort.

o podSecurityStandards.policies.hostPorts.knownRanges maccus
00beKmos

Crucok AMana3oHoOB MOPTOB, KOTOPbIE OYAyT pa3pelieHbl B

npussske hostPort.

= podSecurityStandards.policies.hostPorts.knownRanges.max

» podSecurityStandards.policies.hostPorts.knownRanges.min

4.3 Hactpoiika yBe1OMJICHUHN O COOBITUSIX OE30MACHOCTH Ha TIOUTY

UTo0bl HACTPOUTH YBEJOMJIEHHM O COOBITHSX O€30MacHOCTH Ha IOYTYy, HEOOXOIUMO
BBINOJIHUTD CIIEAYIOLIYI0 KOMaHTy:

kubectl apply -f email.yaml

[Tpumep ¢aitna email.yaml:

apiVersion: deckhouse.io/vl1alphal
kind: CustomAlertmanager
spec:
internal:
receivers:
- emailConfigs:
- authPassword:
key: password
name: alertmanager-email
authUsername: stand@mg.flant.dev
from: stand@mg.flant.dev
sendResolved: true
smarthost: smtp.mailgun.org:25
to: example@flant.com
name: email
route:
groupBy:
- job

groupInterval: Sm
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groupWait: 30s

receiver: email

repeatInterval: 12h
type: Internal

4.4 Hactpoiika 1ocTymna K )KypHajaaMm coObITUIl 0€30macHOCTH

YroObl HacTpouTh JocTyn mnonb3oBarensM k Grafana um Prometheus, HeoOxomumo
BBITNIOJHUTD CJIEIYIOIIYI0 KOMaH/y:

kubectl apply -f prometheus.yaml

[Ipumep ¢aiina prometheus.yaml:

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: prometheus
spec:
enabled: true
settings:
auth:
allowedUserGroups:
- administrator
- security
version: 2

- auth
Onumu, CBSI3aHHBIC ¢ Ay TEHTH(PHUKALMEH HITH ¢ aBTOPU3AIIUCH B IPUIOKECHUH.
- auth.allowedUserGroups

Maccus rpy1ii, HoJab30BaTeIsIM KOTOPbIX 103BoseH goctyn B Grafana u Prometheus.

4.5 TIpocMOTp KypHAIIOB COOBITUN OE€30MaCHOCTH

[IpocmoTp >KypHallOB COOBITHI 0€30MAaCHOCTH OCYILIECTBISETCS B BeO-UHTEpdeiice
Grafana. HeoO6xoaumbie mamo6opapl CrpynmupoOBaHbl B Marke Security:
- Admission policy engine. ConepXut HHPOPMAIIUIO, CBI3AHHYIO C pabOTON IMOJUTHUK
6e3onmacHOCTH. B TOM umcne: Konu4ecTBO COOBITHI 3ampeTa BBINOJHEHUS ACUCTBUI
W3-32 HApyIIEHUs TOJIUTUKUA O€30MacHOCTH; pPa30MBKY 3alpeToB BBITIOJIHEHUS
NEHCTBUI 10 TUITY 3aIpeTa; KypHas COOBITHA.
XKypnan cobbiTuii 6€3011aCHOCTH, CBA3AHHBIX C MOJTUTHKAMU 0€30MaCHOCTH, HAXOUTCS

B okHe OPA Violations.
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oo
oo

88 Security / Admission policy engine ¥ =3

Prometheus | default ~
~ Summaries

¥ Total co... i

active ‘I 2
54

errar

0 deny

~ Constraint details

Policy
D8AllowPrivilegeEscalation
D8AllowPrivilegeEscalation
D8AllowedCapabilities
D8AllowedCapabilities

D8AllowedSeccompProfiles

Mamespace

dryrun

All ~

Total Violations

it =] &

@ Last 30 minutes UTC ~

Total Violations by kind

a & v &

unreco...

Namespace
admission...
admission...
admission...
admission...

admission...

warn

Kind

Pod

Pod

Pod

Pod

Pod

D8AllowedUs.. D8Vulnerable...

Privilege escalatio...
Privilege escalatio...
container <nginx>i...

container <nginx> i...

2
D8AllowPrivil.. D8AllowedC.. DB8AllowedSe..
OPA Violations
Name Enforcement  Message
nginx-deployment-57d84f5... deny
nginx-deployment-57d84£5... deny
nginx-deployment-57d84£5... deny
nginx-deployment-57d84£5... deny
nginx-deployment-57d84{5... deny

Seccomp profile 'u...

Puc. 4.5.1. Ilpumep nambopaa Admission policy engine

CIS Kubernetes Benchmark. Jlam6opn ¢ nundopmanueit o pesyisrarax paboThl cKaHepa

IIPOBECPOK KOH(bI/Il“ypaI_[I/II/I KJIIaCTCpa Ha COOTBCTCTBUC NPUHATHIM IOAXOAaM (J'Iy‘lIJ_II/IM

npaktukam). ComepKUT CBOIHYIO HWH(POpPMALKMIO O pe3yJbraTax MpOBEpKH, 0e3

BO3MOXKHOCTH  JI€TAJIM3aLUU.

operator-trivy (cm. m.4.1.).

G

g/ + O

e o o

88 Security / CIS Kubernetes Benchmark ¢ ¢

datasource | main v

CIS benchmark, implemented by trivy-operator

See more information about CIS here

Total Checks Passed

CRITICAL severity Checks Passed -

52.6%

id name
1112

1.1.20

HIGH severity Checks Passed

Ensure that the etcd data directory ownership is set to etcd:etcd

Jambopa [gocTynmeH mpU BKJIOUEHHOM MOJYJe

i & @ Last5minutes v+ @ 9 - =]

Panel Title

Total Checks Passed

MEDIUM severity Checks Passed

CIS Benchmarking Fails

Ensure that the Kubernetes PKI certificate file permissions are set to 600 or more restrictive

119 Ensure that the Container Network Interface file permissions are set to 600 or more restrictive

415 Ensure that the --kubeconfig kubelet.conf file permissions are set to 600 or more restrictive

Total Checks Run

116

LOW severity Checks Passed

severity
Low
CRITICAL
HIGH

HIGH
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Puc. 4.5.3. TIlpumep nambopnaa CIS Kubernetes Benchmark

Kubernetes audit logs. Xypnan perucrpanuu oopamenuii kK API-cepsepy. Conepxut

3anucu o Becex obpameHusx k API-cepsepy kiactepa B JSON-dopmare.

)

B+ O

& o &

Runtime audit engine logs. XypHan perucrtpanuu coOBITHI

88 Security / Kubernetes audit logs ¥ <%

2023-18-24 87:12:50 {

}

"sourceIPs’: [

“userAgent”: "Go-http-client/1.17,

Logs Lines ~

“kind": "Event”,
“apiversion”: "
‘Metadata”,

“be1c8b79-4a48-471a-b98c-eb96289432¢",
“stage”: "ResponseComplete”,
‘requestURI": "/healthz”,
": "gat®
2 {1
“username”: “kube-apiserver-kubelet-client”

"groups” :
"system:masters”
"system:authenticated”

1

“192.168.199.174"

‘responseStatus”: {
"metadata”: {}
"code": 200

}

‘requestReceivedTimestamp”: "20823-18-24704:12:50.395489Z",
"stageTimestamp”: "2023-18-24T04:12:58.398738Z",
‘annotations”: {
“authorization.k8s.io/decision”: "allow",
“authorization.k8s.io/reason": ""

il B & O Lastiminute v Q

Puc. 4.5.4. Tlpumep nambopaa Kubernetes audit logs

pabotsl aapa Linux u API-cepBepa kiacrepa.

Py

|+ O

8 o O

B8 Security / Runtime audit engine logs ¥ <8

Search

Logs Lines (limit 1500) +

0e30IaCHOCTH ayaura

il B & O Last30minutes ~ &

o

> 2823-18-24 86:48:51 {"hostname”:"kb-lab-master-8", "output":"83:48:58.267931327: Notice Inbound SSH Connecticn (command=sshd -D pid=888 connection=59.42.73.217:4

¥ 2023-10-24 86:49:41 {"hostname”

Log labels

container
image
namespace

node

pod

pod_ip
pod_labels_app

pod_labels_pod_template_generation

pod_owner

stream

Detected fields ®

hostname
output
output_fields
priority

rule

source

kb-lab-master-1", "output”:"03:49:098.156959800: Notice Attach/Exec

falco

to pod (user=system:serviceaccount:d8-system:deckhouse pod=pr

dev-registry.deckhouse.ru/sys/deckhouse-cse®sha256:a4623d06bc10883158976fad8a82667d63c19c8f fd56837f8bB2eB1 252096112

d8-runtime-audit-engine
kb-lab-master-1
runtime-audit-engine-lvms4
192.168.199.174
runtime-audit-engine

12
DaemonSet/runtime-audit-engine

stdout

"kb-lab-master-1"

"83:49:08.156959000: Notice Attach/Exec to pod (user=system:serviceaccount:d8-system:deckhouse pod=prometheus-main-@ re

{"evt.time":1698119348156959806, "ka.target.name": "prometheus-main-@", "ka.target.namespace”:"d8-monitoring", "ka.target.r

"Notice”
"Attach/Exec Pod”

"k8s_audit”

Puc. 4.5.5. Tlpumep nambopaa Runtime audit engine logs
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- Trivy Image Vulnerability Overview. Jlamibopn co CBOIHOM U JeTaJM3HPOBAHHON
nH(popMalueil 0 CKaHUPOBaHUU 00Pa30B KOHTEHHEPOB MOIOB B MPOCTPAHCTBAX MMEH,

OTMEYEHHBIX aHHOTallueH security-scanning.deckhouse.io/enabled (cm. m.4.1).

@ 88 Security / Trivy Image Vulnerability Overview tr <8 @ O Lestaomintes ~ & O « B

Severity Chart by Image

8 + O

(]

® o

Critical High Unknown

Vulnerability by Vulnerability Id
image_repository ¥ image_tag 7 namespace 7 resource_kind ¥ resource_name ¥ severity + ¥ vuin_id ¥ vuln_title ¥

grafana/loki

Medium

Medium

Medium

- C\ gpenss int..
n 2 » 1-120f 18 rows

Puc. 4.5.6. Ilpumep nambopaa Trivy Image Vulnerability Overview

4.6 KoHTpOJIb IETOCTHOCTH

J11st IPOBEPKH LEJIOCTHOCTH 00pas3a UCIONIb3yeTCs KOHTPOJIbHAS CyMMa, paCCUYMTAHHAS 110
anroputmy Ctpubor (OCT P 34.11-2012).

JlomkeH OBITH BKIIOYEH MOIYJh gost-integrity-controller, eciu Momyiah HE BKIIOYEH, TO
JUTSL BKITIOUEHHSI MOJTYJISI UCTIONB3YHTE KOMaHTy:

kubectl -ti -n d8-system exec svc/deckhouse-leader -c¢ deckhouse -- deckhouse-controller
module enable gost-integrity-controller

[TpoBepsiem, uto mox “gost-digest-webhook™ 3amycTuiics:

kubectl get po -A |grep gost

JIOJKHO BBIUTH MPUMEPHO CIIEAYIOIIEE:

d8-system gost-digest-webhook-5659c48bb-b5njj 2/2  Running 0
160mYro0bl  ycTaHaBiIMBaeMble 00pa3bl MPOBEPSUIUCH, HEOOXOOUMO J00aBUTH METKY
gost-integrity-controller.deckhouse.io/gost-digest-validation-enabled: true B mpocTpaHCTBO UMEH

KJIacTepa, Iae HeoOX0IUMO MPOU3BOAUTH KOHTPOIIb IIEJIOCTHOCTH 00pa3a.
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Hampumep xomannoii:

kubectl label ns test-gost gost-integrity-controller.deckhouse.io/gost-digest-validation-enabled=true

Ecnu B xome mpoBepKky KOHTPOINIbHAs cymMMa 00pas3a OKa)keTcs HEKOPPEKTHOH, yCTaHOBKa
oOpa3a OyneT OTKJIIOHEHA, U BbI MOJIyYUTE COOTBETCTBYIOIIEE COOOIIICHHE.

Jlia pacyeta KOHTPOJBHOM CyMMBbl OEpEeTCSl CIHMCOK KOHTPOJIBHBIX CyMM CJOEB 00pasa.
Choucok coprupyercss B IOPSAKE BO3pAaCTaHHUs M CKIEHBAETCS B OAHY CTPOKY. 3arem
MPOU3BOAUTCS PacdyeT KOHTPOJIBbHOM CyMMBbI OT 3ToU cTpoku 1o anroputmy Ctpudor (I'OCT P
34.11-2012).

[Tpumep pacdyera KOHTPOIBLHOU CyMMBI 00pasa nginx:1.25.2:

KOHTpOJ’IBHBIC CYMMEI CJIOEB OTCOPTUPOBAHHBIC B MOPAAKE BO3paCTaHUA

[
"sha256:27¢9231fb52d31d7e3bdade76ab9a8056194dd4bc89179d1¢242c0e58592b4d5¢",

"sha256:360eba32fa65016e0d558c6afl 76db31a202e9a6071666f9b629¢cb8babeeed 0",
"sha256:72de7d1ce3a476d2652e241098d571a6796524d641b34602a9063 1ed71c4f7ce",
"sha256:907d1bb4e9312e4bfeabf4115ef8592¢77c3ddabefddb0e62501f90cal df414fe",
"sha256:94134d60e454ca21cf8e5b6calf4011fch2583d09281acb1b0de872dba2d36134",
"sha256:¢5903f3678a7dec453012f84a7d04f6407129240f12a8ebc2cb7df4a06a08c4f",
"sha256:e42dcfel1730bal7b27138ea21c0ab43785e4fdbealee753a1f70923a9¢0ccob8"

]

CkJIeeHHAsI CTPOKA U3 KOHTPOJIBHBIX CYMM
"sha256:27¢923fb52d31d7e3bdade76ab9a8056194dd4bc89179d1¢242¢0e58592b4d5¢
sha256:360eba32fa65016e0d558c6af176db31a202¢9a6071666f9b629cb8babecedfl
sha256:72de7d1ce3a476d2652e¢241098d571a6796524d641b34602a90631ed71c4f7ce
sha256:907d1bb4e¢9312e4bfeabf4115ef8592¢77c3ddabefddb0e6250190caldf414fe
sha256:94f34d60e454ca21cf8eSbb6calf401£cb2583d09281acb1b0de872dba2d36134
sha256:¢5903f3678a7dec453012f84a7d04f6407129240f12a8ebc2cb7df4a06a08c4f
sha256:e42dcfel730bal7b27138ea21c0ab43785e4fdbealee753a1£70923a9¢0ccIb8"
KontponwsHas cymma obpasa

21538c22adbdb2ca8749cdafc27e94baed8645c69d4f0745tc888910e1f5a3 19

Jlnst moanucanusi oOpa3oB B BallleM PEMO3UTOPUU HeoOXxoauMma yTtwiaurta imagedigest,
KOTOpYI0 MOXXHO ckonupoBarh u3 auctpuOytuBa [10 «Deckhouse Platform Certified Security
Edition». 13 o6pa3a install. J[ns 3Toro HEOOXOAMMO TEPEUTH B KATAJOr C JUCTPUOYTHUBOM,
pacmnakoBaTh apxuB deckhouse-cse-1.67.0.tar ¢ TOMOIIBIO CEAYIOMIMA KOMaHIbI:

tar -xvf /distr/deckhouse-cse-1.67.0.tar -C /distr/deckhouse-cse-1.67.0

[lepeiitu B KaTajaor deckhouse-cse-1.67.0 pacmaxkoBarh apXuB
f67338b41b93a72e06b8d0a0b768b2f358e766a20530ab7243fc7eac2ea73ca C HIOMOIIBIO

CIEAYIOIIUA KOMaH/IbI:
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tar -xvf
/distr/deckhouse-cse-1.67.0/install/blob/sha256/f67338b4tb93a72e06b8d0a0b768b2f358e766a20
530ab7243fc7eac2ea73ca

N3  xaranora /distr/deckhouse-cse-1.67.0/install/blob/sha256/usr/bin/  cxomupoBarh
OunHapHbIi (aiin imagedigest k cebe Ha OBM.

C nomormnpro yTHIMTHL imagedigest BBITIOIHAETCS pacueT KOHTPOJIBHOM CyMMBI 00pasa,
no0aBIeHUEe KOHTPOJIBHOH CyMMBI B MeETaJaHHbIe 00pa3a M NpPOBEpPKa KOHTPOJIBHOH CYMMBI
oOpa3sa.

imagedigest calculate <ums_o06pa3a> - pacyeT KOHTPOJIbHOI cyMMBbI 00pa3a.

imagedigest add <umsa obOpaza> - moOaBiIcHHE KOHTPOJIHHOM CYMMBI B METa/IaHHbBIC
oOpa3a.

imagedigest validate <umsi_oOpa3a> - mpoBepKa KOHTPOJIbHON CyMMBI.

Jns Kaxaoro obpasza aJMUHUCTPATOpP AOJDKEH (PUKCHUPOBATH B JKypHAJI UACHTHU(PHUKATOP

HI0JIH30BATEIIs, MOMICABIIET0 00pa3, U BHIYMCICHHYIO KOHTPOJIBHYIO CyMMYy 00pasa.
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5 JleiicTBUSA 10 peajn3aunu PyHKUU 0€30I1aCHOCTH Cpe/Ibl

(pYHKIIHOHUPOBAHUS CPEICTBA

B cpene dynxumonupoBanus 10 «Deckhouse Platformy momkHBI OBITH peaan30BaHbI

cnenyromue GyHKIIUN 0€30MacCHOCTH:

¢busnveckas 3anmTa;

nosepenHas 3arpyska [10 «Deckhouse Platformy;

obecrieueHne yciaoBui OesomacHoro (QynkmuonmpoBanus [0 «Deckhouse
Platformy;

o0ecriedeHre TOBEpEHHOTO MapIIpyTa;

obOecreueHue JOBCPCHHOI'O KaHaJIa.

Jnst peanuzanuu GyHkiuii 6e3omacHoctr cpenbl GyHkimonupoBanus 110 «Deckhouse

Platform» JAOJIKHBI BBIITOJHATHCA CJICAYIOIIUC JEHCTBUA:

e HeoOxomgumo HactpouTh SSH-moctynm mo xmrody. [ sToro HeoOXoammo

IIOATOTOBUTL U CKOITMPOBATDH HY6J'II/I‘IHBII71 KJIFOY B KaTaJIor "$HOME/ .ssh/

® OTKJIIOYUTH MapuIpyThl 1o ymondanuto (default route) u ocTaBUTH TOTBKO MapUIPYT

(route) k registry u k bastion host nns mogkmtodenus mo ssh. s atoro B daiine

/etc/re.local nmponucaTs mapaMeTpbl, MPUMEP KOTOPBIX MPEICTABIEH HUXKE:

# tf-bastion

ip.ro add 95.217.68.252/32 vim 192.168.199.1
# registry

ip.ro add 5.182.5.140/32 vim 192.168.199.1

# cluster networks

ip.ro add 10.111.0.0/16 vim 192.168.199.1
ip.ro add 10.222.0.0/16 vim 192.168.199.1

# remove all routes

ip.ro add 5.182.5.140/32 vim 192.168.199.1
ip ro del default

® i ocymiecTBieHus Oe3omacHoi HacTpoiiku OC Ha y3max Kiactepa IMocie

ycraHoBku I1O «Deckhouse Platform» HeoO6xonmumo NHpuUMEHMTH B KiacTepe
YAML-daiin, npuBeneHHBI B 3JEKTPOHHOM MPHJIOKEHUH K HACTOSILEMY
JIOKYMEHTY, Karajor «JJieKTpoHHble mpwiokeHus» - «Deckhouse Platform.
PyxoBoacTBo agmuHHcTpaTopa» - ngc.yaml. [ 3TOro BBINOIHUTE CIEAYIOLIYIO
KOMaHJy:

kubectl create ngc.yaml
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Jlauublii  (aitm TOArOTOBIIEH B COOTBETCTBHM C METOJAMYECKUM JOKYMEHTOM
OCTOIK Poccum ot 25 nexabdbps 2022 1. «PekoMmenmamnmu 1mo 6e30nacHOM HaCTpOHKe
ONEepPalMOHHBIX CHUCTEM

Linux» (https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-doku

menty/metodicheskij-dokument-ot-25-dekabrya-2022-g)

HEOOXOMMO peryiasipHoe OOHOBIEHHE Bcex cpen (yHkuuonuposanus [10
«Deckhouse Platform» 1m0 akTyanpbHBIX BEpCHH C TNPUMEHEHHEM BCEX
HEOOXOAMMBIX MaTyell 6€30MacHOCTH ¢ OPUITHATBHBIX CAHTOB pa3pabOTUYUKOB CPe
(GYHKIIMOHUPOBAHUS;

ycTaHOBKa, KoH(purypuposanue u ynpasienue [10 «Deckhouse Platform» momxHo
OCYUIECTBIIATHCSA B COOTBETCTBUU C IKCILTYaTal[MOHHOM TOKyMEHTaleH;

noctyn k oowsextam noctyna [1O «Deckhouse Platform» nomkeH ocymiecTBIsThCS
C y4eTOM MHHHMAJILHO HEOOXOJMMBIX TIPaB M TPHUBHWICTHA B COOTBETCTBUHU C
poneBoii Mmozenwto [10 «Deckhouse Platformy;

JOJbKHA OBITh oOecriedeHa (pu3MUecKass COXPAHHOCTh CEPBEPHON IUTATHOPMBI C
yctaHoBineHHbIM [1O «Deckhouse Platform» wu wuckioueHne BO3MOXKHOCTH
(bu3nYecKoro J0cTyna K Heil MOCTOPOHHUX JIUIL;

IO «Deckhouse Platformy» nomkHO MCHONB30BATHCS TOIBKO HA COBMECTHMBIX C
HUM anmapaTHbIX MOIIHOCTSIX U CPEICTBAX;

MpeIOCTaBICHUE TMONB30BaTeNsIM MpaB  JOCTyma K OOBeKTaM JIOCTyma
WHPOPMALMOHHOW  CHUCTEMBI  O0ECIIEYMBAETCS, OCHOBBIBAsCh Ha  3ajadax,
perraemMbIx TOJIB30BATEIISIMHU B 1O «Deckhouse Platformy» "
B3aMMOACHCTBYIOIIMMHU C HEWl HHPOPMAIIMOHHBIMU CUCTEMAMH,

kaHanel mepemaun gaHHbBIX [1O «Deckhouse Platform» momxkHBI OBITH JTHOO
pacmojokKeHbl B Ipeleiax KOHTPOJUPYEMOM 30HbI W 3alUIIEHBI C
MCIONB30BaHUEM OPraHM3AIlMOHHO-TEXHUYECKUX Mep, MO0, B Cllydyae UX BBIXOJA
3a TIPEJIEITbI KOHTPOJIMPYEMOU 30HBI, TOJKHBI OBITH 3AIIHIIEHBI TyTeM TPUMEHEHHUS
CPEICTB KpHUOTOrpaduyeckod 3amuTbl HHGOpManuu, CepTU(ULIHUPOBAHHBIX B
cucteme ceprudukanun ®Ch Poccun.

3ampeniaeTcss MCHONb30BaTh (QYHKIUHM (QUIBTpalMu MOIyns istio. Momyns istio

MOXKHO MCITOJIB30BaTh TOJIBKO IS 3aIUTHI BHYTpeHHero Tpaduka (mTLS).


https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/metodicheskij-dokument-ot-25-dekabrya-2022-g
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/metodicheskij-dokument-ot-25-dekabrya-2022-g
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6 Moay.u 1 mapamMeTpbl, 0TBEYaolHe 32 peaJn3auuio QyHKIUMI

0e30MacHOCTH

Cnucok MomyneH, BbIKIodeHHEe KOTophix He mo3BossieT IO «Deckhouse Platformy

BBITIOJIHATL  3asABJICHHBIC (I)yHKI_[I/II/I 0€30IMacHOCTH.

HEJIOMyCTUMO:
e admission-policy-engine
e cni-cilium
e control-plane-manager
e deckhouse
® ingress-nginx
e kube-dns
e Jlog-shipper
e loki
e node-manager
e operator-prometheus
e operator-trivy
e priority-class
e prometheus
e registrypackages
e registry-packages-proxy
e runtime-audit-engine
e user-authn
e user-authz

e gost-integrity-controller

BrikaroueHue YKa3aHHBbIX MO,Z(yJICﬁ

[TapameTpsl Momysied WIM pecypcbl, U3MEHEHHE KOTOPBIX BIWAEeT Ha peanuszanuio  [10

«Deckhouse Platform» 3asBieHHBIX (QYHKITUH O€30TIaCHOCTH.

Monynb [TapameTpsl Mmomyns | Oyukiws 6€30MaCHOCTH Ilosacuenus
unu pecypc (00BeKT)
admission | - denyVulnerablelm | - 3ampemars co3manue - TapameTp
-policy-en ages.enabled 00pa30B KOHTEHHEPOB, podSecurityStandards.enforcemen
gine - podSecurityStanda coJiepXallluX NU3BECTHbIE tAction nOJKeH OBITH yCTaHOBJICH
rds.enforcementAc YSI3BUMOCTH B Deny (3HaueHne mo
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tion KPUTHYIECKOTO U YMOJTIaHHIO).
BBICOKOTO YPOBHSI napamerp
OIACHOCTH denyVulnerableImages.enabled
JIOJDKEH OBITh YCTaHOBIIEH B true.
- podSecurityStanda orpaHUuYEHHE TIpaB napamerp
rds.defaultPolicy MPUKJIIaTHOTO podSecurityStandards.enforcemen
- podSecurityStanda MPOrpPaMMHOTO tAction JOKeH OBITH yCTaHOBIICH
rds.enforcementAc obecrieueHus, B Deny (3Hauenue no

tion

BBITIOJTHSIEMOTO BHYTPHU
KOHTEHHepa, Ha
UCIIONIb30BAaHUE
nepuQpepuitHbIX
YCTpPOMCTB, yCTPOUCTB
XpaHEeHUs NaHHbBIX U
CHEMHBIX MAITUHHBIX
HOcHUTeNeH nHpopMauu
(OJTOYHBIX YCTPOKCTB),
BXOJISIIIIUX B COCTAB
UHPOPMAIIMOHHOM
(aBTOMaTH3UPOBAHHOH )
CHCTEMBI

orpaHUYCHHE TIpaB
NPUKIIaTHOTO
IPOTrPaMMHOI0
obOecrieyeHusI,
BBITIOJTHSIEMOTO BHYTPHU
KOHTEMHepa, Ha
WCTIOJIH30BaHNE
BBIYUCIUTEIBHBIX
pecypcoB (onepaTuBHON
MaMsITH, oreparui
BBOJIa-BBIBO/IA 32 TIEPHOJ
BPEMEHH) XOCTOBOM
OTEPALMOHHON CUCTEMBI
MOHTHPOBaHUE KOPHEBOM
(halyIoBO CUCTEMBI
XOCTOBOM OnepanroHHON
CHCTEMBI B PEIKUME
«TOJIBKO ISl YTCHHSD)

YMOYaHHUIO).

napamerp
podSecurityStandards.defaultPolic
y HE nomxkeH ObITh yCTaHOBIIEH B
Privileged.

loki

- storageClass
- storeSystemLogs

KOHTPOJIMPOBATh
IICJIOCTHOCTD CBEJICHUI O
COOBITHSIX 0€30IaCHOCTH
CaMOCTOSATEIIbLHO

- OCYIIECTBIIATH cOOp 1
XpaHEHUe 3anuceu B
JKypHaJIe COOBITHH
0e301macHOCTH, KOTOPhIE
TTO3BOJISIIOT OIIPENCITUTE,
KOTJIa ¥ KaKkue JACUCTBUS
TTPOUCXOIMITH

- mapamertp storageClass nomken

OBIThH OTIPEICIICH, €CITHN HE
orpesieNicH o0albHbIH TapaMeTp
modules.storageClass.

- mapamerp storeSystemLogs

JTOJDKEH OBITH YCTAHOBJICH B true.
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operator-tr
vy

- severities

- BBISIBIICHUE N3BECTHBIX
YSI3BUMOCTEU ITpU
CO3JJaHMH, YCTaHOBKE
o0pa3a KoHTelHepa B
UHPOPMAIIMOHHOM
(aBTOMaTH3MPOBAHHOM )
CHCTEME U XpaHEHUH
00pazoB KOHTCHHEPOB

- - OTOBeIaTh O
BBISIBJICHHBIX
YSI3BUMOCTSAX B 00pazax
KOHTEMHEPOB
pa3paboTtumka 00pa3oB
KOHTEHHEPOB U
aJIMUHUCTPATOPA
Oe3onacHoCTH
WH(POPMAITMOHHON
(aBTOMATH3UPOBAHHON )
CUCTEMBI

ITapameTtp severities TomKeH
coziepkarh HabOp BCeX YPOBHEH
kputuyHocTd - UNKNOWN, LOW,
MEDIUM, HIGH, CRITICAL
(3HaUEHHE IO YMOITYAHHIO).

runtime-a
udit-engin
e,
prometheu
s

CustomPrometheu
sRules

- KOHTPOJIb IETOCTHOCTH
00paszoB KOHTEHHEPOB U
MCHOJIHIEMBIX (haiiioB
KOHTEHHEPOB

- KOHTPOJIMPOBATh
[ENIOCTHOCTh
MapaMeTpPOB HACTPOUKH
I1O «Deckhouse
Platform Certified
Security Edition»

JlomkeH OBITH cO37aH 00BEKT
CustomPrometheusRules,
HACTpauBarOLIUil OTIPABKY
nHGOPMAIMH O COOBITHH aylnTa B
CHCTEMY MOHUTOPHHTA

gost-integ
rity-contro
ller

- KOHTPOJINPOBATh

LENIOCTHOCTH 00pa3oB
KOHTEHHEPOB U
MapaMeTpoB HACTPOUKHU
ITO «Deckhouse
Platform Certified
Security Edition» mpu
yCTaHOBKe o0Opasa
KOHTEWHepa B
MH(POPMAITHOHHON
(aBTOMATH3UPOBAHHON)
CHCTEMeE U Jlanee
MEPUOANYECKH 32 CYET
MpUMEHEHUS ITUGPOBOH
TOANUCH
CaMOCTOSITETILHO

Ha o6wext Namespace,
HEOOXOJMMOTO IPOCTPAHCTBA UMEH,
HEOOXOUMO YCTAHOBUTH METKY
gost-integrity-controller.deckhouse.
io/gost-digest-validation-enabled:
true, 4TOOBI BHIMIONHsIIACH (DYHKIIUS
Oe3omacHOCTH
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JIucT perucrpanuu u3MeHeHHU i

Howmepa cTpanuig Bcero | Hammenod | Iloamwce, Jlara Jlara
Homep aHHYJIMp | CTpaHu BaHHE U ®.1N.0. BHECEHU | BBEICH
HM3MCHEH | M3MEHEH | 3aMeHEeH 0-BaHHBI B HOMEp BHECILETO st us
ust HBIX HBIX HOBBIX X JIOKyMe | JokymeHTa | U3MEHEHH | WU3MEHEH | U3MEHe
HTE , s B Hs B HUSA
BBOJISILIETO JTAHHBIA JaHHBII
M3MEHEHH | JK3eMIULIp | DK3eMILT
i SIp
1 2 3 4 5 6 7 8 9 10




