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Cnncok HCnoJib3yeMbIX 0003HAYEHHI U COKPAIleHH i

API
CRI, container runtime,

KOHTEWHEPHBIN paHTalM

DVCR

Persistent Volume Claim

(PVC)

DVD

TLS

SSH

USB

YAML

OoC

10
I10O «Deckhouse Platform»»

Application Programming Interface, mporpamMmHbIit
uHTEepdeiic MPUIoKEHUs

Cpena nucnosHeHUs! KOHTEUHEPOB

BcerpoeHHsbIil cepBuC, 00ecnieUnBarOIIUN XpaHCHHE,
BEPCUOHHMPOBAHUE U TOCTYTI K 00pa3aM BUPTYaJIbHBIX
MaIIiH

3alpoc  TOJB30BATENsl WM NPWIOKEHUS  Ha
UCTIOJIb30BaHUE MOCTOSIHHOTO Xpanunuia (Persistent
Volume, PV) B Kubernetes

Digital Versatile Disc, 1mudpoBoii MHOTOIENEBOI
TICK

[Tporokon mudpoBanus, KOTOPBIA oOOecTeunBaeT
Oe3omacHyl0 TIepenadyy JaHHBIX B  HMHTEPHETE,
3amMIas KOH(PHUACHIMAIbHOCTh M ILIEJIOCTHOCTD
uH(popManuu oT nepexsara u
HECAHKIIMOHUPOBAHHOTO JIOCTYIIA

CeteBoif TPOTOKOJ, MO3BOJISIOUIMNA MPOU3BOJIUTH
yAAIEHHOE YIIPABICHUE OINEPALIMOHHON CHUCTEMOMN U
tynHenupoBanue TCP  (Transmission  Control
Protocol)-coennnenuit

Universal Serial Bus, uarepdeiic 1t moakiIo4eHus
nepuepuiHbIX YCTPOUCTB

SI3BIK 17151 CTPYKTYPHUPOBAHHOM 3aMcy HH(POPMAIINY,
o0J1aaromuii MPOCTHIM CHHTAKCUCOM
OnepanmonHasi cucteMa

[TporpammHoe obecnieueHune

[Mporpammuoe obGecneuenue «Deckhouse Platform

Certified Security Edition»
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1  [leiicTBHUSsI 10 MpHEMKe IIOCTABJICHHOI0 CPEACTBA

[Tpuemka mnocraBienHoro I[1O «Deckhouse Platform» ocymecTBiasiercs B COOTBETCTBUU C
yKazaHUsIMH, conepkamumucs B nokymeHte «lIporpammuoe obGecneuenne «Deckhouse Platformy.
Texuunueckue ycnoBus. RU.86432418.00001-01 TY 04-1».

[Tepen HauamoM 3KCIUTyaTalMHy, sl OOHAPYKEHUS JII0OO0T0 pacXokKIAeHUI MexX 1y opuruHaiom [10
«Deckhouse Platform» u Bepcueit, monydeHHON 3aKa34rKOM, TPOBOAUTCS MPOLIEAYpa MPUEMKH.

[Tpuemka nocraBiernoit [10 «Deckhouse Platform» Bxirowaer B cedst clieayronue mporeyphl:

- IMpOBEpKa yIaKOBKH;

- IpOBEpKa MapKHUPOBKHU;

- IpOBepKa KOMIUIEKTHOCTH;
- IpOBEepKa LEIOCTHOCTH.

[TpoBepka ynakoBKH, MApKUPOBKH M KOMILIEKTHOCTH POBOJUTCS METOJIOM BU3yaJIbHOT'O OCMOTPA.
ITpu ocMOTpe ynakoBKH MPOBEPSIETCS:

- HAaMMEHOBAHUE U aJpec OTIPABUTEINS (M3TOTOBUTEI);
- OTCYTCTBHE MEXaHMYECKUX MOBPEKICHUN YITAaKOBKH.

Ecnu Ha ymakoBKe MMEIOTCSI 3HAYUTEIbHBIC TOBPEXKCHHS, KOTOPBIE MOTYT CBHJIETEILCTBOBATH O
HapyIIEHUH [IEIOCTHOCTH YIIAKOBKH U €€ COIEP’KUMOTO0, a TAK)KE O HEITPAaBOMEPHOM BCKPBITHH KOHBEPTA
TPETbUMH JIMIIaMH, WIM OTHpPaBUTENIEM He sBisieTcss AkuumoHepHoe ooOmectBo «®mant»  (agpec:
Axnmonepsoe obmiectBo «®mant», 115088, . MockBsa, yn. Yrpeuickas, 1. 12, ctp. 4, oduc 47A) Takoii
KOMIUICKT TOCTAaBKM TIpH3HAETCS OpakoBaHHBIM M OTChUIaeTcs oOpaTtHO ormpaButento. Ecnu 1o
pe3yJbTaTaM MPOBEPKH LEIOCTHOCTH YIAKOBKH HApYIICHUH BBISABICHO HE ObLIIO — IPOBOAMTCS MPOBEPKA
YIaKOBKU U MAapKUPOBKHU.

[TpoBepka MapKHPOBKH MOIpa3yMeBaET MPOBEPKY HAIMYMS BO BKJIAJIBIIIE CICAYIOUINX TaHHBIX:

- HaUMEHOBAaHHE U3JICIH;

- JleuMMaJbHbI HOMEDP;

- JIOTOTHII MPEIIPUATHI-IPOU3BOIUTEIS;

- TOJ BBIIYCKA;

- CEpUiHBIA HOMED;

- azapec, HoMep TenedoHa, aapec IMEKTPOHHON MOYTHI, CChIJIKA HAa CAUT MPeANPHUATHS-
MIPOU3BOIUTEIIS;

- KpaTkas uH(popMaIys 00 U3JeTUN U €r0 OCHOBHBIX (DYHKIIMOHAIBHBIX BO3MOKHOCTSIX.
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Ha stane npuemMku 10JKHA BBITIOIHATHCS IPOBEPKA 3aIIOJHEHUS U MOANMCAaHUS OTBETCTBEHHBIMHU
pazznenoB «CBUAETENBCTBO O IpUeMKe» U «CBUAETENBCTBO 00 YIAaKOBKE M MapKUpOBKe» B DopmyIsipe,
MOCTaBJIIEMOM Ha OyMa)KHOM HOCHUTEIIE.

Ecnu mo pesyabraraM MpOBEPKH MapKHUPOBKH OOHAPYXEHO OTCYTCTBHE KAaKOTO-JIHOO 3JIE€MEHTa
MapKHpPOBKM — TaKOW KOMIUIEKT TIIOCTaBKH IIPU3HAETCS OpakOBaHHBIM M OTChUIAETCS O0OpaTHO
ornpaButento. Ecnu mo pesynbraTaM MPOBEPKH MapKHPOBKM HAPYUICHUH BBIABICHO HE OBLIO —
MPOBOJUTCS MPOBEPKA KOMIUIEKTHOCTH TTOCTABKH.

[TpoBepka KOMILJIEKTHOCTH IIOCTaBKH IPOBOIMTCS METOJOM CPaBHEHHUS COCTaBa IOJYyYECHHOH
MOCTaBKM TpeOoBaHUsAM, Yyka3aHHbIM B 1. 4.1 ®opmynsapa. Eciu mo pesynprataMm NpOBEpPKH
KOMILUIEKTHOCTH ITOCTABKH PACX0xkAeHUs ¢ DOpMYIIIpOM OTCYTCTBYIOT — Jajiee POU3BOIUTCS MTPOBEPKa
LIEJIOCTHOCTH.

B paMkax npoBepKu EeTO0CTHOCTH JOKHBI OBITH IPOBE/ICHBI:

- mpoBepka nenoctHoctu USB ¢umin-nakonutens unn DVD-nucka (HocuTens);
- mpoBepka nenocrnoctu auctpudyrtusa [10 «Deckhouse Platformy;
- mpoBepka nenoctHoctr ycranoBiaeHHoro [10 «Deckhouse Platformy.

[TpoBepka 1EIOCTHOCTH HOCHUTENS BBINOJIHIETCS IyTEM BHU3YaJIIbHOTO ONPEAEICHUS OTCYTCTBUS
KaKHX-TH00 MEXaHWYECKHX WJIM WHBIX MOBpexaeHui. Ecnu mo pesyiabraraM NpOBEPKH HAa HOCHUTENE
OOHapy>KEHBI MOBPEXKIECHUS — TaKOW KOMIUIEKT TOCTaBKH IMPHU3HAETCS OpaKOBaHHBIM M OTCHUIACTCA
00paTHO OTIIPABUTEIIO.

ITpoBepka uenoctHoctu 110 «Deckhouse Platform» Ha HocuTene uH(pOpMAIMK BBIMTOIHACTCS
MyTEM CHSTHS KOHTPOJBHBIX CYMM C ITOMOIIBIO YTHJIUTHI gostsum u3 cocTtaBa ceptudunupoBannoit OC
U CpPaBHEHUS MX C KOHTPOJIbHBIMH CyMMaMmHM, NPHUBEICHHBIMH B OJEKTPOHHOM MPUIOKEHUU K
@opmyisipy  (katanor «OnekTpoHHble mpuioxkeHus» — «Deckhouse Platform. ®opmymsap» —
«distr_cs.txt). Ecimu mo pesynbraTaMm IpoBepKH KOHTPOJbHAs CyMMa TUCTPHUOYTHBA, 3alMCAHHOTO Ha
HOcHUTeNle MHPOPMALIMU, COOTBETCTBYET 3HAYCHUIO KOHTPOJILHOW CyMMBI, TPUBECHHOH B DopMmysipe —
TpeOyercs BRIMONHUTE yeTaHOBKY I10 «Deckhouse Platform» B cooTBeTCTBHU € pa3nesnom 4 HACTOSILETO
nokymeHnTta. Ecnu mo pesynbraTam HpoBEpKH KOHTpoibHast cymma auctpuOytuBa [1O «Deckhouse
Platform», 3anucannoro Ha USB ¢uaii-nakonurene nadopmarun win DVD-aucke, He COOTBETCTBYET
3HAYECHUIO KOHTPOJIBHON CYMMBI, ITpUBEeHHON B DOpMyIIsipe — TaKOW KOMIUIEKT IIOCTaBKU IIPU3HAETCS
OpakOBaHHBIM U OTCBHUIAETCS OOPATHO OTHPABUTEITIO.

[TpoBepka nenoctHoctH, yctanoBineHHoi [10 «Deckhouse Platformy BeimonHseTcs myTem CHATHS
KOHTPOJIBHBIX CYMM C HUCHOJHSEMBIX (DaiJIoB € TMOMOIIBIO MPOTPAMMHOTO OOECIIEUECHUS YTHIIUTHI

gostsum u3 cocrtaBa ceptuduuupoBanHod OC M CpaBHEHHs MOJYYEHHBIX KOHTPOJBHBIX CYyMM C
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KOHTPOJIbHBIMH CyMMaMH, IMPHUBEICHHBIMH B OJIEKTPOHHOM NPWIOKEHHH K Dopmyrspy (kaTajior
«Onextponnble npunoxenus» — «Deckhouse Platform. ®opmynsip» — «bins_cs.txt). MacTpyKImsa mo
pacueTy KOHTPOJBHBIX CyMM IpuBefeHa B @opmyssipe B pasaene 4.3. Ecinu o pe3ynpTataM NpoBEpPKH
KOHTPOJIbHBIE CYMMBI HCHOJHSAEMBIX (aiinoB, ycraHoneHHoro IIO «Deckhouse Platformy,
COOTBETCTBYIOT 3HAUEHUSIM KOHTPOJIBHBIX CYMM, IPUBEACHHBIX B DOpMYIIsipe — MOITYUEHHBIN SK3EMILISP
I1O «Deckhouse Platformy cuuraercst coorBerctBytoum opurunaiy I10 «Deckhouse Platformy». Ecnu
[0 pe3ylbTaTaM IPOBEPKH KOHTPOJbHbIE CYMMBI HCHOJHSEMbIX (aiinoB, ycraHosinerHoro I10
«Deckhouse Platform», He COOTBETCTBYIOT 3HaUEHHUSIM KOHTPOJIBHBIX CyMM, pUBeIeHHBIM B Dopmysipe
— TaKOl KOMIUIEKT OCTaBKU MPU3HAETCS OpaKOBaHHBIM U OTCBHIJIACTCS OOPATHO OTIIPABUTEINIO.

B cnywae, eciim mo BceM yKazaHHBIM MpOIeIypaM YCTaHOBJIEHO MOJHOE cooTBercTBHe, [10

«Deckhouse Platform» npusHaeTcst TOJHBIM K 9KCIUTyaTalllu.
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2 JleiicTBus nmo 0e3onacHoi yctanoBke u HacTpolike I10 «Deckhouse Platform»»

[Tpu ycranoske u Hactpoiike I10 «Deckhouse Platform» st oGecnieuenus 6e30macHOCTH
HE00XOIMMO BBITOJIHEHUE CIETYIOIUX yCIOBUMA:

- uHcramnusa [10 «Deckhouse Platformy momkHa ocyIiecTBIsATHCS B 3alTUIIICHHON
UHPPACTPYKTYpe paOOTHUKOM COOTBETCTBYIOIIEH KBATH(DUKALINU, UMEIOIIUM TpaBa
aJIMUHUCTPATOPA C IPUCBOCHHBIMHU €My UJCHTU(UKATMOHHBIMU TaHHBIMU (JIOTHH, TTAPOJIb)
1t pabotel B cpene pynkiuonupoanus [10 «Deckhouse Platformy;

- geiictBus, npooauMele ipu uHctawsiuu [10 «Deckhouse Platformy, a Taxke npu
uaumanusanuu [10 «Deckhouse Platformy, mopiexat norupoBanuto (HacTpoiika coopa u
OTIIPaBKH JIOTOB OIMcaHa B 11. 4.14);

- ycranoBka u koH(purypupoanue I10 «Deckhouse Platform» mommKHBI OCYIIIECTBIATHCS B
COOTBETCTBHUH C JaHHBIM JOKYMEHTOM;

- JIOJDKHO oOecrieuyuBaThCs MPEJOTBPAILICHHE HECAHKIIMOHUPOBAHHOTO JOCTYIA K
UCHTU(PHUKATOPAM U MAapOJISIM MOJIb30BaTeNel CepBUCa U MTPUBUIIETUPOBAHHBIX
noJbp30BaTenel (axMUHUCTPaTOpoB nHpopManoHHoi 6e3omacHoct) [10 «Deckhouse
Platformy;

- JIOJDKHO oOecrieuyuBaThCs MPEJOTBPAILICHHE HECAHKIIMOHUPOBAHHOTO JOCTYIA K
UICHTUPHUKATOPAM U MAPOJISIM AIMUHUCTPATOPOB CPEebl BUPTYaTH3aIMU, KOTOpPHIE

HeoO0XouMBbI 15 ycTaHoBKU U HacTpoiiku [10 «Deckhouse Platformy.
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3  Peamm3anusi QyHKIHMOHAIBbHBIX BO3MOKHOCTEI cpeAcTBa cOrJIacHO ucnojanenusam IO

B mactosmem pazaene mpencTtaBieHo comnocrtaBieHue ucnonHeHui [10 ¢ QyHKIMOHAIBHBIMU

BO3MOXHOCTAMHU, OITMCAHHBIMU B COOTBCTCTBYIOIIUX pa3AcjiaX JOKYMCHTA.

Ne i/m | Paznennsl PykoBoacTBa agMuHHCTPaTOpa HUcnonnenns
4 YCcTaHOBKA U HaCTPOﬁKa KuberneteS+Virtualizati0n;
Virtualization;
Kubernetes
4.1 IIpoBepkH, BEINONHIEMBIE TIEPE]] HAYAIOM Kubernetes+Virtualization;
yCTaHOBKH Virtualization;
Kubernetes
4.2 ®aiin konguryparun ycranosku 10 «Deckhouse Kubernetes+Virtualization;
Platform» Virtualization;
Kubernetes
4.3 YcranoBka [10 «Deckhouse Platformy Kubernetes+Virtualization;
Virtualization;
Kubernetes
4.4 Hactpoiika XpaHHIHIL Kubernetes+Virtualization;
Virtualization;
Kubernetes
4.5 Otkar ycranoBkHu U yaaienue 110 «Deckhouse Kubernetes+Virtualization;
Platformy Virtualization;
Kubernetes
4.6 Cosnanue 06pa3oB Kubernetes+Virtualization;
Kubernetes
4.7 Hacrpoiika I10 «Deckhouse Platform» Kubernetes+Virtualization;
Kubernetes
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Ne i/m | Paznennsl PykoBoacTBa agMuHHCTPaTOpa HUcnonnenns

4.8 Hacrpoiika momyiist Kubernetes+Virtualization;
Kubernetes

4.9 BkitroueHue 1 OTKIFOUYECHHE MO IS Kubernetes+Virtualization;
Kubernetes

4.10 | IoaxiaroyeHue mpoBaiizepa ayTeHTUHUKALNH Kubernetes+Virtualization;
Kubernetes

4.11 DKCIOPT JaHHBIX Kubernetes+Virtualization;
Kubernetes

4.12 OOHoBICHHE Kubernetes+Virtualization;
Virtualization;
Kubernetes

4.13 Co3anre CaMOIOIIMMCAHHOTO cepTH(hHUKaTa Kubernetes+Virtualization;
Kubernetes

4.14 | JlorupoBanue Kubernetes+Virtualization;
Kubernetes

4.15 Bupryanuszanus Kubernetes+Virtualization;
Virtualization

4.16 | Murpanus nqanasix eted Kubernetes+Virtualization;
Virtualization;
Kubernetes

5 Onucanue NapamMeTpos (HACTPOEK) 6e30MaCHOCTH Kubernetes+Virtualization;
Kubernetes

5.1 Hacrpolika CKaHUpOBAHUS Ha YS3BUMOCTH Kubernetes+Virtualization;

Kubernetes
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Ne i/m | Paznennsl PykoBoacTBa agMuHHCTPaTOpa HUcnonnenns
5.2 Hactpoiika momuTuk 6€30macHOCTH Kubernetes+Virtualization;
Kubernetes
53 Hacrpoiika yBenoMIIeHHit 0 cobbITusx Gesonacuoctu | Kubernetes+Virtualization;
Ha MouTy Kubernetes
5.4 Hacrpolika JocTyIa K KypHanaM coObITHIA Kubernetes+Virtualization;
0€e30IacCHOCTH Kubernetes
5.5 [IpocMOTp 5KypHAIIOB COOBITUI GE30MaCHOCTH Kubernetes+Virtualization;
Kubernetes
5.6 XpaHeHHe KyPHATIOB COOBITHI 6€30MaCHOCTH Kubernetes+Virtualization;
Kubernetes;
Virtualization
57 KOHTpOITH 1[eI0CTHOCTH Kubernetes+Virtualization;
Kubernetes;
Virtualization
53 VipaBIeHue HHOPMAIHOHHBIMH TIOTOKAMH Kubernetes+Virtualization;
Kubernetes
6 JeiicTust o peammsanui dyHKImii Kubernetes+Virtualization;

0e30nmacHOCTH cpeabl PyHKIHOHUPOBAHUA
CpeacTBa

Kubernetes;

Virtualization
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4 YcTraHOBKA M HACTPOMKAa

Ilepen ycraHoBKOW HEOOXOIUMO YOEIUTHCS, YTO BBINOJIHEHB MHUHHMMAJbHbIE TPEeOOBaHUS K

anmnapaTHelM, IIPOTPaMMHBIM CpEACTBaM

(Tabmuma 1),

TpeOOBaHUAM, IPUBEICHHBIM B Tabmure 2.

a cereBas HWHQPACTPYKTypa OTBEYaeT

Tabmuua 1 - MuHuManbHble TpeOOBaHMS K alMapaTHBIM W MPOTPAMMHBIM CpPEACTBAM (Uil KaK0TO

ucnonuenus [10 «Deckhouse Platformy)

HUcnonnenns IO TpedoBanus TpebdoBanus
«Deckhouse Platform» K aNNapaTHON 4acTH K IPOrPaMMHO# YaCTH
Kubernetes — Apxurekrtypa npoueccopa x86-64; —OC PE/] OC (ne Huxe
— He menee 4 anep CPU; 7.3);
—He menee 12 GB RAM,; —OC Astra Linux Special

— He menee 50 I'b auckosoro

IIPOCTpaHCTBA

Edition (ae HmXe 1.7);
—OC Anbt He HIXe 8 CII
(penu3 ve ke 10);
— MockoBckas cepBepHas
OTIepaIlMoOHHAsI CUCTEMA

(1e Hmxke 15.5)

Virtualization

— Apxurekrtypa npoueccopa x86-64;
— He menee 4 sinep CPU;
—He menee 12 GB RAM,;

— He menee 50 I'b nuckoBoro
MIPOCTPAHCTBA;

— [Mognepxxka uncrpykwii Intel-VT
(VMX) wiu AMD-V (SVM) (151 y310B,
MpeTHa3HAYEHHBIX JIJIS 3aITycKa
BHUPTYaJbHBIX MAIIIWH);

— Beictperit auck (400+ [OPS) u
JIOTIOTHUTEIHHBIC JTUCKH IS
MIPOrPaMMHO-OIPEICTIAEMOTO

XpaHWIdIa (71 y3710B,

—OC PEJ] OC (ue nuxe 8);

—OC Astra Linux Special
Edition ne Huxe 1.8.3
(sapo He HUxe 6.12);

—OC Anbt He HIXe 8 CII
(penu3 ve ke 10);

— MockoBcKas cepBepHas
OTIEpaLIMOHHAs CHCTEMA

(1e Hmxke 15.5)
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HUcnoanenus IO
«Deckhouse Platform»

TpeGoBanus
K aNNapaTHON 4acTH

TpedoBanus
K IPOrPaMMHO# YaCTH

npeaAHAa3HAUYCHHbBIX IJId 3aIlTyCKa

BUPTYaJIbHBIX MAILIMH)

Kubernetes+Virtualizati

on

— Apxurekrtypa npoueccopa x86-64;
— He menee 4 sinep CPU;
—He menee 12 GB RAM,;

— He menee 50 I'b auckoBoro
MIPOCTPAHCTBA;

— [Mognepxka unctpykiwmii Intel-VT
(VMX) wmu AMD-V (SVM) (11 y310B,
MpeTHa3HAYEHHBIX JIJIS 3aITycKa

BUPTYaJIbHBIX MAIlIUH);

— Beictperit auck (400+ [OPS) u
JIOIIOJTHUTEIbHBIC JUCKHU IS
MIPOrpaMMHO-OTIPEIEISIEMOTO
XpaHWIdIa (7 y3/10B,
MpeTHa3HAYEHHBIX JIJIS 3aITycKa

BUPTYaJIbHBIX MAILIMH)

—OC PEJ] OC (ne nuxe 8);

—OC Astra Linux Special
Edition ne Huxe 1.8.3
(sapo He HUxe 6.12);

—OC Anbt He HIXe 8 CII
(penu3 ne Huxke 10);

— MockoBcKas cepBepHas
OTIEpaLIMOHHAs CHCTEMA

(1e Hmxke 15.5)

Tabnuua 2 - TpeboBaHUs K 00ECIICUEHUIO CETEBOTO B3aMMOICHCTBHS Y3JI0B KacTepa

Bun tpadguka

IopTsl

Tpadux mexxay master-y3inamu °

e 4223/TCP

2379, 2380/ TCP;
e 4200-4201/TCP;

Tpadux ot master-y310B K y31am )

22/TCP;

e 4221/TCP;
e 4227 /TCP

e 10250 /TCP;

Tpadux ot y31m0B K master-y3nam )

4234/ UDP;
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e 6443/TCP;
e 4203/TCP;
e 4219/TCP;
o 4222/TCP

Tpaduk mexay y3namu e ICMP;

e 4202-4218/TCP;
e 4218/TCP/UDP;
o 4220-4239/TCP;
e 4240-4299/TCP;
e 4287/UDP;

e 4295-4299/UDP;
e 7000-7999/TCP;
e 8469-8472/UDP

Bremnuii Tpaduk kK master-y3iaam e 22/TCP;
e 6443/TCP
Buemnuii Tpaduk K GpoHTEHA-y31aM e 80,443/TCP;

e 5416/UDP/TCP;
e 10256/TCP;
e 30000-32767/TCP

Brennunii Tpaduk 1711 Bcex y3i10B e 53/UDP/TCP;
e 123/UDP;
e 443 /TCP

4.1  IlpoBepkwu, BBIIIOJIHSAEMBIE NIEPE] HAYAIOM YCTaHOBKHU

[lepen ycTaHOBKOM HEOOXOIMMO MPOBEPUTH CIIEAYIOIINE YCIOBUS:

1. OGmue TpeboBaHMs IS Y3JI0B KJIacTepa:

- OC HaxomuTCs B CIIUCKE MOACPKUBAEMBIX H COOTBETCTBYET TpeboBaHusM (cM. Tabmuiry 1);



https://deckhouse.ru/documentation/v1/supported_versions.html
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[TakeTsr OC OOHOBIIEHBI 710 TIOCIETHUX JTOCTYITHBIX BEPCUH;
Hactpoen SSH-noctyn no kitouy;
VY3en umeeT JoCTym K XpaHuauiy o0pa3oB koHTerHepoB Deckhouse Platform (moctym
NPUBAaTHOMY registry WM MPOKCUPYIOIIEMY registry — COIJIacHO KOH(HTypaluu KiacTtepa);
YkazaHHble B KOH()UTYpallK YCTAHOBKHU JaHHBIEC ayTEHTU()UKALUY JUTS XpaHUIIUIIA
KOHTEHHEPHBIX 00pa30B KOPPEKTHBI;
3navenus napamerpos PublicDomainTemplate u clusterDomain He coBnagaror;
[ToncereBoie quanazonsl podSubnetCIDR u serviceSubnetCIDR He nepecekatorcs;
Ha y3nax orcyrctByet nonb3oBateins 10 «Deckhouse Platformy;
V371861 KI1acTepa, TOKHBI UMETh YHUKAJIBHBINA hostname, COOTBETCTBYIOMINI TPEOOBAHHSM:
e JlnuHa He O6ojee 63 CUMBOJIOB;
e (COCTOHT TOJBKO U3 CTPOUHBIX OYKB;
e He conepxuT cienicMMBOJIOB (JOMYCKAIOTCSA CUMBOJIBI - U . , IPU ’TOM OHM HE

MOTYT OBITH B Hauaje WIHA B KOHIIC I/IMGHI/I).

2. Jln# y3510B, NpeJHa3HAYEHHBIX I 3aIlyCKa BUPTYaJIbHBIX MAIIUH (IIPH UCIIOJIb30BaHUU

BUPTYaIU3aIUH ), HEOOXOUMO JOTIOTHUTEIHHO BEITIOJHEHHE CISAYIONINX TPeOOBaHMIA:

® JI0CTYyI K PEro3UTOpHUSAM NakeToB ucnosnb3zyemoin OC;
e HTTPS-noctyn k xpanunuity oopazoB konteitnepos [10 «Deckhouse Platformy;

e Hactpoen SSH-nocTymn oT MaluHsl A1 3allyCKa yCTaHOBKHU.

3. JononHUTENbHbIE TPEOOBAHUS TSI CTATHYECKOTO KIacTepa:

B xomanpe 11 3armycka yCTaHOBKH YKa3bIBaeTCs TOJIBKO OJIMH MapaMeTp --ssh-host,
oOo3navatomuii [P mepBoro master-y3na (apryMeHT KoMaHIbl dhctl bootstrap);
Boinonaumo nogkitouenue mo SSH ¢ yka3aHHBIMM KIHOYaMU;
Beimnonnuma ycranoBka SSH-TyHHest 1o mepBoro master-ysina;
Y3en, BBIOpaHHBIH 1O master:

® COOTBETCTBYET MUHHUMAJIbHBIM CUCTEMHBIM TpeOoBanusm (Tabmuna 1);

® JIMEeT YCTaHOBJICHHBIN AKeTHBIN MeHexkep (apt, apt-get,dnf,yum, rpm, which -

3aBUCHUT OT BbIOpanHOi OC);

® JMEET JIOCTYI K CUCTEMHBIM PETIO3UTOPUSIM;

® umeeT ycTaHoBJiIeHHBINH Python (ne Hike 3.12.10);
Ecnu B KoH(UTypaum yKkazaHbl HapaMeTpbl IPOKCH — XPaHWIIUILE KOHTEHHEPOB JJOCTYITHO

4yepes3 MPOKCH;
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- OTKpBIT HEOOXOAMMBIM MOPT MEXKTY XOCTOM 3aITyCcKa YCTaHOBIUKA M CEPBEPOM — IOPT
22/TCP;

- DNS pazpemaer localhost k IP-anpecy 127.0.0.1.

- Ilonp3oBaresnb, OT UMEHH KOTOPOTO BBIMIOJIHIETCS YCTAaHOBKA (HAIIpUMeEp, MOJIb30BaTENb
caps), umeeT noctyn Kk sudo;

- Ha cepsepe (BM) ycTaHOBIIEHO BpeMsi, CHHXPOHU3HpOBaHHOE ¢ 1oBepeHHBIM NTP-cepBepom.

4. TpeboBanus st y3710B ¢ MOCKOBCKOM cepBEpHOI onepanuoHHoii cuctemoii (Moc.OC 15
Arbat):
- no6asuts systemd.unified cgroup hierarchy=1 8 GRUB _CMDLINE LINUX B ¢aiine

/etc/default/grub, mocne yero BHINOJIHUTH KOMAHY:

grub2-mkconfig -o /boot/grub2/grub.cfg

- YCTaHOBWTH pacIIMpeHHble MoynH zypper install kernel-default-extra u BeImonHUTH

KOMaHAy:

modprobe erofs

5. TpeGoBanus k mammse A 3amycka ycraHoBku [10 «Deckhouse Platform» (9BM, xotopyto He
IUTaHUpPYeTCs A00aBIATH B KJIACTEP):

- nmomyctumbie OC: PEJ] OC (ue mmxke 7.3), Astra Linux Special Edition e armke 1.7., ATbT
(ue ke 8§ CII);

- ycranosneHHbli Docker mns 3amycka uncramstopa I[1O «Deckhouse Platformy;

- HTTP/HTTPS-noctyn k xpanunuiy oopa3os konteiinepoB I10 «Deckhouse Platform»
(vyacTHOE registry WM MPOKCUPYIOIIEe registry — COrIacHO HaCTPOWKaM);

- SSH-nmoctym no kitouy Kk Oyayriemy master-y3iy;

- CEeTeBOH JIOCTyM J0 XOocTa master-y3na mno nopry 22/TCP.

CrpaBoOYHUK aJIMUHHCTPATOPA, COAepKAIUi JonoaHuTenbHy0 nHpopmanuio o I10 «Deckhouse
Platform», nmpuBeseH B 3JI€KTPOHHOM MPHIIOKEHUH K HACTOSIILIEMY JOKYMEHTY, KaTajor « DJIEeKTPOHHbIE
npuinoxenus» - «Deckhouse Platform. PykoBoactBo aamuuuctpatopa» -  «CrpaBOYHHK

anMuHHUcTparopa.pd».

Jlnst ucrionb3oBaHust Moayd virtualization Heo6xoaumo ycranoButh I10 «Deckhouse Platformy.

Pabora ¢ moaysnem onucana B 11. 4.15. nannoro PykoBojctaa.



RU.86432418.00001-01 90 04-1 18

4.2  @aiin konpurypauuu ycranoBku I10 «Deckhouse Platform»

Hns ycranoBku [10 «Deckhouse Platform» nykHO moxarotoButs Y AML-daiin xonpurypauuu
YCTaHOBKH.

Ecnu B kiactepe Oyzaer mcnoib3oBathesi BHyTpeHHUH TLS-cepTudukar, To HEOOX0AUMO TaKKe
N00aBUTh €ro B KOH(DUTYPALMIO YCTAHOBKHU, IOMECTUB B MaHU(]ECT CEKpeTa B MPOCTPAHCTBE UMeH d8-
system.

Y AML-¢aiin koHpUTrypaluu yCTaHOBKH COJEPKUT MaHU(ECThI peCypcoB U OOBIYHO HA3BIBACTCS
config.yml. ®ait1 KOH(pUTYpaLlUU YyCTAHOBKH MOXET COAEP)KaTh, B TOM YHCIIE CIEIYIOINEe MAaHU(ECTHI
pecypcoB:

e InitConfiguration — HayaneHble mapameTpsl koHpurypamun [10 «Deckhouse Platform». C sroii

koHpuryparmeit I10 «Deckhouse Platform» 3amycturcst mociie ycTaHOBKH.

e ClusterConfiguration — o01ie mapaMeTpsl Kiactepa, Takue kak Bepcus control plane, cereBble

napametpsl, napamerpsl CRI u T.1.

He usmensiite mapamerpsl serviceSubnetCIDR, podSubnetNodeCIDRPrefix, podSubnetCIDR B
paboraromem kiacrepe. Eciu m3aMeHeHHE MapaMeTpoB HEOOXOAMMO — pPa3BEpPHUTE HOBBIM

KJIacTep.

e StaticClusterConfiguration — pecypc A yka3aHusi CIIMCKa BHYTPEHHUX CETEW Yy3JI0B KilacTepa,
KOTOPBIN MCTOIB3YETCs ISl CBSI3M KOMIIOHEHTOB KJIacTepa MEXIy cCOO0M. YKaKuTe, €Clu y3JIbl
KJlacTepa UMEIOT 0oJiee OJHOTO ceTeBoro mHrepdeiica. Ecan Ha y3max kiactepa MCHOIb3YeTCs

TOJIbKO oiuH uHTep(etic, pecype StaticClusterConfiguration MOXHO He CO3/1aBaTh.

e ModuleConfig — Bug pecypcoB, coiepKalux I[apaMmeTpbl INI00ANbHOM KOHPHUTypanmuu H

KoHpuryparmu moayieit Deckhouse.

4.2.1 Pecypc InitConfiguration

Version: deckhouse.io/v1
Kondurypamus I[10 «Deckhouse Platform», ¢ koTopoii oH 3amycTutcs mociie yCTaHOBKH.

[Tpumep KOHGUTypaIH TP UCTIOIB30BAHUH JIOKABHOT'O PEMIO3UTOPHS:

apiVersion: deckhouse.io/vl
kind: InitConfiguration

deckhouse:
imagesRepo: registry.company.my/deckhouse/cse
registryDockerCfg:

eyJhdXRocyI6IHsicmVnaXNOcnkuY29tcGFueS5teSI6IHsidXN1em5hbWUi01J1c2VyIliwicGFzc3dvemQ
10iJteS1wQHNzdzByZCIsImF1dGgiOiJkWES5sY2pwdGVTMXdARSES6ZHpCeVpBbz01i£fX19Cg==
registryScheme: HTTPS



https://deckhouse.ru/documentation/v1/installing/configuration.html#initconfiguration
https://deckhouse.ru/documentation/v1/installing/configuration.html#clusterconfiguration
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registryCA: |

e apiVersion cmpoka
O0s3arenbHbII MapaMeTp
Hcnons3yemas Bepcust API I1O «Deckhouse Platformy.
Honycrumslie 3HaueHus: deckhouse.io/vl, deckhouse.io/v1alphal
e deckhouse o6vexm
O0s3arenbHbII MapaMeTp
[TapameTpsl, HeoOxonumblie A yecranoBku 110 «Deckhouse Platformy.
o deckhouse.imagesRepo crpoka
Anpec container registry ¢ oopazamu [10 «Deckhouse Platform».
Obs3arenbHOE T0JIe.
o deckhouse.registryCA cmpoxa
KopHeBoii cepTudukar, KOTOpIM MOKHO MPOBEPUTH cepTU(UKAT container registry mpu
pabote mo HTTPS (ecnu registry ucnonb3yer camonoanucanusie SSL-ceptudukarst).
o deckhouse.registryDockerCfg cmpoxa
Crpoxka c mpaBaMu AOCTyMa K container registry, 3ammugpoBanHas B Base64.
Obs3arenbHOE T0JIe.
o deckhouse.registryScheme cmpoka
[Ipotokon goctyna k container registry (HTTP unu HTTPS).
[To ymomuanuto: "HTTPS"
Honyctumblie 3nauenusi: HTTP, HTTPS
e kind cmpoxa
O0s3arenbHbII MapaMeTp

Honycrumsle 3HaueHus: InitConfiguration

4.2.2  Pecypc ClusterConfiguration

Pecypc ClusterConfiguration onucsiBaeT o011ie napaMeTpsl KiacTepa.

Omnpenensier, HanpuMep, ceteBble nmapameTpsl, nmapamerpsl CRI, Bepcuto control plane u T.1.
HexoTtopbie mapaMeTpbl MOKHO U3MEHSTH MTOCTIE pa3BepThIBAHUS KIacTepa, BO BpeMs €ro paboThl.

UroObl u3MeHHTh coaepxxumoe pecypca ClusterConfiguration B paboTaromem Kiactepe,

BBITIOJIHUTE CIEAYIOIyI0 KoMaHay (TpeOyercss ailn KOHpUrypanmuu HOAKIIOUEHHUS K KiIacTepy
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(kubeconfig) u ycranoBnenHnas yrunuta d§ (moctasmsiercs B coctaBe [10 «Deckhouse Platformy), mu6o

BBITIOJIHSIIITE KOMaH/bl Ha master-y3Je):

d8 k -n d8-system exec -ti deploy/deckhouse -- deckhouse-controller edit cluster-
configuration

IIpumep:

apiVersion: deckhouse.io/vl

kind: ClusterConfiguration
podSubnetNodeCIDRPrefix: '24'
podSubnetCIDR: 10.244.0.0/16
serviceSubnetCIDR: 192.168.0.0/16
kubernetesVersion: "Automatic"

clusterDomain: "cluster.local"
clusterType: Static
#proxy:

# httpProxy: https://user:password@proxy.company.my:8443
# httpsProxy: https://user:password@proxy.company.my:8443
# noProxy:

# - company.my

31ecs:
e apiVersion cmpoka
O0s3arenbHbII MapaMeTp
Hcnons3yemas Bepcust API I1O «Deckhouse Platformy.
Honycrumsie 3HaueHus: deckhouse.io/vl, deckhouse.io/vlalphal
e clusterDomain cmpoka
O0s3arenbHbII MapaMeTp
JlomeH kiacTepa (MCTOIb3yeTCsl U MaplIpyTU3alui BHYTPU KIacTepa).
ITo ymomyanwmro: "cluster.local"
e clusterType cmpoxa
O0s3arenbHbII MapaMeTp
Tun undpacTpykTyps! knactepa. Beeraa - Static
e defaultCRI cmpoxa
Tun container runtime, ucronp3yemblil Ha y3nax kinactepa (B NodeGroup'ax) o yMOJI4aHHUIO.
Ecnu ucnonesyercs 3nauenue 'NotManaged', To Deckhouse He OyzeT ynpaBnsaTh (ycTaHaBIUBATh
M HacTpauBaTh) container runtime.
B stom cityuae 00passl, ucnosib3dyemeie B NodeGroup'ax, JOIDKHBI COIEPIKATh YK€ YCTaHOBICHHBIN
container runtime.
Ecnu ycranosneno 3nauenue “ContainerdV2', Oynet ucnonb3oBathest CgroupsV2' (obecrieunBaet
yIIy4dIIEeHHY0 0€30MaCHOCTb U yIIpaBlieHHe pecypcamu). Jlist ucnonb3oBanus “ContainerdV2' B kauecTBe

container runtime y3Jbl KJIacTepa JOJKHBI COOTBETCTBOBATH CIICAYIOIIMM TPEOOBAHUSM:
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- noanepxkka CgroupsV2';

- aapo Linux Bepcuu '5.8" u HOBee;

- systemd Bepcuu ‘244" u HOBEE;

- MOAIepIKKa MOYJIS sipa erofs’.

- Bepcus OC u3 nonyctumoro cnucka (m. 4.12.1.)

TTodpobree o muepayuu na Containerd V2 —en. 4.12.1.
ITo ymomuanwuio: "Containerd"
Honycrumsle 3Hauenus: Containerd, ContainerdV2, NotManaged
e kind cmpoxa
O0s3arenbHbII MapaMeTp
Honycrumslie 3HaueHus: ClusterConfiguration
e kubernetesVersion cmpoka

O0s3arenbHbII MapaMeTp

Bepcus control plane knacrepa Kubernetes.

Homyctumele 3Haduenus: 1.29, 1.31, Automatic

e podSubnetCIDR cmpoka

O0s3arenbHbII MapaMeTp

AJpecHoe IPOCTPaHCTBO MOJIOB KJIacTepa.

e podSubnetNodeCIDRPrefix cmpoka

[Ipedukc cetn mo0B Ha y31e.

Buumanue! He mensiiTe napaMeTp B yKe pa3BEpHYTOM KJlacTepe.

ITo ymonuanuto: "24"

® Proxy oovexm

I'mobGanpHas HaCTpoOIiKa proxy-cepBepa.

Buumanue! Jlna mozo, umobvl uzbedcamv UCNONb306AHUA NPOKCU 6 3ANPOCAX Mercoy
KOMNOHEHMAaMy Kiacmepa, 6ajCHO 3anoiHums napamemp noProxy cnuckom noocemeii, xomopule
UCNONb3YIOMCA HA Y371AX.

o proxy.httpProxy cmpoxa
URL proxy-cepsepa mius HTTP-3anpocos.
[Tpu HEOOXOAUMOCTH YKaXHUTE UMSI T10JIb30BATENs, MAPOJIb U TIOPT Proxy-cepaepa.
[Ia6mon: ~https?://[0-9a-zA-Z\.\-:@]+$
[Ipumepsr:

|httpProxy: http://proxy.company.my
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|httpProxy: https://user:password@proxy.company.my: 8443

o proxy.httpsProxy cmpoxa
URL proxy-cepsepa ans HTTPS-3anpocos.
[Tpu HEOOXOIMMOCTH YKaXKHUTE UMsI ITOJIb30BATENs, IAPOJIb U MIOPT ProxXy-cepBepa.
[Ia6mon: "https?://[0-9a-zA-Z\\-:@]+$
IIpumepsl:
httpsProxy: http://proxy.company.my
httpsProxy: https://user:password@proxy.company.my:8443

o proxy.noProxy maccue cmpox
Criucok [P 1 ToMeHHBIX UMEH, JJIs1 KOTOPhIX POKCHUPOBAHUE HE IPUMEHSETCS.
Jns Hactpoiiku wildcard-nomMeHoB ncnonb3yiiTe HanMcaHue Buaa “.example.com”.
[Ia6mnon: a-z0-9\-\./]+$

e serviceSubnetCIDR cmpoxa
O0s3arenbHbII MapaMeTp

AnpecHoe MPOCTPaHCTBO IS service’ OB KiacTepa.

4.2.3  Pecypc StaticClusterConfiguration

Version: deckhouse.io/v1
JlonoaHuTENbHBIE TApaMETPBI KJIacTepa.

IIpumep:

apiVersion: deckhouse.io/vl
kind: StaticClusterConfiguration
internalNetworkCIDRs:

- 10.244.0.0/16

- 10.50.0.0/16

31ecs:
e apiVersion cmpoka
O0s3aTenbHbIN MapaMeTp.
Hcnons3yemas Bepcust API Deckhouse.
Honycrumslie 3HaueHus: deckhouse.io/vl, deckhouse.io/v1alphal

e internalNetworkCIDRs maccus cmpox

4.2.4 Cnucok BHYTPEHHHUX CETel y3JI0B KacTepa

BuyTpennue cetu ucnonb3yrorcs i cBsi3u komrnoHeHToB Kubernetes (kube-apiserver, kubelet u

T.J1.) MEXy COOOH.
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Ecnu xaxnaprii y3en B K1actepe UMEET TOJIBKO OJMH CETeBOW MHTEpQEic, TO mapaMeTp MOKHO He

ykazbiBath U pecypc StaticClusterConfiguration MOXXHO HE CO3/1aBaTh.

o OJIEMEHT MaccHuBa CmpoKa

Ila650n: A(([0-9]|[1-9][0-9]|1[0-9] {2} [2[0-4][0-9]|25[0-5])\.) {3} ([0-97|[ 1-9][0-9]| 1[0-

9142} 12[0-41[0-91|25[0-51)(V(3[0-2]I[1-2][0-9]][0-91))$
IIpumep:
192.168.42.0/24
e Kind ecmpoka
O0s3arenbHbII MapaMeTp

Honycrumblie 3Hauenus: StaticClusterConfiguration
4.3  VYcranoBka I10 «Deckhouse Platform»

4.3.1 Ilpumep KoH(}UTYpalUU YCTAHOBKU

[Tpumep KoHGUTYypaluu YCTAaHOBKM (M3MEHHTE MapaMeTphl, cHenuduyHble At

Balllen

uHdpacTpykTypsl). [IpuBeneHusiii npumep xkoHdurypauuu ycranoBku HactpauBaeT I10 «Deckhouse

Platform» 11t BEIOTHEHUS 3asBIEHHBIX (DYHKINI 6€301MacHOCTH:

apiVersion: deckhouse.io/vl
kind: InitConfiguration
deckhouse:
imagesRepo: registry.company.my/deckhouse/cse

# CTPOKY C IaHHBEIMU ayTeHTM@MKaHMM B XpaHWMIMiuEe MOXHO IIOJIYYMTDb KOMaHJIOM :

# echo '{"auths": {"<REGISTRY HOST>": {"auth": "'S(echo -n
'<REGISTRY USER>:<REGISTRY PASSWORD>' | baset4 -w0)'"}}}' | base6d -w0
registryDockerCfg: <JIAHHHE_AYTEHTM@MKAL[MM_B_XPAHMJ’[MU.LE_OE PA3OB>
registryScheme: HTTPS
registryCA: |

————— BEGIN CERTIFICATE-----

apiVersion: deckhouse.io/vl

kind: ClusterConfiguration

# AmpecHoe MPOCTPAHCTBO IIONOB KJjlacTepa.

podSubnetCIDR: 10.111.0.0/16

# AnpecHoe MPOCTPAHCTBO CEPBMCOB KJjlacTepa.

serviceSubnetCIDR: 10.222.0.0/16

# Bepcua control plane kiyiacTepa Kubernetes.

kubernetesVersion: "Automatic"

# IomeH kjlacTepa (MCHOJb3yeTCd IJIS MaplpyTMU3aluM BHYTPU KjacTepa) .
# He mosrxeH COBMAOaTh C IOMEHOM, YyKa3aHHBIM

# B myobanbHOM napamMeTrpe publicDomainTemplate.

clusterDomain: cluster.local

clusterType: Static

defaultCRI: Containerdv2

# Mpu ucnosbzoBaHum Containerd vl pexum koHTposig nomnmucu Enforce

# IIpryMeHAeTCA TOJIBKO IIOCJIe IMpelIBapMUTEeJIbHOI'O BKIIIOUEHMA peXMMa Migrate n IIpoBeneHMA
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# mMurpaumr (cm. . 4.16).
apiVersion: deckhouse.io/vl

kind: StaticClusterConfiguration
internalNetworkCIDRs:

- <NODES_ NETWORK>

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: deckhouse
spec:

version: 1
enabled: true
settings:
releaseChannel: LTS
logLevel: Info
bundle: Default
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: cert-manager
spec:

version: 1
enabled: true
settings:
disableletsencrypt: true
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: control-plane-manager
spec:

version: 2
enabled: true
settings:
apiserver:
signature: Enforce

# Ipu ucnosmbpszoBaumy Containerd vl pexum koHTpossg noxmnmucu Enforce

# IIprMeHAeTCA TOJIBKO IIOCJIe IMpelIBapUTEeJIbHOI'O BKIIIOUEHMA peXMMa Migrate n IIpoBeneHMA

# Mypraumi
# (cm. paspmen 4.16).
encryptionEnabled: true
auditPolicyEnabled: true
apivVersion: vl
data:
tls.crt: <INTERNAL CA CERT>
tls.key: <INTERNAL CA KEY>
kind: Secret
metadata:
name: internal-ca-key-pair
namespace: d8-cert-manager
type: Opaqgque
apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: internal-ca
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spec:
ca:

secretName: internal-ca-key-pair
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: global
spec:

version: 2
enabled: true

settings:
modules:
https:
mode: CertManager
certManager:

# YxaswmeBaercsa mMa ClusterIssuer,
# xoTope OyOEeT MCIOJL30BATLCS IJIS BHIIyCKa CEpPTUOMUKATOB.
clusterIssuerName: internal-ca
# Yrkaxure mabsion DNS-mMMeH KjacTepa
publicDomainTemplate: "%s.kube.local"
defaultClusterStorageClass: local-path
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: cni-cilium
spec:

version: 1
enabled: true
settings:
tunnelMode: VXLAN
policyAuditMode: false
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: cilium-hubble
spec:

version: 2
enabled: true
settings:
auth:
allowedUserGroups:

- admins
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: runtime-audit-engine
spec:

version: 1

enabled: true

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: gost-integrity-controller
spec:

version: 1
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enabled: true

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: admission-policy-engine
spec:

version: 1
enabled: true
settings:
podSecurityStandards:
enforcementAction: Deny
defaultPolicy: Baseline
denyVulnerableImages:
enabled: true
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: operator-trivy
spec:

version: 1
enabled: true
settings:
1inkCVEtoBDU: true
severities:
- UNKNOWN
- LOW
- MEDIUM
- HIGH
- CRITICAL
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: operator-prometheus
spec:

version: 1

enabled: true

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: log-shipper
spec:

version: 1

enabled: true

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: ingress-nginx
spec:

version: 1

enabled: true

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:

name: monitoring-kubernetes
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spec:
version: 1
enabled: true

apiVersion: deckhouse.io/vlalphal

kind: ModuleConfig

metadata:
name: node-manager
spec:

enabled: true

version: 2

settings:
earlyOomEnabled: false

apiVersion: deckhouse.io/vlalphal

kind: ModuleConfig

metadata:
name: kube-dns
spec:

enabled: true

version: 1

settings:
enablelogs: true

apiVersion: deckhouse.io/vlalphal

kind: ModuleConfig
metadata:
name: loki
spec:
enabled: true
settings:
storageClass: local-pa
retentionPeriodHours:
storeSystemlLogs: true
version: 1

th
24

apiVersion: deckhouse.io/vlalphal

kind: ModuleConfig
metadata:
name: prometheus
spec:
enabled: true
settings:
auth:
allowedUserGroups:
- admins
storageClass: local-pa
longtermStorageClass:
version: 2

th
local-path

apiVersion: deckhouse.io/vlalphal

kind: ModuleConfig
metadata:

name: user-authz
spec:

enabled: true

settings:

enableMultiTenancy: true

version: 1
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apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: console
spec:

version: 1
enabled: true
settings:
auth:
allowedUserGroups:
- admins
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
annotations:
name: user-authn
spec:
enabled: true
settings:
controlPlaneConfigurator:
dexCAMode: FromIngressSecret
publishAPTI:
enabled: true
version: 2
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: chrony
spec:
enabled: true
settings:
ntpServers:
- <NTP_SERVER.1>
- <NTP_SERVER.2>
- <NTP_SERVER.3>
version: 1
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: istio
spec:

version: 3

enabled: false

settings:

auth:
allowedUserGroups:
- admins

apivVersion: vl

data:

audit-policy.yaml:
YXBpVmVyc2lvbjogY¥XVkaXQuazhzImlvL3YxICMgVGhpcyBpcyByZXF1aXJ1lZC4Ka21luZDogUG9saWNS5CiM
gRGI9uJ3QgZ2VuzZXJIhdGUgYXVkaXQgZXZ1bnRzIGZvciBhbGwgcmVxdWVzdHMgaW4dgUmVxdWVzdFJ1lY2Vpdm
VkIHNOYWd1LgpvbWl0U3RhZ2VzOgogICO0gI1lJlcXV1c3RSZWN1aXZ1ZCIKecnVsZXM6CiAgIyBBIGNhdGNoOL
WEFsbCBydWx1IHRvVIGxvZyBhbGwgb3RoZXIgcmVxdWVzdHMgYXQgdGhlIE11dGFkYXRhIGx1dmVsLgogICOg
bGV2ZWw6IE11dGFkYXRhCiAgICAjIExvbmctcnVubmluZyByZXF1ZXNOcyBsaWt1IHdhdGNoZXMgdGhhdCB
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mYWxsIHVuZGVyIHRoaXMgcnVsZSB3alWxsIG5vdAogICAgIyBnZW51cmF0ZSBhbi BhdWRpdCBldmVudCBpbi
BSZXF1ZXNOUmMV]ZW12ZWQuCiAgICBVvDbW10U3RhZ2VzOgogICAgICALICISZXF1ZXNOUMVIZW12ZWQiCgo=
kind: Secret
metadata:

name: audit-policy

namespace: kube-system

type: Opaque

apiVersion: deckhouse.io/vlalphal

kind: NodeGroupConfiguration
metadata:

name: sysctl-tune-fstec

spec:

weight: 100

bundles:

"Wk

nodeGroups:
"Wk

content: |
sysctl -w kernel.dmesg restrict=l
sysctl -w kernel.kptr restrict=2
sysctl -w net.core.bpf jit harden=2
sysctl -w kernel.perf event paranoid=3
sysctl -w kernel.kexec load disabled=l1
sysctl -w user.max user namespaces=0
sysctl -w kernel.unprivileged bpf disabled=1
sysctl -w vm.unprivileged userfaultfd=0
sysctl -w dev.tty.ldisc autoload=0
sysctl -w vm.mmap min addr=4096
sysctl -w kernel.randomize va space=2
sysctl -w kernel.yama.ptrace scope=3
sysctl -w fs.protected symlinks=1
sysctl -w fs.protected hardlinks=1
sysctl -w fs.protected fifos=2
sysctl -w fs.protected regular=2
sysctl -w fs.suid dumpable=0

# HacTporku Ingress—KOHTPOJLIEPA.

# VIBMeHUTe COIJIaCHO TpeBOOBaHMAM Baullelr MHOPACTPYKTYPEH.

apiVersion: deckhouse.io/vl

kind: IngressNginxController

metadata:
name: main
spec:

ingressClass: nginx
inlet: HostWithFailover
nodeSelector:
node-role.kubernetes.io/master: ""
tolerations:
- effect: NoSchedule
operator: Exists
apiVersion: deckhouse.io/vlalphal
kind: LocalPathProvisioner

metadata:
name: local-path
spec:

# B saBucumocTM OT KOHOUTypaumu OC OyThb MOXeT OBTH M3IMEHEH.
path: "/opt/local-path-provisioner"
reclaimPolicy: Delete
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apiVersion: deckhouse.io/vl
kind: User

metadata:
name: admin
spec:
email: admin@deckhouse.ru
# echo '<IAPOJIb>' | htpasswd -BinC 10 "" | cut -d: -f2

password: '<GENERATED_PASSWORD_HASH>'
apiVersion: deckhouse.io/vlalphal
kind: Group
metadata:
name: admins
spec:
name: admins
members:
- kind: User
name: admin
apiVersion: deckhouse.io/vl
kind: ClusterAuthorizationRule
metadata:
name: admin
spec:
subjects:
- kind: Group
name: admins
accessLevel: SuperAdmin
portForwarding: true
namespaceSelector:
matchAny: true
apiVersion: deckhouse.io/vl
kind: NodeGroup
metadata:
name: master
spec:
nodeTemplate:
labels:
node-role.kubernetes.io/control-plane: ""
node-role.kubernetes.io/master: ""
taints:
- effect: NoSchedule
key: node-role.kubernetes.io/control-plane
nodeType: Static
staticInstances:
count: 2
labelSelector:
matchLabels:
role: master
apiVersion: deckhouse.io/vl
kind: NodeGroup
metadata:
name: worker
spec:
nodeType: Static
staticInstances:
count: 3

baseb64

-wO0
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labelSelector:
matchLabels:
role: worker
# SSH maHHBIE mJig OOCTyNa K XOCTam
apiVersion: deckhouse.io/vlalphal
kind: SSHCredentials

metadata:
name: ssh-credentials
spec:

user: caps
privateSSHKey: '<SSH PRIVATE KEY>'
apiVersion: deckhouse.io/vlalphal
kind: StaticInstance

metadata:
name: cse-master-2
labels:
role: master
spec:
address: '<MASTER 2 NODE IP>'
credentialsRef:

kind: SSHCredentials
name: ssh-credentials
apiVersion: deckhouse.io/vlalphal
kind: StaticInstance
metadata:
name: cse-master-3
labels:
role: master
spec:
address: '<MASTER 3 NODE IP>'
credentialsRef:
kind: SSHCredentials
name: ssh-credentials
apiVersion: deckhouse.io/vlalphal
kind: StaticInstance

metadata:
name: cse-worker-1
labels:
role: worker
spec:
address: '<WORKER 1 NODE IP>'
credentialsRef:

kind: SSHCredentials

name: ssh-credentials
apiVersion: deckhouse.io/vlalphal
kind: StaticInstance

metadata:
name: cse-worker-2
labels:
role: worker
spec:
address: '<WORKER 2 NODE IP>'
credentialsRef:

kind: SSHCredentials
name: ssh-credentials
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apiVersion: deckhouse.io/vlalphal
kind: StaticInstance

metadata:
name: cse-worker-3
labels:
role: worker
spec:
address: '<WORKER 3 NODE IP>'
credentialsRef:

kind: SSHCredentials
name: ssh-credentials
apiVersion: deckhouse.io/vl
kind: CustomPrometheusRules
metadata:
name: falco-critical-alerts
spec:
groups:
- name: falco-critical-alerts
rules:
- alert: FalcoCriticalAlertsAreFiring
for: 1m
annotations:
description: |
There 1s a suspicious activity on a node {{ $labels.node }}.
Check you events journal for more details.
summary: Falco detects a critical security incident
expr: |
sum by (node)
(rate(falco events{priority=~"error|critical|warning|notice"}[5m]) > 0)

4.3.2 PasBéprhiBaHuE registry

Hns ycranoBku 10 «Deckhouse Platform» tpeOyercss Hanuuue B JOKaJbHON CETH XpaHMIIHMILA
0o0pa3oB KOHTEHHepoB (container registry). B ciydae orcyrcTBus registry, BBIOJHHUTE IIard IO €TO
YCTaHOBKE:

Ycranosure Ha cepsep nmaketsl OC docker-registry u apache2-utils.

[Tpumep ans OC ¢ MmeHemKepOM NakeToB apt:

apt install docker-registry apache2-utils
[Tpumep mist OC ¢ menemxepom nakeros dnf:
dnf install -y docker-registry httpd-tools

CrenepupyiiTe moab30BaTeisl A JOCTyIA B registry (YKaKuTe MMs IOJIb30BaTels U Mapolb, B

npuMepe ucnonb3yercs noas3osareib [10 «Deckhouse Platformy):

htpasswd -bnB deckhouse deckhouse > /etc/docker/registry/htpasswd
Otpenaktupyiite KoH(puUrypauuio registry B ¢aitne /etc/docker/registry/config.yml u usmenure
napametp auth.htpasswd.path ¢ /etc/docker/registry na /etc/docker/registry/htpasswd

[Tomecture kmou u TLS-ceptudukar B cnemyromnme ¢paitis:
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/etc/docker/registry/private.key # Kitou

/etc/docker/registry/public.crt # Ceptudukar

IIpu orcyrcTBum TLS-cepTrukaToB, MOXKHO CreHEpUpPOBATh CaMOIIOJIMUCAHHBIE CEPTHU(PHUKATHI
(cm1m.4.13.)

OOHOBHTE KOH(PHUTYpAIHIO JJOKATIBHOTO registry:

cat <<EOF > /etc/docker/registry/config.yml
version: 0.1
log:
fields:
service: registry
storage:
cache:
blobdescriptor: inmemory
filesystem:
rootdirectory: /var/lib/docker-registry
delete:
enabled: true
http:
addr: :443
tls:
certificate: /etc/docker/registry/public.crt
key: /etc/docker/registry/private.key
secret: deckhouse
headers:
X-Content-Type-Options: [nosniff]
auth:
htpasswd:
realm: basic-realm
path: /etc/docker/registry/htpasswd
health:
storagedriver:
enabled: true
interval: 10s
threshold: 3
EQOF

Jlo6aBbTe IpaBa Ha YTEHUE MPUBATHOTO KIto4a cepTudukara nosup3oBatento docker-registry.

setfacl -m u:docker-registry:r /etc/docker/registry/private.key

Jlo6aBbTe MpaBa Ha UCTIOTHsIEMBbIH ¢aiin docker-registry, 4ToOBI OH CMOT HCIIOJIB30BAaTh CHCTEMHBIN

nopt 443:

setcap 'cap net bind service=+ep' /usr/bin/docker-registry

[Tepe3anmyctute cepBuc docker-registry:

systemctl restart docker-registry

[TpoBepbTe PabOTOCTIOCOOHOCTD JIOKATBHOTO PETO3UTOPHSI, HAIPUMED, C MOMOILBIO CIeIyIomei
KomaHIbel (ykaxkute mapoib mnoib3oBarens [IO «Deckhouse Platform», koTtopslii 3amaBanu Ha

MPEIbIAYIINX IIarax, u ajgpec registry):
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curl -u deckhouse:<PASSWORD> -v https://<REGISTRY HOST>/v2/

Ncnone3yiiTe aapec registry mpu 3arpy3ke oopaso nepen ycranoBkoit 10 «Deckhouse Platform»

(n. 4.3). [Ipumep:

d8 mirror push /root/d8-bundle https://10.128.0.37:5000/deckhouse \
--registry-login=deckhouse \
--registry-password=deckhouse

Ecnu registry pabotaer no npotrokosry HTTP, To no6aBbste napamerp --insecure.
B registry I10 «Deckhouse Platform» 3arpyxaercs ¢ mocrasisiemoro USB-¢dremr HakonuTens uiu

DVD-nucka, Bxoasiiero B KOMIUIEKT TOCTaBKH, coriacHO T11.3.3 TexHUYecKUx yCIOBHM

RU.86432418.00001-01 TV 04-1.

4.3.3 VYcranoska [10O «Deckhouse Platformy»

[TonroroBbTe pabodyl0 CTAaHIUIO (XOCT YCTaHOBKM) M master-y3en Oyayliero Kiacrepa.
MunuManbHble TpeOOBaHMS K MPOTrPaMMHBIM U amllapaTHBIM CPEJICTBaM IMpejacTaBieHsl B Tabnure 1.
[Topsimox moaroroBku padoyero npoctpanctsa k ycraHoBke [10 «Deckhouse Platform» npeacrasien B
Paznene 4.

Ckonupyiite ¢aiinsl mocraBku ¢ USB-duiemn Hakomutens uiaun DVD-aucka Ha KOMIbIOTEp, C
KOTOPOT'O €CTh JIOCTYI IO XpaHUIHUINA 00pa3a KOHTEHHEPOB.

Taxoke, BBl MOJKETE CKOITUPOBATh 00pa3bl UX U3 MyOJMYHOTO XpaHUIUIIA 00pa30B KOHTEHHEPOB

CJIEYIOLIEH KOMaHIO0M:

d8 mirror pull \

${PACKAGE DIR PATH} \
--source="registry-cse.deckhouse.ru/deckhouse/cse" \
——license="${LICENSE_KEY}" \

--gost-digest \

--deckhouse-tag="1lts" \

--include-module=stronghold

I'me

${PACKAGE DIR PATH} - nupekropus aJisi CKAYeHHBIX 00pa3oB

${LICENSE KEY} - nuueH3WOHHBIH KJIOY Ui JOCTyNa B MyOJUYHOE XpaHWIHIIE 00pa3oB
koHTtelHepoB [10 «Deckhouse Platformy.

Pe3ynbTaT BBINOIHEHUS! KOMaHABI - (POPMUPOBAHKE AUPEKTOPUHU CO CICAYIOUIMM COICPKUMBIM

d8-bundle/
module-stronghold.tar
module-stronghold.tar.gostsum
platform.tar
platform.tar.gostsum
security.tar
security.tar.gostsum
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C momomipi0 KOMaHIbl d8 tools gostsum (YTHINTa U3 coctaBa ceprupummpoBannoit OC mo

ANTOPUTMY T'OCT P 34.11-2012 (nuHa X3II-KOJ1a 256 owur),

https://wiki.astralinux.ru/pages/viewpage.action?pageld=3277020) momydyuTe KOHTPOJBHYIO CyMMY
¢aitno d8 u daiina apxuBa o0pa3oB (Hanpumep, platform.tar) u cpaBHHTE MOJydYeHHBIE PE3YJIbTATHI
COOTBETCTBEHHO C COJEPKUMBIM (aitnoB ¢ cyddurcom .gostsum (d8.gostsum mis d§8 u, Hampumep,
platform.tar.gostsum nns platform.tar u3 cocraBa mocraBku). [lomyueHHBIE pe3yJibTaThl pacyera
KOHTPOJIBHBIX CYMM U KOHTPOJIBHBIE CYMMBI B YKa3aHHBIX (pailflax MOCTaBKU JOJKHBI COBIAIATh.
3arpy3uTe JaHHbIE B XpaHWIMIIE OOpa30B KOHTEHHEPOB, BBHIMOJHUB CIECAYIONIYI0O KOMaHIY

(u3MeHuTe MyTh K (hailiry apxuBa win namnke o0pas3os):

d8 mirror push <PATH> <REGISTRY_URL>/<REGISTRY_PATH> \
--registry-login=<USERNAME> --registry-password=<PASSWORD>

31ecs:

e <PATH> - nupekropus OCTaBKH, cosepKaias apxusbl ¢ oOpasamu nocraBku 110 «Deckhouse
Platformy;

e <REGISTRY URL> - anpec xpanunuiia o0Opa3oB KOHTEHHEPOB B JIOKAIBHOM CETH;

e <REGISTRY PATH> - nyTp B XpaHunuine o0pa3oB KOHTEHHEPOB, B KOTOPbIH OyIyT
3arpysatbcest 00passl 110 «Deckhouse Platform». B mpumepax Huxke OyJeT HCHONIb30BaTHCS
nyTh /deckhouse/cse;

e <USERNAME> - ums nonb3oBaTelis A5 aBTOPU3ALUHI B XpaHUIUIIE 00pa30B KOHTEHHEPOB;

e <PASSWORD?> - nmapo:ib monp30Batess sl aBTOPU3AIMH B XpaHUIIUILE 00pa30B KOHTEHHEPOB.

Ecnu Bam container registry J0myckaeT aHOHUMHBIHM JJOCTYIT 6€3 aBTOpU3aIiH, He yKa3bIBaiTe
napameTpsl --registry-login u --registry-password.

[MonpoOuee 3arpy3ka oOpa3oB B registry paccmoTpeHa B 1. 4.3.2. (3arpy3ka oOpa3oB B
M30JIMPOBAHHBIN registry).

Cozpnaitite SSH-xu1r0u A1 JOCTyNa K y37aM KiacTepa:
ssh-keygen -t rsa -f "SHOME/.ssh/id rsa" -C "" -N ""
cat "SHOME/.ssh/id rsa.pub"

Jlo6aBbTe myOIMUYHYIO YacTh Kitoya Ha Bce y37bl kinactepa [10O «Deckhouse Platformy, B nannom

IMpUMCEPEC Ha y3JIaX CO34aCTCA MOJIb30BATCIIb CApPSs:

# Ykaxure nyOGaMUHY 4YacTb SSH-KJoOUa I[IOJIb30BATEJIS.

export KEY='<SSH-PUBLIC-KEY>'

useradd -m -s /bin/bash caps

usermod -aG sudo caps

echo 'caps ALL=(ALL) NOPASSWD: ALL' | sudo EDITOR='tee -a' visudo
mkdir /home/caps/.ssh

echo SKEY >> /home/caps/.ssh/authorized keys
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chown -R caps:caps /home/caps
chmod 700 /home/caps/.ssh
chmod 600 /home/caps/.ssh/authorized keys

# mns Astra Linux - MaKCUMMAJIBHBEIM YPOBEHB 1IEJIOCTHOCTM IJIS I[0JIb30BATEJS Caps
pdpl-user -i 63 caps

B onepanmonnsix cucremax Ha 6aze RHEL (Red Hat Enterprise Linux), takux xak PEJ] OC,
MOJIB30BATENs caps HY>XKHO J00aBisTh B rpymnmy wheel. J[71s 3TOro BBHIMOTHHUTE CIEIYIONIYI0O KOMaHTY,

yKa3aB MyOnuuHyro yactb SSH-kiroua:

# Ykaxure nyOGiMUHY 4YacTb SSH-KJoOUa I[IOJIb30BATEJIS.

export KEY='<SSH-PUBLIC-KEY>'

useradd -m -s /bin/bash caps

usermod -aG wheel caps

echo 'caps ALL=(ALL) NOPASSWD: ALL' | sudo EDITOR='tee -a' visudo
mkdir /home/caps/.ssh

echo SKEY >> /home/caps/.ssh/authorized keys

chown -R caps:caps /home/caps

chmod 700 /home/caps/.ssh

chmod 600 /home/caps/.ssh/authorized keys

3amycTuTe KOHTEHHEDP yCTAHOBLIUKA!
docker run --pull=always -it [<MOUNT OPTIONS>]
<REGISTRY_URL>/<REGISTRY_PATH>/install:lts bash

31ech:

e <REGISTRY URL> —anpec container registry ¢ oopazamu I10 «Deckhouse Platformy.

e <REGISTRY PATH> - nyTb B XpaHuiuine o0pa3oB KOHTEHHEPOB, B KOTOPHIH ObLIH
3arpyskeHsl 00passl [10 «Deckhouse Platformy». B nmpumepax Hmke OyaeT UCIIOIB30BaThCS My Th
/deckhouse/cse;

e lts — penusnblil kaHan (Long Term Support), npeaHa3HaveHHBIH 1151 SKCIUTyaTalliy B
IPOJYKTUBHBIX U 3aKPBITHIX KOHTYpPAX;

e <MOUNT OPTIONS> — napameTpbl MOHTUPOBaHUS (aiijIoOB B KOHTEHHEP MHCTALIATOPA,
TaKUX KaK:

o SSH-xmouu gocryna
o (aiin koHpUTrypanun
o (paiin pecypcoB u T.1.

IIpumep 3amycka KOHTEMHEpPa HHCTAJUIATOPA!

docker run -it --pull=always \
-v "$PWD/config.yaml:/config.yaml" \
-v "$PWD/dhctl-tmp:/tmp/dhctl" \
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-v "SHOME/.ssh/:/tmp/.ssh/" registry.company.int/deckhouse/cse/install:1lts bash

YcranoBka 10 «Deckhouse Platform» 3amyckaercss B KOHTeHHEpe MHCTALIATOpPA C MOMOIIBIO
KOMaHbI dhctl.

Js 3anmycka ycranoBku [10 «Deckhouse Platform» ncnons3yiite komanmy:

dhctl bootstrap

JIJ1sl IOJTy4€eHHUs CIIPAaBKU 110 IIapaMeTpaM BBIIIOJIHUTE:

dhctl bootstrap -h

[Tpumep 3amycka ycranoBku 10 «Deckhouse Platformy:

dhctl bootstrap --ssh-user=<SSH USER> --ssh-host=<MASTER HOST> --ssh-agent-private-

keys=/tmp/.ssh/id rsa --config=/config.yml --ask-become-pass

31ecs:

e /config.yml — ¢aiin koHuUrypauum ycTaHOBKH;

e <SSH USER>— nosnb30BaTeip Ha cepBepe Ui NoAKI0YeHHs 1o SSH;

o <MASTER HOST>— aapec cepsepa ais noaxiatodeHus no SSH;

e --ssh-agent-private-keys — ¢aiin npuBarnoro SSH-kmtoua, 1 noakmodenus no SSH.

e --ask-become-pass - mapaMmeTp yKa3bIBaeT, YTO MOJIH30BATEINIO HA y37ax Kiacrepa I10
«Deckhouse Platform» Heo6xo1umM0 BBOANUTH MapoJib P UCIOIb30BaHUH sudo; eciu
MIOJIb30BATEINIO Ha y3JIaX Kiactepa sudo 1ocTyneH 6e3 maposis, TO JaHHBIH MapaMeTp yKa3blBaTh
HE HY>KHO.

JloKTUTECh YCIIEIIHOTO 3aBEepIICHUS] YCTAaHOBKU

IIpumep ycnienHoro 3aBepLIeHUS:

L & . Bootstrap: Create Resources (290.81 seconds)

AE ~ Bootstrap: Run post bootstrap actions
{ r Create deckhouse release for version v1.73
‘ [ & Succeeded!
Create deckhouse release for version v1.73 (0.01 seconds)
L & ~ Bootstrap: Run post bootstrap actions (0.01 seconds)

F‘é ~ Bootstrap: Clear cache
| ! ~ Next run of "dhctl bootstrap" will create a new Kubernetes cluster.
L & - Bootstrap: Clear cache (0.00 seconds)

& Deckhouse cluster was created successfully!

IIpoBeppTe COCTOSIHME OYEpENH, BBIIIOIHUB KOMAaHy Ha master-ysie:
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dhctl system queue list

B ouepenn He HOKHO OBITH 33/1a4 HA BBITIOJIHEHUE.

IIpumep BeIBOZA:

$ d8 system queue list

Summary:

- 'main' queue: empty.

- 91 other queues (0 active, 91 empty): 0 tasks.
- no tasks to handle.

[locne ycmemHoON yCTaHOBKM IEpPBOro master-y3ia HEOOXOAMMO BBIOJIHUTE JATbHEHIIYIO
HACTPOWKY KJIacTepa B 3aBUCUMOCTHU OT BBIOPAHHOTO CIICHAPHS Pa3BEPTHIBAHUSI. .

Cuenapuii 1. Ecnu nimanupyercs pasBepHyTh KiacTep ISl TECTUPOBAHUS, COCTOSIIIUNA U3 OJHOTO
master-y3na, T0 HeOOXOAMMO BBIIIOJHUTH KOMaHIY, KOTOpas CHUMaeT OrpaHMYCHHE Ha pa3MelleHUue
cucteMHbIx komnoHeHTOB 110 «Deckhouse Platform» na master-y3nax.

JIns 5TOr0 Ha master-y3se BBIINOJHUTE CICIYIOLIYI0 KOMAaHIY:

d8 k patch nodegroup master --type json -p '[{"op": "remove", "path":
"/spec/nodeTemplate/taints"} ]’

Cuenapuii 2. Ecnu ninaHupyeTcst pa3BepHYTh ITOJHOLIEHHbBIN OTKAa30yCTOMYMBBIN KIIAacTep,
COCTOSILIMIA U3 TpeX master-y3JoB, IBYX system-y3joB, AByX frontend-y3noB u ogHoro worker-y3na,

CHMMAaTh OrpaHHUYEHHsI Ha master-y3iax He TpeOyeTcs.

Jnist MOATrOTOBKY 100aBICHUS y3JI0B HCIIONB3YiTE IPUBEAEHHYIO HIKe KoMaHty. Eciu kakue-

100 rpymIbl y3710B He TpeOyroTes, yaanuTe onucanus cooteTcTBytomux NodeGroup u Staticlnstance.

BrimonHuTe Ha master-y3ie ciaenyronyo KoMaHay (M3MEeHUTE He00X0IMMbIE TTapaMeTphl):

d8 k apply -f - << EOF
# IauHBIe NoOIKJIOUeHMS Mo SSH miig ImocTyna K XOCTaM y3JI0OB KJjiacTepa
apiVersion: deckhouse.io/vlalphal
kind: SSHCredentials
metadata:
name: ssh-credentials
spec:
# U3MeHUTEe ¥M4A [OJIb30BATEJIS, €CJIM y BaC OH IOpyIroun
user: caps
privateSSHKey: '<SSH PRIVATE KEY>'

apiVersion: deckhouse.io/vl
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kind: NodeGroup
metadata:
name: master
spec:
nodeTemplate:
labels:
node-role.kubernetes.io/control-plane:
node-role.kubernetes.io/master: ""
taints:
- effect: NoSchedule
key: node-role.kubernetes.io/control-plane
nodeType: Static
staticInstances:
count: 2
labelSelector:
matchLabels:
role: master

nwn

apiVersion: deckhouse.io/vl
kind: NodeGroup
metadata:
name: system
spec:
nodeTemplate:
labels:
node-role.deckhouse.io/system:
taints:
- effect: NoExecute
key: dedicated.deckhouse.io
value: system
nodeType: Static
staticInstances:
count: 2
labelSelector:
matchLabels:
role: system

nwn

apiVersion: deckhouse.io/vl
kind: NodeGroup
metadata:
name: frontend
spec:
nodeTemplate:
labels:
node-role.deckhouse.io/frontend:
taints:
- effect: NoExecute
key: dedicated.deckhouse.io
value: frontend
nodeType: Static
staticInstances:
count: 2
labelSelector:
matchLabels:
role: frontend

nwn

apiVersion: deckhouse.io/vl
kind: NodeGroup
metadata:

name: worker




RU.86432418.00001-01 90 04-1

40

spec:
nodeType: Static
staticInstances:
count: 1
labelSelector:
matchLabels:
role: worker
apiVersion: deckhouse.io/vlalphal
kind: StaticInstance
metadata:
name: master-2
labels:
role: master
spec:
address: '<MASTER 2 NODE IP>'
credentialsRef:
kind: SSHCredentials
name: ssh-credentials
apiVersion: deckhouse.io/vlalphal
kind: StaticInstance

metadata:
name: master-3
labels:
role: master
spec:

address: '<MASTER 3 NODE IP>'
credentialsRef:
kind: SSHCredentials
name: ssh-credentials
apiVersion: deckhouse.io/vlalphal
kind: StaticInstance
metadata:
name: system-1
labels:
role: system
spec:
address: '<SYSTEM 1 NODE IP>'
credentialsRef:
kind: SSHCredentials
name: ssh-credentials
apiVersion: deckhouse.io/vlalphal
kind: StaticInstance
metadata:
name: system-2
labels:
role: system
spec:
address: '<SYSTEM 2 NODE IP>'
credentialsRef:
kind: SSHCredentials
name: ssh-credentials
apiVersion: deckhouse.io/vlalphal
kind: StaticInstance
metadata:
name: frontend-1
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labels:
role: frontend
spec:
address: '<FRONTEND 1 NODE IP>'
credentialsRef:
kind: SSHCredentials
name: ssh-credentials
apiVersion: deckhouse.io/vlalphal
kind: StaticInstance
metadata:
name: frontend-2
labels:
role: frontend
spec:
address: '<FRONTEND 2 NODE IP>'
credentialsRef:
kind: SSHCredentials
name: ssh-credentials
apiVersion: deckhouse.io/vlalphal
kind: StaticInstance
metadata:
name: worker-1
labels:
role: worker
spec:
address: '<WORKER NODE IP>'
credentialsRef:
kind: SSHCredentials
name: ssh-credentials
EOF

31ecs:
e <SSH PRIVATE KEY>— npuBarHas 4acTb KJ04a [10JIb30BaTENs caps, CTEHEpUPOBaHHAs HA
XOCT€ yCTaHOBKH, B (hopmate Base64. J[i1st momyueHust Kito4ya B Hy>KHOM (opMarte BBIIOJIHUTE

CIIEYIOILYIO0 KOMaH/Y :

base64 -w0 "SHOME/.ssh/id rsa"

e <MASTER 2 NODE IP>— [P-anpec y31a master-2.

e <MASTER 3 NODE IP>— [P-anpec y3na master-3.

e <SYSTEM 1 NODE IP>— IP-anpec y3na system-1.

e <SYSTEM 2 NODE [P>— IP-anpec y3na system-2.

e <FRONTEND 1 NODE IP>— IP-anpec y3na frontend-1.
e <FRONTEND 2 NODE IP>— IP-anpec y3na frontend-2.
e <WORKER NODE IP>— IP-anpec y3ma worker.
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4.3.4 ]lomonHUTENbHBIC OOIIME HACTPOMKH KilacTepa

Co3pmaiiTe mpaBUIO MOSIBICHUS MPEAYIPEKACHUN O HATMYUU HEOOBIYHOTO MTOBEICHUS B KJIacTepe
Ha OCHOBE XXypHaJa ayauTa. JlaHHas HacTpoiika BKIIOYaeT cpabaThIBaHUE Ha BCE TUIBI COOBITUH, B TOM

qHcye Ha MpeaynpexIeHus (warning) u yBeZoMiIeHus (notice).

d8 k apply -f - << EOF
apiVersion: deckhouse.io/vl
kind: CustomPrometheusRules
metadata:
name: falco-critical-alerts
spec:
groups:
- name: falco-critical-alerts
rules:
- alert: FalcoCriticalAlertsAreFiring
for: 1m
annotations:
description: |
There i1s a suspicious activity on a node {{ $labels.node }}.
Check you events journal for more details.
summary: Falco detects a critical security incident

expr: |
sum by (node)
(rate(falco events{priority=~"error|critical|warning|notice"}[5m]) > 0)

EOF

Jlo6GaBbTe JTOKaIBHOTO MOJIB30BATENS U IIPEIOCTABbTE MY ITPaBa aAMUHUCTPATOPA CUCTEMBI:

d8 k apply -f - << EOF
apiVersion: deckhouse.io/vl
kind: User
metadata:
name: admin
spec:
email: admin@deckhouse.ru
# CreHepupyMnTe napoJib IJid IIOJb30BATEJIS M [OICTAaBbTe €r0 B KOoMaHOy echo Huxe,
uTOOH HOJIyuuThb hash u base64 oT Hero, IJd ykasaHMa B CeKUMM password:
# echo '<IAPOJIb>' | htpasswd -BinC 10 "" | cut -d: -f2 | base64 -w0
password: 'baseb6b4-oT-xema-Bamero-napoJs’'
apiVersion: deckhouse.io/vlalphal
kind: Group
metadata:
name: admins
spec:
name: admins
members:
- kind: User
name: admin
apiVersion: deckhouse.io/vl
kind: ClusterAuthorizationRule
metadata:
name: admin
spec:
subjects:
- kind: Group




RU.86432418.00001-01 90 04-1 43

name: admins
accessLevel: SuperAdmin
portForwarding: true
namespaceSelector:
matchAny: true
EOF

Hactpoiite IngressNginxController ansi Bxoasmero tpaduka. Ecnu y Bac kiactep TOJIBKO M3

OJTHOTO Y3714, TO HCIIONB3yUTE CIEIYIONIYI0 KOH(DUTYPAIHIO:

d8 k apply -f - << EOF
apiVersion: deckhouse.io/vl
kind: IngressNginxController
metadata:
name: main
spec:
ingressClass: nginx
inlet: HostWithFailover
nodeSelector:
node-role.kubernetes.io/master: ""
tolerations:
- effect: NoSchedule
operator: Exists
EOF

Ecnu y Bac 0TKa30yCTOHYMBEIH KacTep ¢ BblelIeHHbIMU frontend-y3mamu uis mpuemMa BXOASIIETO

Tpaduka, TO UCTIONIB3YHTE CIEIYIONTYI0 KOH(PHUTYPAIHIO:

d8 k apply -f - << EOF
apiVersion: deckhouse.io/vl
kind: IngressNginxController
metadata:
name: main
spec:
ingressClass: nginx
inlet: HostWithFailover
nodeSelector:
node-role.deckhouse.io/frontend: ""
tolerations:
- effect: NoExecute
key: dedicated.deckhouse.io
value: frontend
EOF

4.3.5 Hacrpoiika 6anaHCHPOBKU BXOAALIETO TpaduKa ¢ MOMOIIbIO BUPTYaIbHBIX [P-

aJipecoB

JJi1 0TKa30yCTOMYUBON WHCTAILISAINH, KOT/Ia HEOOXOAMMO HCIIOJIb30BaTh BUPTyalbHbIN [P-aapec
win Heckonbko [P-anpecoB mis Bcero kimacrepa IO «Deckhouse Platformy, uto6s1 6amancupoBaTh
BXOJSIIUE Tpaduk MeXIy y3/aMu Kiactepa, rae pacnosaraercs IngressNginxController, HeoOxoanmo
BKJIIOYHMTh U HACTPOUTH MOy b metallb.

[Tpu nanuuuu AByX frontend-y31moB 1 paBHOMEPHOT'O pacHpeeNICHHs BXOIAIIETO TpadhuKa MExITy

HHUMH, HCOOXOUMO:
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- Botenuth Ha kiactep [10 «Deckhouse Platform» nBa Buptyansnsix IP-anpeca u3 noacetu y3nos
KJlactepa

- yka3zarb BblaeneHHble [P-agpeca kak A-3anmucu Ha DNS-cepBepe y COOTBETCTBYIOIIETO
JOMEHHOTO UWMEHHM Kjactepa (KemaTellbHO ucHonb30BaTh wildcard-3anmuce, Hampumep
* kube.company.my)

- yka3aTh BblAeneHHbIe [P-anpeca B HacTpoiikax Moyt metallb.

DNS-cepBep Oyzmer paspemiatb 3ampockl K JOMEHHOMY MMeHH B IP-anpeca moouepenHo mpu
kaxaom DNS-3anpoce. Moayne metallb pacnipenenut nsa BoiaeneHnbix [P-aapeca no asym frontend-
y3J1aM, [0 OJTHOMY Ha KaXJIblii y3ei1. B 3ToM ciydae Tpaduk paBHOMEPHO pacHpeAeTUTC MEXKAY y3IaMu.
B ciryuae oTka3za ognoro u3 frontend-y3mioB, ero [P-aapec «mepeener» Ha npyroit padorarouuii frontend-
y3€elL

Komans! ast HacTpoiiku 0anaHCUPOBKHU MPU OTKA30YCTOWYMBOM YCTaHOBKE:

# BruiounTe MOomyJsib metallb:
d8 k apply -f - << EOF
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: metallb
spec:
enabled: true
version: 2
EOF

# Cosmanire pecypc MetallLoadBalancerClass:
d8 k apply -f - << EOF
apiVersion: network.deckhouse.io/vlalphal
kind: MetalLoadBalancerClass
metadata:
name: ingress
spec:
addressPool:
- 192.168.2.100-192.168.2.101
isDefault: false
nodeSelector:
node-role.deckhouse.io/frontend: ""
type: L2
EOF

# Iepecosnmante pecypc IngressNginxController:
d8 k delete IngressNginxController main
d8 k apply -f - << EOF
apiVersion: deckhouse.io/vl
kind: IngressNginxController
metadata:
name: main
spec:
ingressClass: nginx
inlet: LoadBalancer
loadBalancer:
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loadBalancerClass: ingress
annotations:
# KoimuecTBO ampecoB, KOTOPHE OyIOyT BHIOEJIEHE M3 [IyJla, OIMCAHHOTO B
_MetalLoadBalancerClass .
network.deckhouse.io/l12-1load-balancer-external-ips-count: "2"
EOF

#llnaTdopma coszmacT cepBucC ¢ THnoM LoadBalancer, koTopoMy OyIeT NPMUCBOEHO 3aIaHHOE
KOJIMUECTBO aIpPeCOB, HAIPUMEDP:
d8 k -n d8-ingress-nginx get svc

NAME TYPE CLUSTER-IP EXTERNAL-IP
PORT (S) AGE
main-load-balancer LoadBalancer 10.222.130.11 192.168.2.100,192.168.2.101

80:30689/TCP,443:30668/TCP 11s

IIpoBepbTe COCTOSIHUE OYepEeH, BBIIIOJHUB KOMAHY:

d8 system queue list

B ouepenu He nomxHO OBITH 3a7a4 Ha BbInonHeHue. [Ipumep BbIBOA:

$ d8 system queue list

Summary:

- 'main' queue: empty.

- 91 other queues (0 active, 91 empty): 0 tasks.
- no tasks to handle

Hoxnutech 3amycka moaoB I[1O «Deckhouse Platform». Hampumep, M0OXHO HCHONB30BaTh

CIIEYIOIIYI0 KOMaHAYy (BBIBOJ TOJKEH OBITH ITYCT):

d8 k get po -A | grep -vE 'Running|Completed'

Yobenurecs, 4To y Bac ecTb goctyn kK BeO-untepdeiicam I10 «Deckhouse Platform» uepes 6paysep.
Hanpumep, MOXHO IPOBEPHUTH JOCTYITHOCTh CIEAYIOMINX aJPECOB:
- https://grafana.<PUBLIC DOMAIN NAME>
- https://kubeconfig.<PUBLIC DOMAIN NAME>
[TpoBepbTe, 4YTO Ha TIJIAaBHOM cTpaHume cucreMbl MoHUTOpuHra (Grafana) KOppeKkTHO

0TOOpaKArOTCs BCE AHHBIC.
4.4  Hactpoiika XpaHHUJIUILL

Hactpoiika XpaHWIHII TPOUCXOAUT B HECKOJIBKO IIaroB, KOTOPHIE 3aBUCAT OT BHIOPAHHOTO THTA

XpaHWINILA.
OCHOBHBIE 3TaIbl HACTPOUKHU:

e BxkioueHue U KOHPHUTypUPOBaHHE COOTBETCTBYIOIIUX MOTYJICH.
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e Cosznanue rpymnm ToMoB (Volume Groups).
e J[loarotroBka u co3maHue oObekToB StorageClass, uX TMOCIEAyIOIIee Ha3HAUYCHUEC W

HUCIIOJIB30BaHHC.

4.4.1 JloxansHoe xpanunuiie Local Path Provisioner

1O «Deckhouse Platform» npenocraBisier BO3MOKHOCTh HACTPAaUBaTh JIOKAJIbHBIC XPAHMUIHIIA
Local Path Provisioner. 91o npocroe peuienue 6e3 moaaep>KKiu CHUMKOB U OTpaHUYEHUI Ha pa3Mep,
KOTOPOE JIy4Ille BCETO MOAXOINT AJIsi pa3pabOTKH, TECTUPOBAHUS U HEOOIBIINX Ki1acTepoB. JlanHoe
XPaHWIHUILE UCTIONIb3YET JOKAJIbHOE TMCKOBOE MPOCTPAHCTBO isi co3nanus PersistentVolume, ne

rnoJjiarasCb Ha BHCIIHUEC CUCTCMbI XPAHCHUA NAHHbBIX.

s kaxaoro pecypca LocalPathProvisioner cozmaercst coorBercTByronmii 00bekT StorageClass.
Crniucok y3710B, Ha KOTOPBIX pa3pelieHo Ucronb3oBaTh StorageClass, onpenensercs Ha OCHOBE MOJIS

nodeGroups ¥ UCTIONB3YETCS PU Pa3MEIICHUH TTOJOB.
[Tpu 3ampoce nucKa MoI0M MPOUCXOAUT CIETYIOIIee:
e cosmaércs PersistentVolume ¢ Turmom HostPath;

® Ha HYXHOM Yy3JIe CO3/1aeTCsl TUPEKTOPUs, MyTh K KOTOPOH opMHpyeTcs U3 napamerpa path,

nmenu PV u PVC.

[Ipumep nyrtu:

/opt/local-path-provisioner/pvc-d9d3878-£710-417b-ad4b3-38811laa8aacl d8-
monitoring prometheus-main-db-prometheus-main-0

ITpumep pecypca LocalPathProvisioner (reclaimPolicy ycranaBnuBaercst mo ymonuanuio B Retain):

apiVersion: deckhouse.io/vlalphal
kind: LocalPathProvisioner
metadata:
name: localpath-system
spec:
nodeGroups:
- system
path: "/opt/local-path-provisioner"

4.4.2 JlokanbHoe xpaHunuine Ha ocHoBe Logical Volume Manager

JlokanpHOE XpaHWJIMIIC CHUKACT CCTCBBIC 3aJICPXKKU U oOecneunBaeT 0Ooliee BBICOKYIO
MPOU3BOAUTCIILHOCTD I10 CPAaBHCHUIO C yIIaJIéHHBIMI/I XpaHWJIMIIAMH1, JOCTYII K KOTOPBIM OCYIICCTBIIACTCA

10 CCTH.
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JIJ1st HACTPOMKM JIOKAJIbHOTO XpaHUIUIIa Ha OCHOBe LVM BBINIOJIHUTE CIIEyIOIIUE IIaru:

e Hactpoiite LVMVolumeGroup. Ilepen cozmanuem StorageClass HEOOXOAMMO cO31aTh pecypc
LVMVolumeGroup moayns sds-node-configurator Ha y3iax kiacrepa.

e Bxiounute Monaynb sds-node-configurator. Yoemurech, 4To MOIYJb BKJIIOYEH IO BKJIIOYCHHS
monyns sds-local-volume.

e (Co3zpaiite coorBercTBYIONIE 00BeKTHI StorageClass. Co3znanue StorageClass ans CSI-npaiiBepa

local.csi.storage.deckhouse.io monp30BaTeneM 3anpemieHo.
Bxutouenne monys sds-node-configurator:

1. Coznaiite pecypc ModuleConfig it BKIIFOUEHUS MOJTYJIS:

d8 k apply -f - <<EOF
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:

name: sds-node-configurator
spec:

enabled: true

version: 1
EQOF

2. Hoxmutech coctosHuss monyis Ready. Ha stom srame He TpeOyeTcs mpoBepsTh HOIBI B

npoctpancTBe UMeH d8-sds-node-configurator. CocTosiHue MOy MPOBEPHTE KOMAHIOM:

d8 k get modules sds-node-configurator -w

Bxutouenne mozysst snapshot-controller:

1. Coznaiite pecypc ModuleConfig it BKIIFOUEHUS MOJTYJIS:

d8 k apply -f - <<EOF
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:

name: snapshot-controller
spec:

enabled: true
EOF

2. Noxnautech coctosinust Moy Ready. CocTosiHre MOTyIist MPOBEPHTE KOMAHIOM:

d8 k get modules snapshot-controller -w

Bxutouenne mozyst sds-local-volume:
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1. AxtuBupyiite Mmoayib sds-local-volume. ITpumep HIKe 3amyckaeT MOy ¢ HACTPOHKAMH I10
YMOJYaHHUIO0, 9TO MPUBEACT K CO3/IaHUIO CITY)KeOHBIX MOJ0B KoMIoHeHTa sds-local-volume Ha Bcex y3max

KJlacrepa:

d8 k apply -f - <<EOF
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: sds-local-volume
spec:
enabled: true
version: 1
EQOF

2. Noxnaurech coctosinus moayns Ready:

d8 k get modules sds-local-volume -w

3. Y6enurech, uto B mpoctpaHcTBax uMmeH d8-sds-local-volume u d8-sds-node-configurator Bce
nojbl HaxonsATcst B ctaryce Running mnu Completed u 3amymneHsl Ha Bcex y3iax, Tie IUIAaHUPYETCS

HCIIONIB30BaTh pecypcbl LVM.

d8 k -n d8-sds-local-volume get pod -owide -w
d8 k -n d8-sds-node-configurator get pod -o wide -w

JlJiss KOppeKTHOW pabOThI XPaHWIUI Ha y3/1ax HeoOxoaumo, uToObl moasl sds-local-volume-csi-
node ObLIM 3amyIICHbl HAa BBIOPAHHBIX y3imax. [10 yMOIYaHHIO 3T MOMABI 3alyCKAIOTCSA HA BCEX y3J1ax

kiactepa. [IpoBepuTh HX HamM4KMe MOKHO C IIOMOILBIO KOMaH/IbI:

d8 k -n d8-sds-local-volume get pod -owide

Pasmemenne momoB  sds-local-volume-csi-node  ympaBisiercss  crienUanbHBIMH - METKaMH

(nodeSelector). OTu MeTKH 3anatoTcs B mapamerpe spec.settings.dataNodes.nodeSelector momyns.

JUns HacTpOMKHM XpaHWIMIIA Ha Yy3/aXx HeoO0XoIuMo co3naTh Trpymnmbl ToMoB LVM ¢

ucnosnb3oBanueM pecypcoB LVMVolumeGroup. B nannom npumepe co3naercst xpanunuuie Thick.

[Tepen co3nanuem pecypca LVMVolumeGroup yoeaurecs, 4To Ha JTaHHOM y3J1€ 3alyIieH noj sds-

local-volume-csi-node. 910 MOXKHO cieaTh KOMaHIO0M:

d8 k -n d8-sds-local-volume get pod -owide

1. Tomyuute Bce pecypcesl BlockDevice, KOTOpbIe TOCTYIIHBI B BallleM KJacTepe:
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d8 k get bd

IIpumep BeIBOAA:

NAME NODE CONSUMABLE SIZE
PATH

dev-efd4fb06b63d2c05fb6ee83008b55e486aalltblaa worker-0 false

976762584Ki /dev/nvmelnl

dev-0cfc0d07£353598e329d34£3821bed992clffbcd worker-0 false
894006140416 /dev/nvmeOnlp6
dev-7e4df1ddf2alb05a79f9481cdf56d29891a9f9d0 worker-1 false
976762584K1 /dev/nvmelnl
dev-b103062£879a2349a9c5f054e0366594568de68d worker-1 false
894006140416 /dev/nvmeOnlp6
dev-53d904£f18b912187ac82de29%9af06a34d%ae23199 worker-2 false
976762584K1 /dev/nvmelnl
dev-6c5abbd549100834c6bl668c8f89fb97872ee2bl worker-2 false
894006140416 /dev/nvmeOnlp6

2. Cospnaiite pecypc LVMVolumeGroup mis y3na worker-0:

d8 k apply -f - <<EOF
apiVersion: storage.deckhouse.io/vlalphal
kind: LVMVolumeGroup
metadata:

name: "vg-l-on-worker-0" # MNomxomuT Jjwoboe HOONyCTHMOEe MMS pecypca B Kubernetes.
9To mMma pecypca LVMVolumeGroup OyOeT MCHOJIB30BaAaTbCA IJa cosmaHusa LocalStorageClass
B OyIoyuem.
spec:

type: Local

local:

nodeName: "worker-0"
blockDeviceSelector:
matchExpressions:
- key: kubernetes.io/metadata.name
operator: In
values:
- dev-efdfb06b63d2c05fb6ee83008b55e486aallblaa
- dev-0cfc0d07£353598e329d34£3821bed992clffbcd

actualVGNameOnTheNode: "vg-1" # Umsa LVM VG, KOTOpeM OyIeT CO3IaH U3 yKa3aHHBIX
OJIOUHEIX YCTPOMCTB Ha Yy3Jie.
EQOF

3. Joxautech, koraa co3ganubiii pecypc LVMVolumeGroup nepeiiner B cocrosinue Ready:

d8 k get 1lvg vg-l-on-worker-0 -w

Ecmu pecypc mepemen B coctosiuue Ready, 3To 3Hauwt, uro Ha y3ne worker-0 w3 OGi104YHBIX

ycTpoiict /dev/nvmelnl u /dev/nvmeOnlp6 6sina coznana LVM VG ¢ umernem vg-1.

4. Cozpaiite pecypc LVMVolumeGroup ais y3na worker-1:

d8 k apply -f - <<EOF
apiVersion: storage.deckhouse.io/vlalphal
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kind: LVMVolumeGroup

metadata:

name: "vg-l-on-worker-1"
spec:

type: Local

local:

nodeName: "worker-1"
blockDeviceSelector:
matchExpressions:
- key: kubernetes.io/metadata.name
operator: In
values:
- dev-7e4df1ddf2alb05a79£9481cdf56d29891a9£9d0
- dev-b103062£879a2349a9c5£054e0366594568de68d
actualVGNameOnTheNode: "vg-1"
EOF

5. Joxnautecsh, koraa co3gannbiii pecypc LVMVolumeGroup nepeiiner B cocrosinue Ready:

d8 k get 1lvg vg-l-on-worker-1 -w

Ecmu pecypc mepemen B coctosaue Ready, 3To 3Hauut, yto Ha y3ne worker-1 u3 Grmodnoro

ycrpoiicta /dev/nvmelnl u /dev/nvmeOn1p6 6buta coznana LVM VG ¢ umenem vg-1.

6. Co3snaiite pecypc LVMVolumeGroup ans y3na worker-2:

d8 k apply -f - <<EOF
apiVersion: storage.deckhouse.io/vlalphal
kind: LVMVolumeGroup

metadata:
name: "vg-l-on-worker-2"
spec:
type: Local
local:
nodeName: "worker-2"

blockDeviceSelector:
matchExpressions:
- key: kubernetes.io/metadata.name
operator: In
values:
- dev-53d904£f18b912187ac82de2%9af06a34d9%ae23199
- dev-6c5abbd549100834c6b1668c8£89fb97872ee2bl
actualVGNameOnTheNode: "vg-1"
EOF

7. Hoxautech, koraa co3ganubiii pecypc LVMVolumeGroup nepeiiner B cocrosinue Ready:

d8 k get 1lvg vg-l-on-worker-2 -w

Ecmu pecypc nepemen B cocrosiuue Ready, To 310 3HauuT, 4T0 Ha y31e worker-2 u3 OIIOYHOTO

ycrpoiictBa /dev/nvmelnl u /dev/nvmeOn1p6 6buta coznana LVM VG ¢ umenem vg-1.

8. Cosnaiite pecypc LocalStorageClass:
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d8 k apply -f -<<EOF
apiVersion: storage.deckhouse.io/vlalphal
kind: LocalStorageClass
metadata:
name: local-storage-class
spec:
lvm:
lvmVolumeGroups:
- name: vg-l-on-worker-0
- name: vg-l-on-worker-1
- name: vg-l-on-worker-2
type: Thick
reclaimPolicy: Delete
volumeBindingMode: WaitForFirstConsumer
EOF

9. Joxnautech, koraa co3gannbiii pecype LocalStorageClass nepeiinet B coctostaue Created:

d8 k get lsc local-storage-class -w

10. IIpoBepbTe, uTO OBLT CO3/1aH cooTBETCTBYIOUIHI StorageClass:

d8 k get sc local-storage-class

Ecnu StorageClass ¢ umenem local-storage-class nosiBuiics, 3Ha4uT HacTpoiika Moayis sds-local-
volume 3aBepiueHa. Tenepp monb3oBarenu MoryT coznaBaTh PVC, ykasbiBas StorageClass ¢ mMeHnem

local-storage-class.
4.4.3 Pacnpenenénnas cuctema xpanenus Ceph

Ceph — 310 MacmTabupyemas pacupeenéHHas cucTeMa XpaHeHHs, 00ecreurnBaioniasi BEICOKYIO
JOCTYMHOCTh M OTKa3oycTroumBocTh naHHBIX. B IO «Deckhouse Platform» mnonnep:xuBaercs
unTerpanus ¢ Ceph-kmacrepamu. 310 1a€T BO3MOXKHOCTH TUHAMHUYECKH YIPABIATH XPAHWIHILEM H

ucnonbs3oBath StorageClass Ha ocHoBe RADOS Block Device (RBD) umu CephFS.

Buumanue. Uarerpamust c¢ Ceph-kimactepamMu  BO3MOXKHa TOJBKO TMPHU  HCHOJIB30BAHUHU

containerd v1. PaboTa coBmecTHO ¢ containerd v2 He moaaepKUBaeTCsl.
Bxutouenne mozysst snapshot-controller.

Cozpnaiite pecypc ModuleConfig amns BKItOUEHUS MOTYJIS:

d8 k apply -f - <<EOF
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: snapshot-controller
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spec:
enabled: true
EOF

Hoxauteck cocrosiaust Moy Ready. CocTosiHre MoTyJist MPOBEPHTE KOMAH IO

d8 k get modules snapshot-controller -w

s nonkmouenus: Ceph-knacrepa B [10 «Deckhouse Platform» HeoOxoauMo BKIIOYUTH MOIYITb

csi-ceph. [{nst aToro mpumenute pecypc ModuleConfig:

d8 k apply -f - <<EOF
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:

name: csi-ceph
spec:

enabled: true
EOF

Uro6s! HacTpouTh noakioueHne k Ceph-knacrepy, npumenute pecypc CephClusterConnection.

IIpumep KOMaHBbI:

d8 k apply -f - <<EOF
apiVersion: storage.deckhouse.io/vlalphal
kind: CephClusterConnection
metadata:
name: ceph-cluster-1
spec:
# FSID/UUID Ceph-kjacrepa.
# NosyumTts FSID/UUID Ceph-xjacTepa MOXHO C IIOMOWBI koMaHmel ~ceph fsid'.
clusterID: 2bf085fc-5119-404f-bb19-820cabalbl7e
# Crnucok IP-ampecoB ceph-mon’orB B dopmaTe 10.0.0.10:6789°.
monitors:
- 10.0.0.10:6789
# Ums mosb3oBaTesigs 6e3 client. .
# MonyumTb ¥MMS I[IOJIB30BATEJIS MOXHO C IIOMOmBI0 kKoMaHms ~ceph auth list'.
userID: admin
# Kimou aBTOpMB3auMyM, COOTBETCTBYyWMI userID.
# ToJNyuMTh KJIOUY aBTOPMBAlMM MOXHO C IOMOmBI0 koMaHIs ~ceph auth get-key
client.admin".
userKey: AQDiVXVmBJIVRLXAAg65PhODrtwbwSWrjJwssUg==
EQOF

[TpoBepbTe coznanue NOAKIIOUEHH cienyromeii komannoit (Phase nomxken OviTh Created):

d8 k get cephclusterconnection ceph-cluster-1

Co3nanue o0bexToB StorageClass ocymectBisiercs uepe3 pecypc CephStorageClass, koTopblit
orpeenseT KOHPUrypamuio I KeJlaeMoro Kiacca xpaHeHus. Pyunoe co3nanue pecypca StorageClass

6e3 CephStorageClass moxeT npuBecty k ommbkam. [Ipumep cozganus StorageClass Ha ocHose RBD:
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d8 k apply -f - <<EOF
apiVersion: storage.deckhouse.io/vlalphal
kind: CephStorageClass
metadata:
name: ceph-rbd-sc
spec:
clusterConnectionName: ceph-cluster-1
reclaimPolicy: Delete
type: RBD
rbd:
defaultFSType: ext4
pool: ceph-rbd-pool
EOF

ITpumep co3nanus StorageClass Ha ocHOBe ¢aitnoBoit cucremsl Ceph:

d8 k apply -f - <<EOF
apiVersion: storage.deckhouse.io/vlalphal
kind: CephStorageClass
metadata:
name: ceph-fs-sc
spec:
clusterConnectionName: ceph-cluster-1
reclaimPolicy: Delete
type: CephFS
cephFS:
fsName: cephfs
EOF

[TpoBepbre, uTO co3mannublie pecypcbl CephStorageClass mepenumn B coctosiHue Created,

BBIITOJIHUB CJICAYIOIIYIO KOMaHOY:

d8 k get cephstorageclass

B pesynbrare Oynet BoiBeeHa HHpopMarus o cozaanHbix pecypcax CephStorageClass:

NAME PHASE AGE
ceph-rbd-sc Created 1h
ceph-fs-sc Created 1h

[TpoBepwTe coznanubiii StorageClass ¢ TOMOIIBIO CIEAYIONIEH KOMAaH IbI:

d8 k get sc

B pesynbrarte Oynet BbiBeieHa HH(OpMAIHS O CO3JJaHHOM StorageClass:

NAME PROVISIONER RECLAIMPOLICY VOLUMEBINDINGMODE
ALLOWVOLUMEEXPANSTION AGE

ceph-rbd-sc rbd.csi.ceph.com Delete WaitForFirstConsumer true
15s

ceph-fs-sc rbd.csi.ceph.com Delete WaitForFirstConsumer true

15s
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Ecnu 06bextrl StorageClass nmosiBUIIMCH, 3HAYUT HACTpoOiika Moayis csi-ceph 3aBepiiena. Tenepn

MOJIb30BaTEIN MOTYT co3/iaBaTh PersistentVolume, ykasbiBas co3gannbsie 00bekThl StorageClass.
4.4.4 CeteBoe daiinoBoe xpanunuiie NFS

1O «Deckhouse Platform» mnonmnepxuBaer wunterpauuio ¢ Network File System (NFS),
obecrieunBasi BO3SMO>KHOCTb MCIIOJIB30BAHMUS CETEBBIX (DalIOBBIX XpaHUJIMIL B KaYeCTBE TOMOB. MoayIb
csi-nfs npenoctasmnsier CSI-gpaiiBep ans nogkmodeHust NFS-cepBepoB u co3manus PersistentVolume Ha

UX OCHOBE.
Bxutouenne mozysst snapshot-controller.

Cozpnaiite pecypc ModuleConfig amns BKItOUEHUS MOTYJIS:

d8 k apply -f - <<EOF
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:

name: snapshot-controller
spec:

enabled: true
EQOF

Hoxauteck coctosiaust Moy Ready. CocTosiHre MOTyJist MPOBEPHTE KOMAH IO

d8 k get modules snapshot-controller -w

Jnst nmonaepkku padotel ¢ NFS-xpanunuiieM BKIIOYUTE MOAYNb csi-nfs, KOTOPBINA 1MO3BOJISET

cosnaBaTh StorageClass ¢ momonibio nmonb3oBatensckux pecypcoB NFSStorageClass:

d8 k apply -f - <<EOF
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: csi-nfs
spec:
enabled: true
version: 1
EOF

JloxxuTech, TOKa MOIYJIb NepenieT B coctosnue Ready:

d8 k get module csi-nfs -w

[TpoBeprTe cocTosiHMe MOAOB B mpocTpaHcTBe MMEH d8-csi-nfs. Bece moasl MOMKHBI OBITH B

coctossHud Running mnu Completed, u 3amyIieHs! Ha Bcex y3max:
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d8 k -n d8-csi-nfs get pod -owide -w

Hns cozmanust StorageClass HeoOxomaumo ucmnonb3oBath pecypc NFSStorageClass. Tlpumep

CO3/IaHUs pecypca:

d8 k apply -f - <<EOF
apiVersion: storage.deckhouse.io/vlalphal
kind: NFSStorageClass

metadata:
name: nfs-storage-class
spec:
connection:
host: 10.223.187.3
share: /
nfsVersion: "4.1"

reclaimPolicy: Delete
volumeBindingMode: WaitForFirstConsumer
EOF

s kaxaoro PV Oyner coznaBatbes KaTanor <aupekTopus u3 share>/<ums PV>.
4.4.5 XpaHwinuie JaHHBIX Ha OCHOBE NpoTokosia SCSI

ITO «Deckhouse Platform» nonnepxuBaeT ynpaBieHHE XpaHWIMIIAMHU, TOJKIIOYEHHBIMU Yepe3
iSCSI umu Fibre Channel, oGecrieunBass BO3MOXHOCTh pabOTBI ¢ TOMamMH Ha YpPOBHE OJIOKOBBIX

YCTPOMCTB. DTO MO3BOJIAET UHTETPUPOBATh CUCTEMbI XPAaHEHUS JAHHBIX U yNpaBisaTh UMM uepe3 CSI-

pauBep.

[Tepen BkmoueHuneM storo Moayiisi B koHurypamuu [10 «Deckhouse Platform» Heo6xomumo siBHO

pazpemmth napamerp allowExperimentalModules:

d8 k patch moduleconfig deckhouse --type='json' -p='[{"op": "add", "path":
"/spec/settings/allowExperimentalModules", "value": true}]'

Jnist HaCTPOMKYM TaKMX XPAHWIMII BKJIIOUYUTE MOJYJIb CSi-SCsi-generic:

d8 k apply -f - <<EOF
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: csi-scsi-generic
spec:
enabled: true
version: 1
EOF

JloxxuTech, Koraa MOy b iepeiieT B cocrosiauue Ready:

d8 k get module csi-scsi-generic -w
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s cozganus SCSITarget HeoOxoaumo ncnomnb3oBatk pecype SCSITarget. [Ipumep komana ams

CO3/IaHMs TAKOTO pecypca:

d8 k apply -f -<<EOF
apiVersion: storage.deckhouse.io/vlalphal
kind: SCSITarget
metadata:
name: hpe-3par-1
spec:
deviceTemplate:
metadata:
labels:
my-key: some-label-value
iSCSI:
auth:
login: ""
password: ""
ign: ign.2000-05.com.3pardata:xxxxl
portals:
- 192.168.1.1
apiVersion: storage.deckhouse.io/vlalphal
kind: SCSITarget
metadata:
name: hpe-3par-2
spec:
deviceTemplate:
metadata:
labels:
my-key: some-label-value
iSCSI:
auth:
login: ""
password: ""
ign: ign.2000-05.com.3pardata:xxxx?2
portals:
- 192.168.1.2
EQOF

OOparute BHUMaHME, YTO B IpHuMepe Bbilie ucnonbdytoTcs asa SCSITarget. Takum oGpazom
MOKHO co3aarh Heckoibko SCSITarget kak g ogHoro, Tak u g pasHbeix CX/I. Oto mosBosser

MCTOJIb30BaTh multipath /U1 MOBBIIEHUS OTKA30YCTOWYMBOCTH U MIPOU3BOJUTEIHHOCTH.

[TpoBepuTh coznanue oobekTa MoxkHO Komanoi (Phase nomxken 6b1Th Created):

d8 k get scsitargets.storage.deckhouse.io <umsa scsitarget>

Hns co3manmst StorageClass HeoOxomumo wucmonb3oBath pecypc SCSIStorageClass. ITpumep

KOMaH/Ibl JUI CO3JaHus TAKOTIO pecypca:

d8 k apply -f -<<EOF
apiVersion: storage.deckhouse.io/vlalphal
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kind: SCSIStorageClass
metadata:
name: scsi-all
spec:
scsiDeviceSelector:
matchLabels:
my-key: some-label-value
reclaimPolicy: Delete
EOF

Oo6parute BHUManue Ha scsiDeviceSelector. OtoT mapamerp no3sossiet BeiOpaTh SCSITarget mmst
coznanust PV mo neitbnam. B npumepe Boimie Beiouparotrcs Bce SCSITarget ¢ neitbnom my-key: some-
label-value. OToT neitdén OyneT Ha3HA4YEeH Ha BCe JEBaWChI, KOTOPhIE OyAyT OOHApYKEHbI B YKa3aHHBIX

SCSITarget.

ITpoBeputh coznanue oobekTa MoxkHO Komanoi (Phase nomxen 661t Created):

d8 k get scsistorageclasses.storage.deckhouse.io <umsa scsistorageclass>

4.4.6 Xpanwmme gannbeix Yadro Tatlin Unified Storage

IO «Deckhouse Platform» mnonnepxuBaeT HHTETpalMIO C CHCTEMOW XpaHEHUS JaHHBIX
TATLIN.UNIFIED (Yadro), mpenocrtaBisii BO3MOXKHOCTH YIPABJICHUS TOMaMH. OTO MO3BOJSET
UCTOJIBb30BaTh IIEHTPAJIM30BAHHOE XPAaHWIMIIE Uil KOHTEHHEPU3UPOBAHHBIX pPAa0OYMX HArpy30K,

o0ecreunBast BHICOKYIO IIPOU3BOJUTEIBLHOCTh U OTKAa30yCTOMYUBOCTb.
Bxuttouenue mozysst snapshot-controller.

Cozpnaiite pecypc ModuleConfig amns BKIIFOUEHUS MOTYJIS:

d8 k apply -f - <<EOF
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:

name: snapshot-controller
spec:

enabled: true
EOF

Hoxnaureck cocrosiaust Mmoayiist Ready. CocTosiHre MoyJist MpOBEPHTE KOMAH IO

d8 k get modules snapshot-controller -w

Jlns ynpaBiieHus ToMaMH Ha ocHOBe cucteMbl xpaneHus naHHbIXx TATLIN.UNIFIED (Yadro)

UCIIONIL3YyeTCs MOMYJb csi-yadro-tatlin-unified, mo3Bomstomumii co3naBate pecypcsl StorageClass uepe3
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co3llaHue mnojb3oBarenbckux pecypcoB YadroTatlinUnifiedStorageClass. UToObl BKIIIOYHTH MOIYJIb,

BBIITOJITHUTC KOMAaHAY:

d8 k apply -f - <<EOF
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:

name: csi-yadro-tatlin-unified
spec:

enabled: true

version: 1
EOF

JloxxnuTech, korma Moayinb csi-yadro-tatlin-unified mepeiiner B coctosnue Ready. Ilposeputs

COCTOSIHHUEC MOAYJId MOKHO, BBITIOJIHUB CJIICAYIOIIYHO KOMaHOY:

d8 k get module csi-yadro-tatlin-unified -w

B pesynbrare OyneT BoIBeieHa HH(POPMAIUS O MOyJIE:

NAME STAGE SOURCE PHASE ENABLED READY
csi-yadro-tatlin-unified Embedded Available True True

YroObl cozpath moakimoueHne k cucreme xpaHeHus naHHbIX TATLIN.UNIFIED u wumers
BO3MOXXHOCTh ~ HacTpaumBaTh  00bekThl  StorageClass,  TpUMEHHUTE  CIEIyIOIMHA  pecypc

YadroTatlinUnifiedStorageConnection:

d8 k apply -f - <<EOF
apiVersion: storage.deckhouse.io/vlalphal
kind: YadroTatlinUnifiedStorageConnection

metadata:
name: yadl
spec:
controlPlane:
address: "172.19.28.184"
username: "admin"
password: "cGFzc3dvcecmQ=" # OosrxkeH OBITH 3aKOIOMPOBAH B Baseb64.

ca: "basebdencoded"
skipCertificateValidation: true
dataPlane:
protocol: "iscsi"
iscsi:
volumeExportPort: "p50,p51,p60,p61"
EQOF

s coznanus StorageClass HeoOxoaumo ucmonb3oBath pecype YadroTatlinUnifiedStorageClass.
Pyunoe co3nmanme pecypca StorageClass 0e3 YadroTatlinUnifiedStorageClass MoxkeT mnpuBecTH K

OLLIMOKaM.
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HpMMep KOMaHAbI IJid CO3JaHHAd KJIaCCa XPAaHCHUA HAa OCHOBC CHUCTCMbI XpPAHCHHUA JaHHBIX

TATLIN.UNIFIED:

d8 k apply -f - <<EOF
apiVersion: storage.deckhouse.io/vlalphal
kind: YadroTatlinUnifiedStorageClass
metadata:
name: yadl
spec:
fsType: "xfs"
pool: "pool-hdd"
storageConnectionName: "yadl"
reclaimPolicy: Delete
EOF

4.5  Ortxkat ycranoBku u ynanenue 10 «Deckhouse Platformy

B cnyyae mpepbiBaHMS YCTaHOBKM WJIM BO3HUKHOBEHHS OIIMOOK BO BpPEMSl YCTaHOBKH, MOTYT
ocTaTbcs CO3JaHHBIE pecypcbl. Omepaluu OTKaTa M yJAJEHUS BBINOJHAIOTCS M3 KOHTEHHepa
uHcramusatopa [10 «Deckhouse Platform» Ha oTaensHON MalMHe BHE KI1acTepa, ¢ UCIIOIb30BaHUEM TOTO
xe (haitna KoHPUrypamuu, KOTOPBIA TPUMEHSIICS TIPH YCTaHOBKE.

BaxHo: Bepcus koHTeliHepa MHCTAUIATOpA TOJDKHA coBnanarh ¢ Bepcueil Deckhouse Platform,
YCTAHOBKA WJIM yIAJIEHUE KOTOPOU BBITTOJIHACTCS.

Jlnst mpepbIBaHUS YCTAHOBKH M yJAJICHUS] CO3JAHHBIX HA TEKYILEM 3Tale PecypcoB HCIOIb3yHTE

KOMaHAy:

dhctl bootstrap-phase abort

OOparute BHUMaHKE, uTO (ailn koHduUrypauuu (nepeaaBaeMplii uepes napamerp --config) nomkeH
OBITH TOT €, C KOTOPBIM IPOU3BOJMIIACH YCTAHOBKA.

YroOsl ynanuts kiacrep passepuyroro [10 «Deckhouse Platform», ncnons3yiite komanmy:

dhctl destroy

B srom ciyuae dhctl mogkimrounTest K master-y3iy, HOJTY4YHUT OT Hero terraform state 1 KOppeKTHO
YIAIUT CO3JJaHHBIE PECYPCHI.
4.6  Cosznanue 00pazoB

Co3nanue 00pa3oB MPOUCXOUT ¢ OMOIIbI0 yTHIUTH docker u3 cpensl Gpynkimonuposanus 110

«Deckhouse Platformy.
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Omnwucanue co3aanusi 00pa3oB MPUBEACHO HUXKE:
e Astra Linux Special Edition
https://wiki.astralinux.ru/pages/viewpage.action?pageld=158601444
e OCPEJ]OC

https://redos.red-soft.ru/base/arm/arm-other/docker-install/

o Amrt 8 CII

https://www.altlinux.org/Docker

[Ipu BKJIIOYEHHOM M HACTPOEHHOM operator-trivy (m. 5.1), pa3BépTbiBaHME KOHTCHHEPOB U3

YSI3BUMBIX 00pa3oB OyJIeT 3ampereHo.

4.7  Hacrpoiika I[TO «Deckhouse Platform»

ITO «Deckhouse Platform» cocrout u3 oneparopa Deckhouse u moayneit. Momynb — 310 Habop U3
Helm-uapTa, XyKoB, mpaBui cOOPKH KOMIIOHEHTOB MOJTyJIsl (KOMIIOHEHTOB) M JAPYyTuX (haiyios.
I1O «Deckhouse Platform» HacTpanBaeTcst ¢ HOMOIIBIO:

e [no6anbnbix Hacmpoex. ['moOanbHbIE HACTPOHMKM XpaHATCI B KACTOMHOM  pecypce
ModuleConfig/global. I'moGanbHble HACTPOWKHM MOKHO paccMaTpHUBaTh Kak CIEIHAIbHBIN
Moayb global, KOTOPBIN HENb3sI OTKITIOYATh.

e Hacmpoex mooynen. HacTpoliku KaxJoro MOIYJS XpaHATCI B KAaCTOMHOM pecypce
ModuleConfig, nms koToporo coBnagaer ¢ umeHeM Moays (B kebab-case).

e Kacmomnwix pecypcos. HekoTopbsle MOIyIH HACTPAUBAIOTCS C TMOMOILIBIO JOTIOJHUTEIBHBIX
KaCTOMHBIX PCYPCOB.

ITpumep Habopa KacCTOMHBIX pcypcoB KoHpurypauuu Deckhouse:

# TyoBasibHEE HACTPOMKMU.
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: global
spec:
version: 1
settings:
modules:
publicDomainTemplate: "%s.kube.company.my"
# HacTpoiiku MomyJsiga monitoring-ping.
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: monitoring-ping
spec:
version: 1
settings:
externalTargets:



https://wiki.astralinux.ru/pages/viewpage.action?pageId=158601444
https://redos.red-soft.ru/base/arm/arm-other/docker-install/
https://www.altlinux.org/Docker
https://deckhouse.ru/documentation/v1/deckhouse-configure-global.html
https://deckhouse.ru/documentation/v1/#%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0-%D0%BC%D0%BE%D0%B4%D1%83%D0%BB%D1%8F
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- host: 8.8.8.8

# OrxsounTs MOmyJsib dashboard.
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:

name: dashboard
spec:

enabled: false

[TocmMoTperp  cmmMcok  KacTOMHbIX — pecypcoB  ModuleConfig,  coctosHMe  MOIyms

(BKJTIOYCH/BBIKJIFOUEH) M €T0 CTaTyC MOKHO C TTOMOIIbIO KOMaH/IbI:

d8 k get moduleconfigs

CIHCOK B COCTOSIHUE MOILyJICﬁ MOKHO TAaK¥XKC€ IMOJIYYHUTHb C MIOMOIIBI0O KOMAaH/IbI:

d8 k get modules

Uto0bl M3MEHUTH TNI00anbHYy0 KoHpurypanuto Deckhouse wnu koHdurypamuio Moaysi, Hy>KHO
CO3J1aTh WM OTPEIAaKTUPOBATh COOTBETCTRYIOMMUMI pecypc ModuleConfig.
Hanpumep, 4to0bl 0TpeakTHpOBaTh KOHYUTYpALIMIO MOy ISl Upmeter, BBIIOIHUTE CIEAYIONIYIO

KOMaHJy:

d8 k edit moduleconfig/upmeter

Ilocne 3aBCPUICHUSA PCAAKTUPOBAHNUA U3MCHCHHUA ITPUMCHSAIOTCA aBTOMAaTUYCCKU.

4.8  Hacrpoiika Mogyms

Monyne HacTpamBaeTcs C TMOMOINBIO KacToMHOTo pecypca ModuleConfig, ums koToporo
coBmamaer ¢ umeHeM moxayns (B kebab-case). Kactomusiii pecypc ModuleConfig umeer crnemyromiue
MOJIS:

e metadata.name — HazBanne moayis [1O «Deckhouse Platform» B kebab-case (Hampumep
prometheus, node-manager).

e spec.version — BepCcHsi CXeMbI HACTPOEK MOYJIS (11eJoe 9ucio, Oompine Hys). Obs3aTensHOe
noJie, eciu spec.settings He mycroe. Homep akTyanbHON BEpCUU MOKHO YBUJIETH B
JOKyMEHTaluu Moayis B pasaene «Hactpoiikmy.

o ITO «Deckhouse Platform» nmoanepxuBaer o0paTHYI0 COBMECTUMOCTh BEPCHI CXEMBI
HacTpoek Monyisi. Ecnu ucnonb3yeTcst cxema HacTpoeK ycTapeBlIel Bepcuu, pH
pelakTUPOBAaHUU WJIM IPOCMOTPE KAaCTOMHOT'O pecypca OyJeT BbIBEICHO
NpeayIpekaCHUE O HEOOXOTUMOCTH OOHOBUTH CXEMY HACTPOEK MOJYJIS.

e spec.settings — HacTpoiiku MoyJisi. HeoOsi3aTenbHOE 1mosie, €Ciii UCTIONb3YEeTCs MMoJIe

spec.enabled.
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e spec.enabled — HeoOs3aTENEHOE TOJIE JUIS SBHOTO BKIIFOUEHUS WIIA OTKIIIOUEHUS Moyt Eciu
HE 3a/1aHO0, MOJYJIb MOKET OBITh BKJIIOUEH 0 YMOJIYaHUIO B OJHOM M3 HAOOPOB MOJTyJIEH.

IO «Deckhouse Platform» nHe m3mensier xkactomubeie pecypcbl ModuleConfig. 3To mo3BomsieT
npuMeHaTh nonaxoxa Infrastructure as Code (IaC) mpu xpanenun xoHdurypauuu. [pyrumu cioBamu,
MO>KHO BOCTIOJIb30BATHCSI BCEMH NMPEUMYIIECTBAMH CUCTEMBI KOHTPOJISI BEPCUH A1l XpaHEHUsI HACTPOEK
IT1O «Deckhouse Platform», ncnons3oBare d8, Helm, kubectl u apyrue npussraabie HHCTpyMeHTHL. B
JAHHOM PYKOBOJCTBE OOJIbIIas YaCTh KOMaH MOpa3yMeBaeT UCIOJIb30BaHIE KOHCOIBHOW YTHIIUTHI d8§,
koTopas unetr B coctaBe noctaBku 110 «Deckhouse Platformy. Ytunurta d8 mo3Bosnser BBIOIHATE BCe
HEOO0XOAUMBIE IS YIIPABICHHS KJIACTEPOM OIEpaIIUH.

[Tpumep KacTOMHOTO pecypca sl HaCTpoKkH Moyist kube-dns:

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: kube-dns
spec:
version: 1
settings:
stubZones:
- upstreamNameservers:
- 192.168.121.55
- 10.2.7.80
zone: directory.company.my
upstreamNameservers:
- 10.2.100.55
- 10.2.200.55

Hexoropsle Moaynu HACTpauBarOTCA C TOMOIIBIO JOMOJHUTEIBHBIX KAaCTOMHBIX PECYpPCOB.
CrpaBky 1o pecypcaM MOKHO HAaWTH B HACTOSIIEM PYKOBOJICTBE WM B BEO-BEpCHU JOKYMEHTAIUH B

KJacrepe (TpedyeTcs BKIIOYSHHBIH Moy documentation).

4.9 BxiioueHue U OTKIIOYEHUE MO

HexoTopble MOIyiIH MOTYT OBITh BKJIFOUEHBI IT0 YMOJIYaHUIO B 3aBUCHMOCTH OT UCIIOIB3yEeMOT0
Habopa MOJyJIeH.

JInst SBHOTO BKJTFOUCHHS HITH OTKITFOUEHHS MOZYJISI HEOOXOAMMO YCTaHOBHTH true miu false B
nosie .spec.enabled B cooTBeTcTBYIOIIEM KacToMHOM pecypce ModuleConfig. Ecnu anst Mmomysst HeT
Takoro kacromHoro pecypca ModuleConfig, ero Hy’HO co311aTb.

[Tpumep SIBHOTO BBIKITIOUEHHS MOIYJIs user-authn (Moyb OyJeT BHIKIIOUSH HE3aBHCUMO OT

UCIONIb3YEeMOTro Habopa MOoTyJiek):

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:

name: user-authn



https://deckhouse.ru/documentation/v1/#%D0%B2%D0%BA%D0%BB%D1%8E%D1%87%D0%B5%D0%BD%D0%B8%D0%B5-%D0%B8-%D0%BE%D1%82%D0%BA%D0%BB%D1%8E%D1%87%D0%B5%D0%BD%D0%B8%D0%B5-%D0%BC%D0%BE%D0%B4%D1%83%D0%BB%D1%8F
https://deckhouse.ru/documentation/v1/#%D0%BD%D0%B0%D0%B1%D0%BE%D1%80%D1%8B-%D0%BC%D0%BE%D0%B4%D1%83%D0%BB%D0%B5%D0%B9
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spec:
enabled: false

HpOBepI/ITB COCTOSTHUEC MOAYJId MOYKHO C IMTOMOIIIbIO KOMaH/bI:

d8 k get moduleconfig <MMA MOIYJIA>

IIpumep:
$ d8 k get moduleconfig user-authn
NAME ENABLED VERSION AGE MESSAGE
user-authn false 1 12h

4.10 MexaHu3MBbl ayTeHTU()UKALUN U aBTOPU3ALUN

4.10.1 JlokanbHas ayTeHTU(UKAIUSL

JlokanbHas ayTeHTU(UKAIM 00eCIeYrBaET MPOBEPKY U YIPABICHUE JOCTYIIOM MOJIb30BaTENEH C
BO3MOKHOCTBIO HACTPONKHM MApOJIBHON TMOJIMTHKH, MONICPKKONU ABYX(PAKTOPHON ayTeHTH(PHUKAIMUA U
ynpaBieHueM rpynnamu. Peanusanus coorBercTByeT TpeboBanusMm Oe3onacHoctu PCTIK Poccun u
pexomennanusMm OWASP, ona oOecredymBaeT 3amuTy AOCTyNMa K KJIacTepy W MPUIOKEHHUSIM 0e3

HCO6XOI[I/IMOCTI/I HUHTCrpani ¢ BHCIIHUMU CUCTCMaMHA ayTeHTI/I(i)I/IKaI_[I/II/I.

JlokanbpHasg ayTeHTH(UKALKS TOpa3zyMeBaeT co3lanue B kiaacrepe o0bexToB User u Group s

CTaTUYECKHUX MOJIb30BATENEN U TPYIIIL:

e B oObekre User xpanutcs uHGoOpManus o nojap3oBarene, BKIodas email 1 xem naposs (maposib

B SIBHOM BUJIC HE COXPAHSIETCS).

e B o6bekre Group 3a1a€Tcst CIUCOK MOIb30BaTeNeH, 00beJUHEHHBIX B TPYIILY.
4.10.1.1 CoznaHue cTaTU4ecKOoro MoJib30BaTess

JIns coztaHus CTaTUYECKOTO MoJb30Batess co3aate pecype User. [Ipumep co3nanus pecypcea:

apiVersion: deckhouse.io/vl
kind: User
metadata:
name: admin
spec:
email: admin@yourcompany.com

password: $2a$10$etblbzZ9yfZaKgbvysflgguW3WULAMnxwiWFrkoKpRHlyeWa5etjjAa
ttl: 24h

31ech:
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e ttl - BpeMs *KHM3HM yUeTHOH 3alKCcH MOoIb30BaTeNs. 3a1aéTcsl B BUIE CTPOKH C YKa3aHHUEM YacoB U

MuHyT: 30m, 1h, 2h30m, 24h. Yka3ars ttl Mmoxxao TONBKO 1 pas.

[TpunymaiiTe maposib ¥ yKaXHuTe ero xem-cymmy B nose password. Ilapons xpaHuTcs B

3amm@poanHoM Buje (berypt). Xem-cymMMy MOYXKHO CTEHEpUPOBATh ¢ TOMOIIBI0 KOMAH/IbI:

echo "S$password" | htpasswd -BinC 10 "" | cut -d: -f2 | base6d4d -w0

Eciu KOMaH/JIa htpasswd HEAOCTYIIHA, YCTAHOBUTC COOTBCTCTByIOH_[I/Iﬁ IMaKeT:

e apache2-utils — g OC Astra Linux Special Edition 1 MoCKOBCKO# cepBEpHOI OneparoHHOMI
CHCTEMBI;

e httpd-tools — mst OC PEJ] OC;

e apache2-htpasswd — mis OC AubT.

4.10.1.2 Jlo6aBneHre MOIb30BATENS B TPYIIITY

Uto0Obl 00BEUHATH CTATHUECKUX TOJIB30BaTENICH B TPYMIIBI, co3aaiite pecypc Group. [Ipumep

CO3/IaHUs pecypca:

apiVersion: deckhouse.io/vlalphal
kind: Group
metadata:
name: admins
spec:
name: admins
members:
- kind: User
name: admin

31ech:
e members — CHUCOK MOJb30BATENEH, KOTOPHIE BXOSAT B TPYIIITY.

[Tocne co3manus rpynmbsl U 100aBlIeHUs B HeE MOIb30BaTeNell, HEOOX0AUMO HACTPOUTH

ABTOpPU3ALIUIO.

3arnperieHo UCIoJIb30BaTh MOJIb30BATeNeH U TPYIIIBI ¢ MPePUKCOM system. AyTeHTU(UKAIUSL
TaKUX MOJIb30BaTENeH MIM yYaCTHUKOB 3TUX IPyMI OyAeT OTKIOHEHa, a B Jiorax kube-apiserver

MOSIBUTCSI COOTBETCTBYIOIIEE MTPEAYTIPEKACHUE.

4.10.1.3 Hactpolika napoibHON NOJUTHKN

[TaposibHas MONUTHKA TTO3BOJIIET KOHTPOJIUPOBATH CIOKHOCTH MAPOJIs, POTALUIO U OJIOKUPOBKY

OJIL30BAaTEJIEN.
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Jlnist HacTpOMKHM MapoIbHOM MOJIMTHKHU HCIIONB3YyiTe noje passwordPolicy B koHpurypammu

MoJTyJis user-authn:

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: user-authn
spec:
version: 2
enabled: true
settings:
passwordPolicy:
complexityLevel: Fair
passwordHistoryLimit: 10
lockout:
lockDuration: 15m
maxAttempts: 3
rotation:
interval: "304d"

31ech:

complexityLevel — ypoBeHb CI0XKHOCTH TapoOJIs;

e passwordHistoryLimit — yrcno nmpeapIAyIMX Maposiel, KOTOpble XpaHUT CHCTeMa, YTOObI
NPEJOTBPATUTH UX MIOBTOPHOE HCIIOIB30BAHHE;

e Jockout — HacTpoiKu OJOKUPOBKH MPH MPEBIILICHUH JUMUTA HEYIAYHbIX TOMBITOK BXO/a!

e Jockout.maxAttempts — JTUMHUT HEYAaYHBIX MOMBITOK;

e Jockout.lockDuration — mMTeNnsHOCTH OJOKMPOBKH MOJIB30BATEIS;

e rotation — HAaCTPOWKM POTALUU TAPOJICH:

e rotation.interval — nepuo 00s13aTeTFHON CMEHBI TAPOJISL.

4.10.1.4 Hacrpoiika a1Byx(pakTOpHO# ayTeHTHPHUKAINN

JIByx(axkTopHas ayTeHTU()UKALMS TTO3BOJISAET MOBBICUTH YPOBEHb 0€301MacHOCTH, TpeOys BBECTH

KOJ1 U3 IPUIOKEHUA-ayTeHTU(UKATOPA IIPHU BXOJIE.

Jliis HacTpoiiku ucnomns3yite mosne staticUsers2FA B koHurypainuu Moyins user-authn:

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: user-authn
spec:
version: 2
enabled: true
settings:
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staticUsers2FA:
enabled: true
issuerName: "awesome-app"

31ech:

e cnabled — Bkmrouaer mim oTkiIro4YaeT 2FA niig Bcex CTaTUYECKUX I0JIb30BaTEIICH;
e issuerName — HMs, KOTOpoe OyIeT 0TOOpakaThCsl B MPHIOKEHUHU-ayTEHTU(HUKATOpE TIPH

n00aBIEHNH aKKayHTA.

ITocne Bkmrouenus 2FA kaxplii I0JIb30BaTENb JOJKEH POUTH MIPOLIECC PETMCTPALUH B

NPUIIOKECHUU-ayTeHTU(UKATOPE MIPHU NIEPBOM BXOJIE.

4.10.2 TloaxiroueHue mpoBaiiiepa ayTeHTHPUKAINN

B I1O «Deckhouse Platform» peanu3oBan poyieBoi METOA yNpaBJIEHUS OCTYIIOM C HOMOIIbIO
BHEIIIHEr0 MpoBaiiiepa ayTeHTU(HUKAIMH, PEaTH3YIOLIEro B3auMoeicteue no nporokory LDAP wumu
OIDC. IloaknroueHue BHEUIHETO MpoBaiifiepa ayTeHTH(HKAIMK BBIOJIHSACTCS MPHU MOMOIIU pecypca
DexProvider (cm. CropaBOYHMK aJMHHUCTPATOpa, NPHUBEACHHBIA B DJICKTPOHHOM NPUIOKEHUU K
HACTOSIIEMY JIOKYMEHTY, KaTaior «DJIeKTpoHHbIe npunoxenus» - «Deckhouse Platform. PykoBoacTBo
aZIMUHHUCTpaTopay - «CrpaBoYHUK agMUHUCTpaTopa.pd»).

[lepen moaxioueHHEM MpoBaiiepa ayTeHTH(PHUKAIMU €ro HEeoOXOIMMO HACTPOUTH C YYETOM
poseBoit Mozenu poctyna, ucnonbszyemoit B I1O «Deckhouse Platformy. B karasnore, noctyn kK KoTopoMmy
obecrieynBaeT MpoBalep ayTeHTU(UKAIMH, TOJIb30BaTENsIM, KOTOPBIE JOKHBI UMETh jnoctyn B [10
«Deckhouse Platform», g0mKHBI OBITH IPUCBOEHBI TPYIIIBI, B COOTBETCTBUU C HEOOXOIUMBIM YPOBHEM
npaB B pamkax pojeBoit Mmonenmu noctyma IIO «Deckhouse Platform» (Texnudeckue ycnoBus,
ITpunoxxenue 1. Ciucok poseit).

[Tpumep pecypca DexProvider anis noaxmoueHus nposaiiiepa ayrentuduxanuu LDAP:

kind: DexProvider

metadata:
name: ldap
spec:
displayName: LDAP
type: LDAP
ldap:

bindDN: cn=admin, dc=novalocal
bindPW: passwOrd
groupSearch:
baseDN: ou=groups,dc=novalocal
filter: (objectClass=groupOfNames)
nameAttr: cn
userMatchers:
- groupAttr: member
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userAttr: DN

host: 192.168.10.10:389
insecureNoSSL: true
insecureSkipVerify: true
startTLS: false
userSearch:

baseDN: ou=users,dc=novalocal

emailAttr: mail

filter: (objectClass=person)

idAttr: DN

nameAttr: cn

username: cn
usernamePrompt: Email Address

4.10.2.1 Pecypc DexProvider

spec.displayName cmpoxa

O0s3aTenbHbIN mapaMeTp.
Wwms npoBaiinepa, KoTopoe OyaeT 0ToOpa)XeHo Ha CTpaHHIle BbIOOpa rmpoBaiaepa JUis
ayTeHTU(UKALIUH.
Ecnu HacTpoeH Bcero oJuH mpoBaiiiep, CTpaHuila BbIOOpa MpoBaiiiepa mokasbBaTbes He OyIeT.
spec.ldap ob6wvexm
ITapametpsl poBaiinepa LDAP.

o spec.ldap.bindDN cmpoxa

ITyTs 10 cepBuc-akkayHTa npuioxxkennus B LDAP.

Ilpumep:

bindDN: uid=serviceaccount,cn=users,dc=example,dc=com
o spec.ldap.bindPW cmpoxka
ITapons ns cepBuc-akkayHTa npuioxenus B LDAP.

Ilpumep:
bindPW: password

o spec.ldap.groupSearch o6vexm
Hactpotiiku ¢punbTpa 11 HOMCKa TPy Ul yKa3aHHOTO TOJIb30BATES.

«  spec.ldap.groupSearch.baseDN cmpoxa
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O0s3aTenbHbIN MapaMeTp.

Otkyna OyneT HayaT MOUCK TPYIII
Ilpumep:

baseDN: cn=users,dc=example,dc=com
spec.ldap.groupSearch.filter cmpoxa
@OunbTp AN TUPEKTOPUH C TPYIIIAMHU.

Ilpumep:
filter: "(objectClass=person)"

spec.ldap.groupSearch.nameAttr cmpoxka

O0s3aTenbHbIN mapaMeTp.

Wwms atprlyTa, B KOTOPOM XPAHUTCS YHUKATBHOEC UMS TPYIIIIBL.

Ilpumep:

nameAttr: name

spec.ldap.groupSearch.userMatchers maccus o6vexmos

O0s3aTenbHbIN mapaMeTp.

CIUCOK COMOCTABICHHI aTpUOyTa UMEHH IMOJIL30BATEIS C UMCHEM TPYIIIIBL.
= spec.ldap.groupSearch.userMatchers.groupAttr cmpoka

O0s3aTenbHbIN mapaMeTp.
Nwms atpulyTa, B KOTOPOM XpaHITCS UMEHA MOJIb30BaTeIeH, COCTOAIINX B

rpyme.
Ilpumep:
groupAttr: member
= spec.ldap.groupSearch.userMatchers.userAttr cmpoxa

O0s3aTenbHbIN mapaMeTp.
Wwms atpulyTa, B KOTOPOM XPaHUTCS UM [TOJTB30BATEI.

Ilpumep:
userAttr: uid
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spec.ldap.host cmpoxa

O0s3aTenbHbIN mapaMeTp.

Anpec u nopt (onuunonansHo) LDAP-cepBepa.

Ilpumep:

host: ldap.example.com:636

spec.ldap.insecureNoSSL 6yesuiii

[Tonxmouatecs k karanory LDAP He no 3amuiieHHoMy IopTy.

I1o ymonuanuro: false

spec.ldap.insecureSkip Verify 6yressiii

He npousBoauTth npoBepKy MOATUHHOCTH IpoBaiinepa ¢ momouisio TLS. HebezomnacHo,
HE PEKOMEHIYEeTCs HCIOIb30BaTh B production-oKpyKEeHHSX.

I1o ymonuanuro: false

spec.ldap.rootCAData cmpoxa

Lenouka CA B popmate PEM, ncnons3yemas miist Banuparuu TLS.

Ilpumep:
rootCAData: |

spec.ldap.startTLS 6ynesuiii

Hcnons3oBate STARTTLS s mmdpoBanus.
Ilo ymonuanuro: false

spec.ldap.userSearch o6vexm

O0s3aTenbHbIN mapaMeTp.
Hactpoiiku ¢punbTpoB nojabp30BaTeNel, KOTOpbIe TOMOTAIOT CHavyajaa OTQUIbTPOBATD

JTUPEKTOPHH, B KOTOPHIX OyIeT MPOU3BOAUTHCS TOMCK MOJIb30BATEINIEH, a 3aTeM HAUTH


https://www.digitalocean.com/community/tutorials/how-to-encrypt-openldap-connections-using-starttls
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MIOJIb30BATEJIS 10 MOJISIM (€T0 UMEHH, aJIpecy IEKTPOHHON MOYTHI I 0TOOpakaeMoMy

MMEHHN).

spec.ldap.userSearch.baseDN cmpoxa
O0s3aTenbHbIN mapaMeTp.

Otkyna OyneT HauaT MOUCK MOJIb30BATEIICH.
Ilpumep:

baseDN: cn=users,dc=example,dc=com
spec.ldap.userSearch.email Attr cmpoka
O0s3aTenbHbIN mapaMeTp.

Wwms atpulyTa, u3 KoToporo OyAeT noiaydeH email moiap3zoBaress.
Ilpumep:

emailAttr: mail

spec.ldap.userSearch.filter cmpoxa

[To3BomnsieT 106aBUTH GUIBTP I AUPEKTOPHH C TTOIH30BATEIISIMHU.

Ilpumep:
filter: "(objectClass=person)"

spec.ldap.userSearch.idAttr cmpoka
O0s3aTenbHbIN mapaMeTp.

Wwms atpulyta, u3 kotoporo Oyzaer noiydex ID mons3oBaTens.

Ilpumep:
idAttr: uid

spec.ldap.userSearch.nameAttr cmpoxa
ATpubyT 0TOOpaKaeMOT0 UMEHH T0JIb30BATEIS.

Ilpumep:

nameAttr: name

spec.ldap.userSearch.username cmpoka
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o

O0s3aTenbHbIN MapaMeTp.

Wwms atpulyTa, 13 KOTOporo OyAeT MOJTydeH username moJib30BaTells.
Ilpumep:
username: uid
spec.ldap.usernamePrompt cmpoxa
Crpoka, koTopas Oy1eT 0TOOpakaThCs BO3JIE MOJIS AJIsl IMEHU T0JIb30BaTels B popme
BBO/Ia JIOTWHA U MTAPOJISL.
1lo ymonuanuro: "LDAP username”

Ilpumep:

usernamePrompt: SSO Username

e spec.oidc o6vexm

ITapametpsl posaiinepa OIDC (MoHO yka3blBaTh, TOIbKO ecau type: OIDC).

o

spec.oidc.basicAuthUnsupported 6yzessiii

Hcnonb3oBate POST-3ampocs! s 001meHus ¢ IpoBaiiiepoM BMECTO J0OaBICHHS
TokeHa B Basic Authorization header.
B GonpimmHCTBE cmyuaeB Dex cam onpeaensieT, Kakoi 3anpoc eMy HY>KHO CIeNaTh, HO

MHOT/Ia BKIIFOUEHHE 3TOTO TIapaMeTpa MOKET TOMOYb.
I1o ymonuanuro: false

spec.oidc.claimMapping o6vexm

HexkoTopsie mpoBaiiiepsl BO3BpaIaloT HeCTaHAapTHBIE claim sl (Hampumep, mail). Claim

mappings nmomoratot Dex npeoOpa3oBaTh ux B crannaptHeie claim’st OIDC.

Dex MoxeT nmpeodpa3oBaTh HeCTaHAAPTHBIN claim B CTaHIAPTHBIN, TOJIBKO €CIIH
id_token, momyuennsiit or OIDC-nipoBaiinepa, He COAEPKHUT aHATIOTUUHBIA CTaHJAPTHBIN
claim.

= spec.oidc.claimMapping.email cmpoxa

Claim, KOTOpbIil OyIeT NCIOIB30BAH IS MOIy4YeHUs email mosib30BaTers.

Ilo ymonuanuro: "email"


https://openid.net/specs/openid-connect-core-1_0.html#Claims
https://openid.net/specs/openid-connect-core-1_0.html#Claims
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= spec.oidc.claimMapping.groups cmpoxa
Claim, KoTOpbIi OyA€T HCIIOIB30BaH I MOTYUYSHUS TPYIII MOIb30BATEIS.
Ilo ymonuanuro: "groups"
= spec.oidc.claimMapping.preferred username cmpoxka
Claim, KOTOpBIi OyIeT UCTIONMB30BAH ISl MOTYYCHHSI IPEATIOYTUTEIHHOTO UMEHU
MOJIb30BATEIIS.
Ilo ymonuanuro: "preferred username"
spec.oidc.clientID cmpoxa
O0s3aTenbHbIN mapaMeTp.
ID npunoxenusi, co3ganHoro B OIDC-npoBaiinepe.
spec.oidc.clientSecret cmpoxa
O0s3aTenbHbIN mapaMeTp.
[Tapons npunoxenus, coznanHoro B OIDC-npoBaiinepe.
spec.oidc.getUserInfo 6yneswiii

3aHpaH_II/IBaTB JOIIOJIHHUTCIIBHBIC JaHHBIC 00 YCOCHIHO MOAKIIFOYCHHOM ITOJIB30BATCIIC.

I1o ymonuanuro: false
spec.oidc.insecureSkipEmail Verified 6ynesuwiii

HrnopupoBaTh HH(GOPMAIIHIO O CTAaTyce MOATBEPXKACHHS email moip3oBaress.

Kak nmeHHO moaTBepskaaercs email, pemaeT cam nposaiifep. B oTBete ot mpoBaiinepa
MPUXONT JIMIIH HH(OPMAIHS — MOATBEPKIEH email uian HeT.

I1o ymonuanuro: false

spec.oidc.insecureSkip Verify 6ynessiii

He npousBoauTh npoBepKy MOATUHHOCTH IpoBaiinepa ¢ momouisio TLS. HebesomnacHo,

HE PEKOMEHIYEeTCs UCIOJIb30BaTh B production-oKpyKEeHHUSX.

I1o ymonuanuro: false


https://openid.net/specs/openid-connect-core-1_0.html#Claims
https://openid.net/specs/openid-connect-core-1_0.html#Claims
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spec.oidc.issuer cmpoka
O0s3aTenbHbIN mapaMeTp.

Anpec OIDC-npoBaiinepa.
Ilpumep:

issuer: https://accounts.google.com

spec.oidc.promptType cmpoka

Omnpepensier — J0JDKEH Jiu [ssuer 3anmpaiimBarh HOATBEPIKICHHE U 1aBaTh MOJICKA3KU
pU ayTeHTU()UKALIUH.

[To ymonmuaHuto OyeT 3aMpoIIeHO MOATBEPKACHUE MIPH MEPBOM ayTCHTU(DUKAIUH.
JlonycTUMbIE 3HAUCHHSI MOTYT U3MEHSTHCS B 3aBUCUMOCTH OT [ssuer.

Ilo ymonuanuro: "consent"

spec.oidc.rootCAData cmpoka

Lenouka CA B popmate PEM, ncnons3yemas miist Banunaruu TLS.

Ilpumep:
rootCAData: |

spec.oidc.scopes maccug cmpox

CrmcoK moJiei AJ1sl BKIIFOYEHUSI B OTBET MPU 3aIPOCE TOKEHA.

Ilo ymonuanuro: ["openid","profile","email","groups","offline_access"]
spec.oidc.userIDKey cmpoxa

Claim, koTopsbIii OyAeT HCTIONIb30BaH I noinyuyeHus ID monb3oBaTens.
I1o ymonuanuro: "sub"

spec.oidc.userNameKey cmpoxka

Claim, KOTOpbIi OyIeT UCIIOIB30BAH IS MOIYYEHUS MIMEHH T10JIb30BaTEelIs.


https://github.com/dexidp/website/blob/main/content/docs/custom-scopes-claims-clients.md
https://openid.net/specs/openid-connect-core-1_0.html#Claims
https://openid.net/specs/openid-connect-core-1_0.html#Claims
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Ilo ymonuanuro: "name"
e spec.type cmpoxka
Tun BHemHero nposauaepa.

Jonycmumvte snauenusn: OIDC, LDAP
4.10.3 Astopuzanus

Jlnst peanu3anuy pojieBO MOJIENU B KJIacTepe JIOJKEH ObITh BKIIOUEH MOTYJIb user-authz.
Monynb co3gaét Habop kinactepHbix poineit (ClusterRole), mogxoasmmii 11 GOTBIIMHCTBA 33129 110

YIIPABJICHUIO JOCTYIIOM II0JIb30BATEJICH U IPYIIIL.
Oco0eHHOCTH POJIEBOM MOJICTIH:

e Peanusyer role-based-noacucremy CKBO3HOW aBTOPH3ALMHU, pacIIUupsst QyHKIIOHAI
crangaptHoro Mmexanusma RBAC.

e Hacrpoiika npaB 10CcTymna MPOUCXOIUT C TOMOIIBIO KACTOMHBIX PECYPCOB
ClusterAuthorizationRule u AuthorizationRule.

e VrmpaBiieHHE JOCTYIIOM K HHCTpyMEHTaM Maciurtadbuposanus (mapametp allowScale pecypca
ClusterAuthorizationRule mimm AuthorizationRule).

e VYmpaBlieHHE JOCTYIIOM K (opBapAMHTY MOpTOB (mapameTp portForwarding pecypca
ClusterAuthorizationRule mim AuthorizationRule).

e VrmpaBiieHHE CITUCKOM Pa3pelIEHHBIX MPOCTpaHCTB UMEH B popmate labelSelector (mapamerp

namespaceSelector pecypca ClusterAuthorizationRule).

Bl MOXKETE MOIYyYUTh JOMOJHUTEIBHBIN CIIMCOK IIPABUII JOCTYIIA JUI POJIX MOJYJIS U3 KilacTepa
(cymiecTByOILIME MOIB30BATENIBCKHE ITPAaBUIIA U HECTAHIAPTHBIE MpaBUia U3 Apyrux Mmoayneu [10

«Deckhouse Platform») ¢ momors0 KoMaHabL:

D8 ROLE NAME=Editor

d8 k get clusterrole -A -o jsonpath="{range .items[?(Q@.metadata.annotations.user-
authz\.deckhouse\.io/access-level=="'SD8 ROLE NAME')]}{.rules}{'\n'}{end}" | Jjq -s
add

[Tpumep ucnonp3oBanust AuthorizationRule 115t ycTaHOBKHM MpaBMII 1OCTyHA I MOJIb30BaTEICH

BHYTPH OIIPEIEIEHHOIO IPOCTPAHCTBA UMEH:

apiVersion: deckhouse.io/vlalphal
kind: AuthorizationRule
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metadata:
name: beeline
spec:
accessLevel:
subjects:
- kind: Admin
name: admin@example.com

Admin

[Tpumep ucnonn3oBanus ClusterAuthorizationRule st yctaHOBKM IpaBHII JOCTYTIA IS

I10JIb30BATENEN KaK Ha YPOBHE BCErO KJIACTEPA, TAK U HA YPOBHE OINPENEICHHBIX IPOCTPAHCTB UMEH:

apiVersion: deckhouse.io/vl
kind: ClusterAuthorizationRule
metadata:

name: test-rule
spec:

subjects:

- kind: User

name:
- kind:
name:

- kind:
name:

namespace:

some@example.com
ServiceAccount
gitlab-runner-deploy
d8-service-accounts
Group

some-group-name

accessLevel: PrivilegedUser
namespaceSelector:
labelSelector:
matchExpressions:

- key: stage
operator:
values:

- test

- review
matchLabels:

team: frontend

In

4.11

DKCIOPT JAHHBIX

I1O «Deckhouse Platformy npenocraBisier BO3MOKHOCTh aIMUHUCTPATOPY KJIacTepa yNpaBlisiTh
HKCHOPTOM JIaHHBIX MU oMoty 00bekToB DataExport.
DKCNOPT JaHHBIX BO3MOKEH TOJIBKO IPH BBIIIOJIHEHUH CIIEIYIOIINX YCIOBUM:
e ycrnoub3yercs thin-Tom;

® BKIIOUEH MOAYJb storage-volume-data-manager;

B KJlacTepe ycraHosiieH snapshot-controller;

ucnonbs3yemsbrii CSI-gpaiiBep nogaepxuBaeT pecypc VolumeSnapshot.

Jiis Toro, 9To0BI co3aaTh 00bekT DataExport:
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1. BriBenute ums VolumeSnapshotClass (naHHblil pecypc co3maércst aBTOMaTHYECKH TPU
BKIIIOYEHHOM snapshot-controller qyist CSI-npaiiBepos, moanepxuBaromux VolumeSnapshot u HyxeH ams

sKcnopTa AaHHbIX ). Hanpumep, sds-local-volume-snapshot-class:

d8 k get volumesnapshotclass

Sds-local-volume-snapshot-class
local.csi.storage.deckhouse.io
Delete

22h

2. Co3naiite 06bexT VolumeSnapshot:

d8 k apply -f -<<EOF
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:

name: my-snapshot

namespace: <uMms [IPOCTPaHCTBa MMEH, T'IOe Haxomurcs PVC>
spec:

volumeSnapshotClassName: <mumsa VolumeSnapshotClass>

source:

persistentVolumeClaimName: <mMsa PVC njs sKcnopTa IaHHBEIX>

EOF

3. Yo6enurech, uto VolumeSnapshot co3gan W TroTOB K HCHOIB30BaHUIO (3TO 3aHUMACT

HECKOJIbKO MUHYT):

d8 k -n <umMsa npocTpaHcTBa MMEH> get volumesnapshot my-snapshot

NAMESPACE
<uMA IPOCTPAaHCTBa MMEH>

NAME
My-snapshot

READYTOUSE

true

SOURCEPVC
test-pvc-for-snapshot

SOURCESNAPSHOTCONTENT

RESTORESIZE
2G1i

SNAPSHOTCLASS
sds-local-volume-snapshot-class
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SNAPSHOTCONTENT
snapcontent-faf2ablf-891d-4e5e-972c-334a490c99d8

4. DKCNOpTUPYHUTE JaHHBIE IPU IOMOIIM KOMaH/bL:

d8 data create export-name snapshot/my-snapshot

S. [Tocne BrimonHeHUs1 KoMaH bl 00BeKT DataExport OyzeT co3aan B TOM ke IPOCTPaHCTBE

UMEH, YTO U UCXOJHBIN peECypC.

4.12 OOHOBIEHHE

Oo6unosnenue Bepcuu DKP CSE na v1.73.1 Bo3moxHoO ¢ Bepcun v1.67.4 u ¢ Bepcun v1.73.0.
[Tpu Hannumuu B knactepe y310B ¢ OC Astra Linux o3HakoMbTech ¢ pazaenom 4.12.3 «OcobenHocTi

oOHoBIIeHHUs B Astra Linuxy.
4.12.1 O6unoBnenue DKP CSE c Bepcuu 1.67.4 na Bepcuto 1.73.1

4.12.1.1 IToaroroBka Kk OOHOBJIEHUIO

[Tepen o6HOBIIEHUEM:

1. 3arpysure B Ba penozutopuii 06pazon 10 «Deckhouse Platform» mpenocraBnenHoe Bam
OOHOBJICHHE.

2. Ybenurech B OTCYTCTBHHU B Kiactepe anepToB, kpome D8DeckhouselsNotOnReleaseChannel.

3. Y6enutecn, uto B ouepensx [10 «Deckhouse Platform» Het ommOoK, ¢ MOMOIIBI0 KOMaH/IbI:

d8 s queue list

[Tpumep BbIBOJAa KOMAH/IbI MyCTHIX OYepeaeh 6e3 ommnooK:

Summary:

- 'main' queue: empty.

- 103 other queues (0 active, 103 empty): 0 tasks.
- no tasks to handle.

4. ITpu nannunu NodeGroupConfiguration (NGC) sysctl-tune-fstec 7o6aBbTe aHHOTaIMU U JIEHOI.
IIpoBepka Hannuus:

d8 k get ngc | grep sysctl-tune-fstec

IIpumep BeIBOAA:

sysctl-tune-fstec 100 [M*m] [rx]

Komannas! qyis no0aBiieHUs aHHOTALUI U JIei0a:
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d8 k annotate ngc sysctl-tune-fstec meta.helm.sh/release-namespace=d8-system
d8 k annotate ngc sysctl-tune-fstec meta.helm.sh/release-name=node-manager
d8 k label ngc sysctl-tune-fstec app.kubernetes.io/managed-by=Helm

5. Ecnu BBl ucnoms3yere local-path-provisioner B kadecTBe ApaiiBepa XpaHHIUINA JIs BaIIUX
stateful umu moayneit mnathopmer:
5.1. B ciryuae, eciu BKITIOYEH MOy b loki, moTpeGyeTcsi COBEPLIUTD Psii ACUCTBUH It KOPPEKTHOTO
OOHOBIICHHS TTAT(HOPMBI.
5.2. IlpoBepbTe cocTosiHME MOy 10Ki, BBIMIOJIHUB KOMAH/Y:

d8 k get module | grep loki

5.2.1. B citydae BBIKIIIOYEHHOTO MOJTYJIsl IPUMEDP BBIBOAA OYIET CIEIYIOLIHM:

loki 462 Embedded Downloaded False False

JanbHelmux aeiictuii ¢ Mmomynem loki He TpeOyercs.
5.2.2. B citydae BKIIFOUEHHOTO MOAYJIS IIPUMEP BBIBOAA OYIET CIIEAYIOIINM:

loki 462 Embedded  Ready True True

5.3. YOenurtech, 4TO B XpaHWJIMILE JOCTATOYHO CBOOOJHOTO ITUCKOBOTO IPOCTPAHCTBA IS
pacupeHus XpaHwinia JaHHeix moayis loki (ve menee 50 Gi).
5.4. U3menure pazmep PVC s loki, BEIOTHKUB KOMaHy:

d8 k -n d8-monitoring edit pvc storage-loki-0

BeicTaBuB 3HaueHHe spec.resources.request.storage: S0Gi, kak B mpumepe:

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 50Gi

5.5. U3mennure pazmep PV, xotopyro ucnons3yet Moayib loki.
5.5.1. [lonyuyute umst PV 17151 u3aMeHeHus1, BBIMOIHUB KOMAaH/IY:

d8 k get pv | grep loki

IIpumep BbIBOAA:
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pvc-09ead7fe-b87a-4bc7-985b-fe2c319cllcd 2Gi RWO Delete
Bound d8-monitoring/storage-loki-0
localpath <unset> 3m40s

Hckomplit PV nomkeH HaxoauTbes B MpocTpaHCTBe MMEH d§-monitoring. B nanHoM
ciydae HasBanwe PV s m3meHenust Oymer pve-09ead7fe-b87a-4bc7-985b-
fe2¢319cl1cd.

5.5.2. I3menute pazmep PV ¢ nMeHeM, N0Iy4eHHBIM U3 IPEAbIAYIIEH KOMaHAbI:

d8 k edit pv pvc-09ead7fe-b87a-4bc7-985b-fe2c319cllcd

BrictaBuB 3HaueHue spec.capacity.storage: S0Gi, kak B mpumMepe:

spec:
accessModes:
- ReadWriteOnce
capacity:
storage: 50Gi
claimRef:

5.6. Yoenurecsk, uro PV mis moayns loki mmeeT HOBBINM pa3Mep, BHITIOTHUB KOMaH/Y:

d8 k get pv | grep loki

IIpumep BeIBOAA:

pvc-09ead7fe-b87a-4bc7-985b-fe2c319cllcd 50G1 RWO Delete
Bound d8-monitoring/storage-loki-0
localpath <unset> 11lm

5.7. Y nanure StatefulSet loki, BEITOTHUB KOMaHY:

d8 k --as=system:serviceaccount:d8-system:deckhouse -n d8-monitoring delete sts
loki

J171s1 IpOBEpKH YCIIEIIHOTO 3aBEPILIECHUs YAAJICHHS BBIIIOJHUTE KOMaHLYy:

d8 k -n d8-monitoring get po | grep loki

BBIBO,Z[ KOMaHIbI JOJIX)KEH 6BITB IMyCTBIM.
5.8. Nob6aswte B pecypc ModuleConfig loki mapamertp spec.settings.diskSizeGigabytes: 50,
BBITTIOJITHUB KOMAaHY:

d8 k edit mc loki

[Tpumep KOHPUTYpaITUH:
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spec:

enabled: true

settings:
diskSizeGigabytes: 50
retentionPeriodHours: 24
storageClass: localpath
version: 1

5.9. Moxaureck nepexona noza loki B coctosinue Running. [IpoBepbTe nepexos ¢ mOMOIIbI0

KOMAaH/BI:

d8 k -n d8-monitoring get po | grep loki

IIpumep ycnemHoro BeIBOAA:

loki-0 2/2 Running 0 5m28s

6. Ecnu BbI ucnionb3yere csi-nfs B kauecTBe JgpaiiBepa XpaHuiaua Juist Bamux statefullset mmu

MoJyJiel miIaT(opMBl:

6.1. Jlns KOppeKTHOH paboThl MOAyis csi-nfs mocime OOHOBIEHUS TpeOyeTcsh BKIIOUYCHHE
monyist snapshot-controller. IlpoBepsTe cocTossHue Momynst snapshot-controller, BBITIOTHUB

KOMaHJIy:

d8 k get modules | grep snapshot-controller

6.1.1. B cimy4ae BBIKIIFOYEHHOTO MOJIYJISI IPUMED BBIBOZA OYJET CIETYIOLIIM:

snapshot-
controller 37 Embedded Downloaded False

False

Jns BKITrOUeHus: Moy snapshot-controller BbIMOTHUTE KOMaHIY:

d8 p module enable snapshot-controller

IIpumep BbIBOIA KOMAH/IBL:

Module snapshot-controller enabled

Hoxnaureck pazdoopa ouepeneit deckhouse. [IpoBepka ouepeneit deckhouse:

d8 s queue list

[Tpumep BbIBOJA MyCTHIX Oo4epeaeit 6e3 omuodoK:

Summary:
- 'main' queue: empty.
- 103 other queues (0 active, 103 empty): 0 tasks.
- no tasks to handle.
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IIpoBepbTe cocTosinue Moayis snapshot-controller, BBITOTHUB KOMaH/Y:

d8 k get modules | grep snapshot-controller

[IpuMep BbIBOA IIPU BKIIFOYEHHOM MOJYJIE:

snapshot-

controller 37 Embedded Ready True True
6.1.2. B ciy4ae BKJIIFOUEHHOTO MOJYJISl IPUMEP BbIBOZA OyIET CIEAYIOIINM:

snapshot-

controller 37 Embedded Ready True True

JanpHelmmx aedcTBUi ¢ MoayseM "snapshot-controller’ ne Tpedyercs.

6.2. B ciyuae, ecnu BkmoueH Monynb loki moTpebyercs coBepwmuTh psn ACHCTBUM s
KOPPEKTHOTO OOHOBJICHUS TIAT(POPMBI.
6.3. IIpoBepbTe cocTosiHrEe MOTyJIs 10Ki, BBITIOJIHUB KOMAH/Y:

d8 k get module | grep loki

6.3.1. B ciy4ae BBIKIIFOYEHHOTO MOJIYJISI IPUMED BBIBOZA OYJIET CIETYIOLIIM:

loki 462 Embedded Downloaded False
False

JaneHelmux aeiictBuii ¢ MmoxyneM loki He Tpedyercs.

6.3.2. B ciiy4ae BKJIIFOUEHHOTO MOJYJISl IPUMEp BbIBOZA OyIET CIEAYIOIINM:

loki 462 Embedded Ready True
True

6.4. YOeaurech, 4TO B XpaHWIHUILE IOCTaTOYHO CBOOOIHOTO TUCKOBOTO IPOCTPAHCTBA IS
pacupeHus XxpaHwinia JaHaeIx moayns loki (ve menee 50 Gi)
6.5. U3menure pazmep PVC s loki, BeImoTHUB KOMaHY:

d8 k -n d8-monitoring edit pvc storage-loki-0

BeicTaBuB 3HaueHHe spec.resources.request.storage: S0Gi, kak B mpumepe:

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 50Gi

6.6. Yoenurecsk, uro PV ms moayns loki mmeeT HOBBIN pa3Mep, BEITIOTHUB KOMaH/Y:
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d8 k get pv | grep loki

IIpumep BeIBOAA:

pvc-09ead7fe-b87a-4bc7-985b-fe2c319cllcd 50G1 RWO Delete
Bound d8-monitoring/storage-loki-0
localpath <unset> 11lm

6.7. Y nanute StatefulSet loki, BEImOTHUB KOMaHy:

d8 k --as=system:serviceaccount:d8-system:deckhouse -n d8-monitoring delete sts
loki

J171s1 IpOBEpKU YCIIEIIHOTO 3aBEPILIEHUs YAAICHHS BBIIIOJHUTE KOMaHLYy:

d8 k -n d8-monitoring get po | grep loki

BBIBO,Z[ KOMaHIbI JOJIXKEH 6BITB IyCTBIM.
6.8. lo6asbTe B pecypc ModuleConfig loki mapameTtp spec.settings.diskSizeGigabytes: 50,
BBITTIOJITHUB KOMAaHY:

d8 k edit mc loki

[Tpumep KOHPUTYpaIIH:

spec:
enabled: true
settings:
diskSizeGigabytes: 50
retentionPeriodHours: 24
storageClass: nfs-storage-class
version: 1

6.9. Hoxnutech nepexona moxa loki B cocrossHume Running. J[ns mpoBepKH BBITOTHUTE
KOMaHJy:

d8 k -n d8-monitoring get po | grep loki

IIpumep ycnemHoro BeIBOA:

loki-0 2/2 Running 0 5m28s

7. Ecnu BbI ncnonb3yere sds-local-volume B kauecTBe ApaiiBepa XpaHWIHIIA JUIs BAalIUX MOJTYyJIEH:
7.1. Hdns xoppekTHOH paboTsl Monyis sds-local-volume mocne oOnoBieHust tpelyercs
BKJIIOYEeHHE Moy snapshot-controller.

IIpoBepbTe cocTosinue Moayist snapshot-controller, BBITOTHUB KOMaHY:
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d8 k get modules | grep snapshot-controller

7.1.1. B cimy4ae BBIKIIFOYEHHOTO MOJIYJISI IPUMED BBIBOZA OYJET CIIEIYIOLIIM:

snapshot-
controller 37 Embedded Downloaded False False

Jns BKITIoueHus Moy snapshot-controller BbIMOTHUTE KOMaHIY:

d8 p module enable snapshot-controller

IIpumep BbIBOA KOMAH/BL:

Module snapshot-controller enabled

Hoxaureck pazdoopa ouepeneit deckhouse. [IpoBepka ouepeneit deckhouse:

d8 s queue list

ITpumep BbIBOJA MyCTHIX Oo4epeaei 6e3 omuodoK:

Summary:
- 'main' queue: empty.
- 103 other queues (0 active, 103 empty): 0 tasks.
- no tasks to handle.

IIpoBepbTe cocTosinue Moayist snapshot-controller, BBITOTHUB KOMaH/Y:

d8 k get modules | grep snapshot-controller

[IpuMep BbIBOA NIPU BKIIFOYEHHOM MOJYJIE:

snapshot-

controller 37 Embedded Ready True True
7.1.2. B ciy4ae BKJIIFOUEHHOTO MOJYJISl IPUMEp BbIBOZA OyIET CIEIYIOIINM:

snapshot-

controller 37 Embedded Ready True True

JanpHelmmx aedcTBui ¢ Mmoaysem snapshot-controller e TpeOyercsi.

7.2. B cnyuae, ecnu BKmoueH Monynb loki moTpebyercs coBepumuTh psn ACHCTBUM s
KOPPEKTHOTO OOHOBJICHUS TIAT(POPMBI.
7.3. IIpoBepbTe cocTosiHrEe MOTyJIs 10Ki, BBIMIOJIHUB KOMAHY:

d8 k get module | grep loki

7.3.1. B ciy4ae BBIKIIFOYEHHOTO MOJIYJISI IPUMED BBIBOZA OYJET CIEIYIOLIIM:

loki 462 Embedded Downloaded False
False
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JanbHelmux aeiictBuii ¢ MmoxyneM loki He Tpedyercs.

7.3.2. B ciiy4ae BKJIIFOUEHHOTO MOJYJISl IPUMEp BbIBOZA OyIET CIEIYIOIINM:

loki 462 Embedded Ready True
True

7.4. YOeaurech, 4TO B XpaHWIHUILE IOCTaTOYHO CBOOOIHOTO TUCKOBOTO IPOCTPAHCTBA IS
pacupeHus XxpaHwinia JaHaeix moays loki (ne menee 50 Gi)
7.5. U3menure pazmep PVC ms loki, BeImoaHUB KOMaHYy:

d8 k -n d8-monitoring edit pvc storage-loki-0

BeicTaBuB 3HaueHHe spec.resources.request.storage: S0Gi, kak B mpumepe:

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 50Gi

7.6. Yoenureck, uro PV mius moayns loki mmeeT HOBBINM pa3Mep, BHITIOTHUB KOMaH/Y:

d8 k get pv | grep loki

IIpumep BeIBOAA:

pvc-09ead7fe-b87a-4bc7-985b-fe2c319cllcd 50G1 RWO Delete
Bound d8-monitoring/storage-loki-0
localpath <unset> 11lm

7.7. Y nanure StatefulSet loki, BEITOTHUB KOMaHAY:

d8 k --as=system:serviceaccount:d8-system:deckhouse -n d8-monitoring delete sts
loki

J171s1 IpOBEpKU YCIIEIIHOTO 3aBEPILIEHUs YAAICHHS BBIIIOJHUTE KOMaHLYy:

d8 k -n d8-monitoring get po | grep loki

BBIBO,Z[ KOMaHIbI JOJIX)KEH 6BITB IyCTBIM.
7.8. Hobasbte B pecypc ModuleConfig loki mapameTtp spec.settings.diskSizeGigabytes: 50,
BBITIOJITHUB KOMAaHY:

d8 k edit mc loki

[Tpumep KOHPUTYpaIIH:
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spec:
enabled: true
settings:
diskSizeGigabytes: 50
retentionPeriodHours: 24
storageClass: local-storage-class
version: 1

7.9. Hoxnutech nepexonga moxa loki B cocrosHume Running. J[ns mpoBepKH BBIOTHUTE
KOMaHJy:

d8 k -n d8-monitoring get po | grep loki

IIpumep ycnemHoro BeIBOA:

loki-0 2/2 Running 0 5m28s

8. Ecnu BBI ncnonb3yere csi-ceph B kauecTBe gpaiiBepa XpaHUIHUILA JUTs BalIMX MOIYJICH:
8.1. i KoppeKkTHOH paboThl MoOmyls csi-ceph mociie 0OHOBJICHHS TPEOyeTCs BKIIOUYCHHE
monyis snapshot-controller.
IIpoBepbTe cocTosinue Moayiist snapshot-controller, BBITOTHUB KOMaHY:

d8 k get modules | grep snapshot-controller

8.1.1. B ciydae BBIKIIIOYEHHOTO MOJYJISl IPUMEP BBIBO/IA OYAET CIIEAYIOMINM:

snapshot-
controller 37 Embedded Downloaded False False

Jns BKITIOueHus Moy snapshot-controller BbIMOTHUTE KOMaHIY:

d8 p module enable snapshot-controller

IIpumep BbIBOIA KOMAH/IBL:

Module snapshot-controller enabled

Hoxnaureck pazdoopa ouepeneit deckhouse. [IpoBepka ouepeneit deckhouse:

d8 s queue list

ITpumep BbIBOJA MyCTHIX Oo4epeaeit 6e3 omubdoK:

Summary:
- 'main' queue: empty.
- 103 other queues (0 active, 103 empty): 0 tasks.
- no tasks to handle.

IIpoBepbTe cocTosinue Moayist snapshot-controller, BBITOTHUB KOMaH/Y:
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d8 k get modules | grep snapshot-controller

[IpuMep BbIBOAA IIPU BKIIFOYEHHOM MOJYJIE:

snapshot-

controller 37 Embedded Ready True True
8.1.2. B ciydae BKIIFOUEHHOTO MOAYJISI IPUMED BbIBOJA OYIET CIAEAYIOLUM:

snapshot-

controller 37 Embedded Ready True True

JanpHelmmx aeicTBuii ¢ Mmoaysem snapshot-controller e TpeOyercsi.

8.2. B cmydae, ecium BrioyeH Monyib loki moTrpedyercs coBepuIMTb psif ACHCTBUM s
KOPPEKTHOTO OOHOBJICHUS TIIAT(POPMBI.
8.3. IlpoBeprTe cocTosiHre MOy s 10Ki, BBIMOJIHUB KOMAHY:

d8 k get module | grep loki

8.3.1. B cirydae BBIKIIIOYEHHOTO MOJTYJISl IPUMEP BBIBO/IA OYAET CIIEAYIOIINM:

loki 462 Embedded Downloaded False
False

JanbHelmux aeiictBuii ¢ MmoxyneM loki He Tpedyercs.

8.3.2. B ciydae BKIIFOUEHHOTO MOAYJISI IPUMED BBIBOJA OYJIET CIAEAYIOLIUM:

loki 462 Embedded Ready True
True

8.4. YOenurtech, 4TO B XPaHWJIMILE JOCTATOYHO CBOOOJHOTO ITUCKOBOTO IPOCTPAHCTBA IS
pacupeHus XxpaHwinia Janaeix moays loki (ve menee 50 Gi)
8.5. U3menure pazmep PVC mis loki, BEIOTHKUB KOMaHy:

d8 k -n d8-monitoring edit pvc storage-loki-0

BricTaBuB 3HaueHHe spec.resources.request.storage: S0Gi, kak B mpumepe:

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 50Gi

8.6. Yoenutech, uto PV mist moay:ns loki mmeet HOBBIN pa3Mep, BHITIOTHUB KOMAHITY:

d8 k get pv | grep loki

IIpumep BeIBOAA:
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pvc-09ead7fe-b87a-4bc7-985b-fe2c319cllcd 50G1 RWO Delete
Bound d8-monitoring/storage-loki-0
localpath <unset> 11lm

8.7. Ynanute StatefulSet loki, BEImoTHUB KOMaHy:

d8 k --as=system:serviceaccount:d8-system:deckhouse -n d8-monitoring delete sts
loki

J171s1 IpOBEpKU YCIIEIIHOTO 3aBEPILIEHUs YAAICHHS BBIIIOJHUTE KOMaHLYy:

d8 k -n d8-monitoring get po | grep loki

BBIBO,Z[ KOMaHIbI JOJIX)KEH 6BITB IMyCTBIM.
8.8. lobaswTe B pecypc ModuleConfig loki mapamerp spec.settings.diskSizeGigabytes: 50,
BBITTIOJITHUB KOMAaHY:

d8 k edit mc loki

[Tpumep KOHPUTYpaIIH:

spec:
enabled: true
settings:
diskSizeGigabytes: 50
retentionPeriodHours: 24
storageClass: ceph-rbd-sc
version: 1

8.9. Hoxmutech mepexoxa moxaa loki B cocrosuue Running. [y mpoBepKH BBIIOIHHUTE
KOMaHJy:

d8 k -n d8-monitoring get po | grep loki

IIpumep ycnemHoro BeIBOA:

loki-0 2/2 Running 0 5m28s

9. IlepeBenute oOHOBIEeHUS Bepcun Kubernetes B kiactepe B pyyHON peKHM.
9.1. IlpoBeprre Bepcuio Kubernetes BHyTpu pecypca ClusterConfiguration, BBINIOIHUB

KOMaHAy:

d8 p edit cluster-configuration

- B cnyuae, ecnu 3nauenue mapamerpa kubernetesVersion pasuo "1.29", neiictBuil He
Tpebyercs.
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- B cnyuae, ecnu 3nHauenue mapamerpa kubernetesVersion pasao "1.27", ycTaHoBute
3Ha4yeHus napamerpa kubernetesVersion: paBabm "1.29" u oxxauTech OOHOBJICHUS! BEPCHH
Kubernetes Ha Bcex y3nmax u pazoopa ouepeneit [10 «Deckhouse Platformy.

- B cniyuae, ecniu 3Hauenue nmapamerpa kubernetesVersion paBHo Automatic, yCTaHOBUTE
3HayeHus napamertpa kubernetesVersion: paBabiM "1.29".

9.2. Ilposepka ouepeneii [10 «Deckhouse Platformy:

d8 s queue list

[Tpumep BbIBOJja KOMAH/IBI ITCTHIX o4Yepeaeit 6e3 omuodoK:

Summary:
- 'main' queue: empty.
- 103 other queues (0 active, 103 empty): 0 tasks.
- no tasks to handle.

9.3. IIpoBepka cTaryca 0OHOBIIEHUS BCEX Y3JIOB B KJacTepe.

d8 k get ng

[Ipumep BbIBOJIa KOMAH/IBI C YCIICIIHO OOHOBJIEHHBIMU Y3JIaMH:

NAME TYPE
READY NODES UPTODATE INSTANCES DESIRED MIN MAX STANDBY ST
ATUS AGE SYNCED

master Static 3 3
3 34h
True
system Static 2 2
2 34h
True
worker Static 3 3
3 34h
True

Komngectso y3108B UPTODATE nomxno 6b1Th paBHO KonmdecTBy NODES u READY.
10. Y6enutech B OTCYTCTBUU penu3HOro kaHana B pecypce ModuleConfig deckhouse.
10.1. ITpoBepwTe akTyanpHOCTH pecypca ModuleConfig ¢ moMorpo KoMaH Ik

d8 k get mc deckhouse -o yaml

IIpumep BeIBOZA:

apiVersion: deckhouse.io/vlalphal

kind: ModuleConfig

metadata:
creationTimestamp: "<some-timestamp>"
finalizers:
- modules.deckhouse.io/module-config
generation: 1
name: deckhouse

resourceVersion: "<some-version>"
uid: <some-uid>
spec:

enabled: true
settings:
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bundle: Default
logLevel: Info
version: 1
status:
message:
version: "1"

[Tpu Hanmuuuu nons spec.settings.releaseChannel ynanure ero, BBIIIOJTHUB KOMaHY:

kubectl patch mc deckhouse -—-type='merge' -
p='"{"spec":{"settings":{"releaseChannel": null}}}"

PGSYJ'IBTaT BBIINNOJTHCHHUA KOMAaHAbI:

moduleconfig.deckhouse.io/deckhouse patched

4.12.1.2 OOHoOBIIEHNE BepCHUHU TUIAT(HOPMBI

1. ITlpumenute NodeGroupConfiguration ¢ umenem bashible-migrations-002.sh cnenyromniero Buaa:

apiVersion: deckhouse.io/vlalphal
kind: NodeGroupConfiguration

metadata:

name: bashible-migrations-002.sh
spec:

bundles: ['*']

content: |

if ! declare -F bb-d8-node-name >/dev/null; then
echo "Function 'bb-d8-node-name' NOT found, restarting 'bashible' service..."
sleep 30
systemctl restart bashible.service
echo "Service 'bashible' restarted."
fi
nodeGroups:

— T %1

weight: 002

2. [Momensiite 06pa3 B Deployment deckhouse:

d8 k --as=system:serviceaccount:d8-system:deckhouse set image deployment -n d8-
system deckhouse deckhouse=<your-cse-registry>/deckhouse/cse:v1.73.1

3. Hoxaureck pazbopa ouepeneit [10 «Deckhouse Platform» u momHOro 0OHOBIEHHS BCEX Y3II0B B

KJacTepe:

3.1. [Iposepka ouepeneii [10 «Deckhouse Platformy.

d8 s queue list

[Tpumep BbIBOJA KOMAH/IBI IyCTHIX OYepeaeh 6e3 omnooK:

Summary:
- 'main' queue: empty.
- 103 other queues (0 active, 103 empty): 0 tasks.
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- no tasks to handle.

3.2. IlpoBepka cTatyca OOHOBJICHHS BCEX Y3JIOB B KJIacTepe.

d8 k get ng

[Tpumep BbIBOJIa KOMAH/IBI C YCIICIIHO OOHOBJICHHBIMU Y3JIaMH.

NAME TYPE READY NODES UPTODATE INSTANCES DESIRED MIN MAX
STANDBY STATUS AGE SYNCED
master Static 3 3 3
34h True
system Static 2 2 2
34h True
worker Static 3 3 3
34h True

KomngectBo y3108 UPTODATE nomxno 6b1Th paBHO KonndecTBy NODES u READY.
4. Ooparmaiite BHUMAaHUE Ha OSIBJICHHE anepToB BHUA
NodeRequiresDisruptionApprovalForUpdate. B ciryuae BOSHUKHOBEHUS ClIeAyHTe HHCTPYKLIUH B aJepTe.

5. O6noBuTe Bepcuio control-plane-manager, u3MeHHB 1ose spec.version B mc control-plane-

manager ¢ 1 Ha 2.

d8 k edit mc control-plane-manager

[Tpumep pecypca ModuleConfig ¢ BanugHoOI Bepcueit:

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
spec:
settings:

version: 2

6. O6noBuTe Bepcuro Kubernetes 10 1.31. BemmonHuTe KOMaHy:

d8 p edit cluster-configuration

B pecypce ClusterConfiguration u3menute Bepcuto Kubernetes Ha Automatic, T0XIUTECH

obHoBieHus Bepcun Kubernetes Ha Bcex y3max:

- V31Ibl ¢ MOJUTHUKOW TMPUMEHEHUS NECTPYKTUBHBIX HM3MEHEHHH Auto OyayT OOHOBIICHBI B

ABTOMATHYCCKOM PCIKUMC.

- Y3IIbl C TIOJIMTUKOM MPUMEHEHUS JAECTPYKTUBHBIX M3MeHeHnH Manual moTpeOyioT py4HOro

MPUMCHCHUA I/ISMGHGHI/II\/II, (¢} 4CM 6y,ueT CBUICTCIIBLCTBOBATH aJIcpT BHUAa
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NodeRequiresDisruptionApprovalForUpdate. /Ins nmpumeHeHus: U3MEHEHH CleAyiTe MHCTPYKIUH B
anepre.

Komanga mist momydennst Bepcuu Kubernetes Ha y3max:

ds k get no e custom-
columns=NAME: .metadata.name, VERSION: .status.nodeInfo.kubeletVersion

IIpumep BBIBOAA:

NAME VERSION
example-cse-master-0.ru-centrall.internal v1.31.13
example-cse-master-1.ru-centrall.internal v1.31.13
example-cse-master-2.ru-centrall.internal v1.31.13
example-cse-system-0.ru-centrall.internal v1.31.13
example-cse-system-1.ru-centrall.internal v1.31.13
example-cse-worker-0.ru-centrall.internal v1.31.13
example-cse-worker-1.ru-centrall.internal v1.31.13
example-cse-worker-2.ru-centrall.internal v1.31.13

[TpoBepka cTaryca OOHOBIICHHS Y3JI0B B KQXKI0W HOATPYIIIE:

d8 k get ng

[Tpumep BbIBOJa KOMAH/IBI C YCIICIIHO OOHOBJIEHHBIMU Y3JIaMH:

NAME TYPE READY NODES UPTODATE INSTANCES DESIRED MIN MAX
STANDBY STATUS AGE SYNCED

master Static 3 3 3 34h
True

system Static 2 2 2 34h
True

worker Static 3 3 3 34h
True

KomngectBo y310B "UPTODATE' nomxkno 0Tk paBHO KomnyecTBy NODES' u 'READY"

7. Y nanmute NodeGroupConfiguration ¢ umerem bashible-migrations-002.sh.

d8 k delete ngc bashible-migrations-002.sh

8. YcranoBute kaHai ooHoBieHui B pecypc Moduleconfig deckhouse. Beimonnute komanty

d8 k edit mc deckhouse

B otkpeiBIIEMCS OKHE ycTaHOBUTEe mapameTp spec.settings.releaseChannel: LTS. Ilpumep

pecypca ModuleConfig ¢ 3amaHHBIM TapaMeTpoMm.

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:

name: deckhouse
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spec:
enabled: true
settings:
bundle: Default
logLevel: Info
releaseChannel: LTS
version: 1

4.12.1.3 BxiroueHnue KOHTPOJIs LEJI0CTHOCTH

J1Jis BKITFOUEHUST KOHTPOJIS LIEJIOCTHOCTU TpeOyeTcs MpeIBapuTelibHas MUTpaIisl JaHHbBIX etcd.
1. TlepeBemute pexuM pabOTHI KOHTPOJS IEIOCTHOCTH Ha pexum Migrate. [Ipumep pecypca

ModuleConfig control-plane-manager ¢ pexxumom Migrate:

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:

name: control-plane-manager
spec:

settings:

apiserver:
signature: Migrate

2. Noxnautech ounctku ouepeneii [10 «Deckhouse Platformy.

d8 system queue list

[Tpumep BbIBOJa KOMAH/IBI ITyCTHIX odYepeaeit 6e3 omuodoK:

Summary:

- 'main' queue: empty.

- 103 other queues (0 active, 103 empty): 0 tasks.
- no tasks to handle.

3. OcyuiecTBUTE MHUIpalMIO JaHHBIX. [ 3TOro 3amycTuTe yTWINTY OT IOJb30BAaTENs root C

master-y3ia Kji1acTtepa co CIeAYIOIUMU apryMEHTaMu:

d8 tools sig-migrate

Pexomenoyemcs 3anyck 6 amynsimope mepmMuHaia no muny screen uau tmux. B cnyuae omcymemeus
OQHHBIX YMUIUM Ha master y3jie HeobXo0uMa ux ycmaHo8Kd.

ITo OKOHYAaHUM BBIMOJIHEHHS, €CIIM Ha KaKUe-IMOO 0OBEKTHI HE YAAJIOCh YCTAHOBUTh aHHOTALHUIO,
KOMaH/1a aBTOMAaTUYECKH BbIBEJIET Mpeaynpexaaroiiee COo0IIeHue co caeayromeil nHdopmarmeii:

- KonnyectBo 00bEKTOB, /11 KOTOPHIX HE yAaJI0Ch IPOU3BECTH MUTPALHUIO.

- [lytu x ¢aitnam ¢ gsoramu ommoOoK.
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- MHCTpyKIMH 110 pacciieI0BaHUIO U 3aIlyCKY IIOBTOPHOM IOIIBITKH.

[Tpumep BbIBOJA NP HATUYHH OIIUOOK:

! l

| ———1

| 4 Migration completed with 5 failed object (s) .<br><br> <br><br>Some objects
could not be annotated. Please check the error details:<br><br> Error log file:
/tmp/failed errors.txt<br><br> Failed objects list:
/tmp/failed annotations.txt<br><br> <br><br>To investigate the issues:<br><br> 1.
Review the error log file to understand why objects failed<br><br> 2. Check
permissions and resource availability<br><br> 3. Retry migration for failed objects
only using:<br><br> d8 tools sig-migrate --retry|

JU1si TOBTOPHOM YCTAaHOBKU aHHOTALIUH TOJIBKO Ha OOBEKTHI, U KOTOPBIX HE y1aJI0Ch IPOU3BECTH

MUTpAINIO, UCTIONB3YiTE (hiar --retry.

d8 tools sig-migrate --retry

[ToBTOPATH MpOLIEAYPY MUTPALIUH CIEIYET J0 TEX IMOP, TOKA yTUIUTA HE COOOLTUT, YTO OOJIbIIIE HET
OOBEKTOB, JJIsI KOTOPHIX HE YJaJOoCh YCTAaHOBHTH AaHHOTAIMIO. A TakXe 10 NpEKpalieHus ajepTa

D8SignatureErrorsDetected.

B ciyuae muorokpatHoro (6oipmie 10 pa3) 3aBepineHus ¢ omMOKOH NMOBTOPHOI YCTaHOBKH

aHHOTAIUH 00PAaTUTECh B TEXHUYIECKYIO MOJICPIKKY.

4. TlepeBenuTe peXuM pabOThl KOHTPOJS LenocTHOcTH Ha pexkxuM Enforce. Ilpumep pecypca

ModuleConfig control-plane-manager ¢ pexumom Enforce:

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:

name: control-plane-manager
spec:

settings:

apiserver:
signature: Enforce

5. Moxnurecy ounctku ouepeneit [10 «Deckhouse Platformy.

d8 system queue list

[Tpumep BbIBOJAa KOMAH/IBI TyCTHIX oYepeaeh 6e3 ommnooK:

Summary:

- 'main' queue: empty.

- 103 other queues (0 active, 103 empty): 0 tasks.
- no tasks to handle.
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4.12.1.4 Oo6Hnosnenue Bepcuu containerd

Buumanue. He o6HOBIstiTE Bepcuto containerd 10 v2, eciii B KJacTepe HUCIOJIb3YEeTCS MOIYJIb CSi-
ceph. IIpomycTtute 3TOT ATAM.

Hauunas ¢ Bepcun 1.73 B IO «Deckhouse Platform» moctynHa BO3MOXKHOCTh MCHOJIB30BATh
container runtime oO6HoBIeHHOU Bepcun — containerd v2. Containerd v2 MOXHO HCIIOJIb30BaTh Kak
OCHOBHOH container runtime Ha YpOBHE BCEro KiacTepa WIM IS OTIEJNbHBIX TPYMI Y3JIOB.
Hcnonb3oBanue containerd v2 obOecrneuynBaer Oonee THOKOE YIPaBICHHE peCypcaMu, IyUIIyio
0€30MacHOCTb, 32 CUET CZroups V2 U KOHTPOJISI LIEJIOCTHOCTH CUCTEMHBIX KOMIIOHEHTOB.

TpeboBanus K y371aM Ui MUTpanuu Ha containerd v2:

- Ilonnepsxka CgroupsV2;

- Slnpo Linux Bepcuu 5.8 u HOBee;

- Systemd Bepcuu 244 u HOBeE,

- [Monnepxxka Mmoayiis siapa erofs;

- OTCcyTCTBHE KaCTOMHBIX KOH(uUrypauuii B /etc/containerd/conf.d.

Taxoke 110 «Deckhouse Platform» BeIonHSET JONOTHUTEIBHYIO IPOBEPKY MUCTIOIB3YEMON BEPCUHU
aapa Linux Ha HaiuyMe H3BECTHBIX ys3BUMocTeil. Ilpu oOHapyKeHHWH ysI3BUMOW BepcUM sapa
UCroIb30BaHue containerd v2 Ha y37e 3anperaeTcs, 1axe €ClIu BCe OCTaIbHbIE TPEOOBAHMS BHITTOIHEHBI.

Hanpumep, B PEJI OC moryT ucnoib3oBaTbcsi Bepcuu sapa Linux M3 NpuUBEAEHHBIX HIDKE
JIMara3oHOB, KOTOPbIE MPUBOAAT K aBTOMAaTHYECKOMY OTPaHMYCHUIO MCTIOIb30BaHus containerd v2:

- Snpa Betku 6.12.x ¢ Bepcusimu 6.12.0—6.12.28 BximrountensHo. Mcnpasnenue 1ocTynHO, HaUMHAs
¢ Bepcun 6.12.29;

- Slnpa Betku 6.14.x ¢ Bepcusimu 6.14.0-6.14.6 BxitounTenbHo. VMcnpaBineHue 10CTyIHO, HAUMHAs
¢ Bepcuu 6.14.7.

IIpu HecooTBeTcTBUM NOOOMY u3 TpeboBanmii s murpauuu, 110 «Deckhouse Platform»
nobasinsieT Ha y3en seiton node.deckhouse.io/containerd-v2-unsupported. Eciu Ha y371€ ecTh KaCTOMHBIE
KoHurypauu B /etc/containerd/conf.d, Ha Hero nobGamnsercs nei6n node.deckhouse.io/containerd-
config=custom.

[Ipu HaMMUUM OJTHOTO M3 ATHX JIEHOIOB CMEHa MapameTpa spec.cri.type Ui TpyIsl y3710B OyneT
HEIOCTYIHA. Y3Ibl, KOTOpPBIE HE MOAXOAT MO YCIOBUS MHUIPALMH MOXKHO IOCMOTPETH C IOMOIIBIO

CJICAYIOIUX KOMaHO:

d8 k get node -1 node.deckhouse.io/containerd-v2-unsupported
d8 k get node -1 node.deckhouse.io/containerd-config=custom
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Taxke aAMUHUCTPATOP MOXKET NMPOBEPUTH KOHKPETHBIH y3€Nl Ha COOTBETCTBUE TPEOOBaHHSM C

IIOMOIIBIO KOMaH/:

uname -r | cut -d- -fl

stat -f -c %T /sys/fs/cgroup

systemctl --version | awk 'NR==1{print $2}'
modprobe -gn erofs && echo "TRUE" || echo "FALSE"
ls -1 /etc/containerd/conf.d

Brxurouenue containerd v2 BO3MOXHO JBYMS CIIOCOOaMHu:

1. Ins Bcero kiacrepa.

2. J1511 KOHKPETHOW I'pyIIIbl y3JI0B.

Jlns BimroueHust containerd v2 a7 Bcero kiiactepa, ykakute 3Hauenue ContainerdV2 B mapametpe
defaultCRI pecypca ClusterConfiguration. 910 3HaueHue OyneT mpuMmeHsThest Ko BceM NodeGroup, B

KOTOPBIX SIBHO HE yKa3aH Spec.cri.type.

d8 p edit cluster-configuration

[Tpumep KOHPUTYpaIIH:

apiVersion: deckhouse.io/vl
kind: ClusterConfiguration

defaultCRI: Containerdv2

Jns BriaroueHus containerd v2 A KOHKPETHOM rpynmbsl y3noB, ykaxkute ContainerdV2 B
napametpe spec.cri.type B 0obexte NodeGroup.

PaccmoTpuM Ha mpuMepe rpymniisl y31oB worker.

d8 k edit ng worker

[Tpumep KOHPUTYpaIIH:

apiVersion: deckhouse.io/vl
kind: NodeGroup
metadata:
name: worker
spec:
cri:
type: Containerdv2

ITpu nepexone Ha containerd v2 IIO «Deckhouse Platform» nauner moouepénnoe oOHOBIEHHE

y3510B. OOHOBJIEHHUE y371a IPUBOIUT K IPEPBHIBAHUIO pabOTHI pa3MeIeHHOH Ha HeM Harpy3ku (disruptive-
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obHoBneHue). Ha nporecc 0OHOBIIGHUS y371a BIMSIOT apaMeTpsl puMeHeHus disruptive-oOHOBICHHMA
rpynmnsl y3ioB (spec.disruptions.approvalMode NodeGroup):

- V31l ¢ monuTuKo mnpumeHeHus disruptive-oOHoBIeHHMH Auto OyayT OOHOBIEHBI B
aBTOMATHUYECKOM PEKUME

- V31l ¢ monauTuKoi mnpumeHeHus disruptive-oOHoBieHuil Manual mnoTpeOyroT pPy4HOro
IPUMEHEHHS M3MEHECHUH, 0 4em Oyner CBU/IETEJILCTBOBATH anept BUJA
NodeRequiresDisruptionApprovalForUpdate. /Ins nmpumeHeHus: U3MEHEHHI CleAyiTe MHCTPYKIUH B

ajnepre.

4.12.1.5 [TpoBepka ycrnenrHocT 0OHOBICHUS

4.12.1.5.1 B ouepemsax IIO «Deckhouse Platform» ner 3anmanmii. s TpOBEpKH BBIMOIHUTE
KOMaHJy:

d8 system queue list

[Tpumep BbIBOJA KOMAH/IbI MyCTHIX OYepeaeh 6e3 ommnooK:

Summary:

- 'main' queue: empty.

- 103 other queues (0 active, 103 empty): 0 tasks.
- no tasks to handle.

4.12.1.5.2 Bce y315l B KJ1acTepe 0OHOBJIEHBI. 11 MPOBEPKHU BBHIITOJHUTE KOMAHY:

d8 k get ng

[Tpumep BbIBOJIa KOMAH/IBI C YCIICIIHO OOHOBJIEHHBIMU Y3JIaMH:

NAME TYPE READY NODES UPTODATE INSTANCES DESIRED MIN MAX
STANDBY STATUS AGE SYNCED

master Static 3 3 3
34h True

system Static 2 2 2
34h True

worker Static 3 3 3
34h True

KonngectBo y3108B UPTODATE nomxno 6b1Th paBHO KonndecTBy NODES u READY.

4.12.1.5.3 OO0pa3 xonreitHepa B Deployment deckhouse nmeer axtyanbHblii Ter. [lyns mpoBepku
BBINOJIHUTE KOMAH/Y:

d8 k -n d8-system get deploy/deckhouse -oyaml | grep image

IIpumep BeIBOAA:

image: <your-cse-registry>/deckhouse/cse:v1.73.1
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4.12.1.5.4 B BeG-unTep(etice kmactepa Ha TIIaBHON CTPAHUIE OTOOpaKaeTCs peJaKiys IaThOpMBbl,
HOBas Bepcus TIaTGOPMBbI M PETU3HBINA KaHAaI.

4.12.2 O6unonenue DKP CSE c Bepcuu 1.73.0 na Bepcuto 1.73.1

4.12.2.1 IToaroroska Kk OOHOBIEHHUIO
[Tepen oOHOBIICHUEM:

1. VY6enutech B OTCYTCTBHH B KJlacTepe anepToB, kpome SecurityEventsDetected.

2. VYo6emutech, uto B ouepensx DKP CSE Het ommoOok.

BrinosiuTE ClienyONyH0 KOMaHay:

d8 system queue list

[Tpumep BbIBOJA KOMAH/IBI ITyCTHIX odyepeaeit 6e3 omuodoK:

Summary: - 'main' queue: empty. - 103 other queues (0 active, 103 empty): 0 tasks.

- no tasks to handle.

3. YcranoBure xenaeMblil pexxum ooHOBiIeHHH B ModuleConfig deckhouse — 3anmonnute

CEKIIMIO MapaMeTpoB spec.settings.update.

BrimonnuTe cienyronryio komanay i penakrupoBanus ModuleConfig deckhouse:

d8 k edit mc deckhouse

IIpumep BBIBOIa KOMAHJIBL:

#
spec:
settings:
update:
windows:
- from: '8:00'
to: '15:00'
days:
- Tue
- Sat
#
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Taxoke BBl MOXKETE 3aMlOJIHUTH MapaMeTp spec.settings.update.mode ais BIOOpa pexxuma

OOHOBJICHUI BEPCUU MIIAT(HOPMBI.
Pexxum o6HOBNeHHns Deckhouse Ha BHIOpaHHOM KaHalle OOHOBJICHUI:

e AutoPatch — aBromarnueckuii pexxuM 0OHOBIICHUS I TATY-BEPCHil.
e Jlns OOHOBJIEHUS MUHOPHOM Bepcuu (Hampumep, ¢ v1.69.* na v1.70.*) Heobxoaumo

MIOJITBEPIKICHUE.

OOHoBnenue naty-Bepcuu (Hanpumep, ¢ v1.70.1 va v1.70.2) npumensiercs ¢ y4eToM OKOH

OOHOBIIEHUH, €CJIH OHHU 3aIaHbI.
e Auto — aBTOMaTHYECKUH peKUM OOHOBJICHHUS JJISl BCEX BEPCHil.

OOHOBIIEHUs] MUHOPHOH Bepcuu (Hanpumep, ¢ v1.69.* na v1.70.*) u mar4y-sepcuu (Harpumep,
c v1.70.1 Ha v1.70.2) mpuUMEHSFOTCS C Y4€TOM 3aJaHHBIX OKOH OOHOBIICHHH, 1100, ecIn
OKHa OOHOBJICHHI HE 3a/laHbl, 10 MEpE MOSIBICHUS OOHOBJICHUH Ha COOTBETCTBYIOIIEM

KaHase 0OHOBJICHH.
e Manual — pyuyHO# pexuM 0OHOBIICHHS I BCEX BEPCUH.
Jliiss 0OHOBNICHHMS M MMHOPHOM, M MAaTY-BEPCUU HEOOXOMMO TTOATBEPKICHHE.

Jlnist moaTBep K IeHHsI OOHOBIICHUS] BEPCHH yCTAHOBUTE o€ approved B true B

cootBeTcTByOIEM 00bekTe DeckhouseRelease.

Br1OpaHHBIii pesxuM 0OHOBIIEHUS IPUMEHSETCS TOJIBKO MPH YCTAHOBJIEHHOM KaHalle

OOHOBJICHHI.
[To ymomyanwuro: AutoPatch
Jomyctumbie 3Hadenus: AutoPatch, Auto, Manual
4.12.2.2 OOHoBIIEHNE BepCHHU TUIATHOPMBI

1. 3arpysure npeaocTaBieHHOE BaM OOHOBJICHHE B Ballle XpaHUJIHILE 00pa30B KOHTEHHEPOB

DKP CSE.
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2. OOHOBIEHHE MPOU3OUJIET B COOTBETCTBUH C BHICTABJICHHBIMU OKHAMU M PEKUMOM
OOHOBIJICHUH.

3. IIpoBepsbTe, 4TO OOHOBICHHE MPOIIIO YCIEIIHO.
4.12.2.3 [TpoBepka ycrnenrHocT 0OHOBICHUS

IIpoBepka BBHINIOIHAETCS AaHAJIOTUYHO 1l1araM, onucaHHbIM B 1. 4.12.1.5 [IpoBepka ycnemHocTu

OOHOBJICHYS.
4.12.3 OcobeHHocTh 00HOBIIEHUS B Astra Linux

Ecnu B Astra Linux BKJIIOU€H peXuM 3aMKHYTO# nporpammuoit cpensl (311C), To nepen

OOHOBJICHHEM €r0 HY>KHO OTKJIIOYMTH HAa BCeX y3Jax KJacTepa.

Jliia mpoBepky, BKIIIOUYEH U pexuM 311C, BEIIOTHUTE HA y3I1€ CAEAYIOLINE KOMaH/bI:

astra-digsig-control is-enabled

cat /sys/digsig/elf mode

Jliia pyunoro otkintoueHus peskuma 311C, BBIIIOIHUTE Ha y3J1€ CIEAYOINEe KOMaH bl

sed -i '/~"DIGSIG_ELF MODE=/d' /etc/digsig/digsig initramfs.conf && echo
'DIGSIG _ELF MODE=0' | tee -a /etc/digsig/digsig initramfs.conf
update-initramfs -u -k all

systemctl reboot

B kauecTBe allbTepHATUBHOI'O BapHaHTa, AJis oTKiItoueHus pexxuma 3[1C MoxKHO nCnoap30BaTh

yTuiuTy astra-digsig-control:

astra-digsig-control disable

ITocne 3aBepmienns 00HOBJIeHHUs, co3naiite cnenyrouii NodeGroupConfiguration, s

aBTOMaTHuyeckoro BkiodeHus pexuma 3I1C Ha y3nax kinacrepa ¢ Astra Linux:

apiVersion: deckhouse.io/vlalphal
kind: NodeGroupConfiguration

metadata:
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name: astra-zps.sh

spec:

weight: 98

nodeGroups: [ "*" ] # BH MOXETE YKA3SATHL KOHPETHHE NODEGROUP

bundles: [ "astra" ]

content: |
# Copyright 2025 Flant JSC
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

modeswitch="$ (astra-modeswitch get 2>/dev/null)"
case "Smodeswitch" in

01112) iz

*) modeswitch=0 ;;

esac

if (( modeswitch < 1 )); then
bb-log-info "Astra modeswitch level Smodeswitch detected, skip
signature provisioning"
exit 1

fi

if ! grep -qw digsig verif /proc/modules; then
bb-log-warning "Module digsig verif is not loaded"
exit 1

fi

keys dir="/etc/digsig/keys"

digsig conf="/etc/digsig/digsig initramfs.conf"

digital
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digsig mode="1"

mkdir -p "Skeys dir"

mkdir -p "S$(dirname "$digsig conf")"

_digsig rebuild initramfs() {
bb-log-info "Rebuilding initramfs to refresh digital signature keys"
update-initramfs -uk all

bb-flag-set reboot

bb-event-on 'digsig-initramfs-update' ' digsig rebuild initramfs'

is enabled zps() {

astra-digsig-control is-enabled >/dev/null 2>g&1

sync_key () {
local filename="$1"
local payload="s2"
local target="Skeys dir/$filename"
local tmp file

tmp file="$ (bb-tmp-file)"

printf '$s' "Spayload" | base64 -d > "Stmp file"
bb-sync-file "Starget" "Stmp file" digsig-initramfs-update
chmod 600 "S$target"

rm —-f "Stmp file"

sync_digsig conf () {
if ! is _enabled zps; then
if ! astra-digsig-control enable; then
bb-log-error "Failed to enable Astra digital signature control"
exit 1
fi
bb-flag-set reboot
fi
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mkdir -p "Skeys dir/flant"

sync_key "flant/flant-2025.gpg"
mN4EaPngniMBATIAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAQXAAMHAPIfV/SYgPOM5zm44CL7 r+
9AVj9uajRy/CpRTAzp2ul7fgACAgD8COK000ZRRISIYxYDDhbRNIXJIfwgcomcSKS5arvOp+j8gAAQEBATIAA
AAAAAAAAAAAAAAAAAAFQ/00YkpdhVMWc/Bk6zPWzAP9Tct4rRYNZqoxJTYxX1HHRNP3DYIp]j7206CiD31ig
MevgD+JEVCELVEzaAJpaESTiWhZROWLSHWCGVKGXgFsL636G8AAQG0QACQ0J4gItCkOLvQsNCO0YIiICTHQ
19Cf0KESIERIIHBYb2R1Y3Rpb24ga2V5KSA8c2VidXIpdH1AZmxhbnQuenU+1iJAEEYMMADGWIQSP/y49J1
£7FuBOhfMVgO+CTcPnQQUCaPngngIbAwWULCQgHAGYVCgkICWIEFgIDAQIeAQIXgAAKCRAVgO+CTcPnQdnr
APOTrjvMKSgoNCYkJumjd744RYUT7g/NZ5dnXukQetOwbAD/a7/aCKtLkL75878crt8E+CMnsEgGrD39Rk
eZNZyT7UgIdQQQIwwAHRYhBPq2qyAJ6YWXAMD+S7ILOfENYY92BQJo+eDBAAOJELILOfENYY9ZSA8A/j11
mDJzpBDvs2s1saE1lUBdQ77c200G6Y7TAIMSD2uGEAPOSSgNP20BGXBg72ztG28106BBmuBv2Ut3nQ648Aaw
oLfg==

sync_key "flant-2025-root.gpg"
mN4EaD7ryyMBATAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAQXAAMHAPIfV/SYgQPOM5zm44CL7 r+
9AVj9uajRy/CpRTAzp2ul7fgACAgD8COK000ZRRISIYXYDDhbRNIXJIfwgcomcSKS5arvOp+j8gAAQEBATIAA
AAAAAAAAAAAAAAAAAAFQ/00YkpdhVMWc/Bk6zPWZzAPIMAXC2f4hBFjBuYwaoFNziI75LPCXLMgUpNmObeX
FHIQDOEBCPOnvFso5zQiB+4BfKjFWZoSH6V4PBa/JINtpYPxCcAAQGONNCQ0J4gwgvQpNC70LDQvdAGCwWrsg
KGtleSBmb3Igc2lnbmluZykgPDc3NOBmbGFudC5ydT6IkAQTIWWAOBYhBPg2gyAJ6YWXAMD+S7ILOfENYY
9ZBQJoPuvLAhsDBQsJCACCBRhUICQOLAGQWAGMBAh4BAheARAOJELILOfENYY9Z9BEA/0tB8rXf02aLlpML
myfPLDGvkURgHO+2zJ6XR39/aH+RpAP9e0QWrinSNI4pHPSOAUEX3pBT97nLNG3KOUDRALLOrz4h1BBAj DA
AJFiEE0S17W6/0QNh/1B2vyClJ/DZ1tvoFAmg+68wACgkQyClJ/DZ1tvgEAwWD7B3x1PHa+pONWB1lkxV] 9+
SZY+08phl3KTKW20Cog6EBAA/RCGTMUFPZDkQ+yRtK59TtefIzdTQg941ifhoxiSKsww7

sync_digsig conf

[Tocne cozmanus NodeGroupConfiguration astra-zps.sh Ha y3max kmactepa OyAyT BBIITOJTHEHbI
CHEAYIOLINE NEUCTBUA:
e [Iposepka 3arpy3ku moayis digsig verif B OC y3na.
e Jlo6aBneHne NyOJWYHBIX KIIOYEH, HCHOJB3YEeMBIX JUISI BajHIAlMM OWHApHBIX (ailioB
komnonentoB DKP CSE.
e BxiroueHne NpoBepKy NOANHUCH OUHAPHBIX (aioB.
e OO6HoBEeHHE 00pa30B initramfs 151 BceX yCTaHOBIICHHBIX 7P B CUCTEME.

e Ilepesarpy3ska y3ia.
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4.12.4 Bo3MoXHBIE TPOOIEMBI U ITYTH UX PEIICHUS

4.12.4.1 Oo6HoBIIeHME cilium

B pamkax oOHOBNeHHs Bepcuu matdopmel ¢ v1.67.4 Ha v1.73.1 npoucxoaut oonosnenue Cilium
c1l.14na 1.17.

B ciyuae, ecniu oOHOBeHHE He mpoaBuraeTcs (moasl safe-agent-updater B mpocTpancTBe nMeH d8-
cni-cilium HaxozgsTcs B coctossHuM Init:4/5 Ha ogHOM y371€ nombiue 20 MUHYT):

1. Beiacaute ans kakux y3moB [1O  «Deckhouse Platform» 3ampammBaer corimacue Ha

ACCTPYKTUBHBIC U3SMCHCHUS:

ds k get nodes -0 json | ja 'items[]
select (.metadata.annotations."update.node.deckhouse.io/approved"=="")
| .metadata.name' -r

IIpumep BbIBOAA:

example-cse-master-0.ru-centrall.internal
example-cse-system-0.ru-centrall.internal

2. Y nanure nox safe-agent-updater Ha 3TUX HOJaX.

3. Jlamee moBemeHue mporecca OOHOBJIEGHUS  3aBHUCUT OT 3HA4YCHHs Iapamerpa
spec.disruptions.approvalMode B Hoarpymme:

[Tpu 3HayeHnn Auto OOHOBJIEHHE BBINONHAETCS aBTOoMaTtnuecku — Bepcus Cilium oOHoBiseTCS
oo4epéTHO Ha KaXKIOM y3Jie ¢ BbinmonHeHueM onepanuit Cordon u Drain.

[Tpu 3nayennn Manual oOHOBIIEHHE Y37I0B TpeOyeT Py4HOro MOATBEpKAeHUA. s pasperieHus
OOHOBJICHHSI KOHKPETHOTO y371a Heobxomumo nobaButh aHHoTanuio kubectl annotate node <NODE>

update.node.deckhouse.io/disruption-approved=.

4.12.4.1.1 Tloreps omHoro ydactHuka (member) etcd Bo Bpemsi murpamuu Bepcun etcd ¢ 3.5.17 Ha
3.6.1
B pamxkax oonosnenus I10 «Deckhouse Platform» npoucxoaut o6noBnenue etcd ¢ Bepcun 3.5.17

Ha 3.6.1, 4TO B HEKOTOPBIX CIIy4asx MPUBOAMT K IEPEXoay OJHOro u3 nojoB d8-control-plane-manager B
cocrosiane CrashLoopBackOff. Takas curyamusi BO3HUKAaeT, €CIU TOCIC OOHOBIEHUS OJIUH W3
YyYaCTHHKOB kiactepa etcd octaercs B craryce Unstarted. B pesynbraTe manHBIN y3e1 UCKIIIOYAECTCS U3
KBOpyMa eted.

Ecnmu B mpouecce oOHOBieHUs ofuH U3 mojoB etcd-<nodename> B mpocTpaHcTBE UMEH Kube-
system nepexoaut B coctosinue CrashLoopBackOff u B kBopyme etcd yxe HET yyaCTHHKA ¢ UMEHEM
sTOrO control-plane y3na, To Hy’)KHO TOBTOPHO A00aBHUTH y3en etcd.

[TpocMoOTp yuyacTHUKOB KBOpyMa etcd:
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ds k -n kube-system exec -ti $(d8 k -n kube-system get pod -1
component=etcd, tier=control-plane -o name | head -nl) -- etcdctl --cacert
/etc/kubernetes/pki/etcd/ca.crt -—cert /etc/kubernetes/pki/etcd/ca.crt --key
/etc/kubernetes/pki/etcd/ca.key —--endpoints https://127.0.0.1:2379/ member list -w
table

[Tpumep BbIBOJA ¢ IPOMABIINM YYaCTHHKOM KBOpyMa B Kjactepe ¢ 3 y3namu control-plane:

Fomm Fo—— Fmm +-—=
———————————————————————— o

| ID | STATUS \ NAME l
PEER ADDRS | CLIENT ADDRS | IS LEARNER |

Fomm Fo—— Fmm +-—=
———————————————————————— o

| 898edf6255f45679 | started | example-cse-master-l.ru-centrall.internal |
https://10.241.32.23:2380 | https://10.241.32.23:2379 | false |

| 988286c43353caf%92 | started | example-cse-master-0O.ru-centrall.internal |
https://10.241.32.6:2380 | https://10.241.32.6:2379 | false |

Fomm Fo—— Fmm +-—=
———————————————————————— o

Jnst perieHust He0OX0IMMO BBIITOJTHUTD Psii ACUCTBUI Ha MpoOIeMHOM y3iie control-plane:

1. Ilepenecure manky ¢ qanaeiMu etcd: /var/lib/eted.

mv /var/lib/etcd /tmp

2. [lepenecure manugect cratuueckoro nojaa eted: /etc/kubernetes/manifests/etcd.yaml.

mv /etc/kubernetes/manifests/etcd.yaml /tmp

3. Ilepe3anycrute noa d§-control-plane-manager Ha mpoGiemMHoM y3ine control-plane.

3.1. ITonyuute UMs MoJia ¢ TOMOILbIO KOMaH/IbI.

d8 k -n kube-system get po -owide | grep control-plane | grep <node-name>

3.2. Ypanure nof, UMsi KOTOPOTo OBLIO MOIYYEHO B MPEABIAYIIEM IIIare.

d8 k -n kube-system delete po <pod-name>

4. Yoenurech B BOCCTAaHOBJIEHUHU KBOpyMa etcd.

ds k -n kube-system exec -ti $(d8 k -n kube-system get pod -1
component=etcd, tier=control-plane -o name | head -nl) -- etcdctl --cacert
/etc/kubernetes/pki/etcd/ca.crt -—cert /etc/kubernetes/pki/etcd/ca.crt --key
/etc/kubernetes/pki/etcd/ca.key -—endpoints https://127.0.0.1:2379/ member list -w
table

LleneBoe cocTOsIHME - KOJMYECTBO YYAaCTHHMKOB etcd paBHO KOMMYECTBY Y3JOB control-plane.

IIpumep BeIBOAA U1 TPEX Y3IIOB:
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o R f——_—————— +-—-
———————————————————————— Bt e it e

| ID | STATUS | NAME |
PEER ADDRS | CLIENT ADDRS | IS LEARNER |

o R f——_—————— +-—-
———————————————————————— Bt e it ettt T

| 898edf6255f45679 | started | example-cse-master-1l.ru-centrall.internal
https://10.241.32.23:2380 | https://10.241.32.23:2379 | false |

| 988286c43353ca92 | started | example-cse-master-0.ru-centrall.internal
https://10.241.32.6:2380 | https://10.241.32.6:2379 | false |

| bb3fcfelf7464434 | started | example-cse-master-2.ru-centrall.internal
https://10.241.32.21:2380 | https://10.241.32.21:2379 | false |

o R f——_—————— +-—-
———————————————————————— e

4.13 Co3ngaHue caMONOANMUCAHHOTO CepTH(HKaTa

TLS-ceprudpukar HeoOXoauMm Juis opraHu3zauuu padbotsl mo mnpotokony HTTPS. Eciam nHer
cepTU(HKaTa, BBIIYIICHHOTO JOBEPEHHBIM LIEHTPOM CEpTHU(PHKAIMHU, TO MOXHO CIreHEpHUpPOBATh
CaMONOJNHUCAaHHBIA cepTU(UKAT, OPUEHTHUPYSACh Ha INArd, NpHUBEJEHHBIC B IaHHOM pasnene. Jlns
HEKOTOPBIX BEPCHUN ONEPALMOHHBIX CUCTEM ILIAIM MOTYT OTJIMYAThCS.

CrenepupyiiTe caMOIOANMCAHHBIN cepTU(UKAT, yKa3aB CBOM JOMEH OT KJlacTepa U

penosuropus B nepemeHHbix CLUSTER DNS NAME u REGISTRY DNS NAME.

VYkaxure akTyaJbHbIC JaHHBIC B MEPEMEHHBIX OKPYKEHHUS (OHU MOTPEOYIOTCS Uil BHIMOJIHEHUS

KOMaHJI Janee):

CLUSTER DNS NAME="cluster-domain.test"
REGISTRY DNS NAME="registry.cluster-domain.test"

Co3pmaiiTe TUPEKTOPUIO IS CEPTU(PUKATOB:

mkdir ~/ca && cd ~/ca

Crenepupyiite ceprudukar kopaeBoro L{C (Root CA)

openssl req -x509 -newkey rsa:2048 -nodes -days 3650 -keyout rootCA.key -out
rootCA.crt -subj "/CN=Root CA" -extensions v3 ca -config <(echo -e
"[reg]\ndistinguished name=req distinguished name\n[ v3 ca ]\nbasicConstraints=cri
tical, CA:TRUE\nkeyUsage=critical, keyCertSign, cRLSign\n[req distinguished name]")

Crenepupyiite ceprudukar npomexyrounoro LIC (Intermediate CA):

openssl req -newkey rsa:2048 -nodes -keyout intermediateCA.key -out
intermediateCA.csr -subj "/CN=Intermediate CA"

openssl x509 -reg -in intermediateCA.csr -CA rootCA.crt -CAkey rootCA.key -
CAcreateserial -out intermediateCA.crt -days 3648 -extensions v3 ca -extfile
<(echo -e
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"[v3 cal\nbasicConstraints=critical, CA:TRUE, pathlen:0\nkeyUsage=critical, keyCertSi
gn, cRLSign\n")

Crenepupyiite wildcard-ceptudukar:

openssl req -newkey rsa:2048 -nodes -keyout wildcard.key -out wildcard.csr -subj
"/CN=*.$CLUSTER DNS NAME"

openssl x509 -req -in wildcard.csr -CA intermediateCA.crt -CAkey
intermediateCA.key -CAcreateserial -out wildcard.crt -days 3646 -extensions v3 req
-extfile <(echo -e

"[ v3_reqg ]\nkeyUsage=critical,digitalSignature, keyEncipherment\nextendedKeyUsage=
serverAuth, clientAuth\nsubjectAltName=DNS:*.3CLUSTER DNS NAME, DNS:$CLUSTER DNS NAM
E,DNS: $REGISTRY_DNS_NAME ")

[TpoBepbTe KOPPEKTHOCTH BHIMYIIIEHHOTO cepTU(HKaTA:

openssl x509 -noout -text -in ~/ca/wildcard.crt

Jlo6aBbTe CepTHU(HKAT B XpaHUIIHILE TOBepeHHBIX IeHTpoB cepTudukanuu OC (mpumep st OC ¢

MEHEKEPOM IIAKETOB apt):

apt install -y ca-certificates
cp ~/ca/rootCA.crt /usr/local/share/ca-certificates/self signed rootCA.crt
update-ca-certificates

4.14 Jlorupoanue

I1O «Deckhouse Platform» npexycmoTpen c6op 1 JOCTaBKa JIOTOB U3 y3JIOB M MOJIOB KJIacTepa BO

BHYTPCHHIOIO WJIM BHCIITHHUC CUCTCMbI XpaHCHHUA. HPGI[OCTaB.HHIOTCSI BO3MOXHOCTH:

- coOupatk JIOTH U3 BCEX UM OTIENbHBIX MOJO0B U MPOCTPAHCTB UMEH;

- (unbTpPOBATH JIOTH IO JIeHOIaM, COAEPKUMOMY COOOLICHUN U IPYTUM IPU3HAKAM;

- HampaBJIATh JOTM OJTHOBPEMEHHO B HECKOJIbKO XpaHunui (Hanpumep, Loki u Elasticsearch);
- obOoramars J10rd MeTagaHHbEIMU Kubernetes;

- HUCIIOJIB30BATh GY(I)GPI/I?)B.I_[I/IIO JIOTOB JIA TOBBIIMICHUSA TPOU3BOJAUTCIIBHOCTH.

Anmunuctpartopam [10 «Deckhouse Platform» noctynna nactpoiika c6opa 1 OTIpaBKHU JIOTOB C

MIOMOLIBIO TPEX KACTOMHBIX PECYPCOB:
- ClusterLoggingConfig — omnuchIBaeT HCTOYHUK JIOTOB HAa YPOBHE KJIacTepa, BKIIOYAs
npaBuia coopa, GUIBTPALUN U TAPCUHTA;

- PodLoggingConfig — omuchIBaeT HCTOYHUK JIOTOB B paMKaX 3aJaHHOTO MPOCTPAHCTBA UMEH,

BKJIIOYast IpaBuiia cOopa, GUIbTpaluy U MApCUHTa;
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- ClusterLogDestination — 3agaét napamMeTpbl XpaHHIIUILA JIOTOB.

Ha ocHoBe 3TuX pecypcoB popmupyercs mnporecc (pipeline), koTopslii ucnons3yercs B [10
«Deckhouse Platformy amns ureHus 10roB U ganbHEHIeH paboThl ¢ HUMH C TOMOIIBI0 MOTyJist log-

shipper.

4.14.1 Hacrpoiika cOopa 1 JOCTaBKH JIOTOB

Hwxe npuBeaén Bapuant 6a3zoBoit koHpurypauuu I10 «Deckhouse Platformy, npu xotopom joru

CO BCEX IMOJIOB KJIaCTEpa OTIPABISIOTCS B XpaHwuie Ha 6a3e Elasticsearch.
JIJ1s1 HACTPOMKHU BBITIOJHUTE CIICAYIOLIUE IIIaru:

1. Bximrouute Moayis log-shipper ¢ moMoIIbio cleayromeil KOMaH Ibl:

d8 platform module enable log-shipper

2. Co3zpaiite pecypc ClusterLoggingConfig, koTopslii 3a1aéT npaBuiia cOopa JIOToB.
JlaHHBIN pecypc MO3BOJISIET BAM HACTPOUTH COOp JIOTOB € TIOJIOB B OTIPEICIICHHOM IPOCTPAHCTBE UMEH U

C ONpeETICHHBIM JIe0I0M, HACTpAauBaTh MAPCUHT MHOTOCTPOYHBIX JIOTOB U 337aBaTh APYTHe MPaBUIA.

B stom OpUMCEPC YKA3bIBACTCA, UTO HYKHO CO6I/IpaTB JIOTHU CO BCEX IMMOA0B U OTIIPABJIATH UX B

Elasticsearch:

apiVersion: deckhouse.io/vlalphal
kind: ClusterLoggingConfig
metadata:
name: all-logs
spec:
type: KubernetesPods
destinationRefs:
- es-storage

3. Co3zpnaiite pecypce ClusterLogDestination, KOTOpPbIif OMCHIBACT HapaMETPhl OTIIPABKH
JIOTOB B XpaHwMILe. JlaHHBINM pecypc MO3BOJISET BaM YKa3aTh OJHO MU HECKOJIBKO XPAaHUIIUIL U
OIMCaTh MapaMeTphl MOIKIIOUEHUs, OypepHu3ay U TOMOIHUTENbHBIE JIEHOIIbI, KOTOpBIe OYAyT

IIPUMEHSATHCS K JIOraM Iepel OTIPABKOM.
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B sTOM npumepe B kauecTBe MpUHUMAIOIIET0 XpaHuiua ykaszaH Elasticsearch:

apiVersion: deckhouse.io/vlalphal
kind: ClusterLogDestination
metadata:
name: es-storage
spec:
type: Elasticsearch
elasticsearch:
endpoint: http://192.168.1.1:9200
index: logs-%F
auth:
strategy: Basic
user: elastic
password: c2VjcmV0ICluCg==

4.14.2 TIpeoOpa3oBaHuE TOTOB
EcTh BO3MOXHOCTb HACTPOUTH OJMH UM HECKOJIBKO BUAOB TpaHC(hopMalmii, KOTOpbIe OYIyT

IIPUMEHSATHCS K JIOTaM Iepe] OTIPABKON B XpPaHWIIULIE.

Tpanchopmanus ParseMessage mo3BosisieT mpeodpazoBaTh CTPOKY B IMOJIE Message B
cTpykTypupoBaHHbIii JSON-00BEKT Ha OCHOBE OJTHOTO WJIM HECKOJIBKUX 3aJIaHHBIX hopMaToB (String,

Klog, SysLog u npyrue).

[Tpu ucnonb30BaHUM HECKOJIBKUX TpaHchopMmalmii ParseMessage npeoOpa3oBaHie CTPOKU

(sourceFormat: String) TOMKHO BHIMOTHITHCS B MOCIETHIOW O4ePEIb.

[Tpumep HacTpoiiku mpeoOpa3oBaHus 3amKcell CMEIIaHHbIX (JOPMATOB:

apiVersion: deckhouse.io/vlalpha2
kind: ClusterLogDestination
metadata:

name: parse-json
spec:

transformations:
- action: ParseMessage
parseMessage:
sourceFormat: JSON
- action: ParseMessage
parseMessage:
sourceFormat: Klog
- action: ParseMessage
parseMessage:
sourceFormat: String
string:
targetField: "text"

[Ipumep M3HaYaIBHOM 3aIIUCH B JIOTE:
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/docker-entrypoint.sh: Configuration complete; ready for start up
{"level" : { "severity": "info" },"msg" : "fetching.module.release"}
I0505 17:59:40.692994 28133 klog.go:70] hello from klog

Pesynbrat npeobpazoBaHusi:

{... "message": {
"text": "/docker-entrypoint.sh: Configuration complete; ready for start up"
}
}
{... "message": {
"level”™ : "{ "severity": "info" }",
"msg" : "fetching.module.release"
}
}
{... "message": {
"file":"klog.go",
"id":28133,
"level”:"info",
"line":70,
"message":"hello from klog",
"timestamp":"2025-05-05T17:59:40.6929942z"
}
}

4.14.3 3ameHa neit0JI0B

Tpancdopmanus ReplaceKeys mo3Bossier peKypcUBHO 3aMEHUTH BCE COBIAJICHUS I11a0JI0OHA

source Ha 3HaueHHeE target B yKa3aHHBIX KJII0YaXx JIEHOIIOB.

[Tepen npumenenueM Tpanchopmanuu ReplaceKeys k moiaro message Win ero BIO>KEHHBIM MOJISIM

npeoOpa3ynTe 3ammch JIoTa B CTPYKTYPUPOBAaHHBIN 00BEKT C MOMOIIbI0 TpaHchopmaru ParseMessage.

[Tpumep HACTPOWKM 3aMEHBI TOUEK HA HIDKHHUE MTOTYCPKUBAHUS B Jei0nax:

apiVersion: deckhouse.io/vlalpha2
kind: ClusterLogDestination

metadata:
name: replace-dot
spec:
transformations:
- action: ReplaceKeys
replaceKeys:
source: "."
target: " "
labels:

- .pod labels
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[IpuMep M3HaYaNBHON 3aIIUCH B JIOTE:!

{"msg" : "fetching.module.release"} # Jleiibn noma pod.app=test

Pesynbrat npeobpazoBaHusi:

{... "message": {
"msg" : "fetching.module.release"
by
"pod labels": {
"pod app": "test"
}

4.14.4 Y panenue nen610B

Tpaucdopmanus DropLabels no3Bossier ynanute yka3aHHbI€ JEHOIIBI U3 CTPYKTYPUPOBAHHOTO

JSON-coo0menus.

[Tepen npumenenueM Tpanchopmanuu DropLabels k moiro message i ero BIOKEHHBIM MOJISIM

npeoOpa3ynTe 3ammch JIoTa B CTPYKTYPUPOBAaHHBIN 00BEKT C MOMOIIBI0 TpaHchopmaiu ParseMessage.

[Tpumep KOHPUTypaIMH ¢ yaaTeHHEM JIei0Iia 1 peIBapuTeIbHOM TpaHchopmarmen

ParseMessage:

apiVersion: deckhouse.io/vlalpha2
kind: ClusterLogDestination
metadata:

name: drop-label
spec:

transformations:
- action: ParseMessage
parseMessage:
sourceFormat: JSON
- action: DropLabels
droplabels:
labels:
- .message.example

[IpuMmep M3HaYaIBHOU 3aIIUCH B JIOTE:

{"msg" : "fetching.module.release", "example": "test"}

PesynpraT npeobpazoBaHusi:
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{... "message": {
"msg" : "fetching.module.release"

}

4.14.5 Otnazaxa v pacIIMPEHHbIE BO3MOKHOCTH

4.145.1 Bxutouenue debug-noros arenta log-shipper

YroOs! BitounTh debug-noru arenra log-shipper Ha y3nax ¢ unpopmanueit 06 HTTP-3anpocax,
NIEPEUCIIONb30BAHUH MOAKIIOYCHHUS, TPACCUPOBKE U IPOYMMH JaHHBIMH, BKIIIoUMTE apamerp debug B

KoH(puryparmu moayis log-shipper.

[Tpumep KOHPUTYpaAITH MOJTYJIS:

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:

name: log-shipper
spec:

version: 1

enabled: true

settings:

debug: true

4.14.5.2 JlononHuTeNbHAs HHPOPMALIUS O KaHAJIaX Mepejauu JIOTOB

Hcnonb3ys kKoMaH sl A5t Vector, MOXKHO MOJTYYHUTh JIOTIOJTHUTENBHYIO HH(POPMAIIHIO O KaHaJax

nepcaaun JaHHbIX.

Jl1is Havana MOJKITI0YUTECh K OAHOMY 13 mojioB log-shipper:

d8 k -n d8-log-shipper get pods -o wide | grep S$node
d8 k -n d8-log-shipper exec $pod -it -c vector -- bash

[Tocneayronye KOMaHIbI BBITOJHANWTE U3 KOMaHJIHON 000JIOUKH MO/IA.

YroObI MOTYYUTH CXEMY TOMOJIOTHH Baieil koHpurypauuu B popmare DOT, BeimonaHuTe
KOMaHJy:

vector graph

Hcnons3yiite WebGraphviz nian aHalOrH4HbIA CepBUC AJIS OTPUCOBKHU CXEMbI Ha OCHOBE

conepxumoro DOT-daiina.

[Tpumep cxembl Ui OTHOTO KaHana nepeaayn jgoros B popmare ASCIL:
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- +
| d8 cluster source flant-integration-d8-logs |
o +

!

!

v
o +
\ d8 tf flant-integration-d8-logs 0 |
- +

!

!

v
- +
\ d8 tf flant-integration-d8-logs 1 |
e +

!

!

v
- +
| d8 cluster sink flant-integration-loki-storage |
e +

YroObl MOCMOTPETHh 00BEM TpaduKa Ha KaKJOM 3Tare 00pabOTKH JIOTOB, UCTIONb3YHTE KOMaH/TY:

vector top

IIpumep BbIBOIa KOMAHJIBIL:

Vector TOP output

JInist mpocMOTpa BXOJIHBIX JAHHBIX Ha Pa3HBIX CTaAUAX 00pabOTKH JIOTOB UCTIONb3YHTE KOMaHY:

vector tap

VYka3zaB B Heil ID KOHKpeTHOTro 3Tana 00paboTKH, BBl CMOXKETE YBUICTD JOI'M KOTOPHIE MOCTYAIOT
Ha 3ToM 7Tarne. Takxe noanepKuBaroTcs BEIOOpKU B popmare glob, Harpumep,

cluster logging config/*.

[TpocmoTp J10TOB 10 IpUMEHEHUs npaBui Tpancopmaruii (cluster logging config/* spnsercs

nepBoii craaueit 00pabOTKU COTTIaCHO BBIBOLY KOMaH bl vector graph):

vector tap 'cluster logging config/*'

H3menéHHEBIC JIOTH, MOCTYMAIOIINEC HAa BXO/J CIICAYIOIHNX B LCIIOYKE KOMIIOHCHTOB KaHAJIOB:
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vector tap 'transform/*'

Jlia otnaaxy npasui Ha s3blke Vector Remap Language (VRL) ucnons3yiite KoMaHy:

vector vrl

IIpumep VRL-miporpammer:

= {"testl": "lynx", "test2": "fox"}
del (.test?2)

4.14.5.3 JloGaBieHue MoAIep>KKH HOBOTO source uin sink

Monyns log-shipper B cobupaercs Ha ocHOBe Vector ¢ orpaHHYEHHBIM Ha0OpOM cargo-QpyHKIHUH,

9TOOBI MUHUMHU3HUPOBATH pa3Mep 3ammyckaeMoro ¢aiina u yCKopuTh COOpKY.

YtoObl MOCMOTPETH BECH CIIUCOK MOAJIEPKUBAEMBIX (DYHKIIUN, BHITOTHUTE KOMAH/IY:

vector list

Ecnu nyxHbI# source uian sink oTcyTcTBYeT, 100aBbTE€ COOTBETCTBYIOIIYIO Cargo-QyHKIIHIO B

Dockerfile.

4.14.6 Oco0Oble cyyan

Ecnu B ki1acTepe npocTpaHcTBa UMEH pa3MEUeHBbI ¢ IIOMOLIbIO JIeHOI0B (HarpumMep,
environment=production), BBl MO>KeT€ UCTIOJB30BaTh omiuto labelSelector s coopa moros u3

IIPOYKTUBHBIX IIPOCTPAHCTB UMEH.

[Tpumep KOHPUTYpaIIH:

apiVersion: deckhouse.io/vlalphal
kind: ClusterLoggingConfig
metadata:
name: production-logs
spec:
type: KubernetesPods
kubernetesPods:
namespaceSelector:
labelSelector:
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matchLabels:
environment: production
destinationRefs:
- loki-storage

B 1O «Deckhouse Platform» mpemycmorpen neiton log-shipper.deckhouse.io/exclude=true mist
HUCKIIIOYCHHA OIMPCACIICHHBIX IMMOJ0B U IIPOCTPAHCTB nMéEH. OH MOMOraeT OCTaHOBUThH C60p JIOTOB C

MOJIOB U TIPOCTPAHCTB UMEH 0€3 U3MEHEHHs IT100aTbHOM KOH(PUTYpaIIH.

apivVersion: vl
kind: Namespace
metadata:

name: test-namespace

labels:

log-shipper.deckhouse.io/exclude: "true"

apiVersion: apps/vl
kind: Deployment
metadata:

name: test-deployment
spec:

template:
metadata:
labels:
log-shipper.deckhouse.io/exclude: "true"

4.15 Bupryanuzanus

ITO «Deckhouse Platform» mno3BonsieT nekiIapaTMBHO CO3[aBaTh, 3allyCcKaTb W YINPaBIATh
BUPTyaJIbHBIMU MallMHAMU M MX pecypcamu. BupTyanuzamusi OCyLIECTBISETCS C MOMOIIBIO MOIYJIS
virtualization, KOTOpbIi oOecneunmBaeT 3alyCK M YHpPaBICHHWE BUPTYAJbHBIMH MAaIIMHAMH M HX
pecypcamu. s ympaBlIeHHs pecypcaMH KiacTepa HCHOJb3YeTCsl YTHIUTa KOMaHIHOW cTpoku d8.
Bupryanpnas MammHa 3amyckaeTcs BHYTPHU TOZAa, ISl TOTO, YTOOBI YHPAaBIATh BUPTYaJTbHBIMHU
MallliHAMH Kak OOBIMHBIMH pecypcamu Kubernetes u mcrosnb30BaTh BC€ BO3MOXKHOCTH, BKIIIOYAst

6aHaHCI/IpOBH_II/IKI/I HarpyskKu, CETCBBIC MMOJIMTUKU, CPCACTBA aBTOMATU3allUU U T. O.

4.15.1 Bxirouenue moayiis virtualization

Pabota ¢ Mmoaysem mpeanosiaraeT HaIn4ue IpeaBapuTeNbHO Pa3BEPHYTOrO KiacTepa.

JUnist BKITFOUEHUS] MOy IpUMEHHTE (ailyl KOHPUTyparuy UK BOCIIONb3yHTECh KOHCOIBIO:
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[Tpumep ¢aitna konpurypanuu:

d8 k apply -f —-<<EOF
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: virtualization
spec:
enabled: true
version: 1
settings:
dvcr:
storage:
persistentVolumeClaim:
size: 50G
storageClassName: sds-replicated-thin-rl #Bam cymecTByoumii storageClass
type: PersistentVolumeClaim
virtualMachineCIDRs:
- 10.66.10.0/24 #AxTyasbHas CeThb OJig Ballero KJjacTepa
EOF

OTCJIC,Z[I/ITI: TOTOBHOCTb MOAYJII MOJKHO C MCITIOJIb30BAHUECM CJIGI[yIOH_[eﬁ KOMaHbI:

d8 k get modules virtualization

IIpumep BeIBOZA:

NAME WEIGHT SOURCE PHASE ENABLED READY
virtualization 900 deckhouse Ready True True

®aza moxyns noykHa ObITH Ready.

4.15.2 Hacrpolika XpaHHUIUILA

Jlnst paboTel Moayiis virtualization HeOOXOAMMO HACTPOUTH XPAHWIMIIE, KOTOPOE MCIOIb3YETCs
HECKOJIbKUMH KOMIIOHeHTaMU Tuatdopmbl. OHO mpumensercs s pabotsl cepsuca DVCR, B koTopom
XpaHsaTcs 00pa3bl BUPTYaJIbHBIX MAlIMH, a TaKXkKe JUISl CO3MaHMS M XPAaHEHUsS JUCKOB BHUPTYaJIbHBIX

MaIlyH.
Monynewm virtualization moaaep>KuBaroTCs CIEAYIOMINE XPaHUIIHILA:

e JlokanpHOE XpaHunuile Ha ocHoBe LVM;
e Pacnpenenénnas cucrema xpanenus Ceph;
e (erteBoe daitnoBoe xpanunuiie NFS;

e XpaHWUIUIIE JaHHBIX Ha OCHOBE MpoTokoaa SCSI;
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o Vuudunuponannoe xpanwiuiie TATLIN.UNIFIED (Yadro).

Hactpolika 3TuX XpaHWIUI TOJPOOHO onucaHa B 11. 4.4.

4.15.3 Ilapametpsl MOayIs

Kondurypamms moxyns virtualization 3amaércst yepes pecypc ModuleConfig B popmare YAML.

[Tpumep 6a30BOI HACTPONKH:

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: virtualization
spec:
enabled: true
version: 1

settings:
dvcr:
storage:
persistentVolumeClaim:
size: 50G

storageClassName: sds-replicated-thin-rl
type: PersistentVolumeClaim
virtualMachineCIDRs:
- 10.66.10.0/24

VYnpaBieHrne COCTOSHUEM MOJTyJIsl BO3MOXKHO OCYIIECTBIIATH Yepes noJe .spec.enabled. Ykaxure:

® {rue — 4TOOBI BKIIOYUTH MOIYJIb;

® false — 9TOOBI BBIKIIFOUUTH MOJTYJIb.

Brikimouenne Motysisi mOTpeOyeT aHHOTAIHIO:

kubectl annotate moduleconfig virtualization modules.deckhouse.io/allow-
disabling="true" --overwrite

brnok .spec.settings.dvcr.storage 3a1aéT napaMeTpbl IOCTOSTHHOTO TOMa I XpaHeHUs: 00pa30B
(DVCR).

e .spec.settings.dvcr.storage.persistentVolumeClaim.size — pa3mep Toma, Hanipumep S0G.
YBennueHue 3Hau4eHUs IPUBOJUT K PACIIMPEHUIO XPAHUIIUILA.
e _spec.settings.dvcr.storage.persistentVolumeClaim.storageClassName — kiiacc XpaHeHHUs,

Hanpumep sds-replicated-thin-r1.
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XpaHUJHIIE, COOTBETCTBYIONIEE YKa3aHHOMY KJIacCy XpaHEeHHUs, JODKHO OBITh JOCTYITHO Ha y3JIax,

rie 3amyckaercst DVCR. Mcnonb3ytorest system-y3ibl wiin worker-y3i1bl Ipy OTCYTCTBHH System-y3I10B.

bnok .spec.settings.virtualMachineCIDRs coxepxur nepedens nozacereii B popmate CIDR. U3
yKa3aHHBIX JIMAIla30HOB BHPTYyaJIbHbIM MallMHaM BelIenstorcs [P-agpeca aBromaruyecku nubOO0 1O
3arpocy.

Orpanuuenus:

® IIepBbIM U NOCIEIHUN afpeca KaXI0u ITOJCETH 3ape3E€PBUPOBAHBI,

e moxceru 6moka .spec.settings.virtualMachineCIDRS He TOKHBI TepeceKaThCs C MOACETIMU

y3JI0B KJIaCTEPa, MOJICETHIO cepBUCOB U MojiceThio podCIDR;

® YJIaJICHUC IIOJACETH, €CIIU U3 Heé BBIJJAaHBI aIp€Ca BUPTYyaJIbHBIM MalllIMHAaM, 3aIlpCUICHO.

[TapamerTp .spec.settings.virtuallmages onpezaenseT q0mycTUMBbIE KIaCChl XpaHEHUs ISl 00bEKTOB

Virtuallmage. [Tpumep:

spec:
settings:
virtualImages:
allowedStorageClassNames:
- sc-1
- sc-2
defaultStorageClassName: sc-1

31ech:

e allowedStorageClassNames (oninoHanIbsHO) — CHUCOK nomycTuMbix StorageClass;
e defaultStorageClassName (onmmonansH0) — StorageClass, HCIIONB3yeMBbIi 10 YMOTYaHUIO IPH
coznanuu Virtuallmage, ecnu B crieniudukanuy He

yka3zaH .spec.persistentVolumeClaim.storageClassName.

[Tapamertp .spec.settings.virtualDisks onpenenser nomycTumMble Kiacchl XpaHeHHs 111 00BEKTOB

VirtualDisk. [Tpumep:

spec:
settings:
virtualDisks:
allowedStorageClassNames:
- sc-1
- sc-2
defaultStorageClassName: sc-1

31ech:
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e allowedStorageClassNames (oniuoHanbsHO) — COUCOK nomycTuMbix StorageClass;
e defaultStorageClassName (onmmonansH0) — StorageClass, HCIIONB3yeMBbIi 10 YMOTYaHUIO IPU
co3nanuu VirtualDisk, ecnu B cienudukanum He

ykasaH .spec.persistentVolumeClaim.storageClassName.

4.15.4 OO0pa3sl

Pecypc ClusterVirtuallmage cnyxut pans 3arpy3kd  oOpa3oB BHPTYalIbHbIX MAalIMH BO
BHYTPHKJIACTEPHOE XPAHWIMIIE, TTOCIIE YETr0 C €ro MOMOIIbI0O MOXHO CO3AaBaTh JTUCKU BUPTYaJIbHBIX

MamH. OH JOCTYIIEH BO BCEX IPOCTPAHCTBAX UMEH U IIPOEKTax KiacTepa.
[Tporecc co3nanust oO6pa3za BKIIOYAET CIIETYIONIUE [Iaru:

e T[lonp3oBarens co3naét pecype ClusterVirtuallmage.
e [locne co3nanust 06pa3 aBTOMaTUYECKH 3arpy>KaeTcsi U3 yKa3aHHOTO B CrIeUU(UKAIIIH
ucrounuka B xpanuiuiine (DVCR).

e [locrne 3aBepiieHUs 3arpy3Ku pecypc CTAHOBUTCS JOCTYIHBIM JJIsl CO3/1aHUS JUCKOB.
Cy1ecTBYIOT pa3InyHbIe THUIIBI 00pa30B:

1SO-06pa3 — ycTaHOBOUYHBIN 00pa3, MCIOJIB3YEMBIN Ui HaYaJbHONH yCTAHOBKH OINEPALMOHHOM
cucremsbl (OC). Takue 06pa3bl BeiyckatoTcest mpousBoguteasiMu OC U UCTIONB3YIOTCA AJIsl YCTAHOBKU Ha

¢u3nvecKkre 1 BUPTyaIbHbIE CEPBEPHI.

Obpa3 oucka ¢ npedycmano81eHHOU CUCmemol — COJIEPIKUT YKe yCTAHOBICHHYIO H HACTPOCHHYIO
OTIEPAIIMOHHYIO CHCTEMY, TOTOBYIO K UCTIOJIB30BAHUIO TIOCTIE CO3/IaHUSI BUPTYAIbHON MalIuHBL. [ 0TOBBIE

00pa3bsl MO’KHO TIOJYYUTh HA pecypcax pa3padOTUYUKOB AUCTPUOYTHBA, THOO CO3/1aTh CAMOCTOSITENIBHO.

[TonnepxuBaroTcs crneayromue GopMaTbl 00pa3oB ¢ MPeAyCTAHOBIEHHON CHCTEMOM:

® (cow2;
® raw;

e vmdk;
e vdi

OO0pa3bl MOTYT OBITH CKaThl OJTHUM U3 CIEIYIOIINX AITOPUTMOB CXKATUS: EZ, XZ.

[Tocne co3manusi pecypca ClusterVirtuallmage Tunm u pasmep oOpasa oOmpenensoTcs

aBTOMATUYECKH, M 3Ta HHPOPMAIIUI OTPAKAETCS B CTaTyce pecypca.
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OO6pa3bpl MOTYT OBITH 3arpy’X€Hbl M3 Pa3IUYHBIX MCTOYHHMKOB, Takux kak HTTP-cepepsl, rae
pacroiokeHsl (paiiasl 00pa3oB, WM KOHTEHHEpHBIE peecTpbl. Takke JOCTYIHA BO3MOXHOCTD 3arpy3KH
00pa3oB HaNpsSMyI0 M3 KOMaHIHOW CTPOKM C HCHOJIb30BaHUEM YTHIUTHI curl. O6pa3el MOTYT OBITH

CO3JIaHBI U3 IPYTHX 00pa30B U AMCKOB BUPTYaJbHBIX MAIIIKH.
PaccmoTpum BapuaHT co3anus kinactepHoro oopasza ¢ HTTP-cepsepa.

YroOsl co3nate pecypce ClusterVirtuallmage, Beimonaute cneayromyto komanay (ykaxure URL

oOpa3za):

d8 k apply -f - <<EOF
apiVersion: virtualization.deckhouse.io/vlalpha?2
kind: ClusterVirtualImage
metadata:
name: myimage-pvc
spec:
# VcTouHMKk IJs co3maHus obpasa.
dataSource:
type: HTTP
http:
url: <IMAGE URL>
EOF

ITpoBepbTe pesynbraT co3nanus pecypca ClusterVirtuallmage, BEINOTHUB CIIEIYIONTYI0 KOMAHITY:

d8 k get clustervirtualimage myimage-pvc

KopoTtkuii BapuaHT KOMaH/IbI:

d8 k get cvi myimage-pvc

B pesynbrarte OyneT BoIBeieHa HH(POpMAIUS O pecypce:

NAME PHASE CDROM PROGRESS AGE
myimage-pvc Ready false 100% 23h

[Tocne co3manus pecype ClusterVirtuallmage MoxkeT HaXOUTHCS B OJJHOM U3 CIIETYIOIIIX

cocrosiHUi ((az):

® Pending — 0XuJaHHe TOTOBHOCTHU BCEX 3aBUCHMBIX PECYpPCOB, TPEOYIOIIMXCS IS CO3/1aHUS
o0pa3sa;
® WaitForUserUpload — oxunanue 3arpy3ku oOpasa rnoiyib3oBatesneM ((a3za IpucyTCTByeT

tosbko s type=Upload);
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® Provisioning — uAET mpoliecc co3aanus odpasa;

® Ready — o0pa3 co3aH v TOTOB JJIS1 UCTIOIB30BAHUS;
e [Failed — npousomnuia omuOKa B poLecce co31anus oopasa;
o Terminating — A€t npouecc yaaneHus oopaza. O0pa3 MOKET «3aBUCHYTH» B JaHHOM

COCTOSIHMM, €CIIU €I1IE IMOAKIIIOUYEH K BUPTyaJIbHOU MalllMHE.

Jlo Tex mop, moka oOpa3 He nepemén B ga3y Ready, comepxkumoe Bcero 0JIoka .Spec A0MyCKaeTCs

U3MEHATh. [Ipu n3MeHeHnH MpoIiece CO3/IaHnM TUCKa 3amyCcTUTCs 3aH0BO. [Tocne nmepexona B pasy Ready

coZiepKUMOe OJIOKA .SpeC MEHATh HEJb3sl.

JluarHoctTuka mpobJIeM C pecypcoM OCYLIECTBISETCS IyTeM aHanu3a HHGOpMaluu B

oJ10Ke .status.conditions.

YroObI OTCIEIUTH MPOLIECC CO3MaHuUs 00pa3a, 100aBbTE KIIOY -W K KOMaHJIe IPOBEPKHU pe3yIbTara

CO3/IaHUs pecypca:

d8 k get cvi myimage-pvc -w

IIpumep BeIBOZA:

NAME

myimage-pvc
myimage-pvc
myimage-pvc
myimage-pvc
myimage-pvc
myimage-pvc
myimage-pvc

PHASE
Provisioning
Provisioning
Provisioning
Provisioning
Provisioning
Provisioning
Ready

CDROM

false
false
false
false
false
false
false

PROGRESS

0.0%
28.2%
66.5%
100.0%
100.0%
100%

AGE
4s
4s
6s
8s
10s
16s
18s

B onucanun pecypca ClusterVirtuallmage MOXHO MOJYYHUTH JOMOJHUTENIBHYIO UHPOPMALUIO O

cKagaHHOM oOpa3ze. /{7151 3TOro BBIMOIHUATE CIIEAYIOIIYI0 KOMaH/Y:

d8 k describe cvi myimage-pvc

O06pa3, XpaHsIIUNACS B peecTpe KOHTEHHEPOB, UMeeT onpeaenéHnblil popmat. Paccmorpum

CO3aaHUEC TaKOoIro 06pa3a:

Jlnst Hayasia MOAroTOBbTE 00pa3 BUPTYAIbHOM MaIINHBL.

B 3akppITOM KOHTYpE AOCTYH K BHEITHUM pecypcam, Kak IMpaBHII0, OTCYTCTBYET, IO3TOMY 00pa3

HE00XOIUMO MPEIBAPUTEIIBHO 3arpy3UTh U Pa3MECTUTh B JOCTYITHOM JIOKQJTHHOM XPaHUIIUIIIE.
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[Tpu Hanmuuuum goctyna K ceTu oopa3 MoxkHO ckayaTh o URL:

curl -L <IMAGE URL> -o myimage-pvc.img

Jlanee Ha 0TAeILHOM BUPTYaIbHOM MalnHe, He BXosmiel B kinactep Deckhouse Platform,

coznaiitre Dockerfile co ciemyromum coaepKuMbIM:

FROM scratch
COPY myimage-pvc.img /disk/myimage-pvc.img

Cobepure KOHTEHHEpHBIH 00pa3 W 3arpy3uTe €ro B 3apaHee MOATOTOBJIEHHBIH peecTp
KOHTeliHepoB, noctynHblil u3 kinactepa I10 «Deckhouse Platform». B mpumepe Huxe ucmonb3yercs
nyOnmuunbiii peectp docker.io. [lng BbImoMHEHHsT KOMaHA TpeOyercs yd€THasi 3alluCh B BBHIOPAaHHOM

peecTpe u HACTPOCHHOE OKPYKEHUE COOPKH.

docker build -t docker.io/<username>/myimage-pvc:latest

rze <username> — UM IOJIb30BaTENsl, YKa3aHHOE Npu peructpauuu B docker.io.

3arpy3ure co3JaHHbIi 00pa3 B peecTp KOHTEHHEPOB:

docker push docker.io/<username>/myimage-pvc:latest

UTo0ObI MCTIOIB30BATh 3TOT 00pa3, CO37aiTe B KauecTBE MpUMepa pecypc:

d8 k apply -f - <<EOF
apiVersion: virtualization.deckhouse.io/vlalpha?2
kind: ClusterVirtualImage
metadata:
name: myimage-pvc
spec:
dataSource:
type: ContainerImage
containerImage:
image: docker.io/<username>/myimage-pvc:latest
EQOF

YroObl 3arpy3uTh 00pa3 U3 KOMaHAHON CTPOKH, MPEIBAPUTEIBHO CO3AANUTE CIENYIOIUN pecypc,

Kak IpejcTasieHo Hike Ha mpumepe ClusterVirtuallmage:

d8 k apply -f - <<EOF

apiVersion: virtualization.deckhouse.io/vlalpha?2
kind: ClusterVirtualImage

metadata:
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name: some-image
spec:
# HacTporkmy mcrounmka obpasa.
dataSource:
type: Upload
EOF

[Tocne co3nanus pecype nepeitnér B ¢pazy WaitForUserUpload, 4To roBOpUT 0 TOTOBHOCTH K

3arpyske oopasa.

JlocTynHO JBa BapuaHTa 3arpy3Kd — C y3Jla KJIacTepa M C MPOU3BOJBHOIO y3Ia 3a IpeaeaamMu

KJlacrepa:

d8 k get cvi some-image -o jsonpath="{.status.imageUploadURLs}" | jg

IIpumep BeIBOZA:

{

"external":"https://virtualization.example.com/upload/g20uLgRhdAWglIsCMyNvcdt4o05ER
Iwmm",

"inCluster":"http://10.222.165.239/upload"
}

31ech:

e inCluster — URL-aapec, KOTOPBII HCIIONIB3YETCsl, €CITM HE0OXOAUMO BBITIOTHUTH 3aTPY3KY
o0pasa ¢ 0JJHOTO U3 Y3JI0B KJIacTepa;

e external — URL-anpec, KOTOPBIN HCIIONIB3YETCS BO BCEX OCTATBHBIX CITydasiX.

B kauectBe npumepa 3arpysure oopas Cirros:

curl -L http://download.cirros-cloud.net/0.5.1/cirros-0.5.1-x86 64-disk.img -o
cirros.img

BrinonHuTe 3arpy3ky oopasa ¢ HCIOJIb30BaHUEM CIIETYIOIIEH KOMaHIbI:

curl https://virtualization.example.com/upload/g20uLgRhdAWglJsCMyNvcdt4o5ERIwmm ~
-progress-bar -T cirros.img | cat

[Tocne 3aBepmieHus 3arpy3kud oOpa3 J0JDKeH ObITh co3iaH U mnepeBeaéH B (azy Ready. UtoObr

MMPOBCPUTH 3TO, BBIITOJHUTEC CICAYIOIIYIO KOMAaHOY:
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d8 k get cvi some-image

IIpumep BeIBOZA:

NAME PHASE CDROM PROGRESS AGE
some-image Ready false 100% Im

4.15.5 Kiaccel BUPTYyaabHBIX MalllH

Pecypc  VirtualMachineClass mpenHazHaueH A IEHTPAJU30BaHHOM  KOH(UTYypauuu
NPEANOYTUTENBHBIX ITapaMeTPOB BUPTYaTbHBIX MamnH. OH MO3BOJISIET onpenenats HHeTpykuuu CPU,
NoJIUTUKH KOoH(urypauuu pecypcoB CPU u mamsiTH At BUPTYaIbHBIX MAIIHMH, a TaKKe ONPEACIATH
COOTHOIIEHUS ATHX pecypcoB. [lomumo a3toro, VirtualMachineClass oOecneunBaer ympaBlieHHE
pasMelleHHeM BUPTYyaJbHBIX MallMH MO Yy3/aM IUIAaTGOpMbl. DTO MO3BOJIET aJIMUHHCTPATOpam
5GGEKTUBHO yHOpPaBIATh pecypcamMH IUIATGOPMBI  BHUPTYAIM3alMd W ONTHMAJIbHO pa3MelaTh

BUPTYyaJIbHbIE MAIIMHBI HA y3J1aX I1aT(HOPMBI.

ITo ymonuanuio aBTOMaTHUeCKu co3naercs oauH pecype VirtualMachineClass ¢ tumom generic,
KOTOpBIM TpeAcTaBiseT yHHUBepcalbHylo Mozaenb CPU, Mcnonb3yroomyr JOCTaTOYHO CTapyro, HO
MOJICP>)KUBAEMYI0 OOJBIIMHCTBOM COBPEMEHHBIX IpoleccopoB Monenb Nehalem. Dto mo3BoisieT

3armyckatb BM Ha mr00bIX y37ax KjacTepa ¢ BO3SMOKHOCTBIO <«GKUBOM» MHUTPAITUH.

Pexomenayercsi co3naTh Kak MHHUMYM OJuH pecypc VirtualMachineClass B kimactepe ¢ THIIOM
Discovery cpa3y mocie Toro, Kak Bce y3ibl OyIyT HaCTpOEHBI M J00aBIIEHBI B KJIacTep. DTO MO3BOJIUT
UCTOJb30BaTh B BHPTYAIbHBIX MAIIMHAX YHUBEPCAIBHBIA MPOLECCOP C MAKCHMMAaJIbHO BO3MOXKHBIMHU
xapaktepuctukamu ¢ ydetoM CPU Ha y3max kiacrepa, 4TO TO3BOJIMT BUPTYyaJbHBIM MallWHAM
HCTOJIb30BaTh MakcUMyM Bo3MoxkHOcTel CPU 1 mpu He0OX0AMMOCTH OeCIpensITCTBEHHO OCYIIECTBISAT

MHUTPALUI0 MEXIY y3JIaMHU KJlacTepa.

YroOsl BbIBecTH cIHCOK pecypcoB VirtualMachineClass, BBIIONIHUTE CIEeIyIONYI0 KOMaHY:

d8 k get virtualmachineclass

IIpumep BeIBOZA:

NAME PHASE AGE
generic Ready 6dlh

Obs3arenbHO ykazbiBaiiTe pecype VirtualMachineClass B koHpUrypanuu BUPTYalbHON MalluHbI.

[Tpumep yxazanus kiacca B cneuudukanun BM:
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apiVersion: virtualization.deckhouse.io/vlalpha?2
kind: VirtualMachine
metadata:
name: linux-vm
spec:
virtualMachineClassName: generic # HasmBahue pecypca VirtualMachineClass.

Crpyxkrypa pecypca VirtualMachineClass BBITTSANUT cleayomuM 00pa3om:

apiVersion: virtualization.deckhouse.io/vlalpha?2
kind: VirtualMachineClass
metadata:
name: <vmclass-name>
spec:
# BJIOK ONMCHBAET MapaMeTpH BUPTYAJbHOTO OpPOolleccopa IS BUPTYAJbHBEIX MAalMH .
# U3MeHAThL OaHHBI OJIOK HEJIb34 IIOCJie CO3IOaHusa pecypca.
cpu:

# (onuroHasbHEM 6JI0K) ONMCHBAET NpaBuila pasMelleHUs BUPTYAJbHBIX MalMHB 10 y3JIaM.

# Mpu M3MEHEeHUM aBTOMATUUYECKM [IPUMEHIEeTCSd KO BCEM BUPTYAJIbHBEIX MallMHaM,
VCIHOJIb3YlMMM OaHHEM VirtualMachineClass.

nodeSelector:

# (onuroHaJsIbHEM 6JI0K) ONUCHBAET MMOJIUTUKY HACTPOMUKM PEeCYPCOB BUPTYAJIbHBEIX MAalMH .

# Mpu ¥M3MEHEeHUM aBTOMATUUYECKM [IPUMEHIEeTCSd KO BCEM BUPTYAJIbHBEIX MallMHaM,
VCIHOJIb3ylMMM OaHHEM VirtualMachineClass.

sizingPolicies:

Jlanee pacCMOTPUM HAaCTPOWKH OJIOKOB OoJjiee AeTalIbHO.
binok .spec.cpu nmo3Bosier 3anath unu Hactpoutbh VCPU nns BM.
Hactpoiiku 650ka .spec.cpu nocie cozaanus pecypea VirtualMachineClass u3MeHSTh HENlb3sl.

[Tpumeps! HacTpoiiKM O10Ka .spec.cpu:

Knacce ¢ vCPU c¢ tpeOyembIM HaOOpOM MPOLIECCOPHBIX UHCTPYKUUH. /L1 3TOr0 Henone3yiite type:

Features, yToOBI 3a/1aTh HEOOXOAMMBIN HAOOP MOAIEPKUBAEMBIX HHCTPYKIIUHN JJIs IpoIieccopa:

spec:
cpu:
features:
- vmx
type: Features

Knacc ¢ ynusepcansubiM VCPU 11t 3aganHoro Habopa y3ioB. [ aToro ucnonssyiite type:

Discovery:

spec:
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cpu:
discovery:
nodeSelector:
matchExpressions:
- key: node-role.kubernetes.io/control-plane
operator: DoesNotExist
type: Discovery

Knace ¢ type: Host ucnomns3yer Buptryansusiii vVCPU, MakCMManbHO COOTBETCTBYIOIIUN HAbOpy
uHcTpykuuid  VCPU  y3ma  mimaTdopmbl, 4YTO 00ECHEeuMBACT BBICOKYIO IPOU3BOAUTENBHOCTh U
¢GyHKIMOHATBHOCTh. OH TaKKe TapaHTUPYET COBMECTUMOCTh C JKMBOW MUTpalMed ais Y3JI0B ¢
IIOXOKMMHU THUIIAMM IIpolieccopoB. Hampumep, mMurpanus BHUPTYaJIbHOM MAIMHBI MEXIY Y3JIaMH C
nporeccopamu Intel 1 AMD HeBOo3MOXHA. DTO TaKKe OTHOCUTCS K MPOILIECCOpaM pa3HbIX MOKOJICHUH,

TaK Kak X HaOOpbl HHCTPYKIMIA MOTYT OTIIMYAThCS.

spec:
cpu:
type: Host

Knacc ¢ type: HostPassthrough ucnonssyer ¢usnyeckunit CPU y3na muardopmsl 6e3 U3MEHEHUH.
Bupryanpnas MammHa, MCHONB3YIOMIAsi 3TOT KIAcC, MOXKET ObITh MHUIPHpOBaHa TOJBKO Ha y3ell, y

kotoporo CPU TouHo coBnanaer ¢ CPU ucxoaHoro ys3na.

spec:
cpu:
type: HostPassthrough

YroOsl cozpath VCPU KOHKpPETHOro Ipoleccopa ¢ MpeiBapUTEIbHO ONpeneIEHHBIM HaOOpOM
MHCTPYKIMH, ucnonb3yite tum type: Model. [IpeaBapurenbHo, 4ToOBl MONYyYUTh NEpEeUYeHb HAa3BaHUIH

noaaepxkuBaeMbix CPU 11 y3na kinactepa, BHIITIOJHUTE KOMAHIY:

d8 k get nodes <node-name> -o json | Jjq '.metadata.labels | to_entries[] |
select (.key | test("cpu-model.node.virtualization.deckhouse.io")) | .key |
split("/") [1]' -r

IIpumep BeIBOAA:

Broadwell-noTSX
Broadwell-noTSX-IBRS
Haswell-noTSX
Haswell-noTSX-IBRS
IvyBridge
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IvyBridge-IBRS

Nehalem

Nehalem-IBRS

Penryn

SandyBridge
SandyBridge-IBRS
Skylake-Client-noTSX-IBRS
Westmere

Westmere—-IBRS

Janee ykaxkute B crierudukanuu pecypca VirtualMachineClass cnenytomiee:

spec:
cpu:
model: IvyBridge
type: Model

brnok .spec.nodeSelector onmmonanes. OH MO3BOJISIET 334aTh Y3JIbl, HA KOTOPBIX OYIyT

pasmematbest BM, ncnone3ytomue nanHbii vicelass:

spec:
nodeSelector:
matchExpressions:
- key: node.deckhouse.io/group
operator: In
values:
- green

brnok .spec.sizingPolicy mo3BossieT 3a1aTh NOIUTUKY Caii3MHTa PECYPCOB BUPTYaIbHBIX MAIllUH,

KOTOpBIE UCIIOB3YIOT vimclass.

W3menenus B O5oke .spec.sizingPolicy Taxke MOTYT MOBIHATH Ha BHPTyalbHble MalIuHbIL. {7
BUPTyaJIbHBIX MAalllMH, Ybsl TOJHMTUKA Caif3MHra He OyJeT COOTBETCTBOBATH HOBBIM TpPEOOBAaHUSIM

noJUTUKH, ycioBue SizingPolicyMatched B 61oke .status.conditions 6yzaet noxxHbIM (status: False).

ITIpu wactpoiike sizingPolicy Oyabre BHHMaTenbHbl W yuHuThIBaiite Tomonoruto CPU mms

BUPTYaJbHBIX MAlllH.

bnok cores o0s3aTeNbHBIA U 33JaeT IUANa30HbI sJEp, HA KOTOPhIE PAaCHpOCTPaHIETCsl MPaBUIIO,

OIMCAHHOE B 3TOM XK€ OJIOKE.

Jlnama3oHbl [min; max] Uisi mapameTpa cores TOJKHBI OBITh CTPOTO TOCIEIOBATEIbHBIMU U

HCMICPCCCKAOIITNMHUCH.

[TpaBusbHAs CTPYKTYpa (AMANa30HbI UAYT APYT 3a JAPyroM 0e3 mepeceyeHuii):
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- cores:
min: 1
max: 4
- cores:
min: 5 # Hauaso cjemyomero IOuanas3oHa = (Opensnymmit max + 1)
max: 8

Henonyctumslii BapuaHT (epeceyeHne 3HaUEHU):

- cores:
min: 1
max: 4
- cores:
min: 4 # Oumbxa: 3HaueHme 4 yxe BXOOUT B NPEelbOymni OMarnasoH
max: 8

[IpaBuno: Kaxxplit HOBBIN AMana3oH AOKEH HAUMHATHCS CO 3HAUEHHSI, HETIOCPEACTBEHHO

CJICAYIOLICTO 3a max NpCAbIAYIICTIO JUalla3OoHa.
I[JI;I KaKI0ro auama3oHa dacp Cores MOKHO 3a/1aTh JOIMOJIHUTCIILHBIC Tpe60BaHI/IHZ

- Ilamsate (memory) — yKa3bIBaeTcs:

- JInbo MUHMUMYM M MAaKCUMYM IaMsTH JJIS BCEX sIIEp B AMAIA30HE,

- JInbo MUHMUMYM M MAaKCUMYM HaMsITH Ha 0HO Aapo (memoryPerCore).

- Jlomyctumsie nomu sinep (coreFractions) — CucoK pa3pernieHHbIX 3HaUYeHUH (Hampumep, [25,

50, 100] nnst 25%, 50% wunm 100% ucnonib3oBaHus spa).

Baoicno. ,ZZJZ}Z Kaxco0o20 Ouanaszora cores 0053ameibHo yKascume: aubo memory (wzu

memoryPerCore), nubo coreFractions, nubo oba napamempa 00HO8PEMEHHO.

[Tpumep MOTUTUKH € TOAOOHBIMH HACTPOUKAMHU:

spec:
sizingPolicies:
# Ins muanasona orT 1 mo 4 gamep BOBMOXHO MCIIONB30BAaThL OT 1 mo 8 I'B onepaTuBHOM
nmaMsaTu ¢ maroMm 512Mi,
# 7.e 1 TB, 1,5 TB, 2 TIB, 2,5 TBu . 1.
# 3BanpemeHo MCIOJIB30BATH BHIEJIEHHHE SIpa.
# IocTymHH BCe BapMaHTH IapamMerpa corefraction’.

- cores:
min: 1
max: 4

memory:

min: 1Gi
max: 8Gi
step: 512Mi
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coreFractions: [5, 10, 20, 50, 100]
# Ins mmanasoHa OT 5 mO 8 samep BOBMOXHO MCIONL30BATL OT 5 mo 16 I'B omepaTMBHOM
naMaTu ¢ marom 1 I'B,
# 7T.e. 5TB, 6 TB, 7IBurT. O.
# 3BamnpemeHO MCHNOJIL30BATL BHIOEJIEHHHE AOpa.
# IOCTyIHE HEKOTOPHIE BapMaHTH IapamMerpa corefraction’.

- cores:
min: 5
max: 8

memory:

min: 5Gi
max: 16Gi
step: 1Gi
coreFractions: [20, 50, 100]
# Ins muanasona orT 9 mo 16 gmep BO3MOXHO MCIOJB30BaTh oT 9 mo 32 I'B
ollepaTUBHOM NaMaATK C marom 1 I'B.
# Ipy HeoOXOOMMOCTM MOXHO MCIIOJIB30BATL BHIIEJIEHHEE AOpa.
# IOCTyIHE HEKOTOPHIE BapMaHTH IapaMerpa corefraction’.

- cores:
min: 9
max: 16

memory:

min: 9Gi
max: 32Gi
step: 1Gi
coreFractions: [50, 100]
# Insa muanasona orT 17 mo 248 amep BO3MOXHO MCIIOJNB30BaTh OoT 1 mo 2 I'B
ONEepPaTMBHOM MNaMATM M3 pacdéTa Ha OOHO fAOpo.
# IoCTymHEl IJi9 MCIIOJBL30BAHUA TOJILKO BHIEJIEHHHE SIpa.
# EOMHCTBEHHHI OOCTYNHEM HapameTp corefraction™ = 100%.
- cores:
min: 17
max: 248
memory:
perCore:
min: 1Gi
max: 2Gi
coreFractions: [100]

ITpumep kondurypamuu VirtualMachineClass.

[IpencraBuM, 4TO y HAC €CTh KJIacTep U3 YEThIpEX y3JI0B. J[Ba U3 3THX y3JI0B ¢ JieiibaoM group=blue
ocHaieHs! npoueccopoM «CPU X» ¢ Tpemst HabopaMu MHCTPYKLHMH, @ OCTaIbHbIE /IBa y37a C JIeHOI0M

group=green uMeroT 6onee HOBBIN Tpouieccop «CPU Y» ¢ ueTsippMs HaOOpaMu HHCTPYKIUI.

JUisi ONTUMAaJIBHOTO HCIIOJIB30BAaHUSL PECYPCOB JAHHOIO KJIacTepa PEKOMEHIYETCS CO31aThb TpHU

JOMOJTHUTENIBHBIX KiIacca BUpTyaiabHbIX MamuH (VirtualMachineClass):

® universal — 3TOT KJIacC TO3BOJIUT BUPTYaJbHBIM MalllMHAM 3allyCKaTbCcs Ha BCEX Y3Jlax
1aT(hopMbl U MUTPUPOBATH MEXAY HUMU. [Ipu 3TOM OyaeT ncnosabp30BaThesi HAOOp MHCTPYKLUIH

s camoit mnaamieit moaenu CPU, uto obecrednT HanOoIbIIyI0 COBMECTUMOCTE;
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® cpuX — HTOT Kiacc OyAeT mNpeaHasHaueH sl BUPTYAJIbHBIX MAIlWH, KOTOPBIC JOJKHBI
3aIlyCKaThCs TOJIBKO Ha y31ax ¢ nporeccopoM «CPU X». BM cMoryT MUrpupoBaTh MEX1Y STUMHU
y3J1aMH, HCIIOJNB3Ysl TOCTYMHbIE Ha00pbl HHCTPYKIHH «CPU X»;

® (cpuY — DHTOT KJAcC NpeJHa3HAYEH Il BUPTYaJIbHBIX MAIlWH, KOTOPBIE JOJKHBI 3aIlyCKaThCs
TOJIBKO Ha y3i1ax ¢ npoueccopom «CPU Y». BM cMmoryT MurpupoBath Mexay 3TUMH Y3JlaMH,

UCTIONB3YS AOCTYIHBIE Ha00ps! HHCTpYKLU «CPU Y».

HaGop uHCTpyKuIMi A7s mpoleccopa — 3TO Ha0Op BCEX KOMaH, KOTOPHIE MPOLIECCOP MOKET
BBINOJIHATh, TAKUX KaK CJOXKEHHE, BBIYMTAHUE WM paboTa ¢ maMsaThio. OHM ONpEeAeNsIoT, Kakue
olepaly BO3MOKHBI, BIUAIOT HA COBMECTUMOCTH IPOTrpamMM M IPOU3BOAUTEIBHOCTD, a TAKKE MOTYT

MEHSTBCS OT OJHOTO MOKOJIEHUS MTPOLIECCOPOB K APYrOMY.

[TpumepHbIe KOHPUTYpALIH PECYPCOB LI JAHHOTO KJlacTepa:

apiVersion: virtualization.deckhouse.io/vlalpha?2
kind: VirtualMachineClass
metadata:
name: universal
spec:
cpu:
discovery: {}
type: Discovery
sizingPolicies: { ... }
apiVersion: virtualization.deckhouse.io/vlalpha?2
kind: VirtualMachineClass
metadata:
name: cpuX
spec:
cpu:
discovery: {}
type: Discovery

nodeSelector:
matchExpressions:

- key: group
operator: In
values: ["blue"]

sizingPolicies: { ... }

apiVersion: virtualization.deckhouse.io/vlalpha?2
kind: VirtualMachineClass
metadata:
name: cpuY
spec:
cpu:
discovery:
nodeSelector:
matchExpressions:
- key: group
operator: In
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values: ["green"]
type: Discovery
sizingPolicies: { ... }

4.15.6 MexaHu3Mbl 00€eCIICUEHUS HANEKHOCTH

s obecnieuenus Hanexxnoctu B I10 «Deckhouse Platform» mpeaycMoTpeHbl MeXaHU3MBI:

e nepebanancupoBka BM;

® MUrpanus U pekuM 00CITy>KUBAHMUS,

e ColdStandby.

[Tnardopma mpenocraBisieT BO3MOXHOCTh aBTOMATHU3MPOBATh YIPABICHUE pa3MEIEHUEM YiKe
3aIlyIEHHBIX BUPTYaJIbHBIX MAIIMH B KiacTepe. /g aktuBamuu 3Toi GyHKIIMM HE0OXO0AUMO BKIIOUUTh

monynb descheduler.

[Tocme BKIIOYEHUS MOMYJS CHUCTEMa CaMOCTOSITENBHO CIEOUT 3a ONTUMAIBbHON paboToit

BUPTYaJIbHBIX MAllIMH B Kiactepe. OCHOBHbIE BOZMOXHOCTH MOJYJIS:

banancupoBka Harpy3ku — CHUCTEMa aHAIM3UPYET PE3EPBUPOBAHUE IIpoLiecCOpa Ha Y3Jax
kiacrepa. Ecnu Ha y3ne 3apesepBupoBano 6oiee 80% mpolieccopa, cucTeMa aBTOMAaTHUYECKH IEPEHOCUT
yacTe BM Ha MeHee 3arpyXKeHHBbIE Y3JIbl. DTO MPEAOTBPAIIACT MEPETrPy3Ky U 00ECIeYnBaeT CTAOMIbHYIO

paboty BM.

[Toxxoasiee pa3MeleHne — CUCTEMa IPOBEPSIET, COOTBETCTBYET JIM TEKYIIUH y3e1 TpeOOBaHUSIM
Kax10ii BM, co0utoieHs! 11 TpaBuiia pa3MeIieHus o OTHOLICHHUIO K y3iy wid IpyruM BM kmacrepa.
Hamnpumep, eciiu BM He f0ikHa HaXOQUTBHCSA HA OJHOM Yy3iie ¢ Apyrod BM, Moxynes nepeHocur e€ Ha

0oJee MoAXOMSAIIUH y3ell.

Murpanuss ~ BUPTyaJbHBIX ~ MallMH  SBISETCS  BaXHOW  (yHKIMEH B yIpaBICHUHU
BUPTYaJIU3UPOBAaHHON WHOpacTpykTypoid. OHa MO3BOJSIET IMepeMernats padoTarolie BUPTYaJbHbIC
MAIIMHBI ¢ OJTHOTO (PU3UYECKOTO y3I1a Ha IpYroi 6e3 UX OTKIIoUeHus. Murpaius BUpTYalbHbIX MallluH

HCOGXOI{I/IMa IJIA paaa 3a4a4 U COCHAPUCB:

banancupoBka Harpy3ku — IEpPEMEIIEHUE BHUPTYAJIbHBIX MAIIMH MEXAY Y3JIaMU I03BOJSET
PaBHOMEPHO pacHpeiesiTh HArpy3Ky Ha cepBepbl, 00ecrieuynBasi UCIOIb30BaHUE PECYPCOB HAUITYUILIUM

obpa3om.
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[TepeBon y31a B pekKuM OOCITYKUBAaHUSI — BUPTyaJlbHbIE MAIIMHBI MOTYT OBITH MEPEMEILIECHBI C
y3JI0B, KOTOPbIE€ HY>KHO BBIBECTH U3 JKCIUTyaTallUd JUISL BHIMOJIHEHHS TUIAHOBOTO OOCTYXHBAHUS WU

OOHOBJICHHUS ITPOTPAMMHOTO 00ECTICUCHUSI.

OOHOBIIEHHE «IPOIIUBKIY» BUPTYAIBHBIX MAIIMH — MUTPALXs TO3BOJISIET OOHOBUTH «IIPOIIUBKY

BUPTYaJIbHBIX MAIllUH, HE IIPEPbIBas UX paldoTy.
Jlanee OyJeT pacCMOTpPEH MPpUMEP MUTPAIMK BEIOPaHHOW BUPTYaTbHON MAIlUHbI.

Ilepen 3amyckoM MUTpalvy POBEPHTE TEKYLIUN CTATYC BUPTYyaJIbHOW MAILIUHBIL:

d8 k get vm -w

IIpumep BeIBOAA:

NAME PHASE NODE IPADDRESS AGE
linux-vm Running virtlab-pt-1 10.66.10.14 79m

B BbIBOJZIE 0TOOpaXkeHO, 4TO Ha JaHHBIA MOMeHT BM 3amymiena Ha y3ie virtlab-pt-1.
JUnsi OCYIIECTBJICHUS MUIPALlMM BUPTYaJbHOM MAIIMHBI C OJHOTO Y3Jla Ha JPYToi, C y4yeTom
TpeOOBaHUI K pa3MElICHHIO BUPTYaJIbHOW MallUHBI UCIONb3yeTcs pecypc VirtualMachineOperations

(vmop) ¢ tunom Evict. Coznaiite ganHbIN pecypc, cieays npuMepy:

d8 k create -f - <<EOF
apiVersion: virtualization.deckhouse.io/vlalpha?2
kind: VirtualMachineOperation
metadata:
generateName: evict-linux-vm-
spec:
# VMg BUPTYaJIbHOM MAIIMHEL.
virtualMachineName: linux-vm
# Onepauusa g MUTPALUN.
type: Evict
EQOF

Cpasy nocie co3ianusi pecypca vimop BBITIOJIHUTE CIAEAYIONIYI0 KOMaHIY:

d8 k get vm -w

IIpumep BeIBOZA:

NAME PHASE NODE IPADDRESS AGE
linux-vm Running virtlab-pt-1 10.66.10.14 79m
linux-vm Migrating virtlab-pt-1 10.66.10.14 79m
linux-vm Migrating virtlab-pt-1 10.66.10.14 79m
linux-vm Running virtlab-pt-2 10.66.10.14 79m

Ecnu HeoOxoqumMo mpepBaTh MUTPALIUIO, YIATUTE COOTBETCTBYIOIIHMA PECYpC VMOop, MOKa OH

Haxonutcs B paze Pending umu InProgress.
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[Tpu BbIMONHEHUH pabOT Ha y37aX ¢ 3alyIICHHBIMH BUPTYaJIbHBIMH MALIHHAMU CYLIECTBYET PUCK
HapymeHuss ux paborocnocoOHOCTH. UTOOBI 3TOro M30€KaTh, y3€l MOXHO MEPEBECTH B PEKUM

00CITy’)KUBaHUSI U MUTPUPOBATH BUPTYaJIbHbIC MALITMHBI HA APYTHe CBOOOIHBIE Y3IIBI.

JInst TOTO BBINIOJHUTE CICIYIOLIYI0 KOMAHIY:

d8 k drain <nodename> --ignore-daemonsets --delete-emptydir-data

rae <nodename> — y3ell, Ha KOTOPOM IPEIIOJaraeTcs BHIIOJHUTH PabOThl U KOTOPBIM JOTKEH

OBITH OCBOOOXIEH OT BCEX PECypCOB (B TOM YHCIIE OT CHCTEMHBIX).

Ecmn HGOGXOI[I/IMO BBITCCHUTL C y3Jida TOJIBKO BUPTYAJIbHBIC MAIIIMHbBI, BBIITOJIHUTE CJIICAYIOIIYTO

KOMaHJy:

d8 k drain <nodename> --pod-selector
vm.kubevirt.internal.virtualization.deckhouse.io/name --delete-emptydir-data

[Tocne BemonHenust komanas! d§ k drain y3en nepeiinér B pexxum o0CIy)KUBaHUS, U BUPTyaJbHbIC

MAaIIuHEI Ha HEM 3aIyCKaTbCA HC CMOT'YT.

YroObI BBIBECTH €T0 U3 PEKUMA 00CTYKUBaHHS, OCTaHOBHUTE BhINoHeHue koman sl drain (Ctrl+C),

3aTCM BBIIIOJIHUTC:

d8 k uncordon <nodename>

ColdStandby oOecrneunBaeT MeXaHHW3M BOCCTAHOBJICHHUS PAaOOTHI BHUPTYaIbHON MAaIIMHBI IMOCTE

c0os1 Ha y3Iie, Ha KOTOpPOM OHa ObLiIa 3aIyIieHa.
Jlnst paboTHI JaHHOTO MEXaHU3Ma HeOOXOMMO BBIIIOJIHHUTH CIICAYIOLINE TPEOOBAHUS:

® I MOJINTUKY 3aIlyCKa BUPTYaIbHON MamuHsI (.spec.runPolicy) 1omkHO ObITH yCTaHOBICHO
oJHO U3 crneaytomux 3HaueHuit: AlwaysOnUnlessStoppedManually, AlwaysOn;

® Ha y3Jax, I'/ie 3alylIeHbl BUPTYyaJIbHbIE MAIlIMHBI, T0JDKEH OBITh BKIIOUEH MexaHu3M Fencing.
PaccmoTpuM, Kak 310 paboTaeT Ha mpuMepe:

e Kiracrep cocTouT U3 Tpex y31oB: master, workerA u workerB. Ha worker-y3nax Bkitou€éH
mexanusM Fencing. Buptyanbhas mammina linux-vm 3amymieHa Ha y3ie workerA.

e Ha y3ie workerA Bo3HHKaeT npo6ieMa (BBIKITIOUMIOCH MMTAHKUE, POTIaia CeTh, U T. J1.).

e KoHTpoiep npoBepseT TOCTYIHOCTD y3JI0B U 00HApYKHUBaeT, YTO workerA HeloCTyIeH.

e Koutpomep ynanser yzena workerA u3 kiacrepa.
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e BupryanpHas MamuHa linux-vm 3amyckaercs Ha JpyroM nojaxozsimemM ysie (workerB).

4.15.7 KoHTpousb 1IeIOCTHOCTH B MoayJie virtualization
KonTtpons neirocTtHocTH B Mojnyie virtualization OCyIIecTBISIETCS COTJIACHO OOIIMM IpaBHIIaM,
npumensieMbM B [10 «Deckhouse Platform» u onucanusiM B 1. 5.7.
4.16 Murpauus nanHbix etcd

Hauunas ¢ Bepcuu 1.73 T10 «Deckhouse Platform» no6asnen ¢pyHKInOHaI KOHTPOJIS LIETOCTHOCTH
O00BEKTOB, XpaHUMBIX B 0Oa3ze manHbix etcd . Jus 3Toro m3MeHeH ¢opmar HaHHBIX (MOApPOOHAs

uHopManus yka3aHa B paszuene 5.7.3).

[Tocne oOHoOBNeHMs TuIATGOPMBI ¢ Oosiee paHHEW BEpCHM, a TaKXkKe B CIy4yae pa3BepTHIBAHUS
KJIacTepa ¢ PeKUMOM KOHTpoIis moanucu Rollback (ctanmapTHOe 3HaUeHUE), TPEOYETCsl OCYIIECTBUTh

MIPOLIEYPY MUIPALIUU JAHHBIX.
Jnist OCyIeCTBICHUS MUTPALUU TpeOyeTcs:
1. TlepexsounTh peKUM pabOThl KOHTPOJIS LIEIOCTHOCTH Ha Migrate.

PesxxuM paboThl KOHTPOJIS LETOCTHOCTH YKa3bIBAETCs MapaMeTpoOM apiserver.signature B

napameTpax Moayis control-plane-manager (06sexT ModuleConfig control-plane-manager).

[Tpumep manudecra ModuleConfig control-plane-manager ¢ ykazaHueMm pexuma padOTHI:

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:

name: control-plane-manager
spec:

settings:

apiserver:
signature: Migrate

2. Joxnatbes OUYUCTKHU ouepean 1o «Deckhouse Platformy.
B mpomecce mepekmtoueHUs pexuma padOThl KOHTPOJS IMEIOCTHOCTH OyIeT OCYIIeCTBICH

nepe3aiyCK nmnoaoB apiserver, B CBA3H C YCM BO3MOXHA BPEMCHHAA HCAOCTYITHOCTDb ap1

IIpoBepuTh COCTOSIHME OUYEPENN MOKHO, BBIIIOJIHUB KOMaHAy Ha master-ysie:

d8 system queue list
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3. OcyuecTBUTh MUTPALIAIO JAHHBIX.

[TpeobpaszoBanue popMaTa XpaHUMBIX JaHHBIX MPOUCXOIUT MPU MX U3MEHEHUH. TakuM oOpazom
npolielypa MUTPAIlii CBOAUTCS K MPUHYAUTEIbHON Mo uKaun Bcex 00bekToB kubernetes, KOTopble

xpausTes B etcd.

Murpanus Iporu3BOAUTCS C IOMOUIBIO YTHIIUTHI d8. {715 3TOT0 B yTHiIUTY 100aBIeHa KOMaHa sig-

migrate, pacCHoOJIOKCHHAS B pa3fielie tools.

Komanna sig-migrate opmupyer cnmcok Bcex pecypcoB Kubernetes, a Takxke moouepeaHo
N00aBIIsIeT K HUM aHHOTAIMIO d8-migration=<timestamp>, U 3aTEM yAaJsET aHHOTAIIUH C MTpeuKcom
d8-migration-.

3amycTuTe yTWINTY OT MOJIb30BaTENs 00t ¢ master-y3iia KjiacTepa co CIeIyIUMU
apryMeHTaMu:

d8 tools sig-migrate

Buumanue! Ilpoyedypa muepayuu eeinonnsemcs npoooaxcumenvroe epems. B ciyuae coos
C8AZHOCMU UIU OMKII04eHus ssh-ceccuu npoyedypa 6yoem npepeana. Pexomenoyemcs 3anyck 8

IMYAAMOpe MePMUHANA NO MUNY SCreen Ulu [mux.

Bo3MmokeH 3ammyck npoueaypsl MUTPaluy ¢ APYroro y3ia, y KOTOpOro ecTh JOCTYII K api

KJIacTepa, IMyTeM U3MEHEeHHs (praroB 3amycka 3amycka yTHIINTHL.

Komanna sig-migrate HMECT CICAYIOIMEC (I)nam 3aIrycka.

®mar Omnucaune 3HaueHue
0 YMOJIYaHHIO

--retry BbINONMHUTE YCTaHOBKY aHHOTAIMi ToabKko i | false
00BEKTOB, KOTOpBIE HE y1aI0Ch 00paboTaTh B
IpebIAYIIEM 3ayCcKe

--as VYkazare Kubernetes service account st system:servicea
BBITIONTHEHMS oniepanuii kubectl (impersonation) | ccount:dS§-
system:deckho

use

--log-level Vposens noruposanus (INFO, DEBUG, DEBUG
TRACE)

-—kubeconfig ITyTs k (aitry kubeconfig nist CLI 3ampocoB $HOME/.kube/

config UK
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$KUBECONFI
G

--context Nwms xonTekcta kubeconfig muis ucnions3oBanus | kubernetes-
admin@kubern
etes

ITo oxoHUaHUMN BBIITOJIHCHUA, €CJIN Ha Kakue-1100 00BEKTEHI HE YAaJI0Ch YCTAHOBUTH aHHOTAIMIO,

KOMaH/1a aBTOMAaTUYECKH BbIBEJIET Mpeaynpexaaromiee Coo0IIeHue co caeayromeil nHhopmarmeii:

e KonuuecTBO 00BEKTOB, 751 KOTOPBIX HE YAJIOCh TPOU3BECTH MUTPALIHIO
e [lyru k Qaiinam ¢ 1oramu ommuooK

e JIHCTpyKUMH [0 PacCIIEIOBAaHUIO U 3aIlyCKY IOBTOPHOM IONBITKU

[Tpumep BbIBOJA NP HATWYHH OLITHOOK:

Migration completed with 5 failed object(s).

Some objects could not be annotated. Please check the error details:
Error log file: /tmp/failed errors.txt
Failed objects list: /tmp/failed annotations.txt

To investigate the issues:
1. Review the error log file to understand why objects failed
2. Check permissions and resource availability
3. Retry migration for failed objects only using:
d8 tools sig-migrate --retry

JU1st TOBTOPHOM YCTaHOBKU aHHOTALIMH TOJIBKO Ha OOBEKTHI, /U1 KOTOPBIX HE y1aJI0Ch IPOU3BECTH

MUTPAINIO, UCTIONB3YHTE (hIar --retry

d8 tools sig-migrate --retry

[ToBTOPATH MpOLIEIyPY MUTPALIUH CIEIYET A0 TeX IMOP, OKa yTUINTA HE COOOLIUT, YTO OOJIbIIIE HET
OOBEKTOB, Ui KOTOPBIX HE YJAJIOCh YCTAaHOBUTH AHHOTALMIO, a TaKXKe 0 IPEKpalleHus ajepTa

D8SignatureErrorsDetected.
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5 Onucanue napaMeTpoB (HACTPOEK) 0€30MACHOCTH

5.1  Hacrpolika ckaHMpOBaHMsI Ha ySI3BUMOCTH

CkaHupoBaHHE Ha YSI3BUMOCTH OCYILECTBIISIETCSI C MOMOIIBIO MOIYJs operator-trivy. Moayib
MO3BOJISIET TMOJIydaTh MHPOpPMALMIO O mMpolieMax B HACTpPOMKE KiacTepa MM OTAEIbHBIX OOBEKTOB
KJIacTepa, a Takke HHGOpMAIHIO 00 ySI3BUMOCTSIX, HAWCHHBIX B HCIIOJIb3YEMBIX 00pa3ax KOHTEHHEPOB.

UYroObl mosryyaTh HHGOPMAIHMIO O HATHMYUH YSI3BUMOCTEH, HEOOX0AUMO:

e BKJIIOYUTH MOAYJb CKAHUPOBAHMUS,

e 00HOBUTH 0a3bl ysi3BUMOCTEH (cM. 1. 5.1.1)

e YCTaHOBUTh Ha MPOCTPAHCTBAX UMEH, COJAEPKAIIUX MOIeKAIUE CKAHUPOBAHHIO TTO/IbI,
aHHOTaluIo security-scanning.deckhouse.io/enabled.

Ecnu monynb operator-trivy panee ObUT OTKIIFOUYEH, TO /IJIs €r0 BKIIOUEHUS BBIIIOJIHUTE CIEAYIONIYIO
koMaH#ay (Tpebyercs aiin koHpurypanuu noakiroueHus kK knacrepy (kubeconfig) u ycraHoBieHHas

yranuta d8 (mocrasnsiercs: B cocrtaBe [10 «Deckhouse Platformy)):

d8 system module enable operator-trivy

Jlns yCTaHOBKM aHHOTAalMM security-scanning.deckhouse.io/enabled Ha mpocTpaHcTBO HMEH,
coJiepKalliee Mo/ibl, MoIeKallue CKaHUPOBAHUIO HA YA3BUMOCTH, BBIMIOJIHUTE, HAIPUMED, CIEIYIOUIYIO
koMaH#ay (Tpebyercs aiin koHpurypanuu noakiroueHus kK knacrepy (kubeconfig) u ycraHoBieHHas

yranuta d8 (mocrapnsiercs: B cocrtaBe [10 «Deckhouse Platformy)):

d8 k label namespace <IPOCTPAHCTBO MMEH> security-scanning.deckhouse.io/enabled=""

WNudopmanus o HalACHHBIX YSI3BUMOCTSAX OOHOBIISIETCS MOCIHIE BKIIOUEHHSI MOIYJISl operator-trivy
VI YCTAaHOBKH aHHOTAIMM Ha MPOCTPAHCTBO UMEH U Jlajee Kax/ble 6 4acoB.

IIpocMOTp OTYETOB O CKaHMPOBAaHUM OCylIecTBIseTCs B BeO-unTepdeiice Grafana B mamobopmax
CIS Kubernetes Benchmark u Trivy Image Vulnerability Overview, crpynnupoBaHHbIX B Hanke Security

(cm.m.5.5):

5.1.1 OOGHoBieHue 6a3bl yI3BUMOCTEH

B cocrase nocraBku 10 «Deckhouse Platform» Bxoaut 6a3a ysi3BUMOCTEi, KOTOpasi He SIBJISETCS
aKTyaldbHOH. I TONydeHUs aKkTyalbHOM 0a3bl YA3BUMOCTEH HEOOXOIMMO BBINOJHATH €€
nepuouieckoe ooHoBiIeHUe. PekoMeHryemast yacTota OOHOBJICHUS — OJJUH pa3 B CYTKH.

IIpu ckaHupoBaHMM aBTOMAaTW4eCKH ompenensercs auctpudbytus OC U IPUMEHSIOTCS
COOTBETCTBYIOIIME JaHHbIE M3 0a3 ysa3Bumocrell, mpenocraBisiembix DKP CSE. B DKP CSE

HUCIOJIB3YIOTCA CICAYIOIUC HCTOYHUKH, JJI1 HAITOJTHCHUS 0as3nl y513BI/IMOCTel>'I2
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e bank nannbix yrpo3 6ezonacnoctu uadpopmarun PCTIK Poceun (BY ®CTIK);
e AlmaLinux Errata;

¢ Alpine SecDB;

e ALTRepo Errata OVAL;

e Amazon Linux Security Advisories;

e Arch Linux Security Tracker;

e Debian Security Tracker;

e GitHub Security Advisory Database;

¢ National Vulnerability Database (NVD);
e Oracle OVAL;

e Photon Security Advisory;

e Red Hat OVAL;

e RED SOFT OVAL;

¢ Rocky Linux Updatelnfo;

e SUSE Security CVRF;

e Ubuntu CVE Tracker;

e Wolfi SecDB.

[lepBUYHBIM HMCTOYHHUKOM 0a3bl YS3BHUMOCTEH SBISETCS XpaHWIMIIE O0Opa30B KOHTEHHEPOB IO
anpecy registry-cse.deckhouse.ru. O6HOBNIEeHUE 0a3 ySI3BUMOCTEH MOAPa3yMEBAET KOMMUPOBAHUE 00pa30B
KOHTEHHEPOB ¢ 0a30i ysI3BUMOCTEH M3 NMEPBUYHOTO MCTOUYHMKA B NMPOMEXKYTOUHBIN (aiin, a 3aTeM u3
NPOMEXYTOUHOro (haitia B XpaHWIUIE 00pa3oB KOHTEHHEPOB, HUcmoib3dyemoe st paborer 110
«Deckhouse Platformy.

Jsis oOHOBIIeHUs 06a3bl YSI3BUMOCTEH, HEOOXOAUM JIMIICH3MOHHBIA KITH0Y (BXOIUT B mocTaBky 10
«Deckhouse Platformy).

s ckaunBaHusi OOHOBJICHUN 0a3bl YS3BHUMOCTEH B (paiill, BBIMOIHUTE CICIYIONIYI0O KOMaHAy Ha
y3J1e, ¢ KOTOPOTO MPOU3BOIMIM YCTAHOBKY WJIM C BBIIEJICHHOTO XOCTa Ul OOHOBJICHUS 0a3bl (YKaKUTe

uMs Qaiisa ¥ TMIEH3UOHHBINA KITI0Y):

d8 mirror pull \
${PACKAGE DIR PATH} \
--source="registry-cse.deckhouse.ru/deckhouse/cse" \
——license="${LICENSE_KEY} "o\
--gost-digest \
--deckhouse-tag="v1.73" \
--no-modules \
--no-platform
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Jnst 3arpy3ku oOHOBIEHHH 0a3bl ysi3BUMOCTEH U3 (hailyia, BRIMOJHUTE CIEIYIOIYI0 KOMAaHIy Ha

Mactep-y3ie (Ykaxute ums Qaiina ¢ 6a30ii OOHOBJICHUH U JaHHbIE XpaHUIUIIA 00pa3a KOHTEHHEPOB):

d8 mirror push <PACKAGE DIR PATH> <LOCAL REGISTRY URL> \
--registry-login <LOCAL REGISTRY LOGIN> \
--registry-password <LOCAL REGISTRY PASSWORD>

[Tocne 3arpy3ku 0a3bl ysS3BHMOCTEH B XpaHWIUIIE 00pa3oB KOHTEHHEPOB MOAYIb Ooperator-trivy
OOHOBUT BHYTPEHHIOI 0a3y MaHHBIX 00 ysa3BUMOCTSAX (pa3 B 4 yaca), W OyJeT HCIOIb30BaTh

OOHOBIIEHHBIE JAaHHBIC ITPU CKaHUPOBAHUMU.

5.2 Hacrpoiika monuTuk 6€30macHOCTH

B TIIO «Deckhouse Platform» mnpenycMoTpeHO UCHONB30BaHUE —CIEAYIOUIMX IOJUTHK
0€30MaCHOCTH:
® Privileged — He OrpaHUYMBAIONIAS TOJUTHKA C MAKCUMAJIBHO IIMPOKUM YPOBHEM pa3pelleHU;
® Baseline — MHHHMAJIbHO OrPAaHUYMBAIONIAS TOJMTUKA, KOTOpas MpenoTBpallaeT Hauboiee
W3BECTHBIE M TOMYJIIPHBIE CIIOCOOBI MOBBIIICHUs NpuBWiIerHil. [lo3Bossier uCHonb30BaTh
CTaHJApPTHYIO (MMHUMAJIBHO 33JJaHHYI0) KOH(MUTYPALUIO 04,
e Restricted — monuTHKA CO 3HAYUTEIHHBIMHU OTpaHUYeHUAMU. [IpenbsaBiseT camble KECTKHE
TpeOOBaHUS K MOIaM.

[TonmuTrka MOXeT OBITh ONpeieNIeHa AJIsl UCTIONb30BaHUS [0 YMOIYAHUIO, 8 TAKXKe JJIs1 KOHKPETHBIX
MIPOCTPAHCTB UMEH.

ITpu ycranoske I10 «Deckhouse Platform» monutuka no ymonuyanuio ycraHoBjieHa kak Baseline.

[Monmutuka mo ymondaHuio ompexaensercs B mapamerpe podSecurityStandards.defaultPolicy B
ModuleConfig admission-policy-engine (cm. 1. 5.2.1).

[Tpu HE0OXOAUMOCTH MU3MEHUTH MOJIUTUKY Ha KOHKPETHOM IPOCTPAHCTBE UMEH, Ha HEro HYXHO
YCTaHOBUTH neion security.deckhouse.io/pod-
policy=<HA3BAHMUE TTIOJIMTUKNU B HWXHEM PEI'MCTPE>.

[Ipumep KoOMaHABI YCTAaHOBKM MONUTHKH Restricted Ha mpocTpaHCTBO MMEH my-namespace
(tomxHa OBITH HAacTpOeHa KOHGUrypanus mnoakioyeHus k kiactepy (kubeconfig), ycranoBneHHas

yranuta d8 (mocrasnsiercs: B coctaBe [10 «Deckhouse Platformy)):

d8 k label ns my-namespace security.deckhouse.io/pod-policy=restricted
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JleiictBue (pexuM paboThl MOJUTHUK), KOTOpOe OyAeT BBIIOJHEHO IO pe3yJbTaTaM IMPOBEPKH
OTpaHUYEHUH MOJUTHKHI, MOXKET CTaTh OJHUM M3 CJIETyIOIINX:

® [Deny — 3ampeT NeUCTBUS;

® Dryrun — oTcyTcTBHE AeiicTBus. [Ipumensercs npu ornanke. MHpopmainio o COOBITHH MOXKHO
nocMotpeth B Grafana mium koHconu ¢ nomoibko d8 k;

e Warn — ananormuno Dryrun, HO JOTIOTHUTEIBHO K MH(POPMALIUU O COOBITHM OyZIET BhIBEICHA
UHpOpPMaLIUS O TOM, U3-32 KAKOTO OorpaHryeHus (constraint) Ol OBI 3arpeT AeicTBUSA, eciu Obl
BmecTo Warn ucnosibzoBaiics Deny.

ITo yMonmuaHu10, OJIUTUKY IPUMEHSIOTCA B peskuMe Deny. B 3ToM pexxume 1osl IpUIIOKEHUH, HE
yJIOBJIETBOPSIOIINE TIOJIUTUKAM, HE MOTYT OBITh 3aIyIIeHbI. PeXKUM paOOThI OJIUTHUK MOXKET OBITh 3a/1aH
KaK rJ100a1bHO JUIS KJIacTepa, TakK M JUI KaXI0T0 MPOCTPAHCTBA UMEH OTIENIBHO.

I'mobGanpHBIA pexuM pabOThI TOJIUTUK ompeaensieTcss B mnapamerpe podSecurityStandards.
enforcementAction B ModuleConfig admission-policy-engine (cm. 1. 5.2.1). B ciyuae ecin Heo6xo1umo
NIEPEOTPEIeIUTh II100aTbHBIN PEKUM MOJUTHK JUIsI KOHKPETHOTO MPOCTPAHCTBA UMEH, HA HEro HY>KHO
YCTaHOBUTH neion security.deckhouse.io/pod-policy-action
=<PEXUM IIOJIMTUKU B HMXHEM PEI'MCTPE>Ha coorBercTBytomeMm namespace. Crnucok
JOIYCTUMBIX PEKUMOM IIOJIMTHK COCTOUT u3: Dryrun, Warn, Deny.

[Tpumep KOMaHABI YCTaHOBKU pexuma Warn Ha MpOCTPAHCTBO MMEH my-namespace (Tpedyercs
¢aitn  koHuryparuu mnoxkimodeHuss kK kimactepy  (kubeconfig) u ycrtaHoBnenHas yrtwiuTta d8

(mocraBngercs B coctaBe I10 «Deckhouse Platform»)):

d8 k label ns my-namespace security.deckhouse.io/pod-policy-action=warn

5.2.1 Pecypc ModuleConfig

[Tpumep pecypca ModuleConfig/admission-policy-engine [1st HACTPOWKH MOJTYJIS:

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:

name: admission-policy-engine
spec:

version: 1

enabled: true

settings

[Tapamerpsl:

= settings.denyVulnerableImages o6vexm
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Hacrpoiiku trivy-mpoBaiiiepa.
Trivy-npoBaiinep 3ampemiaer co3nanue Pod/Deployment/StatefulSet/DaemonSet ¢ o6pazamu,

KOTOpbIE UMEIOT YS3BUMOCTHU B IIPOCTPAHCTBAX UMEH c JieitbnoMm security.deckhouse.io/trivy-provider:
e settings.denyVulnerableImages.enabled 6yzeswiii

Bxuttounts trivy-mpoBaiiiep.

Ilo ymonuanuro: false

e settings.denyVulnerableImages.registrySecrets maccus o6vexmos

CHHCOK JIOTIOJTHUTENBHBIX CEKPETOB MMPUBATHBIX PETUCTPH.

[To ymomuanuio i 3arpy3ku 00pa3oB AJsl CKAaHUPOBaHUs uctonb3yercs cekpeT deckhouse-registry.
Ilo ymonuanuio: []

e settings.denyVulnerableImages.registrySecrets.name cmpoxka

OBS3ATEJIbHBIN [TAPAMETP

e denyVulnerableImages.registrySecrets.namespace cmpoka

OBS3ATEJIbHBIN [IAPAMETP

* podSecurityStandards o6vexm

Hacrpoiiku nonmutuk Pod Security Standards (PSS).

e podSecurityStandards.defaultPolicy cmpoxa

Omnpenensier nonutuky Pod Security Standards mo ymonuaHuro Uit BCeX HECUCTEMHBIX ITPOCTPAHCTB
UMEH:

= Privileged — nonutuka 6e3 orpanndeHuil. JlanHas MOIUTHKA JOMYCKAET SCKATALNIO IPUBUIIETHH;

= Baseline — nonuTuKa ¢ MUHUMaJIbHBIMU OTPaHUYCHUSMH, OrPAaHMYUBAIOIIAsl UCTIOIb30BaHUE
JCKAJIALUN IPUBUIICTUH;

= Restricted — nonuTHKa ¢ MAaKCUMaJIbHBIMU OTPAaHUYCHUSMHU, COOTBETCTBYIOIIAS AKTyaJIbHBIM

pEKOMEHIANUsAM 110 6€30IacCHOMY 3aIlyCKy MPHIIOKEHUH B KilacTepe.

e podSecurityStandards.enforcementAction cmpoxa


https://kubernetes.io/docs/concepts/security/pod-security-standards/
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JleiicTBue, KOTOpoe OyIeT BBIIIOIHEHO M0 pe3yIbTaTaM MPOBEPKU OrpaHUUCHHIA:

= Deny — 3amper;

= Dryrun — otcytcrBue neiictsus. [lpumensiercs npu omnaake. Mupopmaimio o coObITHN MOXKHO
nocMoTpeTh B Grafana wiu kKoHCcou ¢ momotisio d8 k;

= Warn — ananorn4so Dryrun, HO TOTIOJIHUTENFHO K HUHPOPMALIMU O COOBITHH OYZET BhIBEICHA
UH(pOpMaLIUSA O TOM, M3-3a KAKOTO OrpaHUueHus (constraint) ObL OBl 3arpeT ASUCTBUS, €CIIU Ob
BMmecTo Warn ucnosibzoBaiica Deny.

1lo ymonuanuio: "Deny"

e podSecurityStandards.policies 06vexm

Omnpenensier JOMOTHUTEIbHBIE TAPAMETPHI MTOJIUTHK

o podSecurityStandards.policies.hostPorts 06vexm

Hacrpoiiku orpannyenus HostPort.

o podSecurityStandards.policies.hostPorts.knownRanges maccus o6vexmosg

Criucok uana3oHoOB OPTOB, KOTOpPBIE OyAyT pa3pelleHsl B npuBsi3ke hostPort.

= podSecurityStandards.policies.hostPorts.knownRanges.max

= podSecurityStandards.policies.hostPorts.knownRanges.min

5.3 Hacrpoiika yBeqoMIIeHUH 0 COOBITUSX 0€30MaCHOCTH Ha TIOUTY

YroObl HACTPOUTH OTHPABKY YBEIOMIJICHHUH O COOBITHSX O€30MacHOCTH Ha MOYTY, HEOOXOIMMO

BBIITOJIHUTD CIICAYIOIIYIO KOMAaHAY:

d8 k apply -f email.yaml

[Tpumep ¢aiina email.yaml:

apiVersion: deckhouse.io/vlalphal
kind: CustomAlertmanager
spec:
internal:
receivers:
- emailConfigs:
- authPassword:
key: password
name: alertmanager-email
authUsername: stand@mg.flant.dev
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from: stand@mg.flant.dev
sendResolved: true
smarthost: smtp.mailgun.org:25
to: example@flant.com

name: email

route:

groupBy:

- job

groupInterval: 5m

groupWait: 30s

receiver: email

repeatInterval: 12h

type: Internal

5.4 Hacrpoiika 10oCTymna K XypHaJlaM COOBITHI 6€30MaCHOCTH

Uro0bl HACTPOUTH OOCTYN Moiib3oBarensM k Grafana u Prometheus, HEOOXOAMMO BBITTOIHUTH

CIIEYIOIIYIO0 KOMaHYy:

d8 k apply -f prometheus.yaml

[Tpumep ¢aitna prometheus.yaml:

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: prometheus
spec:
enabled: true
settings:
auth:
allowedUserGroups:
- administrator
- security
version: 2

3neck:
- auth — onmuy, CBs3aHHBIC C AyTCHTU(DUKAIMCH WIN C aBTOPU3AIIUCH B IPUIIOKCHHUH.
- auth.allowedUserGroups — MaccuB rpymi, MoJIb30BaTeNsIM KOTOPBIX MO3BOJIEH nocTym B Grafana

u Prometheus.

5.5 IIpocMoTp XKypHAJIOB COOBITHI OE30MTACHOCTH

[TpocMoTp KypHAJIOB COOBITHII Oe3omacHOCTH ocymiecTBisiercs B BeO-uHTepdeiice Grafana.
Heo6xoaumele gambop/s! CrpynnupoBaHbl B anke Security:
- Admission policy engine. ConepxuT uWHGOPMAIMIO, CBS3aHHYIO ¢ pabOTOW MONUTUK

0e3omacHOCTH. B TOM 4mcne: KOTUYeCTBO COOBITHI 3alpeTa BBIMOTHEHUS JCWCTBUN H3-3a
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HapYIICHHs TMOJIUTUKU 0€30MacHOCTH; Pa30MBKY 3allPETOB BBITIOJHEHUS JACUCTBHUNA MO THITY
3arpeTa; JKypHaj COOBITHH.
JKypnan coObITHii 6€30MacCHOCTH, CBS3aHHBIX C MOJUTUKAMU O€30MACHOCTH, HAXOUTCS B OKHE

OPA Violations.

9 83 Security / Admission policy engine & <3 s B & O Llast3dminuesurcy Q O v B
Prometheus | default v Namespace | All v

Q v Summaries

—+ ! Total co... i Total Violations Total Violations by kind
sete 12 2 2 2 4

oo —

® 54

Q 0 deny dryrun unreco.. warn D8AllowPrivil.. D8AllowedC.. D8AllowedSe.. D8AllowedUs.. D8Vulnerable..

{§} v Constraint details

OPA Violations

Policy Namespace  Kind Name Enforcement  Message
D8AllowPrivilegeEscalation admission..  Pod nginx-deployment-57d84f5..  deny Privilege escalatio...
D8AllowPrivilegeEscalation admission..  Pod nginx-deployment-57d84f5..  deny Privilege escalatio...
D8AllowedCapabilities admission..  Pod nginx-deployment-57d84f5..  deny container <nginx> i...
D8AllowedCapabilities admission..  Pod nginx-deployment-57d84f5..  deny container <nginx> i...
D8AllowedSeccompProfiles admission..  Pod nginx-deployment-57d84f5..  deny Seccomp profile 'u...

Pucynoxk 1. IIpumep nambopaa Admission policy engine.

CIS Kubernetes Benchmark. Iambopn ¢ undopmamnmeid o pesynbrarax padOThl CKaHepa
MPOBEPOK KOH(PUTYypallMd KjacTepa Ha COOTBETCTBUE NPHUHATHIM MOAXOAaM (JIydIIuM
npakTukam). COepIKUT CBOAHYIO MH(OPMAIIMIO O Pe3yJIbTaTaX MPOBEPKH, 0€3 BO3MOXKHOCTH

netanu3anuu. Jlamobopa JOCTYNEeH My BKIIOYEHHOM MOJyJie operator-trivy (cm. m.5.1).
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>

88 Security / CIS Kubernetes Benchmark ¥ <3 Wt B @ O LastSminutess v Q@ Q v @
datasource | main v
Q Panel Title
+  CIS benchmark, implemented by trivy-operator
oo See more information about CIS here
oo
! Total Checks Passed ! Total Checks Passed ' Total Checks Run
‘
CRITICAL severity Checks Passed v i HIGH severity Checks Passed i MEDIUM severity Checks Passed i LOW severity Checks Passed
o,
52.6%
i
CIS Benchmarking Fails
id name severity
1.1.12 Ensure that the etcd data directory ownership is set to etcd:etcd LowW
1.1.20 Ensure that the Kubernetes PKI certificate file permissions are set to 600 or more restrictive CRITICAL
119 Ensure that the Container Network Interface file permissions are set to 600 or more restrictive HIGH
415 Ensure that the --kubeconfig kubelet.conf file permissions are set to 600 or more restrictive HIGH

Pucynok 2. Ilpumep nambopaa CIS Kubernetes Benchmark.

Kubernetes audit logs. XXypnan peructparuu oopamieanii kK API-cepepy. ComaepuT 3amucu o

Bcex oOpameHusx k API-cepBepy kiactepa B JSON-dopmare.

)

88 Security / Kubernetes auditlogs & <@ W B @ Olastiminute v @ & v &
value | Enter variable value
Q Logs Lines v
4_ 2023-10-24 07:12:50 {
“kind": "Event”,
"apiversion”: "
EE “level”: “Metadata”,

“auditID”: "be1c8b79-4a48-471a-b98c-eb9628f9432¢",
"stage”: “"ResponseComplete”,
“requestURI": "/healthz”,
“verb": "get”,
“user”: {
"username”: "kube-apiserver-kubelet-client”,
"groups”: [
“system:masters”,
"system:authenticated”
]
Bo
"sourceIPs": [
"192.168.199.174"
1,
“userAgent”: "Go-http-client/1.17,
“responseStatus”: {
"metadata”: {},
“"code": 200

8 o o

o
“requestReceivedTimestamp”: "2023-10-24T04:12:50.395489Z",
“stageTimestamp”: "2023-10-24T04:12:50.398738Z",
“annotations”: {
“authorization.k8s.io/decision”: “"allow",
"authorization.k8s.io/reason": ""
}
}

Pucynok 3. IIpumep nambopaa Kubernetes audit logs.

Runtime audit engine logs. KypHan peructpanuu coObITHI 0€30MaCHOCTH ayAuTa pabOTHI SIpa

Linux u API-cepBepa kmacrepa.
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G 88 Security / Runtime audit engine logs % < i+ & O Last30minutess + Q 9 -+ &

Search ‘ Enter variable value

Q Logs Lines (limit 1500) v
+ | > 2023-18-24 ©6:48:51 {"hostname":"kb-lab-master-8", “output":"83:48:50.267931327: Notice Inbound SSH Connection (command=sshd -D pid=868 connection=59.42.73.217:4
v 2023-10-24 86:49:41 {"hostname”:"kb-lab-master-1", “output”:"83:49:88.156959000: Notice Attach/Exec to pod (user=system:serviceaccount:d8-system:deckhouse pod=pr
a8
Log labels
@ al container falco
al  image dev-registry.deckh .ru/sys/deckh B de6bc10883158976fad! 7d63c19c8ffd56837f8b82e81e5296112
e Jl namespace d8-runtime-audit-engine
all - node kb-lab-master-1
@ Jl  pod runtime-audit-engine-lvms4
al pod_ip 192.168.199.174
ull  pod_labels_app runtime-audit-engine
al pod_labels_pod_template_generation 12
Jl  pod_owner DaemonSet/runtime-audit-engine
all  stream stdout
Detected fields ®
all  hostname "kb-lab-master-1"
al output "03:49:68.156959600: Notice Attach/Exec to pod (user=system:serviceaccount:d8-system:deckhouse pod=prometheus-main-@ re
al output_fields {"evt.time":1698119348156959000, "ka.target.name" : "prometheus-main-0", "ka.target.namespace”:"d8-monitoring”, "ka.target.r
Al priority "Notice”
all - rule "Attach/Exec Pod”
ul  source "k8s_audit”

Pucynox 4. ﬁpﬁMep namo6opaa Runtime audit engine logs.

Trivy Image Vulnerability Overview. Jlambopn co CBOOHOW U JETATH3UPOBAHHOU
uHpopMalMel O CKaHUPOBAaHHMHM OOpPa30B KOHTEHHEPOB IIOJOB B MPOCTPAHCTBAX HMECH,

OTMEUEHHBIX aHHOTAIMEH security-scanning.deckhouse.io/enabled (cM. 11.5.1).

6 88 Security / Trivy Image Vulnerability Overview ¥ <¢ @ O Llast30mintes ~+ Q@ QO v B
Prometheus ‘main» Namespace ‘All» Resource name ‘Allv Severity ‘AII« ‘ Vulnerability Id ‘AII»

Q Severty Chart by mage

+

- Critical Unknown

oo

& o 06

Vulnerability by Vulnerability Id

image_repository 7 lmage tag 7 namespace ¥ resource_kind 7 resource_name 7 severity ¢ 7 vuln_id 7 vuln_title 7

grafana/loki > loki-deploymer )
—ff |

ope: .
— = oot |
T e

grafana/loki R

< n 2 B 1-120f 18 rows

Pucynok 5. [Ipumep nambopaa Trivy Image Vulnerability Overview.
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5.6 XpaHeHue )XypHAJIOB COOBITHI 0€30MacHOCTH

B ITO «Deckhouse Platform» xpanenue »ypHaioB coObITHI 0€30MaCHOCTH PEan30BaHO C

moMoIIs0 Moyis loki.

OObeM BBIIETICHHOTO XpaHWIWIIA ykasbiBaercsi mapamerpoMm diskSizeGigabytes B oObekTe
ModuleConfig u coorBercTByeT pasmepy PersistentVolume, KoTopelii MOXeT OBITh H3MEHEH

aJIMUHUCTPATOPOM IIPH HEOOXOAUMOCTH.

BcTpoeHHOE  aBTOMAaTU3MPOBAaHHOE APXUBUPOBAHUE JIOKAIBHBIX JAHHBIX [0 YMOJYaHUIO
OTCYTCTBYET. Y JAJICHHE YCTAapeBIIUX AAHHBIX IIPOU3BOIAUTCS ABTOMAaTUYECKH COIVIACHO MEXAaHU3MY
pOTaLMH IIPU JOCTHKECHUU OTPAaHUYECHU 110 pa3Mepy XpaHUIIUIIA WIH 110 3aBEPIICHUIO CPOKA XPaHEHUS

(retentionPeriodHours). OcBoOoxaaemast maMsiTh CTAHOBUTCS JOCTYITHA JIJISl HOBBIX JAHHBIX.

[Tpumep manudecra ¢ ykazanuem o0bEma BoienenHoro xpanunuima (diskSizeGigabytes) u cpoka

xpanenus (retentionPeriodHours):

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: loki
spec:
settings:
storageClass: ceph-csi-rbd
diskSizeGigabytes: 30
retentionPeriodHours: 168
enabled: true
version: 1
apiVersion: deckhouse.io/vlalpha?2
kind: ClusterLoggingConfig
metadata:
name: development-logs
spec:
type: KubernetesPods
kubernetesPods:
namespaceSelector:
labelSelector:
matchExpressions:
- key: "kubernetes.io/metadata.name"
operator: In
values: [development]
destinationRefs:
- d8-loki

JUis opraHM3anuy JTOATOBPEMEHHOT'O XpaHEHHs J>KypPHAJIOB ayauTa WIH CO3JaHUsS apXHUBOB
peanu3oBaHa MOJAEPKKa PYYHOTO PE3epBHOrO KOMUpPOBaHMA ¢ momoinbio yTuiautbl d§ backup loki.

Hcnonp30BaHne 1aHHOTO MEXaHW3Ma I03BOJISIET IEPEHOCUTh U CO3/1aBaTh PE3EPBHYIO KOIHIO XKypHalla
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COOBITU B COOTBETCTBHM C BHYTPEHHHUMHM IPOLEAYPAMH, COIJIACOBAHHBIMH C TpeOOBaHUAMHU

OpraHu3aLNH.

B ciiyuae He00X0AMMOCTH UTMTEIBHOTO XPAaHEHUS WM Mepeauyd TaHHBIX BO BHEIIHUE CHCTEMBbI
MOJKET HCIIOJIb30BaThCsl MOAYJb log-shipper b0 mHTEerpanus ¢ BHEHMIHUM 3K3eMIUisipoMm Loki wimu

00BEKTHBIM XpaHWJIHUIICM.

Taxum 00pa3oM, TpeGOBaHUS 110 KOHTPOJIIIO BBIACIAEMOT0 IPOCTPAHCTBA U MOCIEAYIOIIEH OUNCTKE
BBINIOJHAIOTCSL IUTAaTHBIMU CPEACTBAMM MOIyJsA. BO3MOXKHOCTH mepeHoca WIM apXUBHUPOBAHUS
uHpopManuu  oOecreuymBaeTcs  JIOTMOJHUTENBHBIMU  CPEACTBAMU  IUIAaTGOPMBI  BHE  PaMOK

ABTOMATHU3UPOBAHHOI'O ITPOIIECCAa.

5.6.1 Beirpyska joros

Komanga d8 backup loki NpeAaHa3Ha4deHa JAJs BBITPY3KH JIOTOB U3 BcTpoeHHoro Loki. 3to

JMAarHOCTHYECKAs BHITPY3Ka: MOyUYEeHHbIC TaHHBIE HEJb3s1 BOCCTAaHOBUTH 00paTHO B Loki.

Jns ycnemHoit Bwirpy3ku d8 oOpammaercs k Loki API or mmenm ServiceAccount loki B

npocTtpaHcTBe UMEH d8-monitoring, UCMONIB3Ys CEKPET C TOKEHOM.

ServiceAccount loki coznaéres aBromaruuecku. OgHako i paboThl KOMaHbl d8 backup loki

He00X0IMMO BPYUYHYIO CO3/IaTh CEKpeT U Ha3HauuTh Role u RoleBinding, ecnu onu emé He 3a1aHbI.

[Tpumenute manudectsl nepen 3amyckom d8 backup loki, uToObl KOMaHa KOPPEKTHO MOTyYaaa

TOKEH 1 MorJia ooparmmarscs k Loki APIL.

[Tpumep manudecra:

apivVersion: vl
kind: Secret
metadata:
name: loki-api-token
namespace: d8-monitoring
annotations:
kubernetes.io/service-account.name: loki
type: kubernetes.io/service-account-token
apiVersion: rbac.authorization.k8s.io/v1l
kind: Role
metadata:
name: access-to-loki-from-d8
namespace: d8-monitoring
rules:
- apiGroups: ["apps"]
resources:
- "statefulsets/http"
resourceNames: ["loki"]
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verbs: ["create", "get"]
apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: access-to-loki-from-d8
namespace: d8-monitoring

roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: access-to-loki-from-d8
subjects:

- kind: ServiceAccount
name: loki
namespace: d8-monitoring

JIist co3nanyst pe3epBHOM KOIMU BBIIIOJHUTE KOMAaHLY:

d8 backup loki [dmarwu]

ITpumep:

d8 backup loki --days 1 > ./loki.log

@unaru:

- --start, --end — BpemMeHHbIe MeTKH B (popmate "YYYY-MM-DD HH:MM:SS";
- --days — MMpUHA BPEMEHHOI'0 OKHA BBITPY3KHU (TI0 yMOJIYaHHUIO 5 1HEN);

- --limit — MaKkCcUMyM CTPOK B 0HOM 3arpoce (1o ymonuanuto 5000).

CHucoK JOCTYMHBIX (hJIaroB MOKHO MOJYYHTh Yepe3 CIASAYIONTYI0 KOMaHTY:

d8 backup loki --help

5.7  KoHTpoJb HEI0CTHOCTH

KoHTponb 1ENOCTHOCTH — COBOKYIIHOCTh MEXAHHW3MOB IIPOBEPKM KOHTEHHEPOB WM JIaHHBIX,
KOTOpbIE 00eCIeunBalOT NX 0€30MaCHOCTh U COOTBETCTBHE 33JaHHOIN KOH(PUTYpAIUH.
B 1O «Deckhouse Platform» KOHTpOJIb 1IEIOCTHOCTH peain30BaH Ha TPEX YPOBHSX:
- IIpH 3aIlyCKe KOHTEWHEPOB IIPUIOKEHUN;
- BO BpeMs pabOThl KOHTEHHEPOB MPUIIOKCHUA;

- IIpH B3aUMOJICHCTBHU KOHTEHHEPOB C JaHHBIMU, XPAHUMBIMU B Ki1actepe B etcd.
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5.7.1 KoHTpoIb LIET0CTHOCTH IIPH 3aIyCKE KOHTEHHEPOB

IT1O «Deckhouse Platform» BeimonmHseT mpoBepky 00pa30B Ha ypOBHE KOHTEHHEPHOTO paHTaiMa
(CRI).
[Tocne 3arpy3ku obOpa3a mpoBepsieTcst ero xem-cymma SHA-256. 3amyck BO3MOXKEH TOJIBKO MPHU
YCIICIIHOM BepUpHUKAIHIH.
ITocnenoBarenbHOCT KOHTPOJISI LIETIOCTHOCTH IIPU 3aIlyCKe:
1. 3arpyska oOpa3a B JOKaJbHOE XpPaHWIHLIE y3IIa.
2. W3BiedyeHue MeTaaHHBIX 00pa3a, BKiovas xem-cymmy SHA-256.
3. Bepuduxamms SHA-256 mytem cpaBHEHUS C STaTIOHHOM.
4. Ecnu xeur coBnazaeT, npoBepka npoiinena. Ecnu xemn He coBnanaet, o0pa3 He 3aIyCKaeTcsl.
Jlnisi OBBILIEHUST YPOBHSI 0€30MaCHOCTH MOXKHO HAcTpauBaTh MOJMUTUKU 3arpy3ku o0pa3oB NpHU
UCTOJb30BAHUU TIOJIUTUK O€30MacHOCTH, 4YTOOBI 3alpeTuTh, HANpPUMEpP, HCIOJNb30BaHUE 00pa3oB

KOHTEHHEPOB UMEIOIINX U3BECTHBIC YS3BUMOCTH. HacTpolku MONUTHUK O€30MaCHOCTH OMUCAHBI B 1. 5.2.

5.7.2  KoHTponb LEeT0CTHOCTH paboTaloNIX KOHTEHHEPOB

Aynmut cobwituii 6e3omacHocT B [10 «Deckhouse Platform» Bkmowaer ananm3 coObITHH siipa
Linux u aymuta cobbituii Kubernetes API. DT0 mo3BOIsIeT OTCIEKHUBATh, YTO MPUIIOKEHUS B MOAAX
paboTaroT B HEM3MEHHOM BHJIE, COOTBETCTBYIOT OKUAAEMOMY COCTOSHUIO M HE ObLTH MOTUDHUITUPOBAHEI.

JIns ayauTa ucronab3yroTes:

BCTPOCHHBLIC ITpaBUJia;

IMOJIb30BATCIILCKUEC IIpaBUia, KOTOPBIC MOXKHO I[O63BJ'I$ITB C HCIIOJIb30BAaHHMECM CHHTAKCHCa
ycnosuii Falco.

JUisi  KOHTpOJIL ILEJIOCTHOCTH pPa0OTalOMMX KOHTEHHEPOB MPHUMEHSIOTCS BCTPOCHHbBIE U
MOJIb30BATCJILCKHUE IIpaBUJIa.

B nporiecce KOHTPOIIS LIEIOCTHOCTH pabOTAIOIIUX KOHTEHHEPOB MOTYT BBISIBIISITHCS TAKHUE YTPO3HI,
KaK 3amycK 000JI0YeK KOMAaHIHON CTPOKM B KOHTEWHEpax WM IM0JaX, OOHapy)KeHHE KOHTEHHEpOB,
paboTarolye B NPUBUIETHPOBAHHOM pPEXHME, MOHTHUPOBaHHME HEOE30IMaCHBIX MyTed B KOHTEHHEpHI,

MOIIBITKHA YTCHUA CCKPCTHBIX NAaHHBIX.

5.7.3  KoHTpob IETOCTHOCTH XpaHUMBIX B etcd JaHHBIX

Kontponp mnenoctHoctu XpanuMmbix maHHbiXx B IO «Deckhouse Platform» peanmzoBan

MOCPEJICTBOM TpeoOpa3oBaHusl MH(POpPMALMU, COXpaHAEMOM BO BHYTpeHHell Oaze maHHBIX etcd.
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Xpanenue naaHHbIX B etcd ocymiecTBisieTcss B (opMaTe CTPYKTYpbI, BKIIOUAIOMICH JaHHBIE |
3JIEKTPOHHYIO TOJIHCh.

[Tporecc ynpasneHust JaHHBIME B etcd BKITIOYAET JIBa ATarla: 3alKch U YTCHHE.

3anucvy Oannvix. JIns Kaxmoro Habopa JaHHBIX BBIYUCISETCS 3JCKTPOHHAS IMOJIMUCH, KOTOpas
N00aBIIseTCs K 3aMUCU. DTO 00eceynBaeT BO3MOKHOCTh IIPOBEPKU TOTO, UTO JAHHbIE HE MOBEPralluCh
M3MEHEHHMIO MTOCTIe UX NEePBOHAYAIBHOM 3aMHCH.

Ymenue Oannwix. IIpu U3BIEUEHNN TAHHBIX OCYIIECTBIISIETCS Mpolenypa Bepudukauuu, B Xo/e
KOTOPOM JaHHbIE TMPOBEPSIIOTCS HA COOTBETCTBHUE DJIEKTPOHHOM mnoanucu. Ilpu BbIsABICHUU
HECOOTBETCTBHUSI MEXJAYy JaHHBIMH M TOJAMUCHIO CHCTEMa JEHCTBYeT B COOTBETCTBUU C
npeoIpeeIeHHBIMU ITapaMeTpaMu KOH(Urypauuu.

Hactpoiiku KOHTpOJIS LIEJIOCTHOCTH JAaHHBIX XPaHUMBIX B etcd MmpeaycMaTpuBaIOT TPU peXUMaA
paboTsI:

- Enforce — 3zampemiaer  o0pabOOTKy  JaHHBIX C  HEACWCTBUTEIBHOMH  MOAIMMUCHIO.
B cnyuae, eciiu gaHHBIE HE COOTBETCTBYIOT 3JIEKTPOHHOW MOMAIMUCH, OHM OyIyT OTOPOIIEHBI, a
cHCTeMa CreHEepUpyeT MpenyNpekIeHUe M CO3JacT 3aluch B ayauT-jore. B sTtom pexume
obecrieynBaeTcsi BBICOKUH ypOBEHb HAJEKHOCTH U OE30MAaCHOCTH XpaHEHUsS JaHHBIX,
MUHHMU3HUPYS BEPOSATHOCTh MX HECAHKIIMOHMPOBAHHOTO HM3MEHEHHUS WM KOMIIPOMETAllUu B
nporecce XpaHeHusl.

- Migrate — pexxuMm MuUrpaluu 1 o0ecreyeHnss COBMECTUMOCTH (opMaTta JTaHHBIX IPU KOHTPOJIE
nesnocTHoctd. HecooTBeTcTBHE moanucu He OIOKHPYET 00pabOTKY NaHHBIX, OJHAKO CHCTEMa
MHHUIMKPYET TeHEePaIMIO MPEIYIPEKACHUS U 3al1UCh B ayAUT-JIOT.

- Rollback (3HaueHue 1Mo yMOJIYaHHIO) — IpeoOpa30BaHKUE XPAHUMBIX JAHHBIX B CTaHIAPTHBIN
dbopmar (dbopmart no YMOJTYAHUIO JUTSt etcd).
Jlanaple 0€3 TONMUCH, a TaKKe C HEBATUAHOW MOJIIMHUCHI0 JOMYyCKAalTCcs K 00paboTke,
TeHEepHUPYETCs MpenyNpeKICHUE U 3alUCh B ayAUT-JIOT. JlaHHbBIe TpeoOpa3yroTcs B CTaHIapTHBIN
(dbopMaT TOIBKO MPH 3aMUCH OOHEKTA.

Bunumanue! Ilepexoo k pexcumy pabomwr Enforce 6 knacmepe, cooepocauem oannvie 6 etcd, He
npeobpazoeantvie 8 HOBbLL Qopmam, npusedem K c60i0 PYHKYUOHUpOSanus Kiacmepa. Ancopumm
muzpayuu 0anHblx paccmompet 6 pasoene 4.16.

PesxuM paboThl KOHTPOJIS LETOCTHOCTH XPAaHUMBIX JaHHBIX YKa3bIBACTCS MapaMeTPOM
apiserver.signature B mapamerpax MoayJs control-plane-manager (06sexT ModuleConfig control-plane-

manager).
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[Tpumep manudecra ModuleConfig control-plane-manager ¢ ykazanueMm pexuma pabOTHI:

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:

name: control-plane-manager
spec:

settings:

apiserver:
signature: Enforce

5.7.4 TIpoBepka IEIOCTHOCTH 00pa3za

Jns moamucanust ob6pa3oB B penoszutopun noib3oBarenss B 10 «Deckhouse Platform»
UCTIOJIB3YIOTCS IBA MEXaHU3Ma:
e (Cosign,

e imagedigest (ycTapeBuimii).
5.7.4.1 TlpoBepka 1enocTHOCTH 0bpa3a ¢ momorisio Cosign

Yrunura Cosign BXOAUT B COCTAB MTOCTABKH.
YroOsl moxmucath 00pa3 ¢ momoursio Cosign, BBIMOIHUTE CIETyOIIEe:

1. Crenepupyiite napy kito4ei (ITyOJUYHBINA U IPUBATHBIN):

cosign generate-key-pair

2. Tloamumure oOpa3 B XpaHWIHIIE OOPa30B KOHTEHHEPOB C TMOMOIIbIO Cre€HEPUPOBAHHOTO

MMPUBATHOI'O KJIrO4Ya:

cosign sign --key <KEY> <REGISTRY IMAGE PATH>

31ecs:

- <REGISTRY IMAGE PATH> - MyTb K 06pa3y, KOTOPbIA HYXXHO yKa3aTb Npu 3anycke, Hanpumep:
registry.private.ru/labs/application/image:latest.

3. YroObl BKJIIOUMTH MpPOBEpKYy moanucu oOpa3oB koHTeiiHepoB B kiactepe IO «Deckhouse
Platform», wucnone3yiite mapamerp policies.verifylmageSignatures pecypca SecurityPolicy,
yKa3aB MyOJIMYHBIN KITI0Y, CTeHEpUPOBAaHHBIN Ha m1are 1.

[Ipumep xondurypammu SecurityPolicy s mpoBepku moamucu o0pa3oB KOHTEHHEPOB B

XpaHUIHUIIE registry.private.ru, pa3mereHusie no myTH /labs/application/:

apiVersion: deckhouse.io/vlalphal
kind: SecurityPolicy
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metadata:
name: verify-image-test
spec:
enforcementAction: Deny
match:
namespaceSelector:
labelSelector:
matchLabels:
kubernetes.io/metadata.name: test-namespace
policies:
allowHostIPC: true
allowHostNetwork: true
allowHostPID: false
allowPrivilegeEscalation: true
allowPrivileged: false
allowRbacWildcards: true
verifyImageSignatures:
- publicKeys:

MEFkwEWYHK0ZIzjO0CAQYIK0ZIzj0DAQcDQgAEhpgqaufY3JISY+g4JZmmEWCXYp4BS]
YAZTW+LBJabGwiJ+iWHMEwW2w8aiVk7NSayEp5Z2DZaBTmspT/dyuliSpazPQ==

reference: registry.private.ru/labs/application/*

4. Cosnaiite pecypc OperationPolicy, orpaHrnuuBaromuii 3aycKk Mo I0B CO CTOPOHHUX registry:

apiVersion: deckhouse.io/vlalphal
kind: OperationPolicy
metadata:
name: test-operation-policy
spec:
enforcementAction: Deny
match:
namespaceSelector:
labelSelector:
matchLabels:
operation-policy.deckhouse.io/enabled: "true"
policies:
allowedRepos:
- registry.private.ru

5. HobaBbTe METKy Ha MHpPOCTPAHCTBO MMEH, Iie HEOOXOJMMO BKIIIOYHTH MPOBEPKY MOIMHCH

KOMaHJ0M (YKaKUTE€ HYKHOE ITPOCTPAHCTBO UMEH):

kubectl label ns <NAMESPACE> security.deckhouse.io/verify-image-test=

6. s npoBepku pabOThl MEXaHNW3Ma MOJIKMCH 00Pa30B Pa3BEPHUTE MOJIBI B IPOCTPAHCTBE UMEH, C

MOJMCAHHBIM U HETIOJIMUCAHHBIM 00pa3aMu (YKaXHTe HyKHOE MPOCTPAHCTBO UMEH):

kubectl -n <NAMESPACE> run signed-pod ——image=<HOHHMCAHHHﬂ_OEPA3>
kubectl -n <NAMESPACE> run unsigned-pod --image=<HENOIN/CAHHHV OBPA3>
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CornacHo JaHHOW TOJIMTHKE, €CIU aJpec Kakoro-imubo oOpas3a KOHTEHHepa COBMAZAeT Co
3Ha4YeHHueM mapamerpa reference u o0pa3 He MOJMKMCAH WM MOANKUCH HE COOTBETCTBYET yKa3aHHBIM
KIIIO4YaM, CO3JJaHKe Tojla OyIeT 3aIpelieHo.

[Tpumep BBIBO/IA OMIMOKHU NPU CO3AaHUU MOJa ¢ 00pa30M KOHTEHWHEpa, HE MPOIIEAIINM IPOBEPKY

IIOAIIMUCH:

[verify-image-signatures] Image signature verification failed: nginx:1.17.2

5.7.4.2 TlpoBepka 1eTOCTHOCTH 0Opa3a ¢ moMoInkko imagedigest

JUnist IpOBEepKU UCTIOIB3YETCsl KOHTPOJIbHAS CyMMa, paccunTanHas o anroputmy Crpudor (IFOCT
P 34.11-2012).
st paGoThl MPOBEPKH ILETOCTHOCTH 00pa3a MO yMOJTYaHHIO BKIIIOYEH MOAYJb gost-integrity-

controller. Ecu Moyns He BKJIFOUEH, TO JUIS BKJIFOUEHHUS MOIYJIS UCIIONIb3YHTE KOMAaHTY:

d8 system module enable gost-integrity-controller

[Tocne BKIIFOUEHHS MOJTYJIsl IPOBEPHTE, UTO MoJ gost-digest-webhook” 3amycruics:

d8 k get po -A |grep gost

IIpumep BeIBOAA:

d8-system gost-digest-webhook-56£59c48bb-b5njj
2/2 Running 0 160m

UroObl 00pa3sl KOHTEHHEPOB MPOBEPSIINCH, HEOOXOIUMO J00aBUTH METKY gost-integrity-
controller.deckhouse.io/gost-digest-validation-enabled: true Ha npocTpaHCTBO HMEH KjacTepa, Iae
HE00XO0IUMO MTPOU3BOIUTH KOHTPOIIb IIEJIOCTHOCTH 00pasa.

IIpumep KOMaH[BbI:

d8 k label ns test-gost gost-integrity-controller.deckhouse.io/gost-digest-
validation-enabled=true

Ecnu B X011€ MpoBepKH KOHTPOJIbHASA CyMMa 00pa3a OKa)KeTCsl HEKOPPEKTHOH, 3aIyCK KOHTeHHepa
C TakuM 00pa3oM OyZeT 3alpelieH, Takxke Oy1eT BEIBEJEHO COOTBETCTBYIOIEE COOOIIEHHE.

Jnst pacyeTa KOHTPOJIBHOW CyMMBI O€peTcsi CTUCOK KOHTPOJIBHBIX CyMM ciioeB oOpa3a. Crucox
COPTHUPYETCsSl B TMOPSIKE BO3PACTAHHUS M CKJIEUBACTCS B OJHY CTPOKY. 3aTeM IMPOM3BOAMUTCS pacyer
KOHTPOJIBHON CYMMBI OT 3T0# cTpoku 1o anroputmy Ctpudor (OCT P 34.11-2012).

[Tpumep pacueTa KOHTPOIBHOM CyMMBI 00pasa nginx:1.25.2:
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KoHTpobHBIE CYMMBI CJI0EB OTCOPTUPOBAHHBIE B MTOPSAIKE BO3PACTAHMSL:

[
"sha256:27e923fb52d31d7e3bdade76ab%9a8056£94dd4bc89179d1c242¢c0e58592b4d5¢",
"sha256:360eba32fa65016e0d558c6afl76db31a202e9a6071666£90629cb8bascccedfO",
"sha256:72de7d1ce3a476d2652e24£f098d571a6796524d64fb34602a90631ed71cdf7ce",
"sha256:907d1bb4e9312ed4bfeabf4115e£8592¢c77c3ddabecfddb0e6250£f90caldf4l4dfe”,
"sha256:94f34d60e4d454ca2lcf8e5b6calfd01£fcb2583d0928lacblb0de872dba2d36£34",
"sha256:¢c5903f3678a7dec453012£84a7d04£6407129240f12a8ebc2cb7df4a06a08c4f",
"sha256:e42dcfel730bal7b27138ea21lc0ab43785ed4fdbealee753a1£70923a9c0cc9p8"

]

OObenHEHHAS CTPOKA BCEX KOHTPOJIBHBIX CyMM:

"sha256:27e923fb52d31d7e3bdade76ab%9a8056£94dd4bc89179d1c242¢c0e58592b4d5¢
sha256:360eba32fa65016e0d558c6afl176db31a202e9a6071666f90629cb8babccedfl
sha256:72de7dlce3a476d2652e24£f098d571a6796524d64fb34602a90631ed71cdfce
sha256:907d1lbb4e9312e4d4bfeabf4115ef8592¢c77c3ddabcfddb0e6250£90caldfdlife
sha256:94£34d60ed454ca21cf8e5b6calfd01£fcb2583d09281lacblb0de872dba2d36f£34
sha256:¢c5903f3678a7decd453012£84a7d04£f6407129240f12a8ebc2cb7df4a06a08c4f
sha256:e42dcfel730bal7b27138ea21c0ab43785e4fdbealee’753a1£70923a9c0cc9b8"

KonrtponsHast cymma o0pasa:

2£538c22adbdb2ca8749cdafc27e94baed8645c69d4£0745£c8889£0e1£5a3£9

C mnomomplo yTHIUTHl imagedigest BBIMOMHSETCS pacueT  KOHTPOJBHON CyMMBbl 00pa3sa,
no0aBlieHHEe KOHTPOJIBHON CyMMBI B MeTaJjaHHbIe 00pa3a U MpoBepKa KOHTPOJIBHON CyMMBI 00pa3a:
- imagedigest calculate <umsi_o06pa3a> - pacyeT KOHTPOJIBHON CyMMBI 00pa3a.
- imagedigest add <ums_o06paza> - nobaBiieHHe KOHTPOJIBLHONH CYMMBI B MeTaJJaHHbIe 00pas3a.

- imagedigest validate <ums_oOpa3a> - npoBepka KOHTPOJIHHON CyMMBI.

Jns  xaxaoro oOpas3a aJAMUHUCTPATOp JODKEH (UKCHpOBaTh B IKypHal HICHTU(UKATOP

MOJIb30BAaTEJs, MOAMKMCABIIEr0 00pa3, ¥ BRIYMCIECHHYIO KOHTPOJIBHYIO CYMMY 00pasa.

5.7.4.3 Pabota c KOHTPOJILHOW CyMMOI 00pa30oB

st pyuHoro pacuéra, 100aBJIeHHS M MPOBEPKH KOHTPOJIBHOH CyMMBbI 00pa3oB KOHTEHHEpPOB C
UCIIONIL3YETCS YTHIINTA d8 tools imagedigest, BXozsmas B coctaB [10 «Deckhouse Platform Certified
Security Editiony.

C noMOIIBI0 YTHIMTHI MOKHO 3apaHee BBIUMCIUTD U JOOaBUTh KOHTPOJIBHYIO CyMMY 00pasa B €ro
MeETaJaHHBbIE.

Jnst pacuéra KOHTPOJIIBHOM CyMMBI 00pa3a BHIIIOJTHUTE KOMAH/IY:
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d8 tools imagedigest calculate <image>

Jnst pacuéra KOHTPOJIBHOM CyMMBI (haiina BBIMOJIHUTE KOMaHIy:

d8 tools imagedigest calculate-from-file <file>

Jnst no6aBieHNs KOHTPOJIBHOM CyMMBI B ME€TaIaHHbIE 00pa3a BHIIOJIHUTE KOMaHITY:

d8 tools imagedigest add <image>

[locne BbIMONHEHUS KOMaHAbI B MeTagaHHble oOpas3a Oyner no0aBiieHa KOHTPOJbHAs CyMMa,

paccunrtanHas no anroputmy Ctpubor (TOCT P 34.11-2012).

Jln1st IpoBepKH KOHTPOJIBHOM CyMMBI, 3aIIMCAaHHOM B METalaHHBIX 00pa3a, BBIMOJIHUTE KOMaH/Y:

d8 tools imagedigest validate <image>

Ecnu koHTpOsbHAs CyMMa HEKOPPEKTHA, YTUIINTA 3aBEPUIMTCS C OMMUOKOM. J[J1s1 aBTOMaTH4ecKoro

UCTIPABJICHUS] KOHTPOJIBHOM CyMMBI HCIIOJNB3YiTEe TapameTp —fix.

d8 tools imagedigest validate <image> --fix

B sToM cnyyae yTunnTa nepecuuTaeT KOHTPOJIbHYIO CyMMY M OOHOBHT €€ B METa/laHHBIX 00pasa.

Vcnonb3oBaHue mapamerpa —-f1ix U3MEHSIeT MeTalaHHbIe 00pasa.
YTunura noaaepKuUBaeT I0NOIHUTEIbHbIE TAPAMETPBL:

--insecure — pasperaeT Hebe30nmacHbIe MOAKII0YEeHUs K peecTpam (6e3 mposepku TLS);

- --debug — BKITIOYAET PEKHUM OTIIATKHU;

- --json — BBIBOAMT JIoTH B popmare JSON.

5.8  VYmpasnenue nHpOpMAIMOHHBIMH TOTOKAMH

5.8.1 ®unbrpanus

QunbTpanyisi UHPOPMALMOHHBIX IOTOKOB OCYIIECTBIISIETCS B COOTBETCTBUU C IpaBUIIAMHU

yTpaBJIEHUS] TOTOKaMH, YCTaHOBJICHHBIMHU aJIMUHUCTPATOpOM Oe3onmacHocTh. Peanusyercs GuibTparus
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cpeactBamMu Moayist cni-cilium. [loMWTHKM TO3BOJIAIOT OTPAaHUYMBATH JOCTYH MEXIY IOJaMH,

MMpOCTPAHCTBAMU UMEH ¥ BHEITHUMHU CHCTEMaMHU.

Hwxe npuBeneHs! 0a30BbIe CLIEHAPUH, COOTBETCTBYIOLINE TPEOOBAHUAM 110 OTPAHUYCHUIO CETEBBIX

B3aUMOJICVICTBUI MEXKIY KOMIIOHEHTAMMU.

- IlonHbli 3anpeT BceX UCXOAAIIMX TOTOKOB U3 IPOCTPAHCTBA UMEH:

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: default-deny
namespace: default
spec:
podSelector: {}
policyTypes:
- Egress
egress: []

- Pazpemienue BXOASIINX MOTOKOB TOJIBKO HA ONpeAenéHHbIN mopT. B mpumepe moas! ¢ poinsio db

NPUHUMAIOT coequHeHus oT backend Tonbko Ha mopt 5432.

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: allow-db-traffic
namespace: default
spec:
podSelector:
matchLabels:
role: db
policyTypes:
- Ingress
ingress:
- from:
- podSelector:
matchLabels:
role: backend
ports:
- protocol: TCP
port: 5432

- Pazpemenue ucxonsammux motokoB Toibko Ha DNS u HTTP/HTTPS. B npumepe noa-client

MokeT obpamaTtbest K DNS BHYTpH Kactepa U B MHTEpHET TOJIbKO 110 npotokoigam HTTP u
HTTPS.

apiVersion: networking.k8s.io/vl
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kind: NetworkPolicy
metadata:
name: allow-dns-http
namespace: default
spec:
podSelector:
matchLabels:
app: client
policyTypes:
- Egress
egress:
- to:
- namespaceSelector: {}
podSelector:
matchLabels:
k8s-app: kube-dns
ports:
- protocol: UDP
port: 53
- to:
- ipBlock:
cidr: 0.0.0.0/0
ports:
- protocol: TCP
port: 80
- protocol: TCP
port: 443

5.8.2 Hcnonp3oBaHue 3aJaHHBIX MApIIPYTOB

B ITO «Deckhouse Platform» mapupytuszanus nepegauu vHGOpMAIMK ONPEEIsIeTCs Ha dTare
HACTPOUKHU cUCTEeMBI. Vcronb30BaHNe 3aJaHHBIX MapIIPYTOB JUIS MIepeadn HH(pOopMaIuy pa3perniaeTcs

aJIMUHUCTPATOPOM O€30MaCHOCTH U PEATU3YETCs CPeICTBAMH MOJIYJIS cni-cilium 1 MOIUTHK

NetworkPolicies.
IIpumepsr:

- Pazpemenne BXOAsIIMX MOTOKOB TOJIBKO OT MOJOB C ONpenenéHHon MeTkou. [Ipumep, korna

oIkl ¢ poibio backend mpuHUMAIOT BXOAIINE TOTOKH TOJIBKO OT MOOB € posibio frontend.

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:

name: allow-from-frontend

namespace: default
spec:

podSelector:

matchLabels:
role: backend

policyTypes:

- Ingress

ingress:

- from:
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- podSelector:
matchLabels:
role: frontend

- OrpaHuueHue UCXOAALIUX [TOTOKOB B ONPEEIEHHOE TPOCTPAHCTBO UMEH. B nmpumepe momabl

NPUIIOKEHUS My-app MOTYT IepeiaBaTh JaHHBIE TOJIBKO B IPOCTPAHCTBO UMEH monitoring U B

knactepHbiii DNS.

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: allow-egress-to-monitoring
namespace: default
spec:
podSelector:
matchLabels:
app: my-app
policyTypes:
- Egress
egress:
- to:
- namespaceSelector: {}
podSelector:
matchLabels:
k8s-app: kube-dns
ports:
- protocol: UDP
port: 53
- to:
- namespaceSelector:
matchLabels:
purpose: monitoring

5.8.3 IlepenamnpaBieHue MapupyTa

Bo3MokHOCTh M3MEHEHUS (IIepeHanpaBiIeHUs) MapIIPyTOB Nepeaayd MHGOpMAIIH JJIst
UCXOMALIETO TpauKa peann3yeTcsi ¢ HOMOIIBI0 MOAYJIS cni-cilium U Mo3BOJISET aAMUHUCTPATOPY
0e30macHOCTH 3aJ1aTh IEHTPATN30BaHHbIN BbIxoHOU 1LTI03 (EgressGateway), uepes KOTopblit Oy 1y
nepeaBaThesl BCE 3apockl U3 KacTepa BO BHELUIHUE HHPOpPMaLMOHHbIe cucTeMbl. EgressGateway
UCTIOJIB3YeTCsl COBMECTHO ¢ nonutukamu EgressGatewayPolicy aiis npuMeHeHus mpaBuil K

KOHKPETHBIM ITPUJIOKEHUAM WU IIPOCTPAHCTBAM UMEH.

Jlnst pabOoTHI 1ITE032 TOJIKHBI OBITH BBITTOJHEHBI YCIOBUS:

- y3IIbl, Ha3HAUYeHHBIE 171 paboTsl EgressGateway, HaxonsaTcs B coctosinuu Ready u He

nepeBeieHbl B 00cmykuBanue (cordon);
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Ha y3J1aX YCHEIIHO paboTaeT areHT CeTeBOro B3auMoaencTBus (cilium-agent).

AnmuHHCTpaTOp 0€30MacHOCTH ONpeenseT napaMerpsl oobekra EgressGateway B

cnerduKanuu (spec).

OcCHOBHBIE TApaMETPBI:

nodeSelector — BBIOOD TPYIIIHI y3JI0B, KOTOPBIE OyAyT 00CITYyKMBATh UCXOIAIINN TpapUK.
Cpeau HEX cuCTeMa aBTOMaTHYECKU BHIOMPAET aKTUBHBIH y3en. [Ipu BeIxone U3 cTpos y3ia

MPOM3BOAUTCS ABTOMATHYECKOE TIEPEKITIOUCHHE.
® sourcelP.mode — cnioco6 Ha3HaueHus ucxonsuiero [P-angpeca:

o PrimarylPFromEgressGatewayNodelnterface — Ucnonb3yeTcss OCHOBHOM aapec

cereBoro untepgeiica y3na. B aTom pexxume npu nepexstouYeHun y3JI0B aJpec

OTIIPABUTCIIA U3MCHUTCA.

VirtuallPAddress — ucnions3yetcs BupTyansHbiii [P-agpec, oOmmii anst rpynmnsl y370B.

IIpu nepexaoyeHnn akTUBHOTO Y3J1a a{peC OTIPABUTEIS COXPAHAECTCS HEU3MEHHBIM.

Jliia HacTpoiiku EgressGateway MOYKHO HCIIOJIB30BATh CIEAYIOLINM IPUMED:

apiVersion: network.deckhouse.io/vlalphal
kind: EgressGateway
metadata:
name: my-egressgw
spec:
nodeSelector:
matchLabels:
role: egress-gateway
sourcelP:
mode: VirtualIPAddress
interfaceNames:
- ethl
virtualIP: 192.168.1.100

e B pexume PrimarylP HeoOxoaumo yka3ate uMsl ceTeBoro uHtepdeiica (Hampumep, ethl).

e B pexume Virtual IP yka3siBatorcs:

O CHHUCOK MHTEP(EHCOoB, JOCTYIHBIX I PaOOTHI C BUPTYaIbHBIM IP;

o caM BupTyanbHbli [P-agpec.
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Hanee EgressGateway ucnonbssyercs coBmecTHo ¢ EgressGatewayPolicy — s Ha3HaueHus,
KaKOH MCXOIUI TpaduK TOJHKEH HAIpaBJIATHCS Yepe3 JaHHbIM nutio3. [Ipumep nomutuku

EgressGatewayPolicy:

apiVersion: network.deckhouse.io/vlalphal
kind: EgressGatewayPolicy
metadata:
name: my-egressgw-policy
spec:
destinationCIDRs:
- 0.0.0.0/0
egressGatewayName: my-egressgw
selectors:
- podSelector:
matchLabels:
app: backend
io.kubernetes.pod.namespace: my-ns

5.8.4 Buzyanuzainus ceTeBbIX B3aUMOACHCTBUI

J1J1 oniepaTUBHOM TUArHOCTHKY U aHanm3a ceTeBoro Bzaumoaeiicteus B [10 «Deckhouse Platform»»
UCTIONB3YyeTCsl BeO-UHTepdeiic BHU3yanu3aluud CeTeBOro creka kiactepa. OH AaéT BO3MOXKHOCTH
OTCJIC)KUBATh CETEBBIC B3aWMOJCUCTBUS MEXIy I[OJaMH, CEPBUCAMU U BHEIIHUMHU pPECypcamu,
aHAJIM3UPOBATh CETEBYIO aKTUBHOCTH M BBISBIISATH MPOOJIEMBI ¢ ceThi0. Peanmmsarus atoro uHTepdeiica

OCyIIECTBIIsIeTCS MOtyieM cilium-hubble.

Jlns mepexona B BeO-uHTep(eiic BH3yaldM3allMd CETEBOIO CTEKa KilacTepa OTKPOHTE ajpec
hubble.<IIIABJIOH MMEH_KJIACTEPA>, rne <IIIABJIOH UMEH KJIACTEPA> - ctpoka,
coorBeTcTByomas mabiaoHy DNS-umen kiactepa, ykazaHHOMY B IJI00aJbHOM —IapaMmeTrpe

modules.publicDomainTemplate.

ITpu nepexone no aapecy hubble.<UIABJIOH MMEH KJIACTEPA> otkpoercst 3kpaH BbiOOpa

MIPOCTPAHCTBA UMEH, JJIs1 KOTOPOTO OyAeT 0TOOpa)KaThCs CETEBOM CTEK.



RU.86432418.00001-01 90 04-1 161

&3 Choose namespace & Idle

=3

Welcome!

Pucynok 6. Bei6op npoctpaHcTBa UMEH.

Bribepure npocTpaHCTBO MMEH C IOMOIIBIO BBINIAIAIOIIETO CIMCKA B JIEBOW BEpPXHEH YaCTH IKpaHa

HJIM HA’KaB HAa HA3BAHUC HYKHOI'O IMIPOCTPAHCTBA UMCH B CIIMCKEC B LICHTPC 3KpaHa.

Ilocne 135160pa IpOCTPaHCTBA UMCH OTKPOCTCA 3KpaH C BH3yaJ]I/IBaI_[HeI>'I CCTCBOT'O CTCKA U

cpenctBamu aHanu3a. OH COCTOUT U3 CINEAYIONINX YacTeH:

e BepxHssa nanens ¢ GUIbTpaMu U KPaTKOM CBOJKOM 10 Ki1acTepy (KOJTUYECTBO MOTOKOB U

KOJIMYECTBO Y3JIOB).
e (xeMa CEeTEBBIX IIOTOKOB.

e Taluuia ceTeBBIX TOTOKOB M COOBITH.
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&3 kube-system - Filter by: label key=val, ip=1.1.1.1, dns=google.com, identity=42, pod=frontend 2 1 ® 1.8K flows/s + 2/2 nodes

Columns v
Source IP Destination IP Destination Port L7 inf Authentication TCP Flags Timestamp
1041170 10111108 53 — 2025/02/25 10:19:47 .
101110103 101110108 53 — 2025/02/25 10:19:47 .
101110108 101110108 53 — 2025/02/25 10:19:47 (.
10411.31 101111108 53 — 2025/02/25 10:19:45 (.
. 1031 10111108 53 — 2025/02/25 10:19:45 ...
1041131 10111108 53 — 2025/02/25 10:19:45 (.
10411.31 101111108 53 — 2025/02/25 10:19:45 (.
101111168 10111108 53 — 2025/02/25 10:19:45 (.
1011168 101111108 53 — 2025/02/25 10:19:45 (.
node-local-dns-c6214 1011108 10.110.201 5353 — 2025/02/25 10:19:45 (.
dashby 101.1.168 10111108 53 — 2025/02/25 10:19:45 (.
node- a 10411108 10.111.0.201 533 — 2025/02/25 10:19:45 (.
dashboard-dox-authentic...  10.111.1.168 node-local-dns-c6214 101111108 53 — f 2026/02/25 10:19:45 (.
@ eckhouso-tools-dexcaut.. 1011183 doxcauthonticator da-syst.. nodorlocal-dne-c62i4 101111108 s - forwarded 2025702125 1019:44 (

PucyHoxk 7. Busyanusanus ceTeBOro CTeka.

JlaHHbIE HA cXeMe U B TaOJIMIE CETEBBIX TOTOKOB OTOOPAXKAIOTCS B PEaTbHOM BPEMEHH.

5.8.4.1 ®unbTpanuus JaHHBIX JUISI OTOOpasKEHUS

YroObl OTHMIBTPOBATH OTOOpa)kaeéMble TAHHBIE O CETEBOM CTEKE M TOTOKaX, BOCIOJIb3YyHTECh

BEpXHEH MaHeNbio ¢ PUIbTpaMH. 3/1€Ch PACTION0XKEHBI (DUIBTPHI:

e I BBIOOpA MPOCTPAHCTBA UMEH (BBINAAIONINI CITUCOK B JIEBOM YaCTH MAHEIH);

3 kube-system v

’ Q Filter namespaces...

d8-admission-policy-engine
d8-cert-manager

d8-chrony
d8-cloud-instance-manager
d8-cloud-provider-openstack
d8-cni-cilium

d8-console

d8-dashboard
d8-descheduler

d8-ingress-nginx

Pucynok 8. ®unbTp 11 BbIOOpA MPOCTPAHCTBA UMEH.
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e Ui BEIOOpa pECypcoB MPOCTPAHCTBA UMEH, JUISI KOTOPBIX HY>KHO 0TOOPa3UTh MOTOKH (I10JIe

BBO/Ia B LICHTPAJILHOM YaCTH MAHENN);

Filter by: label key=val, ip=1.1.1.1, dns=google.com, identity=42, pod=frontend

Pucynox 9. ®unbtp 11 BbIOOpa pecypcoB MPOCTPAHCTB UMEH.

e ISl BBIOOpa CETEBBIX MOTOKOB HAa OCHOBE PELICHUS («BEPAUKTA), MPUHATOrO 1o HuM Cilium;

Any verdict Visual
Any verdict
Forwarded
Dropped
Audit

Pucynox 10. @unpTp A5 BBIOOpA CETEBBIX MMOTOKOB IO «BEPIUKTY.

e s BBIOOpA DJIEMEHTOB CXEMbl aHAIIM3UPYEMOT0 TPOCTPAHCTBA UMEH.

.

\ny verdict Visual

Hide host service
Hide kube-dns:53 pod
Hide remote node

Hide prometheus app

Pucynok 11. ®unbtp amst BEIOOpaA 3IIEMEHTOB CXEMBI aHATH3UPYEMOTO MMPOCTPAHCTBA UMEH.
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5.8.4.2 Pabora co cXeMoli ceTEBBIX IIOTOKOB

CxeMa ceTeBBIX MOTOKOB JJIsl BBIOPAaHHOTO MPOCTPAHCTBA UMEH OTOOpaXaeTcsl B CpeAHEH 4acTH
9KpaHa ¢ BH3yalM3alliell CETEeBOro CTeKa M CpeACTBaMM aHanu3a. Ha cxeme oToOpaxaroTcs pecypcebl
BBIOPAaHHOTO TPOCTPAHCTBA MMEH, PACIOJIOKEHHbIE B MPSMOYTOJBHUKE C Ha3BaHMEM IPOCTPAHCTBA

HUMCH, U BHCIIHUC 3JICMCHTLI, C KOTOPBIMU OHU B3aHMOHeﬁCTByIOT.

YroObl MOCMOTPETH AETATBHYIO HHPOPMALIUIO (CITUCOK JIeHOI0B, ceTeBbIe B3aUMOICHCTBUS U T.1.)

110 KOHKPETHOMY PECypCy Ha CXEME, HAXKMUTE Ha HETO.

node-local-dns
. e © 53 uok
o N - P
[ R dex-authenticator ©) s
0 contraller dex-suthenticator agaregating-proxy
cert-manag
0 prometheus 0 dex-suthenticstor dex-suthenticator ickster
cloud-data-discoverer
dex-suthenticator prometheus-metrics-adapter @) wrsormste-erporer
dex-suthenticstor image-availabilty-exporter teraform-auto-converger

Pucynok 12. Cxema ceTeBbIX IOTOKOB.

5.8.4.3 Pabora ¢ Tabnuieil ceTeBhIX IMIOTOKOB U COOBITUI

Kaxxgas ctpoka TaOiHIIbl COAEPKUT CIASAYIONTYI0 HHPOPMAIHIO O CETEBOM MOTOKE:
e 1MJ 10JIa — UCTOYHHMKA NoTOKa (cTonber «Source Pody);
e [P-aapec moga — mucrouHuka nmotoka (cronodern «Source [Py»);
e UACHTU(PHUKATOP CYITHOCTH — MCTOYHHKA MOTOKa (cTonber; «Source Identity»);
e 1MJ T0/1a — ToTydaTens nmoToka (cronodern «Destination Pody);

e [P-aapec moga — momyvarens noroka (cronberr «Destination IPy»);
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e uIeHTU(UKATOP CylIHOCTU-TIomyuaTens (cTtonber «Destination Identity»);
e HoMep nmopra HazHaueHus (cTonber «Destination Porty);

e uHpopManus o npukiaaaHoM ypoBHe (Layer 7), eciau moTok ucnonb3yeT npotokonast HTTP

(cronber «L7 infoy);
e pe3ynbTar («BepAuKT») 00padoTku cereBoro noroka Cilium (cromber «Verdicty);

e uyHpopManus 0 pe3yibTaTax NPOBEPKU NOUIMHHOCTH CETEBOI0 OTOKA, €CIIU TaKasl MPOBEpKa

BBITIOTHSUTACH (cTosben «Authenticationy);
e (maru TCP, cBs3annbie ¢ motokoM (ctonbderr «TCP Flagsy);

e BpeMeHHas MeTKa noToka (cronder; « Timestampy).

Columns v

Source Pod Source IP Source Ider d Destination IP Dosti i Authentication TCP Flags Timestamp

dashboard-dex-authentic...  10.1111.168 5-c6214 10111104 53 — 2025/02/2512:11:40 (.
101111168 node-local-dns-c6214 1011108 53— 2025/02/25 12:11:40 (.
10111108 101110215 5353 — 2025/02/2512:11:40 (.
101111104 101110215 5353 — 2025/02/2512:11:40 (.
101111168 node-local-dns-c6214 10411108 no 53— 2025/02/25 12:11:40 (.
101111168 node-local-dns-c6214 104111104 node-local-dns kube-syst 53 — 2025/02/25 12:11:40 (.
10111131 10111108 53 — 2025/02/2512:11:40 (.
10111131 10111108 53 — 2025/02/25 12:11:40 (.
10111131 10111108 53 - 2025/02/2512:11:40 (.
10111131 10111108 53— 2025/02/2512:11:40 (.
10.11.0133 101110108 53 — 2025/02/25 12:11:39 (.
101110133 1010108 53 — 2025/02/2512:11:39 (.
10.111.0133 101110108 53— 2025/02/2512:11:39 (.
10.11.0133 10110108 53 — 2025/02/2512:11:39 (.
101110133 10410108 53 — 2025/02/2512:11:39 (.
10.111.0133 101110108 53— 2025/02/2512:11:39 (.
10110133 10110108 53 — 2025/02/2612:11:39 (.
10111.0133 10110108 53 — 2025/02/2512:11:39 (.
10.11.0133 101110108 53— 2025/02/25 12:11:39 (.

Pucynox 13. TaGnuia ceTeBbIX MOTOKOB M COOBITHH.

UtoObl HACTPOUTH HAOOP CTONOIIOB, OTOOpakaeMbIX B TaOIUIlE, HAKMUTE Ha KHOMIKY «Columnsy

B €€ JICBOW BEpXHEW 4acTH U BbIOEpETe HYKHBIE.

Authentication
Source Pod
Source IP
Source Identity
Destination Pod
Destination IP

Columns v Destination Identity

Source Pod . .
Destination Port

dashboard-dex-aul
dashboard-dex-aul L7 info
dashboard-dex-aul

dashboard-dex-aul

Traffic Direction
console-dex-authe

console-dex-authe Verdict
console-dex-authe

console-dex-authe TCP Flags
prometheus-main-
prometheus-main-
prometheus-main-
prometheus-main-0 101111167
deckhouse-tools-dex-aut. 10.111.1.83

I
Timestamp !
I
I

Pucynok 14. Hactpoiika cTonGIoB.
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UToObI TOCMOTPETH MHPOPMAITUIO O 3aMKUCH TAOIUIIBI B TEKCTOBOM BHUJIE, HAKMUTE B JTFOO0N YacTH
COOTBETCTBYIOIIEH cTpoku. MHbopmamus oroOpasutcs B mpaBoil yacTu TaOmuIel. JlaHHBIE 37€ChH

0TOOpaKArOTCS HE3aBUCUMO OT TOTO, KaKOil Ha0op CTONO1OB BEIOpaH M1l OTOOpakeHUs B TaOIUIIE.

Flow Details

Timestamp
2025-02-25T09:18:37.673Z

Verdict
forwarded

Traffic direction
ingress

Cilium event type
to-endpoint

Source pod
stronghold-0

Source identity
15378

Source labels

instance=stronghold

name=stronghold
apps.kubernetes.io/pod-index=0
component=server
i0.cilium.k8s.namespace.labels.managed-by=Helm

Pucynok 15. Uadopmanus o 3amnucH.
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6 JleiicTBus no peanusanuu QyHKIHA 0e30MaACHOCTH cpeabl (YHKIIMOHMPOBAHMS CPeICTBa

B cpene ¢pynxkmmonuposanus I10 «Deckhouse Platformy momxHbI OBITH pean30BaHbl CIEAYIOMINE

¢byHKIMN 6€301aCHOCTH:

¢busnveckas 3amra;

nosepenHas 3arpy3ka [10 «Deckhouse Platformy;

obecnieuenue ycioBuit 6ezonacuoro pynkuonupoanus [10 «Deckhouse Platformy;
o0ecrieyeHne JOBEPEHHOT0 MapuIpyTa;

obecrnieucHue JAOBCPCHHOI'O KaHaJia.

s peanuzanuu QyHKuuil 6e3onacHocTu cpeabl pynkunonuposanus [10 «Deckhouse Platform»

AOJIKHBI BBIITOJIHATHCA CICAYTIOIIUC ,Z[GI\/'ICTBI/ISII

e HeoOxomumo HacTpouTh SSH-mocTyn mo kmrody. [[ast 3T70ro He0OXOAMMO TOJATOTOBUTH U

CKOMUPOBATH IyOJMYHBINA KJII0Y B KaTaJIOT "SHOME/ . ssh/
OTKJIFOUUTH MapIIpyThl 0 yMomdanuto (default route) u ocTaBUTH TONBKO MapHIpyT (route)
K registry u K bastion host nns moakmodyenus no ssh. s storo B (aiine /etc/rc.local

IIPONKCATh MapaMeTpbl, IPUMEP KOTOPBIX NPEACTaBICH HUXKE:

# tf.bastion

ip.ro add 95.217.68.252/32 via 192.168.199.1
# registry

ip.ro add 5.182.5.140/32 via 192.168.199.1

# cluster networks

ip.ro add 10.111.0.0/16 via 192.168.199.1
ip.ro add 10.222.0.0/16 via 192.168.199.1

# remove all routes

ip.ro add 5.182.5.140/32 via 192.168.199.1
ip ro del default

HeoOXoauMO peryisipHoe oOHoBieHHe Bcex cpen ¢yHkrumonupoBanus 10 «Deckhouse
Platform» 10 akTyanpHBIX BepcHil € TNPUMEHEHHEM BCeX HEOOXOAMMBIX MaT4yen
0€30MacHOCTH ¢ O(UIIATIBHBIX CAHTOB Pa3pabOTUMKOB cpell (PyHKIIMOHUPOBAHUS;
ycTaHOBKa, KoH(urypupoBanue u ympasienue I[1O «Deckhouse Platform» momxuo
OCYIIECTBIISATHCS B COOTBETCTBUU C SKCIUTYaTallMOHHOM JOKYMEHTaIUEH;

noctyn k oobekram gocryna [10 «Deckhouse Platform» nomkeH ocyIiecTBisTbCS € yueToM
MUHHMAaJIBHO HEOOXOIUMBIX MPaB M MPUBHIETUN B COOTBETCTBUU C pojieBor Mozeinbio [10

«Deckhouse Platformy;
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JIOJKHA OBITh oOOecrieueHa (QU3MYECcKass COXPAaHHOCTh CepBEpHOM TUIaTGOpPMBI  C
ycranoBneHHbIM 10 «Deckhouse Platform» u uckmodenne Bo3MOKHOCTH (PU3HYECKOTO
JI0CTyTa K HeW MMOCTOPOHHUX JIUII;

IO «Deckhouse Platform» AODKHO HCIOJIB30BATHCS TOJLKO HAa COBMECTHMBIX C HHUM
anmapaTHBIX MOITHOCTSX M CPE/ICTBAX;

MPEIOCTAaBJICHNE TIOJB30BATENISIM MPAaB JOCTyNa K O0BEKTaM J0CTyna MH()pOPMAIMOHHON
CUCTEMBI 00€CIIeYMBAETCs, OCHOBBIBASICh Ha 3a/layaX, pelraeMbIX nojib3zoBatesnsmu B [10
«Deckhouse Platform» u B3auMoelicTBYIOIIMMHE ¢ HEH HHPOPMAITMOHHBIMHI CUCTEMAMU;
kaHanel nepenaun JanHbix [10 «Deckhouse Platformy momkHBI OBITE THOO PaCIIONIOKEHEI B
npenesaax KOHTPOJIMPYEMOW 30HBI M 3alIUIIEHBI C KCIMOJIB30BAHUEM OpPraHU3aIMOHHO-
TEXHUYECKUX Mep, JIN00, B CITy4yae WX BbIXO/1a 3 MPEACIbI KOHTPOIUPYEMOU 30HBI, TOJKHBI
OBITh 3aIIMIIEHBI TyTEM IMPUMEHEHUS CPECTB KPUMITOTpaduIecKoi 3aiuThl HH(pOopMaImH,

ceprudunrpoBaHHbIX B cucteme ceprudukanuu ®Ch Poccun.
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7 Moayau u napaMeTpsl, 0TBe4YaloIKe 32 peajan3anuio PyHKIHii 0e30I1acHOCTH

7.1  Coucok MoJyJiei, 0OTBeHArOIUX 33 peaan3anuio QyHKIHH 6e301mMacHOCTH

Crniucok Moayinel, BeIKItoYeHHe KoTopbix He mo3BoisieT 110 «Deckhouse Platformy BbImomHsTH
3asBJICHHbIC (PYHKIMH Oe30MacHOCTH. BhIKimoueHne yKka3aHHbIX MOYJICH HEAOMYCTHUMO:

e admission-policy-engine

control-plane-manager
e log-shipper

e Jloki

e operator-prometheus

e operator-trivy

e prometheus

e runtime-audit-engine

e user-authn

e user-authz

e gost-integrity-controller
e virtualization

e sds-node-configurator
e cni-cilium

e deckhouse

® ingress-nginx

e kube-dns

e node-manager

e registrypackages

e registry-packages-proxy
e registry

e common

e multitenancy-manager
® csi-nfs

e sds-local-volume

® csi-scsi-generic



RU.86432418.00001-01 90 04-1

170

7.2 Crnucok mapaMeTpoB MOJyJIeH, OTBEUAIOIINX 3a peau3auio QyHKIMi 6e30macHOCTH

[TapameTpsl MOIyTIEH MM pecypchl, H3MEHEHUE KOTOPBIX BiuseT Ha peanuzanuio [10 «Deckhouse

Platform» 3asBieHHBIX QyHKIMI 6€30MacHOCTH.

tion

BBITIOJTHAEMOTO BHYTPH
KOHTeWHepa, Ha
UCIIOJIb30BaHHE
nepugepuiHbIX
YCTPOWCTB, YCTPOICTB
XpaHEHUs TaHHBIX U
CHEMHBIX MAIIMHHBIX
HocuTesnel nadopmanmu
(67104HBIX YCTPOKCTB),
BXOJALINX B COCTaB
MHPOPMAIOHHON
(aBTOMaTHU3UPOBAHHON)
CHCTEMBI

OrpaHHuYCHHE TIpaB
NPUKIIaTHOTO
IpOrpaMMHOTO
obecrieueHus,
BBITIOJTHAEMOTO BHYTPH
KOHTeWHepa, Ha
UCIIOJIb30BaHHE
BBIYMCIIUTEIBHBIX
pecypcoB (onepaTUBHOM
NaMsTH, oTepaunit
BBOJIa-BBIBOJIA 32 TIEPHOA
BpPEMEHH) XOCTOBOH
OTIEPALUOHHON CUCTEMBI
MOHTHPOBaHHE KOPHEBOH
(haitnoBoil cucTeMsl
XOCTOBOH OTlepaliMOHHON
CHCTEMBI B PEIKUME
«TOJIBKO ISl UTCHHS»

IMapameTpsI
Moayab | moayJsi wiu pecype | ®yHkuus 6e30nacHOCTH MosicHenunst
(00beKT)
admission | - denyVulnerablelm 3aIpeT Ha Co3JaHHe napamerp
-policy- ages.enabled 00pa30B KOHTEIHEPOB, podSecurityStandards.enforcementAction
engine - podSecurityStanda COJIEpIKaIlNX U3BECTHBIE JOJKeH OBITh ycTaHOBJIEH B Deny
rds.enforcementAc YSI3BUMOCTH (3HaueHME TTO YMOITYAHHUIO).
tion KPUTHYECKOTO U napametp denyVulnerableImages.enabled
BBICOKOT'O YPOBHS JOJDKEH OBITh YCTaHOBJICH B true
OTIACHOCTHU
admission | - podSecurityStanda OrpaHHuYCHHE TIpaB napamerp
-policy- rds.defaultPolicy MPUKIATHOTO podSecurityStandards.enforcementAction
engine - podSecurityStanda MIPOrpaMMHOI0 JOJKeH OBITH ycTaHOBJIEH B Deny
rds.enforcementAc oOecrieueHus, (3HaueHME TTO YMOITYAHHUIO).

napaMmerp
podSecurityStandards.defaultPolicy HE
JOJDKeH OBITH ycTaHOBJIEH B Privileged
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Mopnyas

IMapameTtpsI
MOAYJISI WJIM pecypc
(00beKT)

@OyHKIus 0€30MACHOCTH

IMosicHenns

loki

- storageClass
- storeSystemLogs

- KOHTPOJIb HCIOCTHOCTHU

CBEIEHUI 0 COOBITUAX
0e30MmacHOCTH
CaMOCTOSTEIIEHO

cOop U XpaHeHHe
3amucei B )KypHase
COOBITHI 0€30IIaCHOCTH,
KOTOPBIE TIO3BOJISIFOT
OTIPEICNTUTh, KOTa U
KaKue JCHCTBUSA
TIPOUCXO MM

- mapameTp storageClass q0mKeH OBITH
OIIpEIeNICH, €CIIH HE OTpe/IeiieH
rT00ANTBHBIN TTaApaMeTp
modules.storageClass.

- mapameTp storeSystemlLogs goKeH ObITh

YCTaHOBJICH B true

operator-
trivy

- severities

BBISIBJICHHE U3BECTHBIX
ySI3BUMOCTEN TIpU
CO3JIaHHH, YCTaHOBKE
o0pasa KOHTeiHepa B
MHPOPMAOHHON
(aBTOMaTHU3UPOBAHHON)
CHCTEME U XpaHEeHUH
00pa3oB KOHTEHHEPOB
OTIOBEILCHHE O
BBISIBJICHHBIX
YSI3BUMOCTSIX B 0Opaszax
KOHTEHHEPOB
pa3paboTunka oOpa3oB
KOHTEWHEPOB U
aJIMUHHCTpaTOpa
Oe3omacHOCTH
MHPOPMATOHHON
(aBTOMaTHU3UPOBAHHON)
CHCTEMBI

- Tapamertp severities T0JDKEH coepKarb

Habop Bcex ypOBHEH KPUTHYHOCTH -

UNKNOWN, LOW, MEDIUM, HIGH,
CRITICAL (3HaueHue Mo yMOTYaHHIO)

runtime-
audit-
engine,
prometheu
s

CustomPrometheusR
ules

KOHTPOJIb IIEIOCTHOCTH
00pa3oB KOHTEHHEPOB U
UCIIOJHSEMBIX (paiiyioB
KOHTEHHEPOB

KOHTPOJIb IIEIOCTHOCTH
napaMeTpoB HaCTPOHKH
I1O «Deckhouse
Platform Certified
Security Edition»

JlomkeH OBITH CO3/1aH 00BEKT

CustomPrometheusRules, HacTpaunBarommii
OTHpaBKy HH(POPMALUH O COOBITUH ayIUTa B

CUCTCMY MOHUTOpPHHTA

gost-
integrity-
controller

KOHTPOJIb IIEIOCTHOCTH
00pa3oB KOHTEHHEPOB U
napaMeTpoB HaCTPOHKH
I1O «Deckhouse
Platform Certified
Security Edition» npu
yCTaHOBKe 00paza

Ha o6bexT Namespace, He00X0TUMOT0
MPOCTPAHCTBA UMEH, HEOOXOAMMO
YCTaHOBUTH METKY gost-integrity-
controller.deckhouse.io/gost-digest-
validation-enabled: true, 4TOoOBI
BBITOJTHSUIACH (PYHKIMA O€301acHOCTH

171
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Mopnyas

IMapameTtpsI
MOAYJISI WJIM pecypc
(00BbeKT)

@OyHKIus 0€30MACHOCTH

IMosicHenns

KOHTEWHepa B
MHPOPMaIOHHON
(aBTOMaTHU3UPOBAHHON)
CUCTEME U Jajee
MEPUOAUYECKH 32 CUET
npUMeHeHus nupoBor
MOJIITUCH
CaMOCTOSITETBHO

cni-cilium

CiliumClasterWideN
etworkPolicy

- ¢puIbTpanus
HHPOPMAITUOHHBIX
IIOTOKOB B
COOTBETCTBHH C
MPaBUJIAMH YTIPABICHUS
[TOTOKaMH,
YCTaHOBJICHHBIMHU
aJIMUHHCTPATOPOM
0e30IMacCHOCTH;

- pa3pelieHue nepeadn
uHpopmaruu B [10
«Deckhouse Platform
Certified Security
Edition» ToabKO O
MapuipyTy,
YCTaHOBJICHHOMY
aJIMUHHCTPATOPOM
0e30IMacCHOCTH;

- BO3MOKHOCTE 3aIIUCH
BO BPEMEHHOC
XPaHUJIHIIE
MH(GOPMAITUH O CETEBhIX
B3aUMOJIEMCTBUAX IS
aHanusa
aJIMUHHCTPATOPOM
0€30IMacHOCTH

Kondurypaunonnas onuus policyAuditMode
JIOJDKHA OBITH B 3HAaueHuH false

cni-cilium

- EgressGateway
- EgressGatewayPol

icy

- U3MEHEHUE
(mepeHarnpasieHHe)
MapuipyTa nepegadu
nHpOpPMaIUH B
cllyvasix,
YCTaHOBJICHHBIX
aIMUHHUCTPATOPOM
0e30MmacHOCTH
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IMapameTtpsI
Moayab | moayJsi wiu pecype | ®PyHkuus 6e30nacHOCTH [osicHenunst
(00beKT)
control- apiserver.signature - pexuM paboTHI 3HavyeHue napameTpa apiserver.signature
plane- KOHTPOJISL HEIOCTHOCTH | JOJKHO OBITH YCTAHOBJICHO CIICAYIOIINM
manager JaHHBIX XpaHUMBIX B o0pazom:

etcd

‘Enforce’: qys xknactepos,
pa3BepTHIBAEMBIX BIEPBHIC, a TAKXKE JUIS
CYIIECTBYIOLINX KJIACTEPOB, Y KOTOPBIX
na”Hble B etcd OBLUIM MTOJIHOCTBIO
npeoOpa3oBaHbl B HOBBIH (hopmar.
‘Migrate’: 11 KJ1acTepoB, B KOTOPBIX, HA
MOMEHT aKTHUBalUWU (YHKINH, TaHHbBIC B
etcd mMpUCYTCTBYIOT B CTAaHAAPTHOM
¢dopmare.

‘Rollback’: mpennasnaueH 11st KjIacTepos,
KOTOPBIM HE0OX0oJuMa oOpaTHast
COBMECTUMOCTh JaHHBIX etcd 1 ux
PE3EpPBHBIX KOMUM € KIACCUYECKOM
Bepcueii Kubernetes (morHOE OTKIIFOUECHUE
¢yHKuMYU 6e3omacHoCTh). JlaHHBIN peXUM
TaKXe He0OXOIMMO HCIIOIB30BaTh MPH
0OHOBJICHHH YK€ Pa3BEpPHYTOTO KilacTepa
Deckhouse 10 Bepcuu, B KOTOpOit
MOSBUIACH PYHKIHSI KOHTPOJIS
LEJIOCTHOCTH JaHHBIX etcd, mepen
MEPEKITIOUCHUEM Ha JII000H IpyToi
PEKUM.

(3HaYeHHE MO0 YMOITYAHUIO)
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IMapameTtpsI
Moayab | moayJsi wiu pecype | ®PyHkuus 6e30nacHOCTH [osicHenunst
(00beKT)
virtualizati | - .spec.enabled - yIpaBJCHUE 3HaueHHe rnapaMerpa JOHKHO OBITh:
on COCTOSTHHEM MOZYJIS - true, 9YTOOBI BKIFOUYUTH MOJTYJIb;

- false, 4TOOBI BEIKIFOUUTE MOJTYJIb.

7.3 Cnucok coOBITHI, OTBEYAIOIINX 33 PeaTH3auio QyHKIHH 6€301MacHOCTH

B 1miensx KOHTpOJISA HENOCTHOCTH, ayAUTa U MPEeIOTBPAIEHUs] HECAHKIIMOHUPOBAHHBIX Olepaluii B
cpene ¢yuknuonupoBanus I[1O «Deckhouse Platform» d¢ukcupyrorcs KitoueBbie COOBITHS
0€301acHOCTH, KOTOPbIE PErHCTPUPYIOTCS B XKypHalie coObITHI Oe3omacHocTu Security Events B mamke
Security (11.5.6).

Crnucok COOBITHH, perucTpanusi KOTOPBIX O0ECHeuMBaeT peaju3alMio 3asBICHHBIX (QYHKUIUH

0€e30I1aCHOCTH:

Peructpupyemsie coobrtust | CobbiTust 6e30macuoctu [10 [Ipumep BrIBOJA
0e30macHOCTH «Deckhouse Platform»

CoOpITHs 0€30MACHOCTH CPeACTBA KOHTEHHEPU3aIH
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Peructpupyempie cOOBITHS

Co0ObITus Oe3onacHoctu 10

[Ipumep BrIBOAA

0e30macHOCTH «Deckhouse Platform»
Heycnennsie nonbITku | CoObiTHE: {
ay TeHTHUKAIH Heycrnieninas mombsITka " tiTe " "2025-11- )
AyTeHTHOHKAIHH B BEO- 18T07:52:55.691407385Z"
mojb3oBateneil  cpezcTsa | mHTEpdEiice mIaTPopMbl "level”: "ERROR",
. "msg": "failed login attempt: Invalid
KOHTEHHEpU3aLUU credentials."”,

PrmisTp 0TO0pPa COOBITHIA:
failed login attempt:
Invalid credentials

"user": "user@test.ru",
"client_remote_addr": "192.168.0.246",
"request_id": "1d80f05a-1601-410a-
8195-cc9fdfee75bc”
}

CoOsITHE:

HeycnemnrHas nomsitka
ayTCHTU(HUKAIINN B CEPBHCE
kube-apiserver

PrmisTp 0TO0pPa COOBITHIA:
Unauthorized K8s API
request detected

{
"hostname": "cse-2-master-1",
"output": "13:38:46.928533000: Warning
Unauthorized K8s API request
detected\nuser=<NA>\nagents=curl/8.14.1\
nverb=get\nuri=/1\nsourceips=[\"192.168.
0.246\",\"192.168.0.12\"]",
"output_fields": {
"evt.time": 1763473126928533000,
"jevt.value[/requestURI]": "/1",
"jevt.value[/sourceIPs]":
"[\"192.168.0.246\",\"192.168.0.12\"]",
"jevt.value[/user/username]": null,
"jevt.value[/userAgent]":
"curl/8.14.1",
"jevt.value[/verb]": "get"

}

riority": "Warning",
"rule": "Unauthorized request in
Kubernetes API",
"source": "k8s_audit",
"tags": [
"k8s_auth_issues",
"unauthorized"
1,
“time": "2025-11-
18T13:38:46.928533000Z"
}

CobblITHe:
3amyck KOHTeHHepa

{

"hostname": "cse-2-master-0",
"output": "10:04:22.866760000:
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3aHy0K u OCTaHOBKa
KOHTGP’IHepOB C YKa3aHuEeM

MMPUYINHBI OCTAHOBKHU

PuinsTp 0TOOPA COOBITHHA:

K8s Pod Created

Informational K8s Pod Created
(user=kubernetes-admin pod=test-pod@
ns=default resource=pods resp=201
decision=allow reason=RBAC: allowed by
ClusterRoleBinding \"kubeadm:cluster-
admins\" of ClusterRole \"cluster-
admin\" to Group \"kubeadm:cluster-
admins\")",
"output_fields": {

"evt.time": 1763546662866760000,

"ka.auth.decision": "allow",

"ka.auth.reason": "RBAC: allowed by
ClusterRoleBinding \"kubeadm:cluster-
admins\" of ClusterRole \"cluster-
admin\" to Group \"kubeadm:cluster-
admins\"",

"ka.response.code": "201",

"ka.target.name": "test-podfd",

"ka.target.namespace": "default",

"ka.target.resource": "pods",

"ka.user.name": "kubernetes-admin"

}

riority": "Informational",
"rule": "K8s Pod created"”,
"source": "k8s_audit",
"tags": [
“container_drift",
"fstec"
1,
"time": "2025-11-
19T10:04:22.866760000Z"

}
CoObItHe: {
OcTtaHoBKa (yqalieHue) "hostname": "cse-2-master-2",
KOHTeHHepa "output": "10:12:49.236482000:

PuinsTp 0TOOPA COOBITHHA:
K8s Pod Deleted

Informational K8s Pod Deleted
(user=system:node:cse-2-worker-2
pod=test-pod® ns=default resource=pods
resp=200 decision=allow reason=)",
"output_fields": {
"evt.time": 1763547169236482000,

"ka.auth.decision": "allow",
"ka.auth.reason": "",
"ka.response.code": "200",
"ka.target.name": "test-podfd",
"ka.target.namespace": "default",
"ka.target.resource": "pods",
"ka.user.name": "system:node:cse-2-
worker-2"

},

"priority": "Informational",
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"rule":
"source":
"tags": [
“container_drift",
"fstec"
1,
“time": "2025-11-
19T10:12:49.236482000Z"
}

"K8s Pod deleted"”,
"k8s_audit",

Momudukarus

3aIlyCKaCMbIX KOHTCfIHCpOB

CoOrnITHE:

B xonteitnepe 3amymieH
MpolLIeCcC YIPABICHUS
MmaKeTaMHu

®unasTp 0TOOPa COOBITHIA:
Package management
process launched in
container

{

"hostname": "cse-2-worker-1",
"output": "12:02:43.366871682: Error
Package management process launched in
container (user=root user_loginuid=-1
command=apt pid=772663
container_id=9d8dd712bf1b
container_name=test123
image=docker.io/library/ubuntu:latest
exe_flags=EXE_WRITABLE|EXE_LOWER_LAYER)"
"output_fields": {
"“container.id": "9d8dd712bf1b",
"container.image.repository":

"docker.io/library/ubuntu”,
"container.image.tag": "latest",
"container.name": "test123",
"evt.arg.flags":

"EXE_WRITABLE |EXE_LOWER_LAYER",
"evt.time": 1763553763366871800,
"proc.cmdline": "apt",

"proc.pid": 772663,
"user.loginuid": -1,
"user.name": "root"

}

riority": "Error",
“rule": "Launch Package Management
Process in container",
"source": "syscall",
"tags": [
“container_drift",
"fstec"
1,
“time": "2025-11-
19T12:02:43.366871682Z"
}

CobblITue:

Hcnonnenne 6uHapHOTO
¢aiina, He BXOZSIIETO B
0a30BbIll 00pa3 KOHTeHHEpa

{

"hostname": "cse-2-worker-1",
"output": "12:20:35.191327872:
Critical Executing binary not part of
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[IabnoH «drop and execute»
gacTo HaOmo1aeTcs mocie
MOy YeHUS
3710yMBIIIEHHUKOM
MEPBOHAYATILHOTO JIOCTYIIA.

®unbTp 0T00Pa COOBITHI:
Executing binary not part
of base image

base image (user=root user_loginuid=-1
user_uid=0 comm=curl ya.ru exe=curl
container_id=9d8dd712bf1b
image=docker.io/library/ubuntu
proc.name=curl proc.sname=bash
proc.pname=bash
proc.aname[2]=containerd-shim
exe_flags=EXE_WRITABLE |EXE_UPPER_LAYER
proc.exe_ino=1580515
proc.exe_ino.ctime=17635548243020134960
proc.exe_ino.mtime=1733935459000000000
proc.exe_ino.ctime_duration_proc_start=1
0886267891 proc.exepath=/usr/bin/curl
proc.cwd=/ proc.tty=34817
container.start_ts=1763553758811466336
proc.sid=15 proc.vpgid=3161
evt.res=SUCCESS)",
"output_fields": {

"container.id": "9d8dd712bf1b",

"container.image.repository":
"docker.io/library/ubuntu”,

"container.start_ts":
1763553758811466200,

"evt.arg.flags":
"EXE_WRITABLE |EXE_UPPER_LAYER",

"evt.res": "SUCCESS",

"evt.time": 1763554835191327700,

"proc.
"proc.
"proc.
"proc.
"proc.
"proc.

aname[2]": "containerd-shim",
cmdline": "curl ya.ru",

cwd": "/",

exe": "curl",

exe_ino": 1580515,

exe_ino.ctime":

1763554824302013400,

"proc.exe_

ino.ctime_duration_proc_start"

: 10886267891,

"proc.

exe_ino.mtime" :

1733935459000000000,

"proc.
"proc.
"proc.
"proc.
"proc.
"proc.

"proc

}

"rule":

.vpgid":
"user.
"user.
"user.

exepath": "/usr/bin/curl",
name": "curl",

pname": "bash",

sid": 15,

sname" : "bash",

tty": 34817,

3161,

loginuid": -1,

name": "root",

uid": ©

riority": "Critical",

"Drop and execute new binary
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in container",

"source": "syscall",
"tags": [
"container_drift",
"fstec"
1,
“time": "2025-11-
19T12:20:35.191327872Z2"
}
CobbITHE: {
"hostname": "cse-2-worker-1",

B xonteitnepe co3aaH HOBBIN
UCTIONHAEMBIH (haiin myTém
n3meHeHus npas (chmod)

PuinsTp 0TOOPA COOBITHHA:
Drift detected
\\ (chmod\\)

"output": "12:39:43.680836047: Error
Drift detected (chmod), new executable
created in a container (user=root
user_loginuid=-1 command=chmod +x 1.sh
pid=973196 filename=/1.sh name=<NA>
mode=S_IXOTH|S_IROTH|S_IXGRP|S_IRGRP|S_I
XUSR|S_IWUSR|S_IRUSR event=fchmodat)",

"output_fields": {

"evt.arg.filename": "/1.sh",
"evt.arg.mode" :
"S_IXOTH|S_IROTH|S_IXGRP|S_IRGRP|S_IXUSR
| S_IWUSR|S_IRUSR",
"evt.arg.name": null,
"evt.time": 1763555983680836000,
"evt.type": "fchmodat",
"proc.cmdline": "chmod +x 1.sh",
"proc.pid": 973196,
"user.loginuid": -1,
"user.name": "root"

}

riority": "Error",
"rule": "Container drift detected
(chmod) ",
"source": "syscall",
"tags": [
“container_drift",
"fstec"
1,
"time": "2025-11-
19T12:39:43.680836047Z2"
}

CoObiTHeE:

B xonteitnepe co3aaH HOBBIN
UCTIONHAEMBIH (haiin
MIOCPEACTBOM ONEpaLuil
open-tcreate.

[ToBenenue vacto
WCIIOJIB3Y€ETCA BPETOHOCHBIM
POTpaMMHBIM

{

"hostname": "cse-2-worker-1",

"output": "13:15:03.343713276: Error
Drift detected (open+create), new
executable created in a container
(user=root user_loginuid=-1 command=malw
pid=1161187 filename=<NA>
name=/tmp/drift_test mode=0755
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o0ecrieueHueM.

®PuinsTp 0TOOPA COOBITHHA:

Drift detected
\\ (open\\+create\\)

event=openat)",

"output_fields": {
"evt.arg.filename": null,
"evt.arg.mode": "0755",

evt.arg.name": "/tmp/drift_test",
evt.time": 1763558103343713300,
evt.type": "openat",
"proc.cmdline”: "malw",
"proc.pid": 1161187,
"user.loginuid": -1,

"user.name": "root"

}

riority": "Error",
"rule": "Container drift detected
(open+create) ",
"source": "syscall",
"tags": [
“container_drift",
"fstec"
1,
“time": "2025-11-
19T13:15:03.343713276Z"
}

CoObiTHeE:

[NombiTKa N3MEHUTH OO0
¢aiin B mpenenax Habopa
CHCTEMHBIX KaTaJIOrOB C
OuHapHBIMU (paiimamu.

®unbTp 0T00Pa COOBITHI:
File below known binary
directory renamed/removed

{

"hostname": "cse-2-worker-2",

"output": "13:46:03.506551797: Error
File below known binary directory
renamed/removed (user=root
user_loginuid=-1 command=ip6tables -t
filter -S OLD_CILIUM_FORWARD pid=1204837
pcmdline=cilium-agent --config-
dir=/tmp/cilium/config-map --prometheus-
serve-addr=127.0.0.1:9092
operation=unlinkat file=<NA> res=-
30(EROFS) dirfd=3(<f>/usr/sbin)
name=iptables(/usr/sbin/iptables)
flags=0 container_id=a85dcc476525
image=dev-registry-
cse.deckhouse.ru/sys/deckhouse-cse)",

"output_fields": {

"“container.id": "a85dcc476525",

"container.image.repository": "dev-
registry-cse.deckhouse.ru/sys/deckhouse-
cse",

"evt.args": "res=-30(EROFS)
dirfd=3(<f>/usr/sbin)
name=iptables(/usr/sbin/iptables)
flags=0",

"evt.time": 1763559963506551800,

"evt.type": "unlinkat",

“fd.name": null,
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"proc.cmdline": "ip6tables -t filter
-S OLD_CILIUM_FORWARD",

"proc.pcmdline"”: "cilium-agent --
config-dir=/tmp/cilium/config-map --
prometheus-serve-addr=127.0.0.1:9092",

"proc.pid": 1204837,

"user.loginuid": -1,

"user.name": "root"

}

riority": "Error",
"rule": "Modify binary dirs",
"source": "syscall",
"tags": [
“container_drift",
"fstec"
1,
“time": "2025-11-
19T13:46:03.506551797Z2"
}

CoObITHE:
ITonsITKa attach/exec B IOL.

PmisTp 0TO0pa COOBITHIA:
Attach/Exec to pod

{

"hostname": "cse-2-master-90",
"output": "06:16:12.365352000: Notice
Attach/Exec to pod (user=kubernetes-
admin pod=test123 resource=pods
ns=default action=exec command=bash)",
"output_fields": {
"evt.time": 1763619372365352000,
"ka.target.name": "test123",

"ka.target.namespace": "default",
"ka.target.resource": "pods",
"ka.target.subresource": "exec",
"ka.uri.param[command]": "bash",
"ka.user.name": "kubernetes-admin"
H
"priority": "Notice",
"rule": "Attach/Exec Pod",
"source": "k8s_audit",
"tags": [
"container_image_access"”,
"fstec"

]l

"time": "2025-11-
20706:16:12.365352000Z"
}

CobblITHeE:
Co3znanrie BpEMEHHOTO
(ephemeral) xonTeiiHepa.

PrmisTp 0TO0pPa COOBITHIA:
Ephemeral container is

{

"hostname": "cse-2-master-90",

"output": "06:27:03.543708000: Notice
Ephemeral container is created in pod
(user=kubernetes-admin pod=test123
resource=pods ns=default
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created in pod

ephemeral_container_name=debugger-vrjf4
ephemeral_container_image=busybox)",
"output_fields": {
"evt.time": 1763620023543708000,

"jevt.value[/requestObject/spec/ephemera
1Containers/@/image]": "busybox",

"jevt.value[/requestObject/spec/ephemera

1Containers/@/name]": "debugger-vrjf4",
"ka.target.name": "test123",
"ka.target.namespace": "default",
"ka.target.resource": "pods",
"ka.user.name": "kubernetes-admin"

}

"priority": "Notice",
"rule": "EphemeralContainers created",
"source": "k8s_audit",
"tags": [
"container_image_access"”,
"fstec"
1,
“time": "2025-11-
20706:27:03.543768000Z"
}

CoObiTHeE:

[NombiTka M3MEHUTH (aiin
o0paza KOHTelHepa B
Karajore
/var/lib/containerd/containerd

®unasTp 0TOOPaA COOBITHIA:
File below a known
containerd directory
opened for writing

{

"hostname": "cse-2-master-90",
"output": "06:31:57.318994093: Error
File below a known containerd directory

opened for writing (user=root
user_loginuid=1001 command=tee
/var/lib/containerd/testfile pid=853499
file=/var/lib/containerd/testfile
parent=sudo pcmdline=sudo tee
/var/lib/containerd/testfile
gparent=sudo container_id=host image=)",
"output_fields": {
"container.id": "host",
"container.image.repository": "",
"evt.time": 1763620317318994200,
"fd.name" :
"/var/lib/containerd/testfile",
"proc.aname[2]": "sudo",
"proc.cmdline": "tee
/var/lib/containerd/testfile",
"proc.pcmdline”: "sudo tee
/var/lib/containerd/testfile",
"proc.pid": 853499,
"proc.pname": "sudo",
"user.loginuid": 1001,
"user.name": "root"
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H

"priority": "Error",

"rule": "Write below containerd images

dir",

"source": "syscall",

"tags": [
"container_image_drift",
"fstec"

1,

“time": "2025-11-

20706:31:57.318994693Z"
}
CoOsITHE: {
"hostname": "cse-2-worker-2",

[NomeiTKa ipoUecTh Gaiin
o0paza KOHTelHepa B
KaTajore
/var/lib/containerd/io.containe
rd.grpc.vi.cri/containers/

®unasTp 0TOOPaA COOBITHIA:
File below a known
containerd directory
opened for reading

"output": "07:05:22.961388994: Notice
File below a known containerd directory
opened for reading (user=root
user_loginuid=-1 command=containerd
pid=708001
file=/var/lib/containerd/io.containerd.g
rpc.vl.cri/containers/7844711587a95f798f
Ta4ca5d0d9f86b5a98585e594b1cfc9ce9b60bo6
629891/ .tmp-status209272341
parent=systemd pcmdline=systemd
gparent=<NA> container_id=host image=)",

"output_fields": {

"container.id": "host",
"container.image.repository": "",
"evt.time": 1763622322961389000,
"fd.name":
"/var/lib/containerd/io.containerd.grpc.
vl.cri/containers/7844711587a95f798f1a4c
a5ded9f86h5a98585e594b1cfc9ce9b60b066298
91/.tmp-status209272341",
"proc.aname[2]": null,
"proc.cmdline": "containerd",
"proc.pcmdline”: "systemd",
"proc.pid": 7086001,
"proc.pname": "systemd",
"user.loginuid": -1,
"user.name": "root"

}

"priority": "Notice",
“rule": "Read below containerd
dir",
"source": "syscall",
"tags": [
"container_image_access"”,
"fstec"

1,

“time":

images

"2025-11-
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20T07:05:22.961388994Z"
}
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CoObitHe:
Hcnonb3oBaHue B {
KOHTeHHepe, 3aIyIeHHOM B "hostname": "cse-2-master-0",
CHCTEMHOM IPOCTPAHCTBE "output": 07 :28:31 .905039909: .Notice
MMEH, Tera 06pasa, OTIHYHOTO Not all containers are running with the
o sha256-cymmbL. sha256 sum as.a tgg in a sys’Fem
CBHICTENBCTRYET O r'lamespzf\ce, which is a po’Fentlal
. integrity control mechanism
MTOTCHITHAIBHOMN OIINOKe : . . :
" misconfiguration (user=kubernetes-admin
HACTPOUKI KOHTPOIIA binding=test resource=pods resp=201
HETOCTHOCTH. decision=allow reason=RBAC: allowed by
ClusterRoleBinding \"kubeadm:cluster-
®unbTp 0T60pa COObITHIA: admins\" of ClusterRole \"cluster-
Not all containers are admin\" to Group \"kubeadm:cluster-
running with the sha256 admins\" image=(nginx))",
"output_fields": {
"evt.time": 1763623711005030000,
"ka.auth.decision": "allow",
"ka.auth.reason": "RBAC: allowed by
ClusterRoleBinding \"kubeadm:cluster-
admins\" of ClusterRole \"cluster-
admin\" to Group \"kubeadm:cluster-
admins\"",
"ka.req.pod.containers.image": |
"nginx"
1,
"ka.response.code": "201",
"ka.target.name": "test",
"ka.target.resource": "pods",
"ka.user.name": "kubernetes-admin"
H
"priority": "Notice",
"rule": "Container tag is not
@sha256",
"source": "k8s_audit",
"tags": [
"fstec",
"integrity_control”
1,
“time": "2025-11-
20707:28:31.005030000Z"
}
N3menenune poreBoii | CobbITHe: {
ITomwITKa co3manus "hostname": "cse-2-master-0",
MOJEIN

ServiceAccount B
MPOCTPAHCTBAX UMEH kube-
system, kube-public, default

PrmisTp 0TO0pPa COOBITHIA:
Service account created
in kube namespace

"output": "07:49:48.803021000: Warning
Service account created in kube
namespace (user=kubernetes-admin
serviceaccount=test
resource=serviceaccounts ns=kube-
system)",

"output_fields": {
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"evt.time": 1763624988803021000,
"ka.target.name": "test",
"ka.target.namespace": "kube-
system",
"ka.target.resource":
"serviceaccounts”,
"ka.user.name": "kubernetes-admin"
H
"priority": "Warning",
"rule": "ServiceAccount created in a
system namespace",
"source": "k8s_audit",
"tags": [
"fstec",
"rbac_drift"

] ’

"time": "2025-11-
20707 :49:48.803021000Z"
}

CoObiTHeE:

[MonbITKa CO3AaHUS
ClusterRoleBinding x ponu
cluster-admin.

PumisTp 0TO0pPa COOBITHIA:
Cluster Role Binding to
cluster-admin role

{
"hostname": "cse-2-master-2",
"output": "08:41:27.516128000: Warning
Cluster Role Binding to cluster-admin
role (user=kubernetes-admin
binding=test444
resource=clusterrolebindings
subjects=<NA> role=cluster-admin
resp=201 decision=allow reason=RBAC:
allowed by ClusterRoleBinding
\"kubeadm:cluster-admins\" of
ClusterRole \"cluster-admin\" to Group
\"kubeadm:cluster-admins\")",
"output_fields": {
"evt.time": 1763628087516128000,
"ka.auth.decision": "allow",
"ka.auth.reason": "RBAC: allowed by
ClusterRoleBinding \"kubeadm:cluster-
admins\" of ClusterRole \"cluster-
admin\" to Group \"kubeadm:cluster-

admins\"",

"ka.req.binding.role": "cluster-
admin",

"ka.req.binding.subjects": null,

"ka.response.code": "201",

"ka.target.name": "test444",
"ka.target.resource":
"clusterrolebindings”,
"ka.user.name": "kubernetes-admin"
b
"priority": "Warning",
"rule": "Attach to cluster-admin
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Role",
"source": "k8s_audit",
"tags": [
"fstec",
"rbac_drift"
1,
“time": "2025-11-
20T08:41:27.516128000Z"
}
CobbITHE: {
ITomeITKa co3manus "hostname": "cse-2-master-90",
Role/ClusterRole ¢ "output": "09:08:25.846971000: Warning

MOJICTAaHOBOYHBIMHU 3HAKAMU
(«*») B pecypcax unu
NENCTBUAX.

PuinsTp 0TOOPA COOBITHHA:
Created Role/ClusterRole
with wildcard

Created Role/ClusterRole with wildcard
(user=kubernetes-admin role=user-editor
resource=clusterroles
rules=({\"verbs\":[\"get\"], \"apiGroups\
":[\"kuma.io\"],\"resources\":[\"*\"]}))

n
’

"output_fields": {
"evt.time": 1763629705846971000,
"ka.req.role.rules": [

"{\"verbs\":[\"get\"],\"apiGroups\":[\"k
uma.io\"],\"resources\":[\"*\"]}"

] ’

"ka.target.name": "user-editor",

"ka.target.resource":
"clusterroles”,

"ka.user.name": "kubernetes-admin"

}

riority": "Warning",
"rule": "ClusterRole with wildcard
created",
"source":
"tags": [
"fstec",
"rbac_drift"
1,
"time": "2025-11-
20T09:08:25.846971000Z"
}

"k8s_audit",

CobbiTHE:

IToneITKa CO3MaHMs
Role/ClusterRole,
00130y 0 TIpaBaMK Ha
oTiepaIuu 3amucu(create,
modify, delete).

PuinsTp 0TOOPA COOBITHH:
Created Role/ClusterRole

{

"hostname": "cse-2-master-90",

"output": "09:28:35.509262000: Notice
Created Role/ClusterRole with write
privileges (user=kubernetes-admin
role=user-editor resource=clusterroles
rules=({\"verbs\":[\"get\",\"create\"],\
"apiGroups\":[\"kuma.io\"],\"resources\"

SINTRTTE))
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with write privileges

"output_fields": {
"evt.time": 1763630915509262000,
"ka.req.role.rules": [

"{\"verbs\":[\"get\",\"create\"],\"apiGr
oups\":[\"kuma.io\"],\"resources\":[\"*\
Il]}ll

]l

"ka.target.name": "user-editor",
"ka.target.resource":
"clusterroles”,

"ka.user.name": "kubernetes-admin"

}

"priority": "Notice",
"rule": "ClusterRole with write
privileges created",
"source": "k8s_audit",
"tags": [
"fstec",
"rbac_drift"
1,
"time": "2025-11-
20T09:28:35.509262000Z"
}

CoOsITHE:

IMombiTKa co3MaHus
Role/ClusterRole ¢
BO3MOYHOCTBIO BBITTOTHCHUS
KoMmaH[ (exec) B moze (c
00BEKTOM pods/exec B
MACCHBE resources).

PumisTp 0TO0pPa COOBITHIA:
Created Role/ClusterRole
with pod exec privileges

{
"hostname": "cse-2-master-90",
"output": "09:34:10.109024000: Warning
Created Role/ClusterRole with pod exec
privileges (user=kubernetes-admin
role=user-editor resource=clusterroles
rules=({\"verbs\":[\"get\",\"create\"],\
"apiGroups\":[\"kuma.io\"],\"resources\"
:[\"test\",\"pods/exec\"1}))",
"output_fields": {
"evt.time": 17636312501096024000,
"ka.req.role.rules": [

"{\"verbs\":[\"get\",\"create\"],\"apiGr
oups\":[\"kuma.io\"],\"resources\":[\"te
st\",\"pods/exec\"]}"
] ’
"ka.target.name": "user-editor",
"ka.target.resource":
"clusterroles”,

"ka.user.name": "kubernetes-admin"

}

riority": "Warning",
"rule": "ClusterRole with Pod Exec
created",
"source":
"tags": [

"k8s_audit",
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"fstec",
"rbac_drift"
] ’
“time": "2025-11-
20T09:34:10.109024000Z"
}
CobbiTHeE: {
ITonbITKa U3MEHUTL WIH "hostname": "cse-2-master-90",

ynanmuth ClusterRole/Role,
Ha3BaHUE KOTOPOM
HAYMHACTCS C System.

PrmisTp 0TO0pPa COOBITHIA:
System ClusterRole/Role
modified or deleted

"output": "09:39:25.003993000: Warning
System ClusterRole/Role modified or
deleted (user=kubernetes-admin
role=system:test resource=clusterroles
action=delete)",

"output_fields": {

"evt.time": 1763631565003993000,

"ka.target.name": "system:test",

"ka.target.resource":
"clusterroles”,

"ka.user.name": "kubernetes-admin",

"ka.verb": "delete"

}

riority": "Warning",
"rule": "System ClusterRole
modified/deleted"”,
"source": "k8s_audit",
"tags": [
"fstec",
"rbac_drift"
1,
“time": "2025-11-
20709:39:25.0039936000Z"
}

CoObITHE:
ITombiTKa co31aHus
ServiceAccount

PuinsTp 0TOOPA COOBITHHA:
K8s Serviceaccount
Created

{

"hostname": "cse-2-master-1",
"output": "09:42:26.177759000: Notice
K8s Serviceaccount Created
(user=system:node:cse-2-worker-1
serviceaccount=cert-manager ns=d8-cert-
manager resource=serviceaccounts
resp=201 decision=allow reason=)",
"output_fields": {

"evt.time": 1763631746177759000,
"ka.auth.decision": "allow",
"ka.auth.reason": "",
"ka.response.code": "201",
"ka.target.name": "cert-manager",
"ka.target.namespace": "d8-cert-

manager",
"ka.target.resource":
"serviceaccounts”,
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"ka.user.name": "system:node:cse-2-
worker-1"
H
"priority": "Notice",
"rule": "K8s ServiceAccount created",
"source": "k8s_audit",
"tags": [
"fstec",
"rbac_drift"

]l
"time": "2025-11-
20709:42:26.177759000Z"

}
CobbiTHE: {
[NombITKa yHaneHUs "hostname": "cse-2-master-0",
ServiceAccount "output": "09:44:58.733934000: Notice

®PuinsTp 0TOOPA COOBITHHA:
K8s Serviceaccount
Deleted

K8s Serviceaccount Deleted
(user=kubernetes-admin
serviceaccount=test ns=default
resource=serviceaccounts resp=200
decision=allow reason=RBAC: allowed by
ClusterRoleBinding \"kubeadm:cluster-
admins\" of ClusterRole \"cluster-
admin\" to Group \"kubeadm:cluster-
admins\")",
"output_fields": {

"evt.time": 1763631898733934000,

"ka.auth.decision": "allow",

"ka.auth.reason": "RBAC: allowed by
ClusterRoleBinding \"kubeadm:cluster-
admins\" of ClusterRole \"cluster-
admin\" to Group \"kubeadm:cluster-
admins\"",

"ka.response.code": "200",

"ka.target.name": "test",

"ka.target.namespace": "default",

"ka.target.resource":
"serviceaccounts”,

"ka.user.name": "kubernetes-admin"

H
"priority": "Notice",
"rule": "K8s ServiceAccount deleted",
"source": "k8s_audit",
"tags": [
"fstec",
"rbac_drift"
]l
“time": "2025-11-
20T09:44:58.733934000Z"

}
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CoObITHE:
ITomeITKa co3nanus Role ninu
ClusterRole

®PuinsTp 0TOOPA COOBITHHA:
K8s Cluster Role Created

{
"hostname": "cse-2-master-90",
"output": "09:39:07.355383000: Notice
K8s Cluster Role Created
(user=kubernetes-admin role=system:test
resource=clusterroles
rules=({\"verbs\":[\"get\"], \"apiGroups\
":[\"\"],\"resources\":[\"*\"]})
resp=201 decision=allow reason=RBAC:
allowed by ClusterRoleBinding
\"kubeadm:cluster-admins\" of
ClusterRole \"cluster-admin\" to Group
\"kubeadm:cluster-admins\")",
"output_fields": {
"evt.time": 1763631547355383000,
"ka.auth.decision": "allow",
"ka.auth.reason": "RBAC: allowed by
ClusterRoleBinding \"kubeadm:cluster-
admins\" of ClusterRole \"cluster-
admin\" to Group \"kubeadm:cluster-
admins\"",
"ka.req.role.rules": [

"{\"verbs\":[\"get\"],\"apiGroups\":[\"\
"],\"resources\" :[\"*\"]}"
1,
"ka.response.code": "201",
"ka.target.name": "system:test",
"ka.target.resource":
"clusterroles”,

"ka.user.name": "kubernetes-admin"

}

riority": "Notice",
"rule": "K8s Role/ClusterRole
created",
"source":
"tags": [
"fstec",
"rbac_drift"
1,
“time": "2025-11-
20T09:39:07.355383000Z"

}

"k8s_audit",

CoOsITHE:
IMombiTKa co3MaHUs
ClusterRoleBinding

PumisTp 0TO0pa COOBITHIA:
K8s Cluster Role Binding
Created

{

"hostname": "cse-2-master-1",

"output": "10:08:06.223077000: Notice
K8s Cluster Role Binding Created
(user=kubernetes-admin binding=test444
resource=clusterrolebindings
subjects=<NA> role=admins resp=201
decision=allow reason=RBAC: allowed by
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ClusterRoleBinding \"kubeadm:cluster-
admins\" of ClusterRole \"cluster-
admin\" to Group \"kubeadm:cluster-
admins\")",
"output_fields": {

"evt.time": 1763633286223077000,

"ka.auth.decision": "allow",

"ka.auth.reason": "RBAC: allowed by
ClusterRoleBinding \"kubeadm:cluster-
admins\" of ClusterRole \"cluster-
admin\" to Group \"kubeadm:cluster-

admins\"",

"ka.req.binding.role": "admins",
"ka.req.binding.subjects": null,
"ka.response.code": "201",

"ka.target.name": "test444",

"ka.target.resource":
"clusterrolebindings”,

"ka.user.name": "kubernetes-admin"

H
"priority": "Notice",

"rule": "K8s Role/ClusterRole binding
created",

"source": "k8s_audit",
"tags": [
"fstec",
"rbac_drift"

] ’
“time": "2025-11-
20T10:08:06.223077000Z"

}
CobpitHe: {
[NombITKa yaaneHUs "hostname": "cse-2-master-2",
ClusterRoleBinding "output": "10:08:04.368957000: Notice

PrmisTp 0TO60pa COOBITHIA:
K8s Cluster Role Binding
Deleted

K8s Cluster Role Binding Deleted
(user=kubernetes-admin binding=test444
resource=clusterrolebindings resp=200
decision=allow reason=RBAC: allowed by
ClusterRoleBinding \"kubeadm:cluster-
admins\" of ClusterRole \"cluster-
admin\" to Group \"kubeadm:cluster-
admins\")",
"output_fields": {

"evt.time": 1763633284368957000,

"ka.auth.decision": "allow",

"ka.auth.reason": "RBAC: allowed by
ClusterRoleBinding \"kubeadm:cluster-
admins\" of ClusterRole \"cluster-
admin\" to Group \"kubeadm:cluster-
admins\"",

"ka.response.code": "200",
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"ka.target.name": "test444",

"ka.target.resource":
"clusterrolebindings”,

"ka.user.name": "kubernetes-admin"

}

"priority": "Notice",
"rule": "K8s Role/ClusterRole binding
deleted",
"source":
"tags": [
"fstec",
"rbac_drift"
1,
“time": "2025-11-
20710:08:04.368957600Z"
}

"k8s_audit",

BrisBnenue HN3BCCTHBIX

ysI3BUMOCTEHd B o0Opasax
KOHTEMHEPOB u
HEKOPPEKTHOCTH

KOH(UTYpaLun

CoObITHE:

Co3nanue pecypcos
ConfigAuditReports u
VulnerabilityReports

PuinsTp 0TOOPA COOBITHH:

K8s Security Reports
Created

{
"hostname": "cse-2-master-2",
"output": "12:15:07.995425000: Notice
K8s Security Reports Created. The report
may contain vulnerability information.
Check the object in the cluster
(user=system:serviceaccount :d8-operator-
trivy:operator-trivy, verb=create,
ns=cve, resource=vulnerabilityreports,
object=replicaset-loki-deployment-
5549c44655-1oki)",
"output_fields": {
"evt.time": 1763640907995425000,
"ka.target.name": "replicaset-loki-
deployment-5549c44655-1oki",
"ka.target.namespace": "cve",
"ka.target.resource":
"vulnerabilityreports"”,
"ka.user.name":
"system:serviceaccount:d8-operator-
trivy:operator-trivy",

"ka.verb": "create"
H
"priority": "Notice",
"rule": "Create Security Reports",
"source": "k8s_audit",
"tags": [
"fstec",
"security_reports”
1,
“time": "2025-11-

20T12:15:07.995425000Z"
}
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DakThl Hapymenus | CoOwiTue: {

5 OnMH U3 TBOUYHBIX (HaMIoB, "hostname": "cse-2-master-90",
[EJI0CTHOCTH ODBEKTOB | cHomb3yembIx "output"”: "13:55:53.182087669: Error
KOHTPOJIS KoMIoHenTamu 11O Deckhouse binary /opt/deckhouse/bin/1s

«Deckhouse Platformy B
JTUPEKTOPUH
/opt/deckhouse/bin, ve
MPOMIEN TPOBEPKY HOITUCH

PumisTp 0TO0pPa COOBITHIA:
Error Deckhouse binary

is missing a proper digital signature"”,
"output_fields": {
"evt.time": 1763646953182087700,
"fd.name": "/opt/deckhouse/bin/1s"

}

riority": "Error",
"rule": "missing_digital_signature",
"source": "syscall",
"tags": [
"integrity_check",
"subscription_check"
1,
“time": "2025-11-
20T13:55:53.182087669Z"
}

CobblITue:
Hapymenne nenoctHoctn
00BEKTOB XpaHUMBIX B etcd

®unsTp 0TOOPa COOBITHIA:
K8s audit event with
deckhouse.io/signature
annotation

{

"hostname" : "adyakonov-static-master-
e",

"output": "08:28:46.868800000: Notice
[Falco] K8s audit event with
deckhouse.io/signature annotation.
Indicates that unsigned objects or
objects with invalid signatures were
found in the etcd database.
(user=system:node:adyakonov-static-
master-0 verb=create
resource=serviceaccounts object=safe-
agent-updater signature=Absent

signature)",
"output_fields": {
"evt.time": 1763713726868800000,

"jevt.value[/annotations/deckhouse.io~1s
ignature]": "Absent signature",
"ka.target.name": "safe-agent-
updater",
"ka.target.resource":
"serviceaccounts”,
"ka.user.name":
"system:node :adyakonov-static-master-0",

"ka.verb": "create"
H
"priority": "Notice",
"rule": "Event with

deckhouse.io/signature annotation”,
"source": "k8s_audit",
"tags": [
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"annotations",
"audit",
"deckhouse",
"signature”
] ’
“time": "2025-11-
21708:28:46.868800000Z"
}
CoOrnITHE: {
[TompiTKa 3ammycka "hostname" : "adyakonov-static-master-
0"

KOHTEMHepa ¢ HEKOPPEKTHOM
WJIU OTCYTCTBYIOIIEH
KOHTPOJIBHOM CyMMOH 00pa3za

®unasTp 0TOOPaA COOBITHIA:
K8s Pod creation denied
due to missing GOST
digest

"output": "09:02:17.183187000: Warning
K8s Pod creation denied due to missing
GOST digest (user=kubernetes-admin,
ns=default, pod=po, reason=admission
webhook \"gost-digest-
webhook .deckhouse.io\" denied the
request: the image does not contain gost
digest, image=nginx:latest)",

"output_fields": {

"evt.time": 1763715737183187000,

"jevt.value[/requestObject/spec/containe
rs/0/image]": "nginx:latest",

"jevt.value[/responseStatus/message]":
"admission webhook \"gost-digest-
webhook .deckhouse.io\" denied the
request: the image does not contain gost
digest",
"ka.target.name": "po",
"ka.target.namespace": "default",
"ka.user.name": "kubernetes-admin"

}

riority": "Warning",

"rule": "Pod creation denied due to
missing GOST digest",

"source": "k8s_audit",
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"tags": [
"integrity_check",
"signature”

]l

"time": "2025-11-

21709:02:17.183187600Z"
}

CoOpITHs 0€30MACHOCTH CPEACTBA BUPTYATU3ALH

Ycneurnslie 1 HEYCHEIIHbIE
TOTIBITKU Ay TEHTH(UKAIH
HOIb30BaTeIeH 110

«Deckhouse Platform»

CobblITHeE:

Heycnemnas nonsitka
ayTeHTU(UKALUU B BEO-
uHTepderice mIaThopMbl

PrmisTp 0TO0pPa COOBITHIA:
failed login attempt

{
"time": "2025-11-
18T07:52:55.091407385Z"
"level": "ERROR",

"msg": "failed login attempt: Invalid

credentials."”,

"user": "user@test.ru",
"192.168.0.246",

"client_remote_addr":

"request_id": "1d80f05a-1601-410a-

8195-cc9fdfee75bc”
}
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CobblITHeE:

VYcnennas moneITKa
ayTeHTU(UKAUU B BEO-
uHTepderice mIaThopMbl

PrmisTp 0TO0pa COOBITHIA:
login successful

{
"time": "2025-11-
21709:57:28.0664356547",
"level": "INFO",
"msg": "login successful",
“connector_id": "local",
"username": "user",
"preferred_username": "",
"email”: "name.surname@test.ru",
"groups": null,
"“client_remote_addr": "10.111.8.85",
"request_id": "5644ed82-b5f5-453c-
ad51-661bd73efdfc"

}
Hocryn none3oBareneii [10 | CoObitue: {
Joctyn nonb3oBareneii k BM "type": "Access to VM",
«Deckhouse Platform» x "level”: "info"
"name": "Virtual machine 'test-vm'

BUPTYAJIbHBIM MalllMHaM

PuinsTp 0TOOPA COOBITHHA:
Access to VM

connection has been initiated via
console by 'name.surname@test.ru'"”
"datetime": "2025-11-22T07:43:437Z",
"uid": "a83162e5-1c¢85-4c57-9¢c22-
ea508c75115e",
"request_subject":
"name.surname@test.ru",
"action_type": "get",
"node_network_address": "10.12.0.200",
"virtualmachine_uid": "986d6e76-ec@d-
43ab-a846-171d1ecae437",

"virtualmachine_os": "unknown",

"storageclasses": "local-storage-
class”,

"gemu_version": "v9.2.0",

"libvirt_version": "v10.9.0",

"operation_result": "unknown"

}
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Co3manue W ynajeHue

BUPTYAJIbHBIX MallliH

CoObITHE:
Coznmanne BM

PuinsTp 0TOOPA COOBITHHA:
Virtual machine .* has
been created

{
"type": "Manage VM",
"level": "info",
"name": "Virtual machine 'test-vm' has

been created by 'kubernetes-admin'",
"datetime": "2025-11-22T07:41:04Z",
"uid": "dd7d9739-2980-4fab-b21b-
1967fffébbc3",

"request_subject": "kubernetes-admin",
"action_type": "create",
"node_network_address": "unknown",

"virtualmachine_uid": "986d6e76-ecBd-
43ab-a846-171d1ecae437",
"virtualmachine_os": "unknown",

"storageclasses": ,

"gemu_version": ,

"libvirt_version": s

"operation_result": "allow"
}
CobbITHE: {
Vnanenne BM "type": "Manage VM",
"level”: "warn",
"“name” : "Virtual machine 'test-vm' has

PuinsTp 0TOOPA COOBITHHA:
Virtual machine .* has
been deleted

been deleted by 'kubernetes-admin'",
"datetime": "2025-11-22T07:28:29Z7",
"uid": "45410e58-7bf0-4b13-87d2-

b5b8b8f5f190",
"request_subject": "kubernetes-admin",
"action_type": "delete",
"node_network_address": "10.12.0.200",
"virtualmachine_uid": "f08d1586-ef97-

44bd-bb13-f2b329bf43b3",

"virtualmachine_os": "unknown",
"storageclasses": "unknown",
"gemu_version": "v9.2.0",
"libvirt_version": "v10.9.0",
"operation_result": "allow"
}
3amyck u octanoBka [1O [ CoGbiTHe:
3amyck\u3MEHEHUE HACTPOEK {
«Deckhouse Platform» ¢ CB "type": "Module control”,
yKa3aHHeM TPUYUHBI "level®: "info",
OWILTP 0T60PA COOBITHIA: "name": "Module 'virtualization' has
OCTaHOBKH been updated by 'kubernetes-admin'",

Module 'virtualization'
has been updated

"datetime": "2025-11-24T09:10:29Z",

"uid": "10075456-a04c-4fd0-8e38-
60e1a62f81a3",

"request_subject": "kubernetes-admin",

"operation_result": "allow",

"action_type": "patch",
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"component": "virtualization",
"node_network_address": "unknown",
"virtualization_version": "v1.73.1",
"virtualization_name": "Deckhouse
Virtualization Platform",
"gemu_version": "unknown",
"libvirt_version": "unknown"
}
CobbITHE: {
Ocrtanoska CB "type": "Module control”,
"level”: "warn",
“name"” : "Module 'virtualization' has

PuinsTp 0TOOPA COOBITHIA:
Module 'virtualization'
has been disabled

been disabled by 'kubernetes-admin
"datetime": "2025-11-24T09:10:26Z",
"uid": "be3259e5-e986-4ea5-b15f-
36322fded257",

"request_subject": "kubernetes-admin",
"operation_result": "allow",
"action_type": "patch",
"component": "virtualization",
"node_network_address": "unknown",
"virtualization_version": "v1.73.1",
"virtualization_name": "Deckhouse
Virtualization Platform",
"gemu_version": "unknown",
"libvirt_version": "unknown"
}
3amyck u ocranoBka [ CoObITHeE: {
3anyck BM "type": "Control VM",
BUPTYaJIbHBIX MalluH C "level": "info",
yKa3aHUEeM npuyrHel | PUALTP 0TOOpa COOBITHIA: "name”: "Virtual machine 'test-vm’ has
Virtual machine .* has been started by 'name.surname@test.ru'",
OCTaHOBKH "datetime": "2025-11-24T09:05:39Z2",

been started

"uid": "cd88fc91-2c33-4bbb-90ca-
4ff76e9c721d",

"request_subject":
"name.surname@test.ru",

"action_type": "start",

"node_network_address": "unknown",

"virtualmachine_uid": "986d6e76-ec@d-
43ab-a846-171d1ecae437",

"virtualmachine_os": ,

"storageclasses": "local-storage-
class”,

"gemu_version": "v9.2.0",

"libvirt_version": "v10.9.0",

"operation_result": "allow"

}
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CobblITHeE:
OctanoBka BM c yka3anuem
MPUYIMHBI OCTAHOBKU

PumipTp 0TO0pPa COOBITHIA:
Virtual machine .* has
been stopped

{
"type": "Control VM",
"level”: "warn",

“name” : "Virtual machine 'test-vm' has
been stopped by 'name.surname@test.ru'",
"datetime": "2025-11-24T08:46:027",

"uid": "@0el14c65-25e5-445f-a5fc-
3347d5130d53",

"request_subject":
"name.surname@test.ru",

"action_type": "stop",

"node_network_address": "10.12.0.200",

"virtualmachine_uid": "986d6e76-ecBd-
43ab-a846-171d1ecae437",

"virtualmachine_os": "",

"storageclasses": "local-storage-
class”,

"gemu_version": "v9.2.0",

"libvirt_version": "v10.9.0",

"operation_result": "allow"

CoObiTHeE:
[lepesarpyzka BM

®PuinsTp 0TOOPA COOBITHHA:
Virtual machine .* has
been restarted

"type": "Control VM",

"level”: "warn",

"name"” : "Virtual machine
been restarted by
'name.surname@test.ru'",

"datetime": "2025-11-24T08:46:047Z",

"uid": "9f768a9%9a-34ef-49d4-b12c-
492c5f9%aac25",

"request_subject":
"name.surname@test.ru",

"action_type": "restart",

"node_network_address": "10.12.0.200",

"virtualmachine_uid": "986d6e76-ecBd-
43ab-a846-171d1ecae437",

"virtualmachine_os": "",

"storageclasses": "local-storage-
class”,

"gemu_version": "v9.2.0",

"libvirt_version": "v10.9.0",

"operation_result": "allow"

}

"test-vm' has

N3menenune poneBoi

MOACIN

CoOBITHS aHATTOTUYHBI COOBITUSIMU CpeacTBa KOHTCﬁHepPBaL[HH

WzmeHenne xoHQUrypanuu

I1O «Deckhouse Platform»

CobblITue:
Uzmenenne koHpUrypanuu
CB

{

"type": "Module control",
"level"”: "info",
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PrmisTp 0TO0pPa COOBITHIA:
Module 'virtualization'
has been updated

“name": "Module 'virtualization' has
been updated by 'kubernetes-admin'",
"datetime": "2025-11-24T08:16:43Z",
"uid": "f4177935-4b15-4437-a886-
f2171fe52ae9",
"request_subject": "kubernetes-admin",
"operation_result": "allow",
"action_type": "patch",
“component"”: "virtualization",
"node_network_address": "unknown",
"virtualization_version": "v1.73.1",
"virtualization_name": "Deckhouse
Virtualization Platform",
"gemu_version": "unknown",

"libvirt_version": "unknown"
}
W3menenne koHdurypanmii | CoOblTHE:! {
M3MeHeHre KOHpUTYpaIuu "type”: "Manage VM"
BUPTYaJIbHBIX MAIIUH BM "level": "info",
"name": "Virtual machine 'test-vm' has

PuinsTp 0TOOPA COOBITHA:
Virtual machine .* has
been updated

been updated by 'name.surname@test.ru'",
"datetime": "2025-11-24T09:05:01Z",
"uid": "611f0dd3-cf37-4899-97d0-
201170a95af7",
"request_subject":
"name.surname@test.ru",
"action_type": "update",
"node_network_address": "16.12.0.200",
"virtualmachine_uid": "986d6e76-ecOd-
43ab-a846-171d1ecae437",

"virtualmachine_os": "unknown",
"storageclasses": "local-storage-
class",
"gemu_version": "v9.2.0",
"libvirt_version": "v10.9.0",
"operation_result": "allow"
}
DakThl Hapymenus | CoOwiTue: {
5 Hapyuienne KOHTpOIIst "type": "Integrity check”,
TENIOCTHOCTH OOBCKTOB LEIOCTHOCTH KOH(MHUIYypaLuu "level”: "critical”,
KOHTPOJIS BM "name" : "Virtual machine 'test-vm'

®unbTp 0T00Pa COOBITHI:
Virtual machine .* config
integrity check failed

config integrity check failed",

"datetime": "2025-11-25T05:46:50Z",

"uid": "aB8344637-1ed8-4b0B6-b769-
21fa4e73dd96",

"request_subject":
"system:serviceaccount:d8-
virtualization:kubevirt-internal-
virtualization-handler",

"operation_result": "allow",
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"object_type": "Virtual machine
configuration",
"virtual_machine_name": "test-vm",
"control_method": "Integrity Check",
"reaction_type": "info",

"integrity_check_algo": "sha256",
"reference_checksum" :
"a57fee12cd9af67dd3105026d6f20ad3f30e4de
8598fh4600f233be34fcbcc62",
“current_checksum":
"4caB8a36fb8b3bf12a922530deBdae794act5698
bc4d77440¢c38a17bbcbBed7b5"
}
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