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Cnucok UCnoJib3yeMbIX 0003HAYEHUI M COKpalleH Uil

API
CRI, container runtime,

KOHTEHMHEPHBIN paHTaiM

DVCR

Persistent Volume Claim

(PVC)

DVD

TLS

SSH

USB

YAML

oC

1O
I1O «Deckhouse Platform»

Application Programming Interface, mporpaMMHbIii
uHTepdelic mpUIoKEHH

Cpena nucnoaHeHus! KOHTEHHEPOB

BceTpoennsliii cepBuc, oOecreuynBarOImMUiA XpaHEHUE,
BEPCHOHUPOBAaHWE M  JOCTYm K  oOpaszam
BUPTYQJIbHBIX MaIIHH

3alpoc  MOJIb30BaTeNld WIM  OPUIIOKEHHUS  Ha
WCITOJIb30BaHUE TIOCTOSTHHOTO XpaHumuiia (Persistent
Volume, PV) B Kubernetes

Digital Versatile Disc, mudpoBoii MHOTrOIEIEBOI
JTICK

[Iporokon mmppoBaHusi, KOTOPBIM OOECIIEUYNBACT
Oe3omacHyl0 Tmepefadyy JaHHBIX B HMHTEpHETE,
3amMmas  KOH(QUACHUUAIBHOCTh M LEJIOCTHOCTh
UHPOpMAITIH oT nepexsara u
HECAaHKIIMOHUPOBAHHOTO TOCTyMa

CeTeBoil TPOTOKOJ, MO3BOJIAIOMIMI TPOU3BOIUTH
yAAI€HHOE YIPABIECHUE ONEPAllMOHHOW CUCTEMOMN U
tynHenupoBanne TCP  (Transmission  Control
Protocol)-coenuaennit

Universal Serial Bus, uatepdeiic mis moaxmrodeHust
nepuepuitHbIX YCTPOUCTB

S3bIK s CTPYKTYPUPOBAaHHOMU 3aIUCH
uHpopMaIuu, 061a1al0MUN TPOCTHIM CHHTAKCUCOM
OnepanroHHas cucrema

[Iporpammuoe obecrieueHue

[Iporpammuoe obecneuenne «Deckhouse Platform

Certified Security Edition»
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1 JleiicTBusI 10 NpHEeMKe MOCTABJIEHHOI0 CPeACTBA

[Tpuemka moctaBnennoro I[IO «Deckhouse Platform» ocymecTBiasieTcs B COOTBETCTBHU C
yKa3aHMsAMH, cojepkamumucs B aokymeHTe «IIporpammuoe oGecnedenue «Deckhouse Platformy.
Texunueckue ycnosus. RU.86432418.00001-01 TY 04-1».

[lepen HayamoM PKCIUTyaTalluu, s OOHAPYKEHUS JIF000T0 pacxoXkAeHUs Mexay opuruHanom [10
«Deckhouse Platform» u Bepcueii, momyueHHON 3aKa3duKoM, TPOBOAUTCS MPOIIETypa MIPUEMKH.

[Tpuemka nocrasnenHoi 110 «Deckhouse Platform» BxitouaeT B ce0st ciaeqyromye mpoueypsl:

- NpOBEpPKA yIAKOBKH;

- MpOBEpKa MApKUPOBKH;

- MpOBepKa KOMIIEKTHOCTH;
- MpOBepKa LEIOCTHOCTH.

IIpoBepka ymakoBKM, MapKUPOBKM M KOMIUIEKTHOCTU IIPOBOAUTCS METOJOM BH3YyaJbHOTO
ocmotpa. [Ipu ocMoTpe ynakoBKU IpoBepsieTCs:

- HAWMEHOBAaHHUE U aJPeC OTIPaBUTENS (M3TOTOBUTEIS ),
- OTCYTCTBHE MEXaHWYECKUX MOBPEKICHUIN YITAaKOBKH.

Eciy Ha ynakoBKe MMEIOTCS 3HAUUTENBHBIE TOBPEKIEHHS, KOTOPbIE MOT'YT CBUIETEIBCTBOBATH O
HapylLIEHUH LEJIOCTHOCTH YMAKOBKM U €€ COAEPKUMOIO, a TaKke O HEIpPaBOMEPHOM BCKPBITUU
KOHBEpTa TPETbUMHU JIUIAMH, WJIK OTIpaBUTEIEM HeE fBIsSETCS AKIHMOHEpHOe o0mecTtBo «dmanT»
(ampec: Axkmmonepnoe oOmectBo «®mant», 115088, . MockBa, yn. Yrpeuickas, a. 12, ctp. 4, oduc
47A) Takoil KOMIUIEKT TIOCTABKH MIPU3HAETCS OPaKOBAHHBIM M OTCBUIAETCS 00paTHO oTmpaButTeno. Ecium
[0 pe3yJibTarTaM MPOBEPKU LEIOCTHOCTH YMAKOBKH HApyILIEHWH BBISBICHO HE ObUIO — MPOBOJUTCS
MIPOBEPKa YIAKOBKU U MAPKUPOBKHU.

IIpoBepka MapKUpPOBKH NOAPA3yMEBAET MPOBEPKY HAJIMYMS BO BKJIAJBIILIE CIEAYIOIUX JaHHBIX:

- HAUMEHOBAHUE U3/EIHS;

- JleuMMajbHbIA HOMEP;

- JIOTOTHUII IPEAIPUATUSA-TPOU3BOAUTEIS;

- TOJ BBIIIYCKa;

- CEpuiHBINA HOMED;

- azpec, HoMmep TenedoHa, aipec IEKTPOHHOM MOUTHI, CChIJIKA HA CAUT
MPEIPUITUSI-IPOU3BOAUTENS;

- Kparkasa I/IH(I)OpMaI_[I/ISI 00 n3aCINU U €0 OCHOBHBIX (byHKI_II/IOHaHLHBIX BO3MOXHOCTAX.
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Ha sTane npueMku A0JKHA BBINOIHATHCS IPOBEPKA 3aIIOJHEHUS U NOANUCAHUS OTBETCTBEHHBIMU
pasnenoB «CBUIECTENLCTBO O MpUeMKe» U «CBUAETENIBCTBO 00 yIaKOBKE U MapKUpOBKe» B Dopmyisipe,
MOCTaBJIsIEMOM Ha OyMa)KHOM HOCHTEJIE.

Ecnmu mo pesynbraraM ImpoBepKH MapKUPOBKH OOHApPY>KEHO OTCYTCTBHE KaKOTO-JIMOO 3JIEeMEHTa
MapKHPOBKM — TaKOW KOMIUIEKT IIOCTaBKM TIPU3HAETCS OpakOBaHHBIM M OTChUIAETCS 00paTHO
ornpaButento. Ecnu mo pesynasratam NpPOBEpPKM MAapKUPOBKM HApYLIEHUWH BBIABICHO HE OBUIO —
MIPOBOAMTCS MPOBEPKA KOMIUIEKTHOCTH ITOCTaBKH.

[TpoBepka KOMIUIEKTHOCTH TIOCTAaBKH IPOBOJUTCS METOIOM CpaBHEHHsI COCTaBa IOIy4YEeHHOU
nocTaBku TpeOoBaHUsAM, YyKazaHHbIM B 1. 4.1 ®opmynspa. Eciu mo pesynpraram npoBepKH
KOMIUIEKTHOCTHU TOCTaBKU pacXokaeHus ¢ PopMysipoM OTCYTCTBYIOT — Jajiee MPOU3BOIUTCS IPOBEpKa
LEJIOCTHOCTH.

B pamMkax npoBepKH LET0CTHOCTH JTOJHKHBI OBITh IIPOBEICHBI:

- mposepka nenoctHoctd USB dumm-nakonurens uinu DVD-aucka (Hocutens);
- mpoBepka nenoctHocty guctpudytrsa [10 «Deckhouse Platformy;
- mpoBepka nesnoctHocTH ycranonineHHoro [10 «Deckhouse Platformy.

[TpoBepka IETOCTHOCTH HOCHTENS BBITOJHACTCS IyTeM BHU3YaJbHOTO OMpPEACICHHS OTCYTCTBHSA
KaKnX-TM00 MEXaHWYEeCKHX WM MHBIX TOBpekAeHWH. Ecim mo pesynsraTtam NMpoOBEpKH Ha HOCHTENE
OOHapyXeHbl MOBPEKIACHUS — TAKOW KOMIUIEKT MOCTABKM IMPU3HAETCS OpakOBaHHBIM M OTChIIAETCSA
00paTHO OTHPABUTEIIIO.

[Tpoepka wnenoctHoctu [0 «Deckhouse Platform» Ha HOcuTene mHpOpManyMy BBHIMTOTHIECTCS
IIyTEM CHSITHSI KOHTPOJIBHBIX CYMM C IIOMOILBIO YTHIIUTHI gostsum u3 coctaBa ceptuduuupoBanHoit OC
U CPaBHEHUS HUX C KOHTPOJIBHBIMH CyMMaMH, IpPHUBEICHHbBIMU B OJEKTPOHHOM HPUIOKEHUH K
@opmymsipy  (katasor «3OnekTpoHHble mnpuiioxkeHus» — «Deckhouse Platform. ®opmynsp» —
«distr_cs.txt). Eciu mo pesyasratam MpOBEpKH KOHTPOJIbHAs CyMMa JUCTPHUOYTHBA, 3allMCAaHHOTO Ha
HOcHTeNe HH(OpMAIH, COOTBETCTBYET 3HAYEHUIO KOHTPOJIBHON CYMMBI, IPUBEICHHOIN B Dopmysipe —
TpeOyeTrcss BbIMOAHUTH ycTaHOBKY IIO «Deckhouse Platform» B coorBerctBuM ¢ pazmenom 4
HacTosIero JokyMeHTa. Ecim mo pesynbraraM MpOBEpKH KOHTpOJbHas cymma aucTpubOytusa [10
«Deckhouse Platformy, 3anucannoro Ha USB ¢udin-nakonurene wapopmanuu unn DVD-mnucke, He
COOTBETCTBYET 3HAYECHHIO KOHTPOJIIBHOW CyMMBI, INpUBEIECHHON B DOpMyisipe — Takod KOMIUIEKT
MIOCTABKH MTPU3HAETCS OPaKOBAHHBIM U OTCBLIAETCS OOPATHO OTIPABUTEIIIO.

ITpoBepka nenoctHocTH, ycranosineHHOH [10 «Deckhouse Platform» BbimonHsercs myTem CHATHS
KOHTPOJIBHBIX CYMM C HCIOJIHAEMBIX (hailloB C MOMOUIbIO HPOTPaAMMHOTO OOECHEUEHHs YTHIIUTHI

gostsum u3 cocraBa cepruduuupoBaHHOH OC ¥ CpaBHEHHS NOIYYEHHBIX KOHTPOJBHBIX CyMM C
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KOHTPOJIbHBIMA CYMMaMH, TPHUBEICHHBIMH B DIEKTPOHHOM MpHIokKeHHn K Dopmyssipy (karamor
«Onektponnbie npuiokenus» — «Deckhouse Platform. ®opmynsip» — «bins_cs.txt). UncTpykuus mno
pacyeTy KOHTPOJBbHBIX cyMM NpuBeneHa B @opmymspe B paszaene 4.3. Ecnu o pesyasrataMm IpoBEpKU
KOHTPOJILHBIC ~CyMMBI HUCHOJHSAeMBIX (ainoB, ycranoBiaeHHoro IO «Deckhouse Platformy,
COOTBETCTBYIOT 3HAYCHHUSIM KOHTPOJIBHBIX CYMM, IIPUBEICHHBIX B DopMyIsipe — MoTydeHHBIN SK3eMILISIp
IT1O «Deckhouse Platformy cuurtaercs coorBetcTBytonmm opurunaiy [10 «Deckhouse Platform». Ecnu
M0 pe3ylbTaTaM IPOBEPKU KOHTPOJBHBIE CYMMBI HCIHOJHSEMbIX (aiinoB, ycraHosiaeHHoro I1O
«Deckhouse Platform», He COOTBETCTBYIOT 3HAu€HHSIM KOHTPOJBHBIX CYMM, NpPUBEIACHHBIM B
@opmyrsipe — TakOH KOMIUIEKT TIIOCTaBKM TIPU3HAETCSl OpaKOBaHHBIM MW OTCBUIAETCS OOpaTHO
OTHPABUTEITIO.

B cnywae, ecau mo BceM yKa3aHHBIM TNpOLEAYpPaM YCTAHOBIEHO IOJHOE cooTBeTcTBHE, 110

«Deckhouse Platform» npu3HaeTcst TOIHBIM K KCILTyaTallu.
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2 JleiicTBus nmo 6e3onacHoi ycranoske u HacTpoiike 10O «Deckhouse Platform»

[Tpu ycranoske u HacTpoiike [10O «Deckhouse Platformy mis obecnieuenust 6e30macHOCTH
HEOOXOIMMO BBITIOJIHEHHUE CIIEAYIOIIUX YCIOBHIA:

- uacTtawsiust [10 «Deckhouse Platformy nomkna ocyniecTBIsSIThCS B 3aIIUIIICHHON
nH(ppacTpyKType pabOTHUKOM COOTBETCTBYIOIIEH KBaIM(DUKALIMK, UMEIOLINM IIpaBa
aJIMMHHCTPATOPa C MIPUCBOCHHBIMU €My UICHTU(PUKAITMOHHBIMH JTAHHBIMU (JIOTHH, TIAPOJIb)
11 pabotsl B cpene ¢pynkunonupoanus [10 «Deckhouse Platformy;

- ;eiictBus, nmpoonumbie npu uHcTawsiuu [10 «Deckhouse Platformy, a Takxe npu
nautmanm3anun [10 «Deckhouse Platformy, momiexar norupoBanuio (HacTpoiika coopa u
OTIPABKH JIOTOB OIKCaHa B 1I. 4.14);

- ycranoBka u koHpurypuposanue [10 «Deckhouse Platform» gomkHbI ocymiecTBIsSThCS B
COOTBETCTBHUH C IAHHBIM JIOKyMEHTOM;

- JOJDKHO 00eCreynBaThCs MPEeNoTBpalleHIe HECAHKIMOHUPOBAHHOTO JOCTYIIA K
UACHTU(PUKATOpaM U MapoJIsiM MOJIb30BaTeNell cepBrUca U MPUBUIIETMPOBAHHBIX
noJib3oBaresel (aAMUHUCTPaTOpoB HHPopmarmonHoi 6e3onacHoctr) I10 «Deckhouse
Platformy;

- JOJDKHO 00eCreyrBaThCs MPEeIOoTBpaIeHIe HECAHKIMOHUPOBAHHOTO JOCTYIIA K
UACHTU(DHUKATOPAM H TTAPOJISIM aIMHUHHUCTPATOPOB CPEIBI BUPTYAIN3aIlUH, KOTOPHIE

HeoOxomuMbl [t yetaHoBKH M HacTpoiiku [10 «Deckhouse Platformy.
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3  Peasm3anus pyHKUMOHAJBbHBIX BO3MOKHOCTEH cpeacTBa cOIacHO ucnojHeHusMm IO

B Hacrosimem pasnerne mpeacTaBieHO comocTaBieHue ucnoigHeHud 10 ¢ GyHKImoHAIBHBIMU

BO3MOKHOCTAMMH, OIIMCAHHBIMH B COOTBCTCTBYIOIIUX pa3fcjiaX JOKYMCHTA.

Ne i/m | Paznensl PykoBoacTBa agMuHucTpaTopa HUcnonnenus

4 YeTaHOBKA M HACTPOIiKA Kubernetes+Virtualization;
Virtualization;
Kubernetes

4.1 [TpoBepkw, BHIMOTHSAEMBIE TTEPE]] HAYaJIOM YCTAaHOBKH Kubernetes+Virtualization;
Virtualization;
Kubernetes

4.2 ®aiin konurypauuu ycranosku 110 «Deckhouse Kubernetes+Virtualization;

Platform» Virtualization;

Kubernetes

4.3 VYeranoska [10 «Deckhouse Platform» Kubernetes+Virtualization;
Virtualization;
Kubernetes

4.4 HacTpoiika XpaHHInLL Kubernetes+Virtualization;
Virtualization;
Kubernetes

4.5 Ortxkar ycranosku u ynanenune ITO «Deckhouse Kubernetes+Virtualization;

Platform» Virtualization;

Kubernetes

4.6 CoszaHue 06pasos Kubernetes+Virtualization;
Kubernetes

4.7 Hactpoiika ITO «Deckhouse Platform» Kubernetes+Virtualization;
Kubernetes
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Ne /i | Pazgesnsl PykoBojacTBa agMHUHHCTPATOpPa HUcnonnennst

4.8 Hacrpoiika Mmomymns Kubernetes+Virtualization;
Kubernetes

4.9 Bxirouenue v OTKIIFOYEHUE MOYJIS Kubernetes+Virtualization;
Kubernetes

4.10 [Moaxmroyenye nposaiiepa ayTeHTH(GUKAILUHT Kubernetes+Virtualization;
Kubernetes

4.11 DKCIOPT TAaHHBIX Kubernetes+Virtualization;
Kubernetes

4.12 OOGHOBIICHHE Kubernetes+Virtualization;
Virtualization;
Kubernetes

4.13 Co3manue caMOIOAIUCAHHOTO cepTU(GUKaTa Kubernetes+Virtualization;
Kubernetes

4.14 JlorupoBanue Kubernetes+Virtualization;
Kubernetes

4.15 Bupryanuzanus Kubernetes+Virtualization;
Virtualization

4.16 Murpauus nasHssIx eted Kubernetes+Virtualization;
Virtualization;
Kubernetes

5 Omnncanne napamMerpoB (HacTpoex) Gesomacnocrn | Kubernetes+Virtualization;
Kubernetes

5.1 Hacrpolika CKaHUPOBaHHUS Ha YSI3BUMOCTH Kubernetes+Virtualization;
Kubernetes

5.2 Hacrpoiika monuTuk 6€30MacHOCTH Kubernetes+Virtualization;
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Ne /i | Pazgesnsl PykoBojacTBa agMHUHHCTPATOpPa HUcnonnennst
Kubernetes
5.3 Hacrpoiika yBegoMIeH i 0 coObITHsIX Ge3omacHoctn | Kubernetes+Virtualization;

HAa I[104YTYy

Kubernetes

54 Hactpoiika qoctyna K xypHajaam cOOBITUI Kubernetes+Virtualization;
0e30I1acHOCTH Kubernetes
5.5 ITpocMOTp KypHAIIOB COOBITHIT 6E30TACHOCTH Kubernetes+Virtualization;
Kubernetes
5.6 XpaHeHue KypHaJIoB COOBITHII 6E30MaCHOCTH Kubernetes+Virtualization;
Kubernetes;
Virtualization
57 KOHTpOITS IET0CTHOCTH Kubernetes+Virtualization;
Kubernetes;
Virtualization
5.8 VYpapineHue HHPOPMAIIMOHHBIMU TOTOKaMHU Kubernetes+Virtualization;
Kubernetes
6 NeiicTaus mo peanmsamun yHKuHii Kubernetes+Virtualization;

0€30MacHOCTH cpeabl (PYHKIIUOHUPOBAHUS
cpeacTBa

Kubernetes;

Virtualization
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4 YcraHOBKa M HACTpoOiika

Ilepen ycTaHOBKOM HEOOXOAMMO YOEOWTHCS, YTO BBINOJHEHbI MHHHMMAalbHblEe TpPeOOBaHUSA K
anmapatHblM, HOporpaMMHbIM cpernctBaMm (TabGmuma 1), a cereBas UHQpAcTpyKTypa OTBe4aer

TpeOOBaHUAM, IPUBEACHHBIM B Tabnure 2.

Tabmuua 1 - MuHuManbHble TpeOOBaHUS K alMapaTHBIM U MPOrPaMMHBIM CpeACTBaM (IJIs KasKJIOTro

ucnonuenus [10 «Deckhouse Platformy)

Ucnonnenns IO TpeGoBanus TpeGoBanus
«Deckhouse Platform» K aNnapaTHOH YacTH K IPOrPaMMHOM YaCTH
Kubernetes — ApxuTekTypa rnpoieccopa x86-64; —OC PEJ OC (ue Huxe
— He menee 4 anep CPU; 7.3);
— He menee 12 GB RAM; —OC Astra Linux Special

—He menee 50 I'b quckoBoro Edition (ne moxe 1.7);

—OC Anbt He Hrxe 8 CII

MPOCTPaHCTBA
(penu3 He HIke 10);
— MockoBckas cepBepHas
orepaloHHasl CUCTEMa
(ue Huxe 15.5)
Virtualization — ApxuTekTypa mnpoieccopa x86-64; —OC PEJ] OC (ue nuxe 8);
—He menee 4 sinep CPU; —OC Astra Linux Special
—He menee 12 GB RAM; Edition He Hmxe 1.8.3

— He menee 50 I'b quckoBoro (s1po He miKke 6.12);

IPOCTPAHCTBA,; —OC Aunpr He HUxe 8 CII

— IMonnepxka nnctpykiuit Intel-VT (penus He Hike 10);

(VMX) mwtt AMD-V (SVM) (anst — MockoBckas cepBepHast
y3JI0B, IPETHa3HAYEHHBIX JJIS 3aITyCKa OIICpanMoOHHas CUCTEMa
BUPTYyaJIbHBIX MAIINH); (ue Hmke 15.5)

— beictperit nuck (400+ IOPS) u
JIOTIOJTHUTEIIBHBIC TUCKH IS
POrPaMMHO-OIPEIEISIEMOTO

XpaHwinia (s y3J0B,
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HUcnoanenns I1O
«Deckhouse Platform»

TpeGoBanust
K aNNapaTHOH YacTH

TpeGoBanust
K IPOrPaMMHOI YacTH

MNPpEAHA3HAUYCHHBIX JJI 3aITyCKa

BUPTYaJIbHBIX MAIIHH)

Kubernetes+Virtualizati

on

— Apxurektypa npoueccopa x86-64;
— He menee 4 anep CPU;
—He menee 12 GB RAM;

—He menee 50 I'b nuckoBoro
MPOCTPAHCTBA;

—Ionnepxka unctpykiuit Intel-VT
(VMX) mimu AMD-V (SVM) (st
y3JI0B, IPEIHa3HAYEHHBIX VIS 3aIlyCKa
BUPTYaJIbHBIX MAIIIUH);

— BbeicTpeiit nuck (400+ IOPS) n
JIOTIOJTHUTEIbHBIE TUCKH TS
MIPOTrPaMMHO-OIIPEACTIIEMOTO
XpaHwimma (s y3J0B,
MpeIHa3HAYCHHBIX JJIs 3aIlyCcKa

BUPTyaJIbHBIX MAIIHH)

—OC PEJ] OC (ne nuxe 8);

—OC Astra Linux Special
Edition ne nuxe 1.8.3
(ssmpo He HIke 6.12);

—OC Anbr He Huxke 8 CII
(penu3 He HKe 10);

— MockoBckasi cepBepHas

Oor€panoHHasd CUCTEMA

(ae HIke 15.5)

Ta6muna 2 - TpeboBaHUS K 00ECIIEUSHUIO CETEBOTO B3aMMOCHCTBHSI Y3JIOB KJIacTepa

Bup tpadguka

IHopTsl

Tpaduk Mexay master-y3inamu e 2379, 2380/ TCP;

e 4200-4201/TCP;

4223/TCP

Tpaduk oT master-y3oB K y3jiam

22/TCP;
10250 /TCP;
4221/TCP;
4227 /TCP
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Tpaduxk ot y3710B K master-y3iaam e 4234/ UDP;
e 6443/TCP;
e 4203/TCP;
e 4219/TCP;
e 4222/TCP

Tpaduk Mexay y3namMu e [CMP;

e 4202-4218/TCP;
e 4218/TCP/UDP;
e 4220-4239/TCP;
e 4240-4299/TCP;
e 4287/UDP;

e 4295-4299/UDP;
e 7000-7999/TCP;
e 8469-8472/UDP

Buemnunit Tpaduk kK master-y3inam e 22/TCP;
e 6443/TCP
Brenrnnii Tpaduk kK GpoHTEHA-y31aM o 80, 443/TCP;

e 5416/UDP/TCP;
e 10256/TCP;
e 30000-32767/TCP

Buemnuii Tpaduk 11 Bcex y3ioB e 53/UDP/TCP;
e 123/UDP;
e 443 /TCP

4.1 HpOBepKI/I, BBIITOJIHACMBIC TIEPE] Ha9aJIOM YCTAHOBKHU

Hepez[ YCTaHOBKOﬁ HeO6XO,I[I/IMO MMPOBEPUTDH CICAYIOIINUEC YCIIOBHUA:

1. O6mme TpeGoBaHuUs ISl Y3JIOB KiIacTepa:
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OC HaxoauTCs B CIHUCKE MOICPIKUBAEMBIX M COOTBETCTBYET TpeOoBaHusM (cM. Tabmuiy 1);
[Maxers1 OC 0OHOBIICHBI J0 MOCICTHUX JTOCTYITHBIX BEPCUH;
Hacrtpoen SSH-goctyn no xirouy;
VY3en umeeT qocTyn K XpaHmmiry o0pa3oB koHTeitHepoB Deckhouse Platform (moctyn
MIPUBATHOMY Tegistry WM IPOKCUPYIOLIEMY registry — COITacHO KOH(pUTYypaliu Ki1acTepa);
VYkazaHHbIC B KOHQHUTYpaIlMKA YCTAHOBKH JJAHHBIC ay TCHTU(OUKAIIUH [T XPaHHITHIIA
KOHTEHHEPHBIX 00pa30B KOPPEKTHBHI;
3nauenus napametpoB PublicDomainTemplate u clusterDomain He coBnagaror;
[Tonceressie nuanazonsl podSubnetCIDR u serviceSubnetCIDR He nepecekatores;
Ha y3nax orcyrcTByet nmonb3oBarens [10 «Deckhouse Platformy;
V37181 K11acTepa, TOJHKHBI UMETh YHUKAJIBHBINA hosthame, COOTBETCTBYIOLIHIA TPEOOBAHUSIM:
e JlimHa He Oonee 63 CHMBOJIOB;
e (CoOCTOHT TOJNBKO U3 CTPOUHBIX OYKB;
e He coaepXuT CrercuMBOJIOB (JIOMYCKAIOTCS CUMBOJIBI - | .", IPU TOM OHU HE

MOTYT OBITh B HAYaJle WM B KOHIIC I/IMCHI/I).

2. I[JISI Y3JI0OB, MPCAHA3HAYCHHBIX JIA 3allyCKa BUPTYyaJIbHbIX MAalllMH (HpI/I HUCIIOJIb30BaHUH

BUPTyaJIU3allK ), HEOOXOAUMO JONOJHUTENHHO BBIITOJHEHUE CIEAYIOUUX TpeOOBaHUI:

® JIOCTYH K pEHO3UTOPHM MakeToB ucnonbzyemoit OC;
e HTTPS-nocryn k xpanunuiy oopa3os koHTeiHepoB [10 «Deckhouse Platformy;

e Hacrtpoen SSH-gocTyn oT MaluHs! 1)1 3a11ycKa YCTaHOBKHU.

3. JlomonHuTtenbHbIE TpeOOBaHMS JIIsl CTATUYECKOI0 KiacTepa:

B xomange ams 3amycka yCTaHOBKH YKa3bIBa€TCsl TOJIBKO OJMH mapameTp --ssh-host,
obo3Hauatoiuii [P mepBoro master-y3na (apryMeHT KoMaHbl dhctl bootstrap);
Brimonaumo noaknrouenue no SSH ¢ ykazaHHBIMH KITHOYAMU;
Brinonnuma ycranoska SSH-TyHHens 10 nepBoro master-y3ia;
Y3en, BBIOpaHHBIH 1O/ master:

® COOTBETCTBYET MHHHMAJIbHBIM CUCTEMHBIM TpeOoBaHusM (Tabnwuma 1);

® JMEeT YCTaHOBJICHHBIN aKeTHBIA MeHekep (apt, apt-get,dnf,yum, rpm, which -

3aBucHUT OT BeIOpaHHOM OC);

® UMeeT JIOCTYI K CUCTEMHBIM PETO3UTOPHUSIM;

® uMeeT ycTaHoBIeHHBIH Python (He Huke 3.12.10);
Ecnu B koHpUrypanuu yka3zaHsl apaMeTpbl IPOKCH — XPAHUIHIIE KOHTEHHEPOB JOCTYITHO

4yepe3 MPOKCH;


https://deckhouse.ru/documentation/v1/supported_versions.html
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- OTKpBIT HEOOXOAUMBIH MOPT MEXK/TY XOCTOM 3aIlyCKa yCTAHOBIIMKA U CEPBEPOM — MOPT
22/TCP;

- DNS paspemaer localhost k IP-anpecy 127.0.0.1.

- Ilonb3oBarenb, OT UMEHU KOTOPOTO BBINOIHIETCS] YCTaHOBKA (HalIpUMeEp, M10JIb30BATENb Caps),
UMeeT J0CTym K sudo;

- Ha cepsepe (BM) ycranoBieHO BpeMs, CHHXPOHU3HPOBaHHOE ¢ JoBepeHHbIM NTP-cepBepom.

4. TpeGoBanus ams y310B ¢ MOCKOBCKO# cepBepHOi oneparronHoi cucremoit (Moc.OC 15
Arbat):
- no6asuts systemd.unified cgroup hierarchy=1 8 GRUB_CMDLINE LINUX B ¢aiine

/etc/default/grub, mociie 4ero BHIMOTHUTH KOMaHTY:

grub2-mkconfig -o /boot/grub2/grub.cfg

- YCTaHOBHTbH paciiupeHHble Moaynu zypper install kernel-default-extra u BImONMHUTH KOMaHAY:

modprobe erofs

5. TpeboBanus k mammHe i 3amycka yeraHoBku [10 «Deckhouse Platform» (9BM, kotopyto He
MJIAHUPYETCS TOOABIIATH B KJIACTED):

- nponyctumeie OC: PEJ] OC (ue ke 7.3), Astra Linux Special Edition ne ke 1.7., Aabt
(ue muxe 8 CII);

- ycranosneHHslit Docker s 3amycka uncramistopa [10 «Deckhouse Platformy;

- HTTP/HTTPS-noctyn k xpanuiuuty o0pa3oB koHTeitHepoB I10 «Deckhouse Platform»
("dacTHOE registry WM MPOKCHUPYIOIIEe registry — COIIacHO HaCTPOUKaM);

- SSH-poctyn no x4y K OyaymieMy master-y3iy;

- CeTEeBOH JOCTYIH 10 XocTa master-y3ina no nopry 22/TCP.

CrnpaBOYHHMK aJMUHUCTPATOPA, COACP KALIMMA HononHuTeNbHy0 nHpopmarmto o I10 «Deckhouse
Platform», npuBeseH B 3IEKTPOHHOM HNPUIOKEHUH K HACTOAIIEMY JOKYMEHTY, KaTaJlor «JIeKTPOHHBIE
npunoxenus» - «Deckhouse Platform. PykoBoactBo —ammuuuHcTparopay -  «CrnpaBOYHHK

agMuHUCTparopa.pdH.

s ucnionb3oBanust Moy virtualization HeoO6xonumo ycranoBuTh 10 «Deckhouse Platformy.

Pabota ¢ moxynem onmcana B 11. 4.15. manroro PykoBosctaa.
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4.2  @aiin koupurypamuu ycranoBku 110 «Deckhouse Platform»

Hns ycranoBku I10 «Deckhouse Platform» nyxHO moaroroBute YAML-(daitn koHpurypamum
YCTaHOBKH.

Ecnu B xiactepe OynmeT mcronb3oBaThesi BHyTpeHHHH TLS-ceprudukar, To HeoOX0AMMO TaKxke
I00aBUTh €r0 B KOH(UTYpalnuio YCTaHOBKH, IIOMECTUB B MaHH(ECT CeKpeTa B MPOCTPAHCTBE MMEH
d8-system.

YAML-daiin koHQUTYpalluu YCTAaHOBKH COACPIKUT MaHU(PECTHI PECYPCOB U OOBIYHO HA3bIBACTCS
config.yml. ®aiin KoHPUTypaK YCTAHOBKH MOXKET COMEPkKATh, B TOM YHCJIE CIEAYIONINE MaHU(PECTHI
peCypcoB:

e InitConfiguration — HauanpHbIe TTapameTpsl KoHGuUrypauu [10 «Deckhouse Platformy». C atoit

koHurypauueit [10 «Deckhouse Platform» 3amycTurcs nocie ycTaHOBKU.

e C(ClusterConfiguration — oOmue mapaMeTpsl KiacTepa, Takue Kak Bepcus control plane, cereBbie

napametpsl, napamerpsl CRI u T.1.

He usmenstiite mapamerpsr serviceSubnetCIDR, podSubnetNodeCIDRPrefix, podSubnetCIDR B
pabotatoiiem kimacrepe. Ecnu u3MeHeHHe MapamMeTpoB HEOOXOAUMO — pPa3BEPHUTE HOBBIMA

KJacrep.

e StaticClusterConfiguration — pecypc i yka3aHus CHHCKa BHYTPEHHUX CETel Yy3JIOB KilacTepa,
KOTOPBIM MCTONB3YeTCs ISl CBSI3U KOMIIOHEHTOB KJIacTepa MEXKAY COOOM. YKaKUTe, eClU Y3IIbl
KJlacTepa MMEIOT Oosiee 0HOro cereBoro uHrepdeiica. Eciam Ha y3max kiactepa MCHONB3YeTCs

TOJIbKO OJIMH UHTepdeiic, pecype StaticClusterConfiguration MOXXHO He cO3/1aBaTh.

e ModuleConfig — BHI pecypcoB, coaepXalux MapamMeTpbl NOOANbHOW KOHQUTYpaluu u

koHurypanuu moxaynei Deckhouse.

4.2.1 Pecypc InitConfiguration

Version: deckhouse.i0/v1
Kongurypanus 110 «Deckhouse Platformy, ¢ koTopoii oH 3amycTUTCS ITOCIIE€ YCTaHOBKH.

[Tpumep KOH(DUTYpALIMU IPH UCTIOIB30BAHUH JIOKAJILHOTO PEHIO3UTOPUS:

apiVersion: deckhouse.io/vl
kind: InitConfiguration

deckhouse:
imagesRepo: registry.company.my/deckhouse/cse
registryDockerCfg:

eyJhdXRocyI6IHsicmVnaXNOcnkuY29tcGFueS5teSI6IHsSidXN1cm5hbWUi01J1c2VyIliwicGFzc3dvemQioi
JteS1wQHNzdzByZCIsImEF1dGgiOiJkWESSsY2pwdGVTMXJARSES6ZHpCeVpBbz01i£X19Cg==
registryScheme: HTTPS



https://deckhouse.ru/documentation/v1/installing/configuration.html#initconfiguration
https://deckhouse.ru/documentation/v1/installing/configuration.html#clusterconfiguration
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registryCA: |

e apiVersion cmpoka
OO0s3aTenbHBIN MapaMeTp
Hcnonwszyemas Bepcust API ITO «Deckhouse Platformy.
Homyctumsie 3nadenust: deckhouse.io/v1, deckhouse.io/vlalphal
e deckhouse o6vexm
OO0s3aTenbHBIN MTapaMeTp
[TapameTtpsl, HeoOxoaumble 1t ycranoBku 110 «Deckhouse Platformy.
o deckhouse.imagesRepo cTpoka
Anpec container registry ¢ oopazamu [10 «Deckhouse Platformy.
O0s3aTenpHOE TIOJE.
o deckhouse.registryCA cmpoxa
KopneBoii cepTudukar, KOTOPsIM MOXXHO HPOBEPUTH CEPTUHKAT container registry mpu
pabote mo HTTPS (ecnm registry ucnonb3yet camononnucanabie SSL-ceprudukarst).
o deckhouse.registryDockerCfg cmpoxa
Ctpoxka ¢ mpaBaMu JI0CTyNa K container registry, 3amunpoBanHas B Base64.
Oos3aTenpHOE TIOJE.
o deckhouse.registryScheme cmpoxa
[Tporokon nocryna k container registry (HTTP wiu HTTPS).
ITo ymomuanuro: "HTTPS"
Homnyctumele 3nauenusi: HTTP, HTTPS
e kind cmpoxa
OO0s13aTeNbHBIN TapaMeTp

Jonycrumsle 3Hadenus: InitConfiguration

4.2.2  Pecypc ClusterConfiguration

Pecypc ClusterConfiguration onucsiBaeT 001IKe mapaMmeTpsl KiacTepa.

Omnpenenser, Hampumep, ceTeBble mapamerpsl, mapameTpbl CRI, Bepcuto control plane u T.1.
Hekoropseie mapamMeTpbl MO)KHO U3MEHSTH IOCTIE Pa3BEPTHIBAHUS KIIACTEPa, BO BPEMS €r0 paOOTHI.

Uto6st m3meHuTh comepxxumoe pecypca ClusterConfiguration B pabortaromiem Kiacrtepe,

BBITIOJIHUTE CIIEAYIONUIyI0 KOMaHAy (TpeOyercst ¢ain KoH(Urypanuu TMOAKIIOUEHUS K KiacTepy
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(kubeconfig) u ycranoBnennas yrunura d8 (mocrasusiercs B coctare [10 «Deckhouse Platformy), mu6o

BBITTOJTHANTE KOMaHJABI Ha master—ysne):

d8 k -n d8-system exec -ti deploy/deckhouse -- deckhouse-controller edit
cluster-configuration

ITpumep:

apiVersion: deckhouse.io/vl

kind: ClusterConfiguration

podSubnetNodeCIDRPrefix: '24'

podSubnetCIDR: 10.244.0.0/16

serviceSubnetCIDR: 192.168.0.0/16

kubernetesVersion: "Automatic"

clusterDomain: "cluster.local"

clusterType: Static

#proxy:

# httpProxy: https://user:password@proxy.company.my:8443
# httpsProxy: https://user:password@proxy.company.my:8443
# noProxy:

# - company.my

3nech:
e apiVersion cmpoxa
OO0s13aTeNbHBIN TapaMeTp
Hcnons3yemas Bepcust API I1O «Deckhouse Platformy.
Jonyctumslie 3nauenus: deckhouse.io/v1, deckhouse.io/vlalphal
e clusterDomain cmpoxa
O0s3aTenbHbIN MapaMeTp
Jlomen knactepa (MCToNIb3yeTces Al MapIIpyTH3AIMKA BHYTPH KJIacTepa).
[To ymomuanuro: "cluster.local"
e clusterType cmpoxa
O0s3aTenbHBIN MapaMeTp
Tun nndpacTpykTypsl Kiactepa. Beerga - Static
o defaultCRI cmpoxa
Twum container runtime, UCIIOJIb3yeMbIN Ha y3nax kiacrepa (B NodeGroup'ax) 1mo yMOI4aHHIO.
Ecnu ucnons3yercs 3nauenue NotManaged', To Deckhouse He Oynet ynpaBiarth (ycTaHaBIMBaTh
Y HacTpauBaTh) container runtime.
B »stomM cnyuyae o06pas3el, wucnons3yemble B NodeGroup'aX, JOMKHBI COIEpXKaTh yxkKe
YCTaHOBJIEHHBIN container runtime.
Ecmm  ycranoBneno 3nauenme ContainerdV2', Oymer wucnonb3oBarbesi  CgroupsV2'

(obecnieuynBaeT yay4lIeHHYIO Oe30MacHOCTb U yIpaBleHue pecypcamu). /[lns wucmonb3oBaHus
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"ContainerdV2" B kauecTBe container runtime y3Jbl KjacTepa JOJKHBI COOTBETCTBOBAThH CIICAYIOIINM
TpeOOBaHUSM:

- noaaepxka CgroupsV2';

- sapo Linux Bepcun "5.8" 1 HOBee;

- systemd Bepcun "244° u HOBEE,

- IOJLIEPKKA MOYJS sipa "erofs’.

- Bepcust OC u3 nonyctumoro cnucka (1. 4.12.1.)

TToopoonee o muepayuu na Containerd V2 —en. 4.12.1.
ITo ymomuanuto: "Containerd”
Honyctumsie 3Hauenus: Containerd, ContainerdV2, NotManaged
e kind cmpoxa
OO0s13aTeNbHBIN TapaMeTp
Jonycrumsle 3Hadenus: ClusterConfiguration
e kubernetesVersion cmpoka
OO0s13aTeNbHBIN TapaMeTp
Bepcus control plane knactepa Kubernetes.
Jonycrumslie 3Havenus: 1.29, 1.31, Automatic
e podSubnetCIDR cmpoka

O0s3aTenbHbIN MapaMeTp

AJpecHoe IPOCTPAHCTBO MOI0B KiIacTepa.
e podSubnetNodeCIDRPrefix cmpoxa

[Tpedukc cetn nmomoB Ha y3ie.

Buumanue! He mensiiite mapameTp B yKe pa3BepHYTOM KJIacTepe.

ITo ymomuanuto: "24"

® proxy oovexm

[moGanbHas HacTpoiika proxy-cepsepa.

Buumanue! J[ns moco, umobvl usbexcamv UCNONb308AHUSL NPOKCU 8 3anpocax Mexncoy
KOMNOHEHMamu Klacmepa, 6AadiCHO 3aNOIHUMb napamemp noProxy cnuckom noocemetl, Komopbvie
UCNONBL3YIOMCA HA Y3NAX.

o proxy.httpProxy cmpoxa
URL proxy-cepsepa miigs HTTP-3anpocos.
[Tpu HEOOXOMMMOCTH YKaXXUTE UMS MOJIb30BaTeNsl, TapoJib U TIOPT Proxy-cepnepa.

[Ia6non: ~https?://[0-9a-zA-Z\.\-:@]+$
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[Tpumepsbr:

httpProxy: http://proxy.company.my
httpProxy: https://user:password@proxy.company.my: 8443

o proxy.httpsProxy cmpoxka
URL proxy-cepsepa ninss HTTPS-3anpocos.
[Tpu HEOOXOMUMOCTH YKaXHUTE UMsI ITOJIb30BATENISA, TTAPOIb U TIOPT ProxXy-cepBepa.
[IaGnon: ~https?://[0-9a-zA-Z\.\-:@]+$
[Ipumepsi:
httpsProxy: http://proxy.company.my
httpsProxy: https://user:password@proxy.company.my:8443

0 proxy.noProxy maccus cmpok
Crucoxk IP 1 TOMEHHBIX UMEH, I KOTOPBIX TPOKCUPOBAHUE HE TPUMEHSIETCS.
s Hactpoliku wildcard-nomMeHOB Hcnonbp3yiTe HanMcaHue Bujaa ““.example.com”.
[MIa6mon: ~a-z0-9\-\./]1+$

e serviceSubnetCIDR cmpoxa
O0s3aTenbHBIN MapaMeTp

AnpecHoe IPOCTPAaHCTBO IS service’oB KilacTepa.

4.2.3  Pecypc StaticClusterConfiguration

Version: deckhouse.io/v1
JlonmonHuTEIBbHBIE TApAMETPBI KJIACTEPA.

[Tpumep:

apiVersion: deckhouse.io/vl
kind: StaticClusterConfiguration
internalNetworkCIDRs:

- 10.244.0.0/16

- 10.50.0.0/16

3nech:
e apiVersion cmpoxa
Obs3arenbHBIA TapaMeTp.
Ucnonp3yemast Bepcust API Deckhouse.
Jonycrumslie 3nauenus: deckhouse.io/vl, deckhouse.io/vlalphal

e internalNetworkCIDRs maccue cmpox
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4.2.4 Cnucoxk BHYTPEHHUX CETEH y3JIOB KjacTepa

BryTpeHnHue cetu uchois3yroTes Juisl ¢Bsi3n koMmroHeHToB Kubernetes (kube-apiserver, kubelet u
T.J.) MEX1y COOOM.
Ecnu xaxnplil y3en B KIacTepe UMeeT TOJIBKO OJUH CeTeBOU MHTepdeiic, TO mapaMeTp MOXKHO HE
yka3biBaTh 1 pecypce StaticClusterConfiguration MOXXHO HE CO3/1aBaTh.
0 DIJIeMEHT MacCcHuBa CMpoKa
[abnon:
~(([0-9]/[1-9110-9]11[0-91{2}|2[0-4][0-9]125[0-5])\.) {3} ([0-9]|[1-9][0-9]| 1[0-9]{2 }[2[0-4][
0-91125[0-51)(V(3[0-2]][1-2][0-91|[0-91))$
[Tpumep:
192.168.42.0/24
e Kind cmpoxka
OO0s13aTebHBIN TapaMeTp

Jonyctumslie 3Hauenus: StaticClusterConfiguration
4.3  VYcranoska [10 «Deckhouse Platform»

4.3.1 Ilpumep KoH(UTYpALIMH YCTAHOBKH

[Tpumep KoH(UTypallu YCTAaHOBKM (M3MEHHUTE MapaMeTphl, cnenuduuHble UIsI  Baulel
uHdpacTpykTypsl). [IpuBeneHusiii npumep koHdurypauuu ycraHoBku HactpauBaeT 110 «Deckhouse

Platformy st BeITTOTHEHUS 3asBICHHBIX (PYHKIIUN O€30MMaCHOCTH:

apiVersion: deckhouse.io/vl

kind: InitConfiguration
deckhouse:

imagesRepo: registry.company.my/deckhouse/cse

# CTPOKYy C IaHHBEIMM ayTEHTUOMKALUM B XPAHWUIIMIE MOXHO I[OJIyUYMTH KOMAaHIONM :
# echo '{"auths": {"<REGISTRY HOST>": {"auth": "'S(echo -n

'<REGISTRY USER>:<REGISTRY PASSWORD>' | base6t4 -w0)'"}}}' | base6d4 -w0
registryDockerCfg: <IAHHHE AYTEHTVOMKALVM B XPAHWIVIIE OBPA30B>
registryScheme: HTTPS

registryCA: |

apiVersion: deckhouse.io/vl

kind: ClusterConfiguration

# AmpecHOe MNPOCTPAHCTBO IIOHOB KJjlacTepa.
podSubnetCIDR: 10.111.0.0/16

# AmpecHOe MNPOCTPAHCTBO CEPBUCOB KJlACTepa.
serviceSubnetCIDR: 10.222.0.0/16

# Bepcusa control plane xjacTepa Kubernetes.
kubernetesVersion: "Automatic"
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# IloMeH kJlacTepa (MCHOJB3YEeTCs IJIsS MapUpPyTM3aluuM BHYTPM KJacrepa) .
# He nmomxeH coBHamaThb C HOOMEHOM, yKa3aHHBIM

# B rnoBasbHOM HnapameTrpe publicDomainTemplate.

clusterDomain: cluster.local

clusterType: Static

defaultCRI: Containerdv2

# Ipu ucnojbszoBaHuM Containerd vl pexmuMm koHTposs nommucu Enforce

# npuMeHseTCcd TOJIBKO IIOCJIE IPEenBapMTEJIbHOT'O BKJIOUEHMS pexyMa Migrate m mpoBeneHmus
# vyrpaumit (cM. n. 4.16).

apiVersion: deckhouse.io/vl

kind: StaticClusterConfiguration

internalNetworkCIDRs:

- <NODES NETWORK>

apiVersion: deckhouse.io/vlalphal

kind: ModuleConfig

metadata:
name: deckhouse
spec:

version: 1

enabled: true

settings:
releaseChannel: LTS
logLevel: Info
bundle: Default

apiVersion: deckhouse.io/vlalphal

kind: ModuleConfig

metadata:
name: cert-manager
spec:

version: 1
enabled: true
settings:
disableletsencrypt: true
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: control-plane-manager
spec:

version: 2
enabled: true
settings:
apiserver:
signature: Enforce
# [pu ucnombzoBaHumM Containerd vl pexuMm KoHTpoJsia nonnucu Enforce
# OpuMeHseTCs TOJIbBKO IOCJle NpelBapUTEesIbHOTO BKINUYEHMVS pexuMa Migrate m nmpoBeneHus
# Mypraumi
# (cMm. paszpmen 4.16).
encryptionEnabled: true
auditPolicyEnabled: true
apiVersion: vl
data:
tls.crt: <INTERNAL CA CERT>
tls.key: <INTERNAL CA KEY>
kind: Secret
metadata:
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name: internal-ca-key-pair
namespace: d8-cert-manager
type: Opaque

apiVersion: cert-manager.io/vl
kind: ClusterIssuer

metadata:

name: internal-ca
spec:

ca:

secretName: internal-ca-key-pair

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: global
spec:

version: 2
enabled: true

settings:
modules:
https:
mode: CertManager
certManager:

# Yxasumeaerca mMsa ClusterIssuer,
# xoTopel OyHmeT MCIOJNBL30BATLCS IJiS BHEIIyCKa CEepPTUOMKATOB.
clusterIssuerName: internal-ca
# Yxaxure mabsoH DNS-uMeH KjlacTepa
publicDomainTemplate: "%s.kube.local"
defaultClusterStorageClass: local-path
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: cni-cilium
spec:

version: 1

enabled: true

settings:
tunnelMode: VXLAN
policyAuditMode: false

apiVersion: deckhouse.io/vlalphal

kind: ModuleConfig

metadata:
name: cilium-hubble
spec:

version: 2
enabled: true
settings:
auth:
allowedUserGroups:

- admins
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: runtime-audit-engine
spec:

version: 1
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enabled: true
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: gost-integrity-controller
spec:

version: 1

enabled: true

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: admission-policy-engine
spec:

version: 1
enabled: true
settings:
podSecurityStandards:
enforcementAction: Deny
defaultPolicy: Baseline
denyVulnerableImages:
enabled: true
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: operator-trivy
spec:

version: 1
enabled: true
settings:
1inkCVEtoBDU: true
severities:
— UNKNOWN
- LOW
- MEDIUM
- HIGH
- CRITICAL
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: operator-prometheus
spec:

version: 1

enabled: true

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: log-shipper
spec:

version: 1

enabled: true

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:

name: ingress-nginx
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spec:
version: 1

enabled: true

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: monitoring-kubernetes
spec:

version: 1

enabled: true

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: node-manager
spec:

enabled: true
version: 2
settings:
earlyOomEnabled: false
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: kube-dns
spec:

enabled: true
version: 1
settings:
enablelogs: true
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: loki
spec:
enabled: true
settings:
storageClass: local-path
retentionPeriodHours: 24
storeSystemLogs: true
version: 1
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: prometheus
spec:
enabled: true
settings:
auth:
allowedUserGroups:
- admins
storageClass: local-path
longtermStorageClass: local-path
version: 2
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
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metadata:
name: user-authz
spec:
enabled: true
settings:
enableMultiTenancy: true
version: 1
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: console
spec:

version: 1
enabled: true
settings:
auth:
allowedUserGroups:
- admins
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
annotations:
name: user-authn
spec:
enabled: true
settings:
controlPlaneConfigurator:
dexCAMode: FromIngressSecret
publishAPI:
enabled: true
version: 2
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: chrony
spec:
enabled: true
settings:
ntpServers:
- <NTP_SERVER.1>
- <NTP_SERVER. 2>
- <NTP_SERVER. 3>
version: 1
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:
name: istio
spec:

version: 3
enabled: false
settings:
auth:
allowedUserGroups:
- admins

apiVersion: vl
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data:

audit-policy.yaml:
YXBpVmVyc2lvbjog¥XVkaXQuazhzImlvL3YxICMgVGhpcyBpcyByZXF1aXJ1ZC4Ka2luZDogUG9saWN5CiMgRG
9uJd30gZ2VuzZXJIhdGUgY¥XVkaXQgZXZ1bnRzIGZvciBhbGwgcmVxdWVzdHMgaW4dgUmVxdWVzdEJ1Y2VpdmVkIHNO
YWd1LgpvbW10U3RhZ2Vz0gogICO0gI1lJ1lcXV1c3RSZWN1aXZ21Z2CIKenVsZXM6CiAgIyBBIGNhdGNOoLWEFsbCBydW
x1IHRVIGxvZyBhbGwgb3RoZXIgemVxdWVzdHMgYXQgdGhlIE11dGFkYXRhIGx1dmVsLgogICOgbGV2ZWw6IEL L
dGFkYXRhCiAgICAjIExvbmctenvVubmluZyByZXF1ZXNOcyBsait1IHdhdGNoZXMgdGhhdCBmYWxs IHVUZGVyIH
RoaXMgcnVsZSB3aWxsIG5vdAogICAgIyBnZW51cmF0ZSBhbiBhdWRpdCBldmVudCBpbiBSZXF1ZXNOUMV)ZW12
ZWQUCiAgICBVbW10U3RhZ2VzOgogICAgICALICJISZXF1ZXNOUMV]ZW12ZWQiCgo=

kind: Secret
metadata:

name: audit-policy

namespace: kube-system

type: Opaque

apiVersion: deckhouse.io/vlalphal

kind: NodeGroupConfiguration
metadata:

name: sysctl-tune-fstec

spec:

weight: 100

bundles:

Wik

nodeGroups:

Wk

content: |
sysctl -w kernel.dmesg restrict=l
sysctl -w kernel.kptr restrict=2
sysctl -w net.core.bpf jit harden=2
sysctl -w kernel.perf event paranoid=3
sysctl -w kernel.kexec load disabled=1
sysctl -w user.max user namespaces=0
sysctl -w kernel.unprivileged bpf disabled=1
sysctl -w vm.unprivileged userfaultfd=0
sysctl -w dev.tty.ldisc _autoload=0
sysctl -w vm.mmap min addr=4096
sysctl -w kernel.randomize va space=2
sysctl -w kernel.yama.ptrace scope=3
sysctl -w fs.protected symlinks=1
sysctl -w fs.protected hardlinks=1
sysctl -w fs.protected fifos=2
sysctl -w fs.protected regular=2
sysctl -w fs.suid dumpable=0

# HacTporky Ingress—-KOHTPOJIIEPA .

# VIsMeHUTe corJlacHO TpeboBaHMAM Balel MHOPACTPYKTYPH .

apiVersion: deckhouse.io/vl

kind: IngressNginxController

metadata:
name: main
spec:

ingressClass: nginx
inlet: HostWithFailover
nodeSelector:
node-role.kubernetes.io/master: ""
tolerations:
- effect: NoSchedule
operator: Exists

apiVersion: deckhouse.io/vlalphal
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kind: LocalPathProvisioner

metadata:
name: local-path
spec:

# B 3aBucCuUMOCTM OT KoHOurypaumum OC NyThb MOXET OHTbH M3MEHEH.
path: "/opt/local-path-provisioner"

reclaimPolicy: Delete
apiVersion: deckhouse.io/vl

kind: User

metadata:
name: admin
spec:
email: admin@deckhouse.ru
# echo '<MAPOJIb>' | htpasswd -BinC 10 "" | cut -d: -f2 | base64 -w0

password: '<GENERATED PASSWORD HASH>'
apiVersion: deckhouse.io/vlalphal
kind: Group
metadata:
name: admins
spec:
name: admins
members:
- kind: User
name: admin
apiVersion: deckhouse.io/vl
kind: ClusterAuthorizationRule
metadata:
name: admin
spec:
subjects:
- kind: Group
name: admins
accessLevel: SuperAdmin
portForwarding: true
namespaceSelector:
matchAny: true
apiVersion: deckhouse.io/vl
kind: NodeGroup
metadata:
name: master
spec:
nodeTemplate:
labels:
node-role.kubernetes.io/control-plane: ""
node-role.kubernetes.io/master: ""
taints:
- effect: NoSchedule
key: node-role.kubernetes.io/control-plane
nodeType: Static
staticInstances:
count: 2
labelSelector:
matchLabels:
role: master

apiVersion: deckhouse.io/vl
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kind: NodeGroup
metadata:
name: worker
spec:
nodeType: Static
staticInstances:
count: 3
labelSelector:
matchLabels:
role: worker
# SSH maHHHE IJi9 HOCTyNa K XOCTaM
apiVersion: deckhouse.io/vlalphal
kind: SSHCredentials

metadata:
name: ssh-credentials
spec:

user: caps
privateSSHKey: '<SSH_PRIVATE_KEY>'
apiVersion: deckhouse.io/vlalphal
kind: StaticInstance

metadata:
name: cse-master-2
labels:
role: master
spec:
address: '<MASTER 2 NODE IP>'
credentialsRef:

kind: SSHCredentials
name: ssh-credentials

apiVersion: deckhouse.io/vlalphal
kind: StaticInstance

metadata:
name: cse-master-3
labels:
role: master
spec:
address: '<MASTER 3 NODE IP>'
credentialsRef:

kind: SSHCredentials

name: ssh-credentials
apiVersion: deckhouse.io/vlalphal
kind: StaticInstance

metadata:
name: cse-worker-1
labels:
role: worker
spec:
address: '<WORKER 1 NODE IP>'
credentialsRef:

kind: SSHCredentials
name: ssh-credentials
apiVersion: deckhouse.io/vlalphal
kind: StaticInstance
metadata:
name: cse-worker-2
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labels:
role: worker
spec:
address: '<WORKER 2 NODE IP>'
credentialsRef:
kind: SSHCredentials
name: ssh-credentials
apiVersion: deckhouse.io/vlalphal
kind: StaticInstance

metadata:
name: cse-worker-3
labels:
role: worker
spec:
address: '<WORKER 3 NODE IP>'
credentialsRef:

kind: SSHCredentials
name: ssh-credentials
apiVersion: deckhouse.io/vl
kind: CustomPrometheusRules
metadata:
name: falco-critical-alerts
spec:
groups:
- name: falco-critical-alerts
rules:
- alert: FalcoCriticalAlertsAreFiring
for: Im
annotations:
description: |
There is a suspicious activity on a node {{ $labels.node }}.
Check you events journal for more details.
summary: Falco detects a critical security incident
expr: |
sum by (node)
(rate(falco_events{priority=~"error|critical|warning|notice"}[5m]) > 0)

4.3.2 Pa3BépreiBanue registry

Hns ycranoku [1O «Deckhouse Platform» tpeOyercs Haimuue B JOKAJIBHOW CETH XPaHHIIUIIA
o0pa3oB KOHTeWHepoB (container registry). B ciayuyae oTcyTcTBus registry, BHIIOJIHHUTE LIard Mo €ro
yCTaHOBKE:

YcranoBure Ha cepBep maketel OC docker-registry u apache2-utils.

[Tpumep i OC ¢ MeHemKEepOM MAKETOB apt:

apt install docker-registry apache2-utils
[Tpumep mns OC ¢ meHemxepoM makeToB dnf:

dnf install -y docker-registry httpd-tools

CrenepupyiiTe Moyib30BaTeNs sl TOCTyIa B registry (yKakute UMs MOJb30BaTeNsl U Mapolib, B

npuMepe ucnonbdyercs nonb3oareis [10 «Deckhouse Platformy):
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htpasswd -bnB deckhouse deckhouse > /etc/docker/registry/htpasswd

Ortpenaktupyiite KoHpUTYypanuto registry B (aiine /etc/docker/registry/config.yml u m3menure
napametp auth.htpasswd.path ¢ /etc/docker/registry na /etc/docker/registry/htpasswd

[TomecTure kiatou u TLS-ceprudukar B cieayromue painsl:

/etc/docker/registry/private.key # Kitou

/etc/docker/registry/public.crt # Ceprudukar

[Ipu orcyrctBun TLS-cepTrdUKaTOB, MOKHO CT€HEPHUPOBATH CAMOTIOANMCAHHBIE CEPTU(PUKATHI
(cmm.4.13.)

OO6HOBUTE KOH(DUTYPALIUIO JIOKAIBHOTO Tegistry:

cat <<EOF > /etc/docker/registry/config.yml
version: 0.1
log:
fields:
service: registry
storage:
cache:
blobdescriptor: inmemory
filesystem:
rootdirectory: /var/lib/docker-registry
delete:
enabled: true
http:
addr: :443
tls:
certificate: /etc/docker/registry/public.crt
key: /etc/docker/registry/private.key
secret: deckhouse
headers:
X-Content-Type-Options: [nosniff]
auth:
htpasswd:
realm: basic-realm
path: /etc/docker/registry/htpasswd
health:
storagedriver:
enabled: true
interval: 10s
threshold: 3
EOF

JloGaBbTe npaBa Ha YTEHHE MPUBATHOTO KITtoua cepTudukara nonszonarento docker-registry.

setfacl -m u:docker-registry:r /etc/docker/registry/private.key

JloGaBere mpaBa Ha wucnomHsembld ¢aitn docker-registry, 4ToOBI OH CMOT HCHOJB30BaTh

CUCTEMHBII TopT 443:

setcap 'cap net bind service=+ep' /usr/bin/docker-registry

[Tepesamyctute cepBuc docker-registry:
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systemctl restart docker-registry

[TpoBepsTe PabOTOCIIOCOOHOCTH JIOKATHLHOTO PEMO3UTOPHSI, HAIPUMEDP, C IMMOMOIIBIO CIICIYIONICH
koMaHbl (ykaxkute maponb mnonb3oBarenss I[10 «Deckhouse Platform», koropeiii 3amaBanu Ha
MpeIbIIYIINX [Iarax, u aapec registry):

curl -u deckhouse:<PASSWORD> -v https://<REGISTRY HOST>/v2/

Hcnonw3ayiite aapec registry mpu 3arpy3ke oopaszos nepen ycranoBkoit [10 «Deckhouse Platformy

(. 4.3). [Ipumep:

d8 mirror push /root/d8-bundle https://10.128.0.37:5000/deckhouse \
--registry-login=deckhouse \
--registry-password=deckhouse

Ecnu registry paboraer no nporokony HTTP, To no6aBere napamerp --insecure.
B registry I10 «Deckhouse Platform» 3arpysxaercs ¢ mocrasisemoro USB-duemnr HakonuTesst uiu
DVD-gucka, Bxoasuiero B KOMIUIEKT IIOCTaBKHM, comtacHO 1.3.3 TeXHUYeCKuX YCIIOBHI

RU.86432418.00001-01 TY 04-1.

4.3.3 VYcranoska [10 «Deckhouse Platformy»

[TonroroBbTe pabouyio CTaHIMIO (XOCT YCTaHOBKHM) M master-y3en Oyayliero Kiacrepa.
MunumanbHble TpeOOBaHMS K MPOTPAMMHBIM U allllapaTHBIM CPEACTBaM MpeacTaBlieHbl B Tadmuie 1.
[Mopsimokx moaroToBku padodero mpoctpancTsa k ycraHoBke [10 «Deckhouse Platformy mpencrasien B
Paznene 4.

Cxkonupyiite ¢ainsl moctaBku ¢ USB-dnem nakonutens win DVD-gucka Ha KOMITBIOTED, C
KOTOPOTO €CTh JOCTYII JI0 XpaHHWIUIIa 00pa3a KOHTEHHEPOB.

Taxke, BBl MOXETE CKONMUPOBATh 00pa3bl UX W3 IMyOJUYHOTO XpaHWIHIA 00pa30B KOHTEHHEPOB

CleAyrouEed KOMaHI0M:

d8 mirror pull \

${PACKAGE DIR PATH} \
--source="registry-cse.deckhouse.ru/deckhouse/cse" \
--license="${LICENSE KEY}" \

-—gost-digest \

-—-deckhouse-tag="v1.73.4" \
--include-module=stronghold

I'ne

${PACKAGE _ DIR PATH} - nupekropus aJisi CKaueHHBIX 00pa30B

${LICENSE KEY} - nuIeH3WOHHBIH KIHOY Ui JOCTyNa B IMyOJIMYHOE XpaHWIHIIE 00pa3oB
konTeitHepoB I10 «Deckhouse Platform».

Pesynbrar BEINOMTHEHUS KOMaH bl - JOPMUPOBAHHE JUPEKTOPUU CO CIEAYIOIMIUM COAEPKUMBIM
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d8-bundle/
module-stronghold. tar
module-stronghold.tar.gostsum
platform.tar
platform.tar.gostsum
security.tar
security.tar.gostsum

C momouiplo KOMaHbl d8 tools gostsum (YTHIUTa U3 cocTaBa cepruduuuposanHon OC mo

AJTOPUTMY I'oCTt P 34.11-2012 (mmuHa XOIII-KOJIa 256 our),

https://wiki.astralinux.ru/pages/viewpage.action?pageld=3277020) momxy4uTe KOHTPOJIBHYIO CyMMY
¢aiinoB d8 u ¢aiina apxuBa oOpazoB (Hampumep, platform.tar) u cpaBHHTE MOyYEHHBIC PE3yJIbTaThl
COOTBETCTBEHHO C COAEPKHMBIM (aitioB ¢ cydhduxcom .gostsum (d8.gostsum mis d8 wu, Hampumep,
platform.tar.gostsum mns platform.tar w3 cocraBa mocraBku). [lomydeHHBIE pe3yabTaThl pacueTa
KOHTPOJIBHBIX CyMM M KOHTPOJIbHBIE CYMMBI B YKa3aHHBIX (paiiiaX MOCTABKHU JIOJKHBI COBITA/IATh.
3arpy3uTe JaHHBIE B XpaHWIWIIE OOpa30B KOHTCHHEPOB, BBIMOJHHUB CIEIYIOIIYI0 KOMaHIY

(u3MeHuTe MyTh K (ailily apxuBa WM mamnke o0pa3oB):

d8 mirror push <PATH> <REGISTRY URL>/<REGISTRY PATH> \
--registry-1login=<USERNAME> --registry-password=<PASSWORD>

3nece:

e <PATH> - nupexTopus MOCTaBKH, COAEprKaIas apxuBsl ¢ o0pazamu noctaBku [10 «Deckhouse
Platformy;

e <REGISTRY URL> - agpec xpanunuiia o0pa3oB KOHTEHHEPOB B JIOKAJIbHOW CETH;

e <REGISTRY PATH> - myTh B Xxpanuiuiie o0pa3oB KOHTEHHEPOB, B KOTOPBIH OyayT
3arpyxarbcst 00pasbl [10 «Deckhouse Platformy». B mpumepax Hike OyzeT HCIOIB30BaTHCS
myTh /deckhouse/cse;

o <USERNAME> - ums nonp3oBareis i aBTOPU3ALUU B XpaHWIKIIE 00pa30B KOHTEHHEPOB;

o <PASSWORD> - nmaposib 1oyib30Batesis Jisl aBTOPU3AIMH B XPAHUIIUIIE 00pa30B KOHTCHHEPOB.

Ecnu Bam container registry J0ImycKaeT aHOHUMHBIN 1O0CTyH 0€3 aBTOpU3alluy, HE YKa3bIBalTe
napameTpsl --registry-login u --registry-password.

[Tonpobnee 3arpy3ka oOpa3oB B registry paccmorpeHa B 1. 4.3.2. (3arpy3ka oOpa3oB B
M30JIMPOBAHHBIN registry).

Cozpaiite SSH-kiTr04 U151 TOCTyIIA K y3/1aM KJlacTepa:
ssh-keygen -t rsa -f "SHOME/.ssh/id rsa" -C "" -N ""
cat "SHOME/.ssh/id rsa.pub"

Jlo6aBbTe MyOIMYHYIO YacTh Kiro4a Ha Bce y3ibl kinactepa [10 «Deckhouse Platformy, B janHOM

IMpUMEPEC Ha y3JIaX CO34ACTCA MOJIb30BATCJIb Caps:


https://wiki.astralinux.ru/pages/viewpage.action?pageId=3277020
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# Yraxure nyONIMUHYH YacThb SSH-KJIOUA [10JIL30BATEJIS.

export KEY='<SSH-PUBLIC-KEY>'

useradd -m -s /bin/bash caps

usermod -aG sudo caps

echo 'caps ALL=(ALL) NOPASSWD: ALL' | sudo EDITOR='tee -a' visudo
mkdir /home/caps/.ssh

echo $KEY >> /home/caps/.ssh/authorized keys

chown -R caps:caps /home/caps

chmod 700 /home/caps/.ssh

chmod 600 /home/caps/.ssh/authorized keys

# mna Astra Linux - MakCHMaJIbHBI YPOBEHBL LEJIOCTHOCTM IJIS IOJIb30BATeNsS Caps
pdpl-user -i 63 caps

B onepanmonnsix cucremax Ha 06aze RHEL (Red Hat Enterprise Linux), takux kak PEJ[ OC,
MOJIK30BATENSl caps HY)KHO 100aBisTh B rpynmy wheel. [t 3TOro BBIIOJIHHUTE CIEAYIONIYIO KOMaHIY,

yKa3zaB myou4Hyro yactb SSH-kiova:

# Ykaxmure nyOIMUHYH YacTb SSH-KJIOUA I[I0JIb30BATEJIA.

export KEY='<SSH-PUBLIC-KEY>'

useradd -m -s /bin/bash caps

usermod -aG wheel caps

echo 'caps ALL=(ALL) NOPASSWD: ALL' | sudo EDITOR='tee -a' visudo
mkdir /home/caps/.ssh

echo $KEY >> /home/caps/.ssh/authorized keys

chown -R caps:caps /home/caps

chmod 700 /home/caps/.ssh

chmod 600 /home/caps/.ssh/authorized keys

3anycTUuTe KOHTEHHEP YCTAHOBIIMKA:
docker run --pull=always -it [<MOUNT_ OPTIONS>]
<REGISTRY_URL>/<REGISTRY_PATH>/install:Vl.73.4 bash

31ech:

<REGISTRY_ URL> — anpec container registry ¢ oopazamu I10 «Deckhouse Platformy.

e <REGISTRY PATH> - myTh B XpaHuiuiie o0pa3oB KOHTEHHEPOB, B KOTOPBINA ObUIN 3arpyKEHBI
o6passl [10 «Deckhouse Platformy. B nmpumepax Huke OyneT HCIIOIb30BaTHCS My Th
/deckhouse/cse;

e v1.73.4 — Bepcusl yCTaHOBUIMKA;

o <MOUNT OPTIONS> — mapameTpbl MOHTHpPOBaHUs (PailyIoB B KOHTEHHEP HHCTAILIATOPA,

TaKHX KaK:

o SSH-xirouum nocryna
0 (ailn koHpuUrypanuu

0 (aiia pecypcoB H T.II.
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[Ipumep 3amycka KOHTEMHEpPA UHCTAILIATOPA!

docker run -it --pull=always \
-v "S$PWD/config.yaml:/config.yaml" \
-v "$PWD/dhctl-tmp:/tmp/dhctl™ \

-v "SHOME/.ssh/:/tmp/.ssh/" registry.company.int/deckhouse/cse/install:v1.73.4
bash

VYeranoBka [10 «Deckhouse Platform» 3amyckaeTcss B KOHTEHHEpe WHCTALIATOPA C MOMOIIBIO

KOMaHAbI dhctl.

Jis 3anycka ycranoBku I10 «Deckhouse Platform» ucnons3syiite komanmy:

dhctl bootstrap

J171s1 ory4eHust CpaBKy 110 IapaMeTpaM BBIIIOJIHUTE:

dhctl bootstrap -h

[Tpumep 3amycka ycranoBku [10 «Deckhouse Platformy:

dhctl bootstrap --ssh-user=<SSH USER> --ssh-host=<MASTER HOST>

--ssh-agent-private-keys=/tmp/.ssh/id rsa --config=/config.yml --ask-become-pass

3nech:

e /config.yml — ¢aiin KoHPUTypaIK yCTaHOBKHY;

e <SSH USER>— nonb3oBarens Ha cepBepe Uil noakIoueHus no SSH;

o <MASTER HOST> — anpec cepBepa nms noakitouenus mo SSH;

e --ssh-agent-private-keys — ¢aiin npuBarnoro SSH-kittoua, 11t nogkiroueHus no SSH.

e --ask-become-pass - mapaMeTp yKa3bIBaeT, YTO MOJIB30BATENIO0 Ha y3nax kinactepa [10
«Deckhouse Platform» Heo6xoaumMo BBOJUTH Mapoiib MPHU UCIIOIb30BaHUU sudo; ecnu
MIOJIB30BATENIO Ha y3/1ax KiacTepa sudo gocTyneH 6e3 maposis, TO JaHHBIA apamMeTp yKa3bIBaTh
HE HY)XHO.

JloxXuTech yCIEeNIHOTO 3aBEepIIEHNUs YCTAHOBKU

[Tpumep ycrenHoro 3aBepIueHus:

L A ~ Bootstrap: Create Resources (290.81 seconds)

A -~ Bootstrap: Run post bootstrap actions
Create deckhouse release for version v1.73
[ iq Succeeded!

Create deckhouse release for version v1.73 (0.01 seconds)
L ~ Bootstrap: Run post bootstrap actions (0.0l seconds)

r A\ ~ Bootstrap: Clear cache

L I~ Next run of "dhctl bootstrap" will create a new Kubernetes cluster.
~ Bootstrap: Clear cache (0.00 seconds)
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fq Deckhouse cluster was created successfully!

HpOBepBTe COCTOSIHHUEC OUCPCH, BBIIIOJIHUB KOMaHY Ha master—y3ne:

dhctl system queue list

B 0o4cpcan HE JOJIZKHO OBITE 3aJa4 Ha BBIITIOJHCHUC.

IIpumep BeIBOIA:

$ d8 system queue list

Summary:

- 'main' queue: empty.

- 91 other queues (0 active, 91 empty): 0 tasks.
- no tasks to handle.

[Tocne ycmemrHOW yCTAaHOBKM TIEPBOTO master-y3ia HEoOXOIMMO BBITIOJHUTH JaTbHEHIIYIO
HACTPOMKY KJ1acTepa B 3aBUCUMOCTH OT BHIOPAHHOTO CLIEHAPHsI pa3BEPTHIBAHUSI. .

Cuenapuii 1. Ecnu nmnanupyertcst pa3BepHyTh KiacTep Ui TECTUPOBAHUS, COCTOSIINM U3 OAHOTO
master—ysna, TO HCO6XOIII/IMO BBITIOJIHUTE KOMaHy, KOTOpas CHUMACT OIPAHUYCHHUC HA Pa3MCIICHHC
cuctemHbIx komroHeHTOB [10 «Deckhouse Platform» Ha master-y3max.

Jnist 3TOr0 HA Master-y3iie BbIIOJIHUTE CIEIYIOIIYI0 KOMaHIY:

d8 k patch nodegroup master --type json -p '[{"op": "remove", "path":
"/spec/nodeTemplate/taints™} ]’

Cuenaputii 2. Ecnu rmuianupyercsi pa3BepHYTh MOJHOLIEHHBIN OTKa30yCTOMYMBBIN KJ1acTep,
COCTOSIIIUN U3 TPEX master-y3yoB, AByX system-y3noB, 1Byx frontend-y3moB u oqnoro worker-y3na,

CHUMAaTh OTpaHUYCHUS Ha master-y3iax He TpeOyercs.

Jli1s TOATrOTOBKM A0OABICHHS Y3JI0B HCIIONB3yHTE MPUBEIEHHYIO HIKE KoMaHay. Ecnu
Kakue-JInO0 TpyNIbl Y3JI0B He TpeOyroTes, yaalIuTe onucanus coorBeTcTBytomux NodeGroup u

StaticInstance.

Bremmoanute Ha master—ysne CICAYIOIYO KOMaHay (I/I3M6HI/IT6 H606XOI[I/IMBIe napaMeTpLI):

d8 k apply -f - << EOF

# IJanHble nonkJodeHus 1o SSH mjig mocTymnma K XOCTaM y3JIOB KJjlacTepa
apiVersion: deckhouse.io/vlalphal

kind: SSHCredentials

metadata:
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name: ssh-credentials
spec:
# MBMeHUTe ¥MS II0JIb30BATEJiI, €CJM y BaC OH OPyIOM
user: caps
privateSSHKey: ' <SSH_PRIVATE KEY> !
apiVersion: deckhouse.io/vl
kind: NodeGroup
metadata:
name: master
spec:
nodeTemplate:
labels:
node-role.kubernetes.io/control-plane: ""
node-role.kubernetes.io/master: ""
taints:
- effect: NoSchedule
key: node-role.kubernetes.io/control-plane
nodeType: Static
staticInstances:
count: 2
labelSelector:
matchLabels:
role: master
apiVersion: deckhouse.io/vl
kind: NodeGroup
metadata:
name: system
spec:
nodeTemplate:
labels:
node-role.deckhouse.io/system: ""
taints:
- effect: NoExecute
key: dedicated.deckhouse.io
value: system
nodeType: Static
staticInstances:
count: 2
labelSelector:
matchLabels:
role: system
apiVersion: deckhouse.io/vl
kind: NodeGroup
metadata:
name: frontend
spec:
nodeTemplate:
labels:
node-role.deckhouse.io/frontend: ""
taints:
- effect: NoExecute
key: dedicated.deckhouse.io
value: frontend
nodeType: Static
staticInstances:
count: 2
labelSelector:
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matchLabels:
role: frontend
apiVersion: deckhouse.io/vl
kind: NodeGroup
metadata:
name: worker
spec:
nodeType: Static
staticInstances:
count: 1
labelSelector:
matchLabels:
role: worker
apiVersion: deckhouse.io/vlalphal
kind: StaticInstance
metadata:
name: master-2
labels:
role: master
spec:
address: '<MASTER 2 NODE IP>'
credentialsRef:
kind: SSHCredentials
name: ssh-credentials
apiVersion: deckhouse.io/vlalphal
kind: StaticInstance
metadata:
name: master-3
labels:
role: master
spec:
address: '<MASTER 3 NODE IP>'
credentialsRef:
kind: SSHCredentials
name: ssh-credentials
apiVersion: deckhouse.io/vlalphal
kind: StaticInstance
metadata:
name: system-1
labels:
role: system
spec:
address: '<SYSTEM 1 NODE IP>'
credentialsRef:
kind: SSHCredentials
name: ssh-credentials
apiVersion: deckhouse.io/vlalphal
kind: StaticInstance

metadata:
name: system-2
labels:
role: system
spec:

address: '<SYSTEM 2 NODE IP>'
credentialsRef:
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kind: SSHCredentials
name: ssh-credentials
apiVersion: deckhouse.io/vlalphal
kind: StaticInstance
metadata:
name: frontend-1
labels:
role: frontend
spec:
address: '<FRONTEND 1 NODE IP>'
credentialsRef:
kind: SSHCredentials
name: ssh-credentials
apiVersion: deckhouse.io/vlalphal
kind: StaticInstance
metadata:
name: frontend-2
labels:
role: frontend
spec:
address: '<FRONTEND 2 NODE IP>'
credentialsRef:
kind: SSHCredentials
name: ssh-credentials
apiVersion: deckhouse.io/vlalphal
kind: StaticInstance
metadata:
name: worker-1
labels:
role: worker
spec:
address: ' <WORKER_ NODE_ TIP> '
credentialsRef:
kind: SSHCredentials
name: ssh-credentials
EOF

31ech:

e <SSH PRIVATE KEY> — npuBarHas 4acTh KJt04a MOJIB30BATENS caps, CTEHEPUPOBAHHAS HA
XOCTE YCTaHOBKH, B popmare Base64. [Iyis momydeHus Kiroda B Hy>KHOM (popMaTe BBITOIHUTE

CJIEIYIOIYI0 KOMAaHTY :

base64 -w0O "SHOME/.ssh/id rsa"

o <MASTER 2 NODE IP>— [P-agpec y3mna master-2.
e <MASTER 3 NODE IP>— IP-anpec y3na master-3.
e <SYSTEM 1 NODE IP>— IP-agpec y3ia system-1.
e <SYSTEM 2 NODE IP>— [P-anpec y3na system-2.
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e <FRONTEND 1 NODE IP>— IP-aapec y3na frontend-1.
e <FRONTEND 2 NODE IP>— IP-anpec y3na frontend-2.
e <WORKER NODE IP>— IP-anpec y3na worker.

4.3.4 JlomomHUTENIbHBIE OOIIME HACTPOMKH KilacTepa

CospmaiiTe mpaBUIO MOSBICHUS MPEAYIPEKICHUI 0 HATMYUU HEOOBIYHOTO MOBEACHUS B KIacTepe
Ha OCHOBE XXypHasa ayauTa. JlaHHas HaCTpoiika BKJIIOUaeT cpabaThIBaHHWE HAa BCE THITBI COOBITHH, B TOM

YHUCIIe Ha IpeAyNpexAcHUs (warning) U yBeoMiieHus (notice).

d8 k apply -f - << EOF
apiVersion: deckhouse.io/vl
kind: CustomPrometheusRules
metadata:
name: falco-critical-alerts
spec:
groups:
- name: falco-critical-alerts
rules:
- alert: FalcoCriticalAlertsAreFiring
for: 1Im
annotations:
description: |
There i1s a suspicious activity on a node {{ $labels.node }}.
Check you events journal for more details.
summary: Falco detects a critical security incident
expr: |
sum by (node)
(rate (falco_events{priority=~"error|critical|warning|notice"} [5m]) > 0)
EOF

I[O63BI)TC JIOKAJIbHOT'O ITOJIB30BATCJIA U MMPEAOCTABBTEC EMY IIpaBa aIMUHUCTPATOPA CUCTEMBI:

d8 k apply -f - << EOF
apiVersion: deckhouse.io/vl
kind: User
metadata:
name: admin
spec:
email: admin@deckhouse.ru
# CreHepupyMTe NapoJib IJisS IIOJIL30BATEJS M IIONCTAaBbTE €I'0 B KOMaHIy echo Hmxe, UTOOH
noJyiyumTb hash m base64 oT Hero, oJjsg yKa3aHMs B CeKUMM password:
# echo '<IIAPOJIb>' | htpasswd -BinC 10 "" | cut -d: -f2 | base64 -w0
password: 'base64-oT-xema-pamero-napoisa’
apiVersion: deckhouse.io/vlalphal
kind: Group
metadata:
name: admins
spec:
name: admins
members:
- kind: User
name: admin
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apiVersion: deckhouse.io/vl
kind: ClusterAuthorizationRule
metadata:
name: admin
spec:
subjects:
- kind: Group
name: admins
accessLevel: SuperAdmin
portForwarding: true
namespaceSelector:
matchAny: true
EOF

Hacrtpoiite IngressNginxController mns Bxomsimero tpaduka. Ecnm y Bac kimactep TOJNBKO U3

OJIHOTO Yy3J1a, TO MCIIOJIb3YHTE CIEeYIONLYI0 KOH(PUTYpalHIo:

d8 k apply -f - << EOF
apiVersion: deckhouse.io/vl
kind: IngressNginxController
metadata:
name: main
spec:
ingressClass: nginx
inlet: HostWithFailover
nodeSelector:
node-role.kubernetes.io/master: ""
tolerations:
- effect: NoSchedule
operator: Exists
EOF

Ecim y Bac oTKa30ycTOHMYMBBIA KiacTep C BbyIeNeHHbIMU frontend-y3mamu nmiust mpuema

BXOJISITIIETO TpaduKa, TO UCIIOIB3YUTE CIAEAYIONIYI0 KOH(DUTYPAIIHIO:

d8 k apply -f - << EOF
apiVersion: deckhouse.io/vl
kind: IngressNginxController
metadata:
name: main
spec:
ingressClass: nginx
inlet: HostWithFailover
nodeSelector:
node-role.deckhouse.io/frontend: ""
tolerations:
- effect: NoExecute
key: dedicated.deckhouse.io
value: frontend
EOF

4.3.5 Hacrpoiika 6anaHCUPOBKU BXOASIIETO TpaduKa ¢ MOMOIIBIO BUPTYaJIbHBIX

[P-ampecos

JI1st 0TKa30yCTOWYMBOM MHCTAJUISIINK, KOTJAa HEOOXOIMMO HCIIONIb30BaTh BUPTyalnbHbBIN [P-agpec

unu "Heckonbko [P-ampecoB mmsa Bcero kimactepa IO «Deckhouse Platformy, utoObr 6amancupoBaTh
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BXOAIIMI TpaduK MEXAy y3JIaMH Kiactepa, rae pacnosaraercs IngressNginxController, Heooxoaumo
BKJIFOYUTH U HACTPOUTH MOAYIb metallb.

[Tpu Hanmuum nByX frontend-y310B U paBHOMEPHOTO pacIpeaesieH s BXOAALIETO Tpadhuka MEex1y
HHMH, HEOOXOUMO:

- Begenuth Ha kiactep [IO «Deckhouse Platform» aBa BupryansHbIX [P-ampeca w3 moaceTtu
y3JI0B KJ1acTepa

- yka3arb BblIeneHHble [P-ampeca kak A-zamucu Ha DNS-cepBepe y COOTBETCTBYIOIIETO
JOMEHHOTO HWMEHHM Kjactepa (kenarelbHO ucmoib3oBarh Wwildcard-3amuce, Hampumep
* kube.company.my)

- ykasarb BblzenieHHbIe [P-anpeca B HacTpoiikax momyis metallb.

DNS-cepep Oyner paspemars 3ampockl K JOMEHHOMY MMeHH B IP-aapeca moouepenHo mpu
kaxaom DNS-zanpoce. Monmyns metallb pacnpenenut naBa BwimeneHHeix [P-agpeca mo aBym
frontend-y3nam, mo ogHOMY Ha Kaxablil y3en. B atom ciyuyae Tpaduk paBHOMEpPHO pacHpeiesuTcs
MeXIy y3namu. B cmywae orkaza omHoro u3 frontend-ysmos, ero IP-aapec «mepeemet» Ha Apyroit
pabotatouuii frontend-yzesn.

Komanner 111 HacTpolKku 6amaHCUPOBKH MPU OTKA30yCTOMUMBON yCTaHOBKE:

# BxumouuTe MomyJsib metallb:
d8 k apply -f - << EOF
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: metallb
spec:
enabled: true
version: 2
EOF

# CoszmaniTre pecypc MetalloadBalancerClass:
d8 k apply -f - << EOF
apiVersion: network.deckhouse.io/vlalphal
kind: MetalLoadBalancerClass
metadata:
name: ingress
spec:
addressPool:
- 192.168.2.100-192.168.2.101
isDefault: false
nodeSelector:
node-role.deckhouse.io/frontend: ""
type: L2
EOF

# IepecospmanTe pecypc IngressNginxController:
d8 k delete IngressNginxController main

d8 k apply -f - << EOF

apiVersion: deckhouse.io/vl
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kind: IngressNginxController
metadata:
name: main
spec:
ingressClass: nginx
inlet: LoadBalancer
loadBalancer:
loadBalancerClass: ingress
annotations:
# KoimuecTBO ampecoB, KOTOpHE OyOyT BHIOEJIEHH M3 IIyJia, OMNMCAHHOTO B
 MetalLoadBalancerClass .
network.deckhouse.io/12-1oad-balancer-external-ips-count: "2"
EOF

#lmaTdopmMa coszmacT cepBuc C TunoMm LoadBalancer, koTopomy OyIeT NPUCBOEHO 3alaHHOE
KOJIMYECTBO AaIPEeCOB, HAIPMUMED:
d8 k -n d8-ingress-nginx get svc

NAME TYPE CLUSTER-IP EXTERNAL-IP
PORT (S) AGE
main-load-balancer LoadBalancer 10.222.130.11 192.168.2.100,192.168.2.101

80:30689/TCP,443:30668/TCP 11s

HpOBepBTe COCTOSIHHUE OUEPCU, BEIIIOJTHUB KOMaHY:

d8 system queue list

B ouepenu He moymKkHO OBITH 33124 Ha BhIOTHEHHUE. [IpuMep BbIBOnA:

$ d8 system queue list

Summary:

- 'main' queue: empty.

- 91 other queues (0 active, 91 empty): 0 tasks.
- no tasks to handle

Hoxmutech 3amycka mogoB I[IO «Deckhouse Platform». Hampumep, MoXHO HCIONIB30BaTh

CIIEYIOIIYI0 KOMaHAY (BBIBOJ JOJKEH OBITh MYCT):

d8 k get po -A | grep -vE 'Running|Completed’

Y6enutech, 4TO0 y Bac ecTh jgoctyn k BeO-unTepdeiicam I10 «Deckhouse Platform» uepes
Opay3ep. Harmpumep, MOXKHO MPOBEPUTH JOCTYITHOCTD CIEAYIOLIMX aIPECOB:
- https://grafana.<PUBLIC_DOMAIN NAME>
- https://kubeconfig.<PUBLIC DOMAIN NAME>
[IpoBeppre, YTO HaA TJIABHOW CTpaHWIle CHUCTeMbl MoHuUTOpuHra (Grafana) KOpPpeKTHO

OTO6pa)I(aIOTC$I BCC JaHHBIC.
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4.4  HacTpoiika XpaHUJIHUIIL

HaCTpOﬁKa XpaHWJIMLL MIPOHUCXOOAUT B HECKOJIBKO ITAroB, KOTOPLIC 3aBUCAT OT BLI6paHHOF0 THIIA

XpaHUIHIIA.
OCHOBHBIE 3Tanbl HACTPONKH:

e BxitoueHHe U KOHPUTYPUPOBAHHE COOTBETCTBYIOIIMX MOJTYJICH.
e Coszmanue rpynn TomoB (Volume Groups).
e IlogrotoBka u co3manue oO0bekToB StorageClass, ux mocnenyroiee Ha3HauYeHUE U

HCITIOJIBb30BAaHUC.

4.4.1 JlokansHoe xpanunuiie Local Path Provisioner

ITO «Deckhouse Platform» npenocrapnsier BO3MOXHOCTh HACTPAUBATh JIOKAIbHBIE XPaHHIIHILA
Local Path Provisioner. 3to mpocTtoe pemienue 6e3 moaaep kK CHUIMKOB U OTPaHUYEHUH Ha pa3mep,
KOTOpOE JIy4IlIe BCETO IMOIXOANT IS Pa3pabOTKH, TECTUPOBAHUS U HEOONIBIINX KiIacTepoB. JlaHHOE
XPaHWJIHUILE UCTIONB3YET JIOKAJIbHOE JIMCKOBOE POCTPAHCTBO /It co3aanus PersistentVolume, He

nojiarasiCb Ha BHCIIHHUEC CUCTCMbI XpPAaHCHHUA JaHHBIX.

Jns xaxxnoro pecypca LocalPathProvisioner coznaercst coorBeTcTBy0muid 00bekT StorageClass.
Crucok y370B, Ha KOTOPBIX pa3pelieHo UCmob3oBaTh StorageClass, onpezensercs Ha OCHOBE MO

nodeGroups ¥ UCTIOIB3YeTCs IPH Pa3MEIICHUN TTOJIOB.
[Tpu 3anpoce ucKa MOIO0M MPOUCXOIUT CIEAYIONICE:
e cosgaércsa PersistentVolume ¢ Turmom HostPath;

® Ha HY)KHOM Y3JI€ CO3JaeTCs IUPEKTOPHS, yTh K KOTOpoil (hopMupyeTcs u3 napamerpa path,

umenu PV u PVC.

[Tpumep nytn:

/opt/local-path-provisioner/pvc-d9d3878-£710-417b-a4b3-38811laaB8aacl d8-monitoring p
rometheus-main-db-prometheus-main-0

[Tpumep pecypca LocalPathProvisioner (reclaimPolicy ycTtanaBiauBaercss 1Mo yMOIYaHHUIO B

Retain):

apiVersion: deckhouse.io/vlalphal
kind: LocalPathProvisioner
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metadata:
name: localpath-system
spec:
nodeGroups:
- system
path: "/opt/local-path-provisioner"

4.4.2 JlokanpHoe xpaHunuile Ha ocHoBe Logical Volume Manager

JlokanpHOE XpaHWIMILE CHI)KAeT CETeBbIE 3aJepKKM U olecredyrnBaeT 0Ooyiee BBICOKYIO
MPOU3BOAUTEIBLHOCTh O CPaBHEHUIO C YHAJICHHBIMH XpaHWIMLIAMH, JOCTYH K KOTOPBIM

OCYIIECTBIIAETCA IO CETH.
JInst HaCcTpOMKHM JTIOKaJIbHOTO XpaHWJIUIIAa Ha 0OCHOBE LVM BBINOSHUTE CIIEIYIONIUE IIaru:

e Hacrpoiite LVMVolumeGroup. Ilepen coznanuem StorageClass HeoOXoauMo co3znaTh pecype
LVMVolumeGroup monyns sds-node-configurator Ha y3max Kiactepa.

e Brmouute monynb sds-node-configurator. Yoeaurech, 4YTO MOAYAb BKJIIOYEH /0 BKJIIOUEHUS
moxyns sds-local-volume.

e (Cozpaiite coorBeTcTBYOIHME 00beKTh StorageClass. Co3manne StorageClass mst CSI-gpaiiBepa

local.csi.storage.deckhouse.io monb3oBarenem 3ampemnieHo.
Bxumrouenne monyns sds-node-configurator:

1. Co3maiite pecypc ModuleConfig a1t BKIIOUSHHUS MOTYJIS:

d8 k apply -f - <<EOF
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:

name: sds-node-configurator
spec:

enabled: true

version: 1
EOF

2. Joxautech coctosHus Monyias Ready. Ha stom stame He TpeOyercs mpoBepsTh IMOJbI B

npocTtpancTBe uMeH d8-sds-node-configurator. CocTosiHue MOIyJIst TPOBEPHTE KOMAH I0M:

d8 k get modules sds-node-configurator -w

Bxutouenue monyns snapshot-controller:

1. Coznaiite pecypc ModuleConfig ais BKIFOYSHHS] MOTYJIS:
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d8 k apply -f - <<EOF
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:

name: snapshot-controller
spec:

enabled: true
EOF

2. Noxaureck coctosnus moayist Ready. CoctosiHre Moyiist IpoBepbTE€ KOMaHIOM:

d8 k get modules snapshot-controller -w

Bxutouenue monyns sds-local-volume:

1. AxruBupyiite Monynb sds-local-volume. IIpumep Huke 3amyckaeT MOIYINb C HACTPOWKAMH I10
YMOJIYaHHIO, YTO TPHUBENET K CO3JaHMIO CIIYy)KEOHBIX MomoB KommoHeHTa sds-local-volume na Bcex

y3J1ax KjiacTepa:

d8 k apply -f - <<EOF
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: sds-local-volume
spec:
enabled: true
version: 1
EOF

2. Noxnaurech cocTosiHus Moaynsa Ready:

d8 k get modules sds-local-volume -w

3. Y6enutech, uro B mpocTpaHcTBax uMeH d8-sds-local-volume u d8-sds-node-configurator Bce
noael HaxomsaTcs B craryce Running mimm Completed m 3amymieHsl Ha BceX y3lax, TAC TUIAHUPYETCS

KCIOJB30BaTh pecypchl LVM.

d8 k -n d8-sds-local-volume get pod -owide -w
d8 k -n d8-sds-node-configurator get pod -o wide -w

Jns  KOppekTHOH  pabOThl ~ XpaHWIWIL Ha  y3/laX  HEOOXOAMMO,  4YTOOBI  IOABI
sds-local-volume-csi-node Obutn 3amymieHsl Ha BBIOpaHHBIX y3nax. [lo yMoOm4aHUIO A3TH TOABI

3aIyCKaroTCs Ha BCEX y3iax kiacrepa. [[poBepuTh X HAIMYKME MOKHO C TIOMOITHIO KOMaH/IbI:

d8 k -n d8-sds-local-volume get pod -owide
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Pasmemenne momoB  sds-local-volume-csi-node  ympaBisieTcs  cieHaIbHBIMH —~ METKaMH

(nodeSelector). OTu MeTKu 3a7ar0Tcs B mapameTpe spec.settings.dataNodes.nodeSelector momysst.

Jlns  HACTpOWKHM XpaHWIMIA Ha Y3/IaX HEoOXoAuMo co3aaTh Tpynmsl ToMoB LVM ¢

ucnonb3oBanueM pecypcoB LVM VolumeGroup. B nannom npumepe coznaercs xpanuiuiie Thick.

[Tepen cozmanmem pecypca LVMVolumeGroup ybeautech, 4To Ha JAaHHOM Y3Ii€ 3alyIlIeH MO

sds-local-volume-csi-node. D10 MOXHO cAeIaTh KOMAHIOM:

d8 k -n d8-sds-local-volume get pod -owide

1. Tomyuute Bce pecypcsl BlockDevice, koTopble TOCTYIHBI B BallleM KJlacTepe:

d8 k get bd

[Ipumep BrIBOAA:

NAME NODE CONSUMABLE SIZE

PATH

dev-ef4fb06b63d2c05fb6ee83008b55e486aalltlaa worker-0 false 976762584K1i
/dev/nvmelnl

dev-0cfc0d07£353598e329d34£3821bed992clffbcd worker-0 false 894006140416
/dev/nvmeOnlp6

dev-7e4df1ddf2alb05a79£9481cdf56d29891a9£9d0 worker-1 false 976762584K1
/dev/nvmelnl

dev-b103062£879a2349a9c5f054e0366594568de68d worker-1 false 894006140416
/dev/nvmeOnlp6

dev-53d904£f180b912187ac82de29%9af06a34d9%9ae23199 worker-2 false 976762584K1
/dev/nvmelnl

dev-6c5abbd549100834c6b1668c8£89fb97872ee2bl worker-2 false 894006140416
/dev/nvmeOnlp6

2. Coznaiite pecypc LVM VolumeGroup mis y3na worker-0:

d8 k apply -f - <<EOF
apiVersion: storage.deckhouse.io/vlalphal
kind: LVMVolumeGroup
metadata:
name: "vg-l-on-worker-0" # TomxomuT JjmoBoe IONMyCcTuMoOe MMsa pecypca B Kubernetes. 3To
mMsa pecypca LVMVolumeGroup OyIeT MCIONb30BaThbCHA IOJia cos3rdaHusa LocalStorageClass B
Oynymem.
spec:
type: Local
local:
nodeName: "worker-0"
blockDeviceSelector:
matchExpressions:
- key: kubernetes.io/metadata.name
operator: In
values:
- dev-ef4fb06b63d2c05fb6ee83008b55e486aallblaa
- dev-0cfc0d07£353598e329d34£3821bed992clffbecd
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actualVGNameOnTheNode: "vg-1" # Vmsa LVM VG, kOTOpwII OyIeT CO3maH M3 yKa3aHHBX
OJIOUHEIX YCTPOMCTB Ha y3Je.
EOF

3. Joxautecs, koraa co3nannbiii pecypc LVM VolumeGroup nepeiinet B coctosinue Ready:

d8 k get lvg vg-l-on-worker-0 -w

Ecnmu pecypc mepemen B coctosHue Ready, 5To 3Hauut, uto Ha y3ne worker-0 u3 OIOYHBIX

ycTpoiicTB /dev/nvmelnl u /dev/nvmeOn1p6 6nina cozmana LVM VG ¢ umenem vg-1.

4. Coznaiite pecypc LVM VolumeGroup s y3na worker-1:

d8 k apply -f - <<EOF
apiVersion: storage.deckhouse.io/vlalphal
kind: LVMVolumeGroup

metadata:
name: "vg-l-on-worker-1"
spec:
type: Local
local:
nodeName: "worker-1"

blockDeviceSelector:
matchExpressions:
- key: kubernetes.io/metadata.name
operator: In
values:
- dev-7e4df1ddf2alb05a79£9481cdf56d29891a9£9d0
- dev-b103062£879a2349a9c5f054e0366594568de68d
actualVGNameOnTheNode: "vg-1"
EOF

5. JloxauTtecsk, korma co3ganubiii pecypc LVMVolumeGroup nepeiineT B coctosinue Ready:

d8 k get lvg vg-l-on-worker-1 -w

Ecnmu pecypc mepemien B cocrossuue Ready, 310 3HauuT, yto Ha y31ne worker-1 u3 GmouHOro

ycTpoiictBa /dev/nvmelnl u /dev/nvmeOnlp6 6s1a cozgana LVM VG ¢ umenem vg-1.

6. Co3znaiite pecypc LVM VolumeGroup s y3na worker-2:

d8 k apply -f - <<EOF
apiVersion: storage.deckhouse.io/vlalphal
kind: LVMVolumeGroup

metadata:

name: "vg-l-on-worker-2"
spec:

type: Local

local:

nodeName: "worker-2"
blockDeviceSelector:
matchExpressions:
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- key: kubernetes.io/metadata.name
operator: In
values:
- dev-53d904£18b912187ac82de29af06a34d9%ae23199
- dev-6c5abbd549100834c6b1668c8£89fb97872ee2bl
actualVGNameOnTheNode: "vg-1"
EOF

7. Joxnauteck, korma co3ganubiii pecypc LVMVolumeGroup nepeiineT B coctosiane Ready:

d8 k get lvg vg-l-on-worker-2 -w

Ecan pecypcC nepeues B COCTOAHUC Ready, TO 3TO 3HAYUT, YTO Ha Y3JIC worker-2 u3 0J104HOIO

ycrpoiictBa /dev/nvmelnl u /dev/nvmeOnlp6 6bu1a coznana LVM VG ¢ umenem vg-1.

8. Cosnaiite pecypc LocalStorageClass:

d8 k apply -f —-<<EOF
apiVersion: storage.deckhouse.io/vlalphal
kind: LocalStorageClass
metadata:
name: local-storage-class
spec:
lvm:
lvmVolumeGroups:
- name: vg-l-on-worker-0
- name: vg-l-on-worker-1
- name: vg-l-on-worker-2
type: Thick
reclaimPolicy: Delete
volumeBindingMode: WaitForFirstConsumer
EOF

9. Joxautecs, koraa co3nannblil pecypce LocalStorageClass nepetinet B coctosinue Created:

d8 k get 1lsc local-storage-class -w

10. IIpoBepsTe, uTO OBLT cO31aH cooTBeTCTBYIOMN StorageClass:

d8 k get sc local-storage-class

Ecmu  StorageClass ¢ wumenem local-storage-class mosBWiICS, 3HAYUT HACTPOWKA MO
sds-local-volume 3aBepmiena. Tenepr monb3oBatenu MoryT cos3naBath PVC, ykasbiBas StorageClass c

umeHeM local-storage-class.
4.43 Pacnpenenénnas cucrema xpanenus Ceph

Ceph — 3710 MacmTabupyemasi pacrpeesiéHHas CuCTeMa XpaHeHUs, 00eCTIeunBaroIIasi BHICOKYIO

JIOCTYIHOCTh U OTKazoycToWunBocTh naHHBIX. B IIO «Deckhouse Platform» mnonnepxuBaetcs
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unterpaius ¢ Ceph-knactepamu. 9TO 1aé€T BO3MOXKHOCTh AMHAMMYECKH YIPABIATH XPAHWIMILEM M

ucnonb3oBarh StorageClass Ha ocnoBe RADOS Block Device (RBD) unu CephFS.

Buumanmue. I/IHTerpaL{I/Iﬂ C CCph-KﬂaCTepaMI/I BO3MOJKHA TOJIBKO ITPU UCITIOJIb30BAHUHU

containerd v1. PaboTa coBmecTHO ¢ containerd v2 He monepKUBaeTcsl.
Bxutouenue monyns snapshot-controller.

Cozpaiite pecypc ModuleConfig anst BKIIOUSHHUS MOTYJIS:

d8 k apply -f - <<EOF
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:

name: snapshot-controller
spec:

enabled: true
EOF

Hoxaurech coctosaus Mmoayis Ready. CocTosiHre MOIyIist IpOBephTe KOMaH IOM:

d8 k get modules snapshot-controller -w

st mopkmrouenusi Ceph-knactepa B [10 «Deckhouse Platform» Heo6xonuMo BKITFOUUTH MOTYITb

csi-ceph. s atoro npumenute pecypc ModuleConfig:

d8 k apply -f - <<EOF
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:

name: csi-ceph
spec:

enabled: true
EOF

Uro6s1 HacTpouTh noakiroueHue k Ceph-kinactepy, npumenute pecype CephClusterConnection.

[Ipumep koMaH[bIL:

d8 k apply -f - <<EOF
apiVersion: storage.deckhouse.io/vlalphal
kind: CephClusterConnection
metadata:
name: ceph-cluster-1
spec:
# FSID/UUID Ceph-kiacrepa.
# HosyumuTs FSID/UUID Ceph-kjlacTepa MOXHO C IHOMOmBI KoMaHzel ceph fsid'.
clusterID: 2bf085fc-5119-404f-bb19-820cabalbl7e
# Crmcok IP-ampecoB ceph-mon’oB B dopmare ~10.0.0.10:6789°.
monitors:
- 10.0.0.10:6789
# Umsa nosbszoBaTens 6es “client. .
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# ToyyuuTh MMsI [IOJIB30BATEJIS MOXHO C IIOMOWBI kKoMaHmel ceph auth list'.
userID: admin
# Kimou aBTOpM3aluMM, COOTBETCTBYyuMM userlD.
# MoyumMTh KJIOU aBTOPM3ALMM MOXHO C IIOMOIBI KOMAaHIOH ceph auth get-key
client.admin".
userKey: AQDiVXVmBJIVRLXAAg65PhODrtwbwSWrjJwssUg==
EOF

[TpoBeprTe cozmanue moakIodeHus cienyromeid komanaoi (Phase nomken ObiTh Created):

d8 k get cephclusterconnection ceph-cluster-1

Coznanne oowekToB StorageClass ocymectBusiercs: yepe3 pecypc CephStorageClass, koTopsiii
orpenesseT KOHQUTrypauuio sl KeJaeMoro kiacca Xxpanenus. Pyunoe coznanue pecypca StorageClass

0e3 CephStorageClass moxet npuBecty k omuoOkam. [Ipumep coznanus StorageClass Ha ocHoBe RBD:

d8 k apply -f - <<EOF
apiVersion: storage.deckhouse.io/vlalphal
kind: CephStorageClass
metadata:
name: ceph-rbd-sc
spec:
clusterConnectionName: ceph-cluster-1
reclaimPolicy: Delete
type: RBD
rbd:
defaultFSType: ext4d
pool: ceph-rbd-pool
EOF

ITpumep coznanus StorageClass Ha ocHOBe daitnoBoii cuctemsl Ceph:

d8 k apply -f - <<EOF
apiVersion: storage.deckhouse.io/vlalphal
kind: CephStorageClass
metadata:
name: ceph-fs-sc
spec:
clusterConnectionName: ceph-cluster-1
reclaimPolicy: Delete
type: CephFS
cephFS:
fsName: cephfs
EOF

ITpoBepbTe, uTto co3manHble pecypcbl CephStorageClass mepenumn B coctosiHue Created,

BBITIOJTHUB CJIEAYIOLLYI0 KOMaH/Yy:

d8 k get cephstorageclass

B pesynbrare Oynet BeiBeneHa nHpopMalus o co3aaHHbix pecypcax CephStorageClass:
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NAME PHASE AGE
ceph-rbd-sc Created 1h
ceph-fs-sc Created 1h

[IpoBepsre co3nannsblii StorageClass ¢ MOMOIIBIO CIIEAYIONIEH KOMaH/IbI:

d8 k get sc

B pesynbrare Oyaert BbiBe/ieHa HH(GOPMALUS O CO3JaHHOM StorageClass:

NAME PROVISIONER RECLAIMPOLICY VOLUMEBINDINGMODE
ALLOWVOLUMEEXPANSION AGE

ceph-rbd-sc rbd.csi.ceph.com Delete WaitForFirstConsumer true
15s

ceph-fs-sc rbd.csi.ceph.com Delete WaitForFirstConsumer true
15s

Ecam o6bexThl StorageClass mossBUIIMCh, 3HAYUT HACTPOKKa MOy csi-ceph 3aBepiiena. Tenepb

MOJIb30BaTeNIM MOTYT co3/1aBath PersistentVolume, yka3biBast coznanabie 00bekThl StorageClass.
444 CereBoe ¢aiinoBoe xpanunuiie NFS

ITO «Deckhouse Platform» mnognepxuBaer wunTerpanmuto ¢ Network File System (NFS),
oOecrieunBasi BOSMOKHOCTh HCIIOJIb30BAHUS CETEBBIX (DailJIOBBIX XPAHWIMIL B Ka4eCTBE TOMOB. MoIyIb
csi-nfs npenocrasmsier CSI-apaiiBep ans nonkmoueHust NFS-cepBepoB u coznanus PersistentVolume Ha

UX OCHOBE.
Bxutouenue momynst snapshot-controller.

Cozpaiite pecypc ModuleConfig amnst BKIFOUSHUS MOJTYJIS:

d8 k apply -f - <<EOF
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:

name: snapshot-controller
spec:

enabled: true
EOF

Z[O)KI[I/ITGCL COCTOSIHUA MOAYJIA Ready. CocTosiHuE MOAYJIA ITPOBEPHETC KOMaH,I[OI‘;II

d8 k get modules snapshot-controller -w

Jnst nopaepxku paboTsl ¢ NFS-XpaHuiuieM BKIIOYUTE MOAYJIb csi-nfs, KOTOpPbIM mo3BosseT

co3naBath StorageClass ¢ moMoribio monb3oBarenbckux pecypcoB NFSStorageClass:
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d8 k apply -f - <<EOF
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: csi-nfs
spec:
enabled: true
version: 1
EOF

Jloxxaurech, IOKa MOAYJIb epeiaeT B cocrosnue Ready:

d8 k get module csi-nfs -w

[IpoBepsre cocrosiHMEe TOMOB B TpocTpaHCTBe MMEH d8-csi-nfs. Bce mombl MOMKHBI OBITH B

cocrostHu Running unu Completed, u 3anmy1ieHs! Ha BceX y3max:

d8 k -n d8-csi-nfs get pod -owide -w

Jnst co3manms StorageClass HeoOxomumo ucrnonb3oBarh pecype NFSStorageClass. ITpumep

CO3/1aHUs pecypca:

d8 k apply -f - <<EOF
apiVersion: storage.deckhouse.io/vlalphal
kind: NFSStorageClass

metadata:
name: nfs-storage-class
spec:
connection:
host: 10.223.187.3
share: /

nfsVersion: "4.1"
reclaimPolicy: Delete
volumeBindingMode: WaitForFirstConsumer
EOF

st kaxxnoro PV Oynet coznaBaThest kKatanor <pupekropust u3 share>/<ums PV>.
4.4.5 Xpanunuuie JaHHBIX Ha ocHOBe nporokona SCSI

ITO «Deckhouse Platform» momnepkuBaer ymnpaBieHHe XpaHWIHIIAMH, TOJKIIOYCHHBIMHA Yepes
1ISCSI umu Fibre Channel, oOecrnieunBas BO3MOXXHOCTh PaOOThI C TOMaMH Ha YpOBHE OJIOKOBBIX
YCTPOHCTB. DTO MO3BOJIICT WHTETPHPOBATH CHUCTEMBl XPAaHEHHS TaHHBIX WM YIPaBISATh HMHU Uepes3

CSI-npaiisep.

[Tepen BkmtoueHueMm storo moxnyist B koHdurypamuu IO «Deckhouse Platform» neo6xomumo

SBHO pa3pemnTsh napametp allowExperimentalModules:
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d8 k patch moduleconfig deckhouse --type='json' -p='[{"op": "add", "path":
"/spec/settings/allowExperimentalModules", "value": true}]'

JInst HAaCTPOWKYM TaKUX XPaHUJIUII] BKITFOUYMTE MOYIb CSi-SCSi-generic:

d8 k apply -f - <<EOF
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: csi-scsi-generic
spec:
enabled: true
version: 1
EOF

Jloxautech, Kora MOIYJb Iepeiier B cocrosiane Ready:

d8 k get module csi-scsi-generic -w

Hns cozmanust SCSITarget Heooxoaumo ucnoab3oBath pecypc SCSITarget. [Ipumep xoman ais

CO3JaHHud TaKOI'0 pecypca:

d8 k apply -f -<<EOF
apiVersion: storage.deckhouse.io/vlalphal
kind: SCSITarget
metadata:
name: hpe-3par-1
spec:
deviceTemplate:
metadata:
labels:
my-key: some-label-value
iSCSI:
auth:
login: ""
password: ""
ign: ign.2000-05.com.3pardata:xxxxl
portals:
- 192.168.1.1
apiVersion: storage.deckhouse.io/vlalphal
kind: SCSITarget
metadata:
name: hpe-3par-2
spec:
deviceTemplate:
metadata:
labels:
my-key: some-label-value
iSCSI:
auth:
login: ""
password: ""
ign: ign.2000-05.com.3pardata:xxxx2
portals:
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- 192.168.1.2
EOF

OOparuTe BHUMaHHE, YTO B TpHMepe BbIie ucnoib3ytorces aBa SCSITarget. Takum obpazom
MOXXHO co3aarh Heckonbko SCSITarget kak mns omHoro, Tak u s pasHeix CXJI. D10 mo3BossieT

ucnonb3oBarhk multipath 17151 MOBBIIIIEHNST OTKA30yCTOMYMBOCTH M TPOU3BOIUTEIHHOCTH.

[TpoBepuTh coznanue oobekTa MOkHO KomaH 10 (Phase nomxen 6b1Th Created):

d8 k get scsitargets.storage.deckhouse.io <mmsa scsitarget>

Jnst co3manus StorageClass HeoOxomumo wucmonb3oBath pecype SCSIStorageClass. Tlpumep

KOMaH/IbI [Tl CO3[IaHuUs TAKOTO pecypca:

d8 k apply -f —-<<EOF
apiVersion: storage.deckhouse.io/vlalphal
kind: SCSIStorageClass
metadata:

name: scsi-all
spec:

scsiDeviceSelector:

matchLabels:
my-key: some-label-value

reclaimPolicy: Delete

EQOF

Oo6parute BHuMaHue Ha scsiDeviceSelector. DToT mapamerp no3BossieT BeiOparh SCSITarget s
co3manuss PV mo neitbnam. B mpumepe Boime BoiOuparorcss Bce SCSITarget ¢ neiibmom my-key:
some-label-value. DtoT neii6n Oyner Ha3HaYeH Ha BCE JEBACHI, KOTOpble OyayT OOHapyKeHbI B

ykazanHbIx SCSITarget.

ITpoBepuTh coznanue oobekTa MOkHO KomaH 1o (Phase momxen 661t Created):

d8 k get scsistorageclasses.storage.deckhouse.io <mMma scsistorageclass>

4.4.6 Xpanwmiie nannaeix Yadro Tatlin Unified Storage

IO «Deckhouse Platform» mnomnepKuBaeT WHTETPALUI0 C CHCTEMOM XpaHEHUS JaHHBIX
TATLIN.UNIFIED (Yadro), mpenocTaBisisi BO3MOXXHOCTb YIPaBICHUS TOMamu. OTO TIO3BOJSET
UCIOJIb30BaTh LEHTPAIM30BAaHHOE XPaHWJIMILE JUIsI KOHTEHHEpU3UPOBAaHHBIX pPabOYMX HArpys3ok,

obOecrieunBast BBICOKYIO ITPOU3BOAUTCIIBHOCTD U OTKEBOYCTOI‘/JI‘-II/IBOCTL.

Bxumrouenune moaynst snapshot-controller.
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Cosnaiite pecypc ModuleConfig nist BKIroueHUst MOIYIIS:

d8 k apply -f - <<EOF
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig

metadata:

name: snapshot-controller
spec:

enabled: true
EOF

Hoxnurech coctosinus moaynst Ready. CocTostHue Moayiis mpoBepbTe KOMaHAOM:

d8 k get modules snapshot-controller -w

Jns ynpaeiaenuss TomamMu Ha ocHoBe cucteMmbl xpaHeHHs AaHHbIX TATLIN.UNIFIED (Yadro)
WCIIONBb3yeTCsl MOIyih csi-yadro-tatlin-unified, mo3Bosstronuii cozmaBath pecypebl StorageClass depes
co3iaHue TMoyb3oBaresbckux pecypcoB YadroTatlinUnifiedStorageClass. UToObl BKIIOYHTH MOMYJIb,

BBIITOJIHUTC KOMAHY:

d8 k apply -f - <<EOF
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:

name: csi-yadro-tatlin-unified
spec:

enabled: true

version: 1
EOF

Hoxautech, Korma Moaynb csi-yadro-tatlin-unified mepeiiner B cocrosstaue Ready. [Ipoeputh

COCTOSIHHUEC MOIYJISI MOKHO, BBIITOJIHUB CJICAYIOIIYIO KOMaHY:

d8 k get module csi-yadro-tatlin-unified -w

B pesynbrare Oyner BbiBeeHa HHGOPMALIUS O MOAYJIE:

NAME STAGE SOURCE PHASE ENABLED READY
csi-yadro-tatlin-unified Embedded Available True True

Uto6sr co3mare moakiroueHne K cucteme xpaHeHus naHHbIX TATLIN.UNIFIED u wumets
BO3MOXKHOCTbH HacTpauBaTh 00BLEKTHI StorageClass, MPUMEHUTE (o (1 0% (001117101 pecypc

YadroTatlinUnifiedStorageConnection:

d8 k apply -f - <<EOF
apiVersion: storage.deckhouse.io/vlalphal
kind: YadroTatlinUnifiedStorageConnection
metadata:

name: yadl
spec:
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controlPlane:
address: "172.19.28.184"
username: "admin"

password: "cGFzc3dvcemQ=" # [ojrkeH OHITL B3akoouUpPOBaH B Base64.
ca: "basetdencoded"
skipCertificateValidation: true
dataPlane:
protocol: "iscsi"
iscsi:
volumeExportPort: "p50,p51,p60,p6l"
EOF

Hns cozmanust StorageClass HeoOxonmuMo ucnonb3oBaTh pecype YadroTatlinUnifiedStorageClass.
Pyunoe cosnmanue pecypca StorageClass 6e3 YadroTatlinUnifiedStorageClass MoxeT mnpuBeCTH K

OLIMOKAM.

HpHMep KOMaHAblI JIA CO3JaHHA KJIaCCa XPaHCHHA Ha OCHOBC CHUCTCMbI XPAaHCHHUS IJaHHBIX

TATLIN.UNIFIED:

d8 k apply -f - <<EOF
apiVersion: storage.deckhouse.io/vlalphal
kind: YadroTatlinUnifiedStorageClass
metadata:
name: yadl
spec:
fsType: "xfs"
pool: "pool-hdd"
storageConnectionName: "yadl"
reclaimPolicy: Delete
EOF

4.5  Orkar ycranoBku u ynanenue [10 «Deckhouse Platform»

B cnyuae mpepblBaHHMsS yCTAaHOBKH WJIM BO3HMKHOBEHHS OLIMOOK BO BpEeMs yCTaHOBKH, MOTYT
OCTaThCsl CO3/aHHBIE pecypchl. Omepanmuu OTKaTa W yAaJeHHS BBHIMONHSIOTCS W3 KOHTEHHepa
uncramstopa [10 «Deckhouse Platform» Ha oTaenbHON MammHe BHE KiacTepa, C MCIOIb30BaHUEM
TOTO Xe (aiiyia KOHPUryparuu, KOTOPbI MPUMEHSIICS IPU YCTaHOBKE.

BaxxHo: Bepcus xoHTeliHepa MHCTa/UIATOpa JOJDKHA coBnanarh ¢ Bepcueid Deckhouse Platform,
YCTaHOBKA WJIH yIaJIeHHE KOTOPOH BBIITOTHSIETCS.

Jlns mpephIBaHUs YCTAaHOBKH M YAJICHHS CO3JAHHBIX Ha TEKYIEM 3Talle pecypcoB HCIOIb3yiTe

KOMaHAOy:

dhctl bootstrap-phase abort
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OOparute BHMMaHHe, 4To (aitn koHbuUrypanuu (TepenaBaeMblii uyepe3 mapaMmerp --config)
JIOJDKEH OBITh TOT €, C KOTOPBIM MPOM3BOAMIIACH YCTAHOBKA.

YroOrl ynanuts kiactep passepuyrtoro I10 «Deckhouse Platform», ncnons3yiite komannuy:

dhctl destroy

B stom ciyuae dhcetl monkimtounTest k master-y3iy, HOIXy4uT OT Hero terraform state M KOppeKTHO

YIQJINUT CO3/1aHHBIE PECYPCHI.

4.6  Cosnanue oOpa3oB

Co3nanue 00pazoB MPOMCXOTUT C MOMOIIBI0 YTHIUTH docker u3 cpensl GpyHkionuposanus 110
«Deckhouse Platformy.
Omnmcanne co3nanus 00pa3oB MPUBEICHO HIXKE:
e Astra Linux Special Edition
https://wiki.astralinux.ru/pages/viewpage.action?pageld=158601444
e OCPEJOC

https://redos.red-soft.ru/base/arm/arm-other/docker-install/

e Amurt 8 CII

https://www.altlinux.org/Docker

[Ipr BKIIOYEHHOM M HACTPOCHHOM operator-trivy (m. 5.1), pa3BépTbiBaHHE KOHTEHHEPOB W3

ySI3BUMBIX 00pa3oB Oy/IeT 3ampeiieHo.

4.7  Hactpoiika [10 «Deckhouse Platform»»

I1O «Deckhouse Platform» cocrout u3 oneparopa Deckhouse u momyseit. Moaynpb — 3To Habop U3
Helm-uapra, xykoB, mpaBuil COOpKU KOMIOHEHTOB MOAYJISl (KOMIIOHEHTOB) U APYTUX (haiioB.
ITO «Deckhouse Platform» HacTpanBaeTcst ¢ HOMOLIbIO:
® [nobanvubix  Hacmpoex. ImoOanbHBIE HACTPOHKM XpaHATCS B KAaCTOMHOM  pecypce
ModuleConfig/global. Tno6anbHble HACTPOWKM MOXKHO paccMaTpuBaTh Kak CHEIHATbHBIHA
Moyib global, KOTOPBIN HENB3sT OTKITIOYATH.
® Hacmpoex mooyneu. HaCTpOWKM KaKIOTO MOAYJISI XpaHATCA B KAaCTOMHOM pecypce
ModuleConfig, nmst koToporo coBnajaaeT ¢ uMeHeM Moayis (B kebab-case).
e Kacmommuvix pecypcos. HexoTopble MOIyNTH HACTPAMBAIOTCS C IOMOINBIO JIOTIONHUTEIBHBIX
KaCTOMHBIX PCYpPCOB.

[Tpumep Habopa KaCTOMHBIX pcypcoB KoHpurypauuu Deckhouse:


https://wiki.astralinux.ru/pages/viewpage.action?pageId=158601444
https://redos.red-soft.ru/base/arm/arm-other/docker-install/
https://www.altlinux.org/Docker
https://deckhouse.ru/documentation/v1/deckhouse-configure-global.html
https://deckhouse.ru/documentation/v1/#%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0-%D0%BC%D0%BE%D0%B4%D1%83%D0%BB%D1%8F
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# TyoBasibHEIE HACTPOMKM.
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: global
spec:
version: 1
settings:
modules:
publicDomainTemplate: "%s.kube.company.my"
# HacTpomxky Monmysnsa monitoring-ping.
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: monitoring-ping
spec:
version: 1
settings:
externalTargets:
- host: 8.8.8.8
# OrxmounTh MonyJsib dashboard.
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: dashboard
spec:
enabled: false

[TocmoTpers  cmucok  KacToMHbIX — pecypcoB  ModuleConfig, coctosHMEe — MOIyns

(BKJIIOYEH/BBIKIIIOYEH) M €70 CTAaTyC MOKHO C TIOMOIIbIO KOMaH/IbI:

d8 k get moduleconfigs

CHIHCOK U COCTOSHHE MO,[[y.HGfI MOXHO TAaK¥XC IOJYYUTh C TIOMOIIbIO KOMAaH/bI:

d8 k get modules

UroObl M3MEHUTHh TI0OANbHYI0 KoHpUrypanuto Deckhouse mnm xoHpuUryparuo Momyss, HyKHO
CO3/1aTh WJIM OTPEaKTUPOBATh COOTBETCTBYIOUIMI pecypc ModuleConfig.
Hampumep, 4ToOBI OTpEAaKTUPOBATh KOH(PHUTYPAIIMIO MOIYJISl upmeter, BBITOTHUTE CIEIYIOUIYIO

KOMaHJy:

d8 k edit moduleconfig/upmeter

ITocne 3aBCPUICHUSA PCAAKTUPOBAHUA U3MCHCHUS IIPUMCHAIOTCS aBTOMAaTUYCCKH.

4.8  Hacrpoiika Moxyms

Monysinb HacTpauBaeTcs C IMOMOIIBIO KacToMHOro pecypca ModuleConfig, umst koToporo
coBmamaer ¢ mmeHem monyns (B kebab-case). Kacromusiii pecypc ModuleConfig umeer crnemyromue

T10JIA:
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e metadata.name — nHazBanue monyns [10 «Deckhouse Platform» B kebab-case (nanpumep
prometheus, node-manager).

® spec.version — BepCHs CXeMbl HACTPOCK MOYJIs (11e10€ Yuciio, 0ombIe Hys ). O0s3aTrenpHoe
nose, eciu spec.settings He mycroe. Homep akTyanbHOM Bepcur MOXHO YBUAETh B
JNOKYMEHTalUu MOLyJIs B pasaene «Hactpoitkmy.

o IIO «Deckhouse Platform» nonnepxuBaet 00paTHYI0 COBMECTUMOCTb BEPCUI CXEMBbI
HacTpoek Monyisi. Eciau ucnonb3yeTcst cxema HacTpOeK ycTapeBIliel Bepcuu, Ipu
PEeaKTUPOBAHUU WITH IPOCMOTPE KACTOMHOTO pecypca OyJeT BbIBEICHO
NPEAYIPERKACHUE O HEOOXOAMMOCTH OOHOBHUTD CXEMY HACTPOEK MOYIIS.

® spec.settings — HacTpoiiku Moaynsa. HeoOs3aTenbHOE Mosie, eciau UCIONIb3YeTCs MoJe
spec.enabled.

e spec.enabled — HeoOs3aTeNbHOE MOJIE JIJIS SIBHOTO BKJIFOUEHHS MJTM OTKIIIOUeHUS Monyisl. Eciu He
3aJ1aHO, MOJYJIb MOXKET ObITh BKJIIOUEH MO YMOJIYAHHUIO B OTHOM M3 HAaOOPOB MOAYIEH.

IO «Deckhouse Platform» nHe m3mensier kactromuble pecypchl ModuleConfig. D10 mo3BomsieT
npumMeHsaTh noaxox Infrastructure as Code (IaC) mpu xpanenun koHdurypanuu. [pyrumu cioBamu,
MOYXHO BOCIOJIB30BaThCSI BCEMH MPEUMYIIIECTBAMU CHCTEMBI KOHTPOJISI BEPCHI /ISl XpaHEHUS] HACTPOEK
ITO «Deckhouse Platformy», ucmons3oBate d8, Helm, kubectl u npyrue npuBbIYHBIE HHCTPYMEHTHI. B
JTAHHOM PYKOBOJCTBE OOJIbIlIasi YacTh KOMaH]l MO/Ipa3yMeBaeT UCIOJIb30BaHHE KOHCOIbHON YyTHIUTHI d8,
kotopast uneT B cocraBe nmocraBku [10 «Deckhouse Platformy. Ytunura d8 mo3BomnsieT BHIOIHATEL BCE
HEOOXOIMMBIE JIJISl YIPABJICHHUS KIaCTEPOM OTIEPAIIHH.

[Tpumep kacTOMHOTO pecypca ajsi HacTpoiiku Moayns kube-dns:

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: kube-dns
spec:
version: 1
settings:
stubZones:
- upstreamNameservers:
- 192.168.121.55
- 10.2.7.80
zone: directory.company.my
upstreamNameservers:
- 10.2.100.55
- 10.2.200.55

HexoTopeie Momynu HACTpaWBAaIOTCA C TOMOINBIO JIOTIOJHUTEIBHBIX KAaCTOMHBIX PECYpCOB.
CrpaBky 1o pecypcaM MOXXHO HaWTH B HACTOAIIEM PYKOBOJACTBE MJU B BeO-BEpCHM JTOKyMEHTAllUU B

KJjactepe (Tpedyercst BKIIOYSHHbIH Moaysb documentation).



https://deckhouse.ru/documentation/v1/#%D0%B2%D0%BA%D0%BB%D1%8E%D1%87%D0%B5%D0%BD%D0%B8%D0%B5-%D0%B8-%D0%BE%D1%82%D0%BA%D0%BB%D1%8E%D1%87%D0%B5%D0%BD%D0%B8%D0%B5-%D0%BC%D0%BE%D0%B4%D1%83%D0%BB%D1%8F
https://deckhouse.ru/documentation/v1/#%D0%BD%D0%B0%D0%B1%D0%BE%D1%80%D1%8B-%D0%BC%D0%BE%D0%B4%D1%83%D0%BB%D0%B5%D0%B9
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4.9 BxirodyeHHE U OTKIIOUYEHHUE MOTYJIS

HexoTopbie MOy MOTYT OBITh BKITIOUEHBI TI0 YMOJTYaHHUIO B 3aBUCHMOCTH OT UCIIOJIB3YEMOTO
Habopa Moayei.

JLyist SBHOTO BKITIOUEHUS WIIH OTKJTFOUEHUST MOAYIISI He0OX0IMMO yCTaHOBUTS true win false B mome
.spec.enabled B cooTBeTcTBYyIOMmEM KacTomHOM pecypce ModuleConfig. Eciu 1st MOIysist HET TaKoTo
kactomHoro pecypca ModuleConfig, ero Hy>KHO cO3/1aTh.

HpHMep SIBHOT'O BBIKIIFOUCHUS MOIYIIA user-authn (MOI[y.]'Ib 6yz[eT BBIKJIFOYCH HE3aBHCHUMO OT

UCIONB3yeMOro Habopa MOIyei):

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: user-authn
spec:
enabled: false

HpOBepI/ITb COCTOSIHHUEC MOAYJIA MOXKHO € ITIOMOIIIBIO KOMAaH/bI:

d8 k get moduleconfig <MMA MOOYJIA>

ITpumep:
$ d8 k get moduleconfig user-authn
NAME ENABLED VERSTION AGE MESSAGE
user-authn false 1 12h

4.10 MexaHuU3Mbl ayTeHTU(DUKAIIUN U aBTOPU3AITIH

4.10.1 JlokanbHas ayTeHTHU(DUKAIIHS

JlokanbHas ayreHTH(UKaLUs 0OecreunBaeT NPOBEPKY U yNpaBlIeHHE AOCTYIIOM I0JIb30BaTele ¢
BO3MO)KHOCTBbIO HACTPOMKH HapOJbHON IMOJUTHKH, MOAJNEPKKON ABYX(aKTOPHOM ayTeHTU(UKALMH U
yrnpaBieHueMm rpymmnamu. Peanmszanms cootBeTcTByeT TpeboBanusMm 6e3onacHoctn @CTIK Poccun u
pexomermanmsim OWASP, ona oOecmeunBaeT 3amMTy JOCTYNa K KIAcTepy M MPUIOKEHUAM 0Oe3

HCO6XO,I[I/IMOCTI/I HHTErpanuy ¢ BHCIIHUMHU CUCTEMaMHA aYTeHTI/I(l)I/IKaLII/II/I.

JlokanpHas ayTeHTU(UKAIHS TTOIpa3yMeBaeT co3laHue B Kiactepe o0bekToB User u Group st

CTaTMYECKUX NOJIb30BATEIEN U TPYIII:

e B oObekre User xpanurcst HHGOpMAIH O IMOJIb30BaTee, BKIoYas email u xenr napoJis (maposb

B SIBHOM BHJIE HE COXPAHSETCS).

e B oObekre Group 3amaéres CIUCOK MONIb30BaTeseid, 00beAMHEHHBIX B TPYIIITY.
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4.10.1.1 Co3nague CTaTUYECKOro IMOJIL30BaTEeNI

Jlnst co3manus cTaTuyecKoro mojbp3oBarests co3naite pecypc User. [Ipumep coznanus pecypcea:

apiVersion: deckhouse.io/vl
kind: User
metadata:
name: admin
spec:
email: admin@yourcompany.com
password: $2a$10$etblbz9yfzZaKgbvysflgguW3WULIMnxwWErkoKpRHl1yeWabetjjAa
ttl: 24h

31ech:

o (tt]- BPCMs JKU3HU yquHoﬁ 3aIlliuCH I1OJIb30BaTCIIA. 3aﬂaéTCH B BUC CTPOKHU C YKAa3aHHUEM YaCOB U

MuHyT: 30m, 1h, 2h30m, 24h. Ykazars ttl MmoxHO TonbKO 1 pas.

[Ipuaymaiite maposib U yKaXUTe ero Xen-cymmy B nojie password. [Taponb xpanurcs B

sammdpoBanHoM Buje (berypt). Xemn-cyMMy MOXKHO CTE@HEPHUPOBATH € TMTOMOIIBIO KOMAH/IbI:

echo "$password" | htpasswd -BinC 10 "" | cut -d: -f2 | base64 -w0

Eciu KOMaH/Jia htpasswd HEJOCTYIIHA, YCTAHOBUTEC COOTBCTCTBYIOIJ.IHFI IIaKeT:

e apache2-utils — musa OC Astra Linux Special Edition 1 MockoBcKoii cepBepHOI OnepainOHHON
CHCTEMBI,

e httpd-tools — st OC PEJL OC;

e apache2-htpasswd — st OC AJbT.

4.10.1.2 JloGaBieHue moab30BaTelis B IPyMILy

YroObl 00bEMHATH CTATUUECKUX OJIb30BaTENEl B IpyMIbl, co3naite pecype Group. [Ipumep

CO3/IaHusl pecypca:

apiVersion: deckhouse.io/vlalphal
kind: Group
metadata:

name: admins
spec:

name: admins

members:

- kind: User
name: admin

3mech:
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e members — CIIMCOK HOJ'IL3OB3T€J'I€I>1, KOTOPBIC BXOJAT B I'PYIIILY.

[Tocne co3nanus rpynmnsl U 100aBIeHUs B HEE MOJIb30BaTeNel, HEOOX0IMMO HACTPOUTD

ABTOPU3AIUIO.

3anpenieHo uCIob30BaTh MOIK30BATEIICH U TPYIIBI C MPe(UKCOM system. AyTeHTH)UKAIHIS
TaKUX MOJIH30BATENICH WM YYaCTHUKOB ATUX TPpyMI Oy/leT OTKIOHEHA, a B Jlorax kube-apiserver

MOABUTCA COOTBCTCTBYIOLICC IPCAYIIPCIKIACHUC.

4.10.1.3 Hactpoiika napoyiibHOI NOJIUTHKU

HapOJ'IBHaSI IMMOJIMTUKA ITO3BOJIACT KOHTPOJIUPOBATH CJIO0XKHOCTD IIAPOJIsA, pOTALUIO U 6J'IOKI/IpOBKy

OJIL30BaTEIEN.

Jlns1 HaCTPOWKHM MapOIBHOM MOTUTHKU UCTIONB3yiTe mone passwordPolicy B koHbuUrypanun

MoJys user-authn:

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: user-authn
spec:
version: 2
enabled: true
settings:
passwordPolicy:
complexitylLevel: Fair
passwordHistoryLimit: 10
lockout:
lockDuration: 15m
maxAttempts: 3
rotation:
interval: "304d"

31ech:

e complexityLevel — ypoBeHb CIIO)KHOCTH MapOJIs;

e passwordHistoryLimit — 4ncio mpeapIIyImux maposei, KOTOpble XPaHUT CUCTEMA, YTOOBI
MPEIOTBPATHTh UX TOBTOPHOE MCIIOJIb30BAHHME;

e Jockout — HacTpolKku OJIOKUPOBKH MPU MPEBBIIICHUH JIUMUTA HEYIAUHBIX MOMBITOK BXOJA!

e lockout.maxAttempts — JTUMUT HEYTAYHBIX TOTBITOK;

e Jockout.lockDuration — mMTENEHOCTD OJIOKMPOBKH MOJIB30BATEIIS;

e rotation — HACTPOWKH POTAIIMU TAPOJICH:

e rotation.interval — mepuos 00s3aTeNbHON CMEHBI TTAPOJISL.
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4.10.1.4 Hacrpoiika aByxdakTopHoi ayTeHTHDHUKAITIN

JIByxdaktopHas ayTeHTHU(UKAIUS TTO3BOJISIET MIOBBICUTh YPOBEHD 0€30MMaCHOCTH, TPEOYsI BBECTH

KOJI U3 NMIPUIIOKEHUSI-ay TEHTU(PHUKATOPa IPU BXOJE.

Jns HacTporiku ucnons3yite nose staticUsers2FA B korduryparun momyis user-authn:

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: user-authn
spec:
version: 2
enabled: true
settings:
staticUsers2FA:
enabled: true
issuerName: "awesome-app"

3necs:

e enabled — BxiroyaeT miM oTkirouaeT 2FA U1 BceX CTaTHYECKHUX IMOJIb30BaTEelIEH;
e issuerName — uMs, KOTOpoe OyZIeT OTOOpaKaThC B MPUIIOKCHUU-Ay TCHTH()UKATOpE TIPH

n00aBJICHUN aKKayHTa.

ITocne BxiroueHust 2FA Kaxkaplii I0JIb30BaTENb JOJKEH POUTH ITPOLIECC PETUCTPALIUY B

MPUIOKEHUHU-ay TEHTU(UKATOPE NIPU IIEPBOM BXOJE.

4.10.2 TloakmoueHue nposaiaepa ayTeHTU(HUKAITIH

B ITO «Deckhouse Platform» peanm3oBaH pojeBOil METOJ YIPAaBJICHUS JOCTYIIOM C ITOMOIIBIO
BHEIIIHETO TMpOBaijepa ayTeHTH(PUKAINK, PEATU3YIONIEro B3auMoaecTBrE 110 mpoTokoiay LDAP wim
OIDC. TlomkiroyeHre BHEUIHETO IMpoBaiifepa ayTeHTHU(UKAIMU BBIMONHIETCS MPH MOMOIIU pecypca
DexProvider (cm. CrpaBouHUK aJIMHUHHCTpAaTOpa, MNPUBEACHHBIA B AIEKTPOHHOM MPHUIOKEHUU K
HACTOSIEMY JTOKYMEHTY, KaTajor «DJIeKTpoHHbIe mpriokeHus» - «Deckhouse Platform. PykoBoncTso
agMuHUCTparopay - «CrpaBOYHUK afMUHHCTpaTopa.pdf»).

[lepen monkmiroueHueM mpoBaiifepa ayTeHTU(UKAUMU €ro HeoOXOAUMO HACTPOHUTH C Y4YeTOM
porneBoii monmenu pgoctyma, ucrnoiabdyemoi B IO «Deckhouse Platform». B xkaramore, moctym k
KOTOpOMY oOOecTieurBaeT MpoBaiiiep ayTCHTU(HUKAIMH, IIO0JIb30BATENISIM, KOTOPHIE JOJKHBI HMETh
nocryn B 11O «Deckhouse Platform», nomkHbl OBITH NPUCBOEHBI T'PYINIBl, B COOTBETCTBHM C
HeoOXOIMMBIM YypOBHEM IMpaB B pamkax porneBoit Momenu jgocryna I[IO «Deckhouse Platform»

(Texunueckue ycnosus, [Ipunoxenue 1. Crincox poseit).
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[Tpumep pecypca DexProvider nns monkirouenus nposaiiaepa ayrenrudukanuu LDAP:

kind: DexProvider

metadata:
name: ldap
spec:
displayName: LDAP
type: LDAP
ldap:

bindDN: cn=admin,dc=novalocal
bindPW: passwOrd
groupSearch:
baseDN: ou=groups,dc=novalocal
filter: (objectClass=groupOfNames)
nameAttr: cn
userMatchers:
- groupAttr: member
userAttr: DN
host: 192.168.10.10:389
insecureNoSSL: true
insecureSkipVerify: true
startTLS: false
userSearch:
baseDN: ou=users,dc=novalocal
emailAttr: mail
filter: (objectClass=person)
idAttr: DN
nameAttr: cn
username: cn
usernamePrompt: Email Address

4.10.2.1 Pecypc DexProvider

e spec.displayName cmpoxa

OO0s13aTeNnbHBIN MapaMeTp.
Wwms nposaiifiepa, koropoe OyneT oToOpakeHO Ha CTpaHMIIe BbIOOpa MpoBaiiiepa s
ayTeHTHU(HUKALINY.
Ecam HacTpoen Bcero oauH mpoBaiaep, CTpaHuila BHIOOpa MpoBaiiiepa MmoKka3piBaThCs HE OyIeT.
e spec.ldap oowvexm
ITapametpsl nposaiinepa LDAP.
o spec.ldap.bindDN cmpoxa

[IyTh 0 cepBuCc-akkayHTa npuiioxkeHus B LDAP.

Ilpumep:

bindDN: uid=serviceaccount,cn=users,dc=example,dc=com
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o spec.ldap.bindPW cmpoxa
[Taponsb 111 cepBrc-akkayHTa npuioxenust B LDAP.

Ilpumep:
bindPW: password

o spec.ldap.groupSearch o6vexm
Hacrpoiiku ¢punbsrpa ams nmoucka rpymi JUisl YKa3aHHOTO MMOJIb30BATENs.

= spec.ldap.groupSearch.baseDN cmpoxa
OO0s13aTeNnbHBIN MapaMeTp.
OTtkyna OyzaeT HayaT MOUCK TPy
Ilpumep:
baseDN: cn=users,dc=example,dc=com

= spec.ldap.groupSearch.filter cmpoxa
OUIBTp IS TUPEKTOPHUH C TPYIIIIAMHU.

Ilpumep:
filter: "(objectClass=person)"

= spec.ldap.groupSearch.nameAttr cmpoxa
OO0s3aTenpHBIN TapamMeTp.

Wwms arpulyTa, B KOTOPOM XPAHUTCS YHUKAJIbHOE UMSI TPYTIIIHI.

Ilpumep:

nameAttr: name
= spec.ldap.groupSearch.userMatchers maccue o6wvexkmos
O06s3arenbHbIA TapaMeTp.
CrnucoK COIMoCTaBIICHHUH aTpuOyTa UMEHH TI0JIh30BaTENsl C UMEHEM TPYIIITBL.
= spec.ldap.groupSearch.userMatchers.groupAttr cmpoxka

O06s3aTenbHBIN TapameTp.
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(0]

WNwms atpulbyTa, B KOTOPOM XpaHATCS UMEHA M0JIb30BaTelNiel, COCTOSIIUX B

rpymre.
Ilpumep:
groupAttr: member

= spec.ldap.groupSearch.userMatchers.userAttr cmpoxa

O0s13aTenbHBIN TapameTp.
Wms arpulyTa, B KOTOPOM XPaHUTCS UM ITOJIb30BATEIIS.

Ilpumep:
userAttr: uid

spec.ldap.host cmpoxa
O0s3aTenbHBIN TapameTp.

Anpec u nopt (onmuonanbHo) LDAP-cepBepa.

Ilpumep:

host: 1dap.example.com:636

spec.ldap.insecureNoSSL 6ynessiii

ITonkmrouarscs k katanory LDAP He 110 3alMIeHHOMY MOPTY.

Ilo ymonuanuro: false

spec.ldap.insecureSkip Verify Oyneswiui

He npousBoauTth npoBepKy NOUTMHHOCTH MpoBaiaepa ¢ nomoibio TLS. Hebe3onacHo,
HE PEKOMEH/TyeTCsl UCIIOJIb30BaTh B production-oKpyKEeHUSX.

I1o ymonuanuio: false

spec.ldap.rootCAData cmpoxa

enouka CA B dopmare PEM, ucnonn3yemas ans Banunanuu TLS.

Ilpumep:
rootCAData: |

MIIFaDC...
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(0]

spec.ldap.startTLS 6ynessiii

Hcnons3oBare STARTTLS s mmdpoBanus.
Ilo ymonuanuro: false

spec.ldap.userSearch o6vexm

OO0s13aTeNnbHBIN MapaMeTp.
Hactpoiiku (puiasTpoB nonb3oBareseid, KOTopble IOMOTaloT CHavaia oT(QUIbTPOBaTh
TUPEKTOPHUH, B KOTOPBIX OyZIeT MPOU3BOIUTHCS MTOUCK MOJIB30BATENECH, a 3aTeM HalTH
TIOJTH30BATEIS TI0 TIOJISIM (€TO UMEHH, aJIpecy MEKTPOHHOU MOYTHI MITH 0TOOPaKaeMOMY
MMEHH).
= spec.ldap.userSearch.baseDN cmpoxa
OO0s13aTenbHBINA TapaMeTp.
OTtkyna OyneT HayaT MOUCK I0JIb30BaTENIEH.
Ilpumep:
baseDN: cn=users,dc=example,dc=com
= spec.ldap.userSearch.email Attr cmpoka
O06s3arenbHBIA TapaMeTp.
Wwms arpubyTa, u3 KOTOpOro OyaeT noiaydyeH email nmoap3oBaterns.
Ilpumep:
emailAttr: mail
= spec.ldap.userSearch.filter cmpoxa

[To3Bosier 706aBUTH GUIIBTP AJIST TUPEKTOPUH C TIOIH30BATEISIMH.

Ilpumep:
filter: "(objectClass=person)"

= spec.ldap.userSearch.idAttr cmpoxa

O0s3aTenbHBIN TapameTp.

Wwms arpubyta, u3 kotoporo Oyaet noiaydex ID nons3zoBaresns.


https://www.digitalocean.com/community/tutorials/how-to-encrypt-openldap-connections-using-starttls
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Ilpumep:
idAttr: uid

= spec.ldap.userSearch.nameAttr cmpoxa
AtpulyT 0TOOpakaeMOro UMEHH TOIH30BATEIIS.

Ilpumep:
nameAttr: name

= spec.ldap.userSearch.username cmpoxa
OO0s3aTenpHBIN TapamMeTp.
Nwms arpubyTa, U3 KOTOPOro OyJeT MOJYYCH Username mojib30BaTeIisl.
Ilpumep:
username: uid
o spec.ldap.usernamePrompt cmpoxa
Crpoka, koTopas OyleT 0ToOpa)xaTbCst BO3JIC IOJIS JUISl IMEHU TI0JIh30BaTess B hopme
BBOJIa JIOTUHA U TIAPOJISL.

Ilo ymonuanuro: "LDAP username"

Ilpumep:
usernamePrompt: SSO Username

® spec.oidc oovexm
[Tapametpsi nposaiinepa OIDC (MoxkHO yka3bIBaTh, TOJIbKO eciu type: OIDC).
o spec.oidc.basicAuthUnsupported 6ynesuwiii

HcnonwszoBars POST-3anpocs! A oOieHus ¢ mpoBaiaepoM BMECTO J00OaBICHUS TOKEHA
B Basic Authorization header.
B GonmpmmHECTBE citydaeB Dex cam ornpenenseT, Kakoi 3anpoc eMy HY>KHO CJIelarh, HO

HWHOIJa BKIIFOYCHHE 3TOr0 rnmapamMeTrpa MOXKET IMIOMOYb.

Ilo ymonuanuro: false

o spec.oidc.claimMapping o6vexm
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HexoTopsie nmpoBaiiziepsl BO3BpalaloT HecTaHaapTHeIe claim’bl (Hampumep, mail). Claim
mappings nomorart Dex npeoOpa3oBars ux B cranaapraeie claim’sl OIDC.
Dex moxeT npeoOpa3oBaTh HeCTaHAAPTHBIN claim B cTaHAAPTHBIN, TOIBKO €CIIN
id_token, mommyuennstii ot OIDC-npoBaiiziepa, He COACPKUT aHATOTUIHBIN CTaHJAPTHBIN
claim.
= spec.oidc.claimMapping.email cmpoxka
Claim, koTOpBIi OyeT HCIOIB30BaH IS MOMyYeHHs email mosabp3oBaTens.
Ilo ymonuanuro: "email"
* spec.oidc.claimMapping.groups cmpoka
Claim, KOTOpBIii OyZIeT UCIIOIB30BAH /IS TTOJTYYSHUS TPYTII MOJIb30BaTEsI.
Ilo ymonuanuro: "groups"
= spec.oidc.claimMapping.preferred username cmpoxka
Claim, KOTOpbIi OyAeT UCIIONB30BaH JJIS OTYUYEHHS MPEANOYTUTEIHHOTO HMEHH
TI0JIH30BATEIISI.
Ilo ymonuanuro: "preferred username"
spec.oidc.clientID cmpoxa
O06s3arenbHbIA TapaMeTp.
ID npunosxenus, co3gannoro B OIDC-npoBaitaepe.
spec.oidc.clientSecret cmpoxa
O0s3aTenbHBIN TapameTp.
[Tapons npunoxxenus, coznanHoro B OIDC-npoBaiinepe.
spec.oidc.getUserInfo 6yzeswiii

3aHpaH_II/IBaTB JOIIOJIHUTCIIbHBIC JaHHBIC 00 YCIICIIHO MOAKIKOYCHHOM I10JIb30BATECIIC.

Ilo ymonuanuro: false

spec.oidc.insecureSkipEmail Verified 6ynessiii


https://openid.net/specs/openid-connect-core-1_0.html#Claims
https://openid.net/specs/openid-connect-core-1_0.html#Claims
https://openid.net/specs/openid-connect-core-1_0.html#Claims
https://openid.net/specs/openid-connect-core-1_0.html#Claims
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Hrnopuposats nHGOPMAIIUIO O CTAaTyCe MOATBEPKICHUS email monp30oBaTess.

Kak numenHo noareepxkaaercs email, pemaer cam nposaiinep. B oTBeTe oT npoBaiinepa
NPUXOIUT JUIIL HH(POpMAIHs — HNOATBEPKIACH email mim Her.

Ilo ymonuanuro: false

spec.oidc.insecureSkip Verify 6yneswiii

He npousBonuts npoBepKy MOJUIMHHOCTH HpoBaiiaepa ¢ nomouisto TLS. Hebe3onacHo,
HE PEKOMEH/IyeTCs UCIOb30BaTh B production-oKpyKEeHUSIX.

I1o ymonuanuio: false

spec.oidc.issuer cmpoka

OO0s13aTenbHBIN MapaMeTp.

Anpec OIDC-npogaiinepa.

Ilpumep:

issuer: https://accounts.google.com

spec.oidc.promptType cmpoxa

Omnpenensier — A0JDKEH Jin [ssuer 3ampanmBars OATBEPKACHUE U AaBaTh MOJCKA3KH
MpU ayTeHTU(UKAITIH.

ITo ymom4anuto OyzieT 3anpoIIeHO MOATBEPKACHNUE IPU MEPBON ay TEHTH(HUKAITIH.
JlommycTrMble 3HAUEHUSI MOTYT U3MEHSATHCS B 3aBUCHMOCTH OT Issuer.

Ilo ymonuanuro: "consent"

spec.oidc.rootCAData cmpoxa

Ilerouka CA B hopmate PEM, ucnonb3yemas aiis Banupanuu TLS.

Ilpumep:
rootCAData: |

spec.oidc.scopes maccug cmpox
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Cnucoxk moaeu Juist BKIIOYEHUS B OTBET MPH 3alPOCE TOKEHA.

Ilo ymonuanuro: ["openid","profile","email","groups","offline access"]
o spec.oidc.userIDKey cmpoxa

Claim, koTopslii OyzeT UCIoab30BaH A nonydeHus ID nmonb3oBaresns.

I1o ymonuanuiro: "sub"

o spec.oidc.userNameKey cmpoxa

Claim, KoTOpBIii OyzIeT UCITOIB30BaH /IS MTOJTYUSHUSI UMEHH TT0JIb30BATEIIA.

Ilo ymonuanuro: "name"
® spec.type cmpoxa
Tun BHEIIHETO poBalaepa.

Lonycmumvte snauenus: OIDC, LDAP

4.10.3 Apropuzanus

Jis peanu3anyy posieBoi MOJIETH B KJIACTEPE TOJDKEH OBITh BKIIFOUEH MOIYIb user-authz. Momyib
co3naét Habop knactepubix poiseit (ClusterRole), mogxoasmuii Ayt OOJBIIMHCTBA 3a/1a4 110

YHpaBJICHUKO JOCTYIIOM MTOJIB30BaTEIIEH U T'pyIIII.

Oco0eHHOCTH POJIEBOM MOJICITH:

Peanmusyer role-based-nogcrcreMy CKBO3HOM aBTOpU3ALINU, paCIUPsiss (PyHKIIMOHAT

crtannaptHoro mexannsma RBAC.

e Hacrpoiika mpaB 10CTyIa IPOUCXOAUT C TOMOIIBIO KACTOMHBIX PECYypCOB
ClusterAuthorizationRule u AuthorizationRule.

e VipagiieHHE JJOCTYIIOM K HHCTpyMeHTaM MaciutadbupoBanus (napametp allowScale pecypca
ClusterAuthorizationRule miu AuthorizationRule).

e VmpapieHue JOCTyINoM K (hopBapauHry nmopToB (mapamerp portForwarding pecypca
ClusterAuthorizationRule wim AuthorizationRule).

e VYmpaBiieHUE CIMCKOM pa3peli€HHbIX IpocTpaHcTB UMEH B (hopmarte labelSelector (mapamerp

namespaceSelector pecypca ClusterAuthorizationRule).


https://github.com/dexidp/website/blob/main/content/docs/custom-scopes-claims-clients.md
https://openid.net/specs/openid-connect-core-1_0.html#Claims
https://openid.net/specs/openid-connect-core-1_0.html#Claims
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Bbl MOXkeTe moy4uTh TONOTHUTENbHBIN CIIMCOK MPaBUJI IOCTYIIA JJI POJIM MO/ U3 KiacTepa
(cymiecTByIOIIME MMOJIB30BATENbCKIE MPaBUIIa U HECTAaHAAPTHBIC IpaBuiia U3 Apyrux moayneit [10

«Deckhouse Platform») ¢ momoripo KOMaHabL:

D8 ROLE NAME=Editor

d8 k get clusterrole -A -o jsonpath="{range

.items[? (€.metadata.annotations.user-authz\.deckhouse\.io/access-level=="'$D8 ROLE NA
ME')]}{.rules}{'\n'}{end}" | jg -s add

[Tpumep ucnons3zoBanust AuthorizationRule g ycranoBku mpaBuil JocTyna Jijis MOJIb30BaTee

BHYTpH OHpeI[eJ'IéHHOI‘O MMPpOCTpaHCTBA UMCH:

apiVersion: deckhouse.io/vlalphal
kind: AuthorizationRule
metadata:

name: beeline
spec:

accessLevel: Admin

subjects:

- kind: Admin

name: admin@example.com

[Tpumep ucnonwszoBanus ClusterAuthorizationRule 1151 ycranoBKY TipaBui 1ocTyna s

M0JIb30BaTeNIeH KaK Ha YPOBHE BCCTO KJIACTEpPA, TaAK U HAa YPOBHC OIIPCACIICHHBIX ITPOCTPAHCTB UMCH:

apiVersion: deckhouse.io/vl
kind: ClusterAuthorizationRule
metadata:
name: test-rule
spec:
subjects:
- kind: User
name: some@example.com
- kind: ServiceAccount
name: gitlab-runner-deploy
namespace: d8-service-accounts
- kind: Group
name: some-group-hame
accesslevel: PrivilegedUser
namespaceSelector:
labelSelector:
matchExpressions:
- key: stage
operator: In
values:
- test
- review
matchLabels:
team: frontend
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OOparruTe BHUMaHUE HA 0COOCHHOCTH HACTPOUKH KOMOMHHUPOBAHHOTO JJOCTYIIA U COBMECTHOTO
ucnons3zoBanus RoleBinding u ClusterAuthorizationRule (CAR) 17151 0AHOTO 1 TOTO %€ MOJIb30BaTENS
IIPU BKIIIOUEHHOM B KJIACTEpE PEKUME MYJIbTUTEHAHTHOCTH (mapameTp enableMultiTenancy: true).

Ecnu B kimacTepe BKIIIOYEH PEXKUM MYJIBTUTEHAHTHOCTH U JIJIs yKa3zaHHoro B RoleBinding
moJIb30Baresis uiu ero rpynmsl cymecTtByeT ClusterAuthorizationRule (CAR) ¢ nmpaBunamu jyist 1pyroro
MPOCTPaHCTBA UMEH, OTIIMYHOTO OT I1esieBoro (ykazanHoro B RoleBinding), mpaBuia u3 ClusterRole,
ykazaHHoro B RoleBinding, paborats He OynyT.

370 CcBsI3aHO ¢ 0COOEHHOCTAMH paboThI BeOXyka MomyJst user-authz. OH nmposepsieT
MIPUHA]ICKHOCTH 3apoca K pa3pemeEHHbIM MTPOCTPAaHCTBAM HMEH Ha YPOBHE Ipynibl. Eciu rpymma
nojp3oBatens npussizaHa K CAR ¢ celnekTopoM TOBKO Ha OMpeesieHHOE IPOCTPAHCTBO UMEH, BCE
3arpochl B IPOCTpPaHCTBa UMEH, He yKazaHHble B CAR, OyayT OTBEprHYTHI, HE3aBUCUMO OT HATTUUHS
RoleBinding ¢ 3TiMu npocTpaHcTBaMy UMEH IS TIOJIb30BATEIIL.

Pexomennayercs He ucnonb3zoBath RoleBinding miist monms3oBarens coBmectno ¢ CAR. Ecnun
TpeOyeTcss KOMOMHMPOBAHHBIN TOCTYI, HCTIONL3yHTe AuthorizationRule BMecTo

ClusterAuthorizationRule.

4.11 DkcnopT IaHHBIX

I1O «Deckhouse Platform» npenocrasnsieT BO3MOKHOCTh aIMHUHUCTPATOPY KJIACTEpa YIPABIATH
9KCIIOPTOM JIaHHBIX IIpU oMoy 00bexkToB DataExport.
DKCIOPT AAHHBIX BO3MOXKEH TOJIBKO MPU BBIINOJIHEHUU CIEAYIOLIUX YCIOBU:
® ycrnoiub3yercs thin-Tom;
® BKIIIOYEH MOIYIh storage-volume-data-manager;
® B KJacTepe ycTaHoBieH snapshot-controller;
e ucnons3zyembiid CSI-npaiiBep momnepxxkuBaet pecypc VolumeSnapshot.
Jlnis Toro, uto0bI co3nark 00bekT DataExport:
1. BeBenute umst VolumeSnapshotClass (maHHBIN pecypc co3maércsi aBTOMaTH4ecKH MpU
BKiItOYEHHOM snapshot-controller ans CSI-nmpaiiBepoB, noanepxkuparomux VolumeSnapshot u HyxeH

JUTsI SKCTiopTa AaHHbIX ). Hanmpumep, sds-local-volume-snapshot-class:

d8 k get volumesnapshotclass

Sds-local-volume-snapshot-class
local.csi.storage.deckhouse.io
Delete

22h
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2. Coznaiite 00bekT VolumeSnapshot:

d8 k apply -f —-<<EOF
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:

name: my-snapshot

namespace: <uMda NIPOCTPAaHCTBa MMEH, I'IOe Haxommurcsa PVC>
spec:

volumeSnapshotClassName: <mMmsa VolumeSnapshotClass>

source:

persistentVolumeClaimName: <ums PVC mjig sKCIOpTa OAaHHBIX>

EOF

3. Y6enutech, uro VolumeSnapshot co3maH M TOTOB K HCHOJNB30BAaHHUIO (3TO 3aHUMAET

HECKOJIbKO MUHYT):

d8 k -n <mmsa npocTpaHcTBa MMEH> get volumesnapshot my-snapshot

NAMESPACE
<yMf NPOCTPAHCTBA MVMEH>

NAME
My-snapshot

READYTOUSE
true

SOURCEPVC
test-pvc-for-snapshot

SOURCESNAPSHOTCONTENT

RESTORESIZE
2G1i

SNAPSHOTCLASS
sds-local-volume-snapshot-class

SNAPSHOTCONTENT
snapcontent-faf2abl1f-891d-4e5e-972c-334a490c99d8

4. DKCMOPTUPYUTE TaHHBIE MTPH MTOMOIIH KOMaH IbI:

d8 data create export-name snapshot/my-snapshot

3. [Tocne BeImomHeHHUs koMaHAbl 00bekT DataExport OyzmeT co3maH B TOM k€ MPOCTPAHCTBE

UMEH, YTO U UCXOOHBIN pecypc.
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4.12 OOHoBIEHUE

Oo6nonenne Bepcun DKP CSE na v1.73.4 Bo3smoxHO ¢ Bepcuu v1.67.4 u ¢ Bepcwmii v1.73.X.
[Tpu Hammuum B kiactepe y3noB ¢ OC Astra Linux o3Hakombrech ¢ paszngenom 4.12.3

«OcobennocTtu 00HOBIIEHUS B Astra Linuxy.
4.12.1 O6uosnenue DKP CSE c Bepcuu 1.67.4 na Bepcuto 1.73.4

4.12.1.1 [ToaroroBka Kk OOHOBICHUIO

[Tepen oOHOBIECHHEM:

1. 3arpy3ure B Bam peno3utopuii 06pa3zoB I10 «Deckhouse Platform» nmpegocraBneHHOE BaM
OOHOBIIEHHE.

2. Yoenutech B OTCYTCTBUH B Kitactepe aneproB, kpome D8DeckhouselsNotOnReleaseChannel.

3. Yoenutecs, uto B ouepensx [10 «Deckhouse Platformy HeT ommbok, ¢ mOMOIIEI0 KOMaHIbI:

d8 s queue list

IIpumep BbIBOAA KOMaH bl MYCTHIX ouepesieil 6e3 ommooK:

Summary:

- 'main' queue: empty.

- 103 other queues (0 active, 103 empty): 0 tasks.
- no tasks to handle.

4. Ilpu nanmnuun NodeGroupConfiguration (NGC) sysctl-tune-fstec 706aBbTe aHHOTAIIMH U JICHO.
ITpoBepka HaIMuMA:

d8 k get ngc | grep sysctl-tune-fstec

IIpumep BbIBOJA!

sysctl-tune-fstec 100 [m*] [

Komaunas! 11 no0aBieHus aHHOTALMI U JIerona;

d8 k annotate ngc sysctl-tune-fstec meta.helm.sh/release-namespace=d8-system
d8 k annotate ngc sysctl-tune-fstec meta.helm.sh/release-name=node-manager
d8 k label ngc sysctl-tune-fstec app.kubernetes.io/managed-by=Helm

5. Ecnu BBl ucnonb3yere local-path-provisioner B kauecTBe JpaiiBepa XpaHWIWIIA JUIS BalllUX
stateful nmm moxyneit matrgopmsi:
5.1. B cnydae, ecnu BKItOYeH MOAYb loki, moTpedyeTcst COBEPIIUTD Pl ACHCTBUN ISl KOPPEKTHOTO
0OHOBJIEHUS TIIIATGOPMBI.
5.2. IlpoBepbTe cocTosinue MoayJst loki, BBITOTHUB KOMaHTy:
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d8 k get module | grep loki

5.2.1. B city4ae BBIKITFOYEHHOTO MOIYJISL IPUMEDP BBIBOJA OYIET CIICTYIOITUM:

loki 462 Embedded Downloaded False
False

JlanbHenmmx aectuii ¢ moaynem loki He TpeOyercs.
5.2.2. B ciydae BKIIOUEHHOTO MOJYJIS IPUMED BbIBO/IA OY/IET CIEIYIOIINM:

loki 462 Embedded Ready True
True

5.3. Y6enutech, 4TO B XPaHWIMIIE JOCTAaTOYHO CBOOOMHOTO JHMCKOBOTO MPOCTPAHCTBA st
pacumpeHus XpaHuauiia 1aHHbIx Moy loki (He menee 50 Gi).
5.4. zmenure pasmep PVC nns loki, BeIOTHUB KOMaHTy:

d8 k -n d8-monitoring edit pvc storage-loki-0

BricTaBuB 3HaueHue spec.resources.request.storage: S0Gi, kak B mpumepe:

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 50Gi

5.5. U3menure pazmep PV, kotopyro ucnonszyer Mmoayas loki.
5.5.1. llonyuyute umst PV 17151 n3MeHeHusi, BbIMOJTHUB KOMAaH]TY:

d8 k get pv | grep loki

[Ipumep BeIBOAA:

pvc-09ead7fe-b87a-4bc7-985b-fe2c319cllcd 2G1i RWO Delete
Bound d8-monitoring/storage-loki-0
localpath <unset> 3m40s

Hckombiit PV nomken HaXoauThCs B MpocTpaHCcTBEe MMeH d8-monitoring. B manHOM
ciay4dae Ha3BaHUE PV JUIST N3MEHECHHUS oynet
pvc-09ead7fe-b87a-4bc7-985b-fe2¢319¢11cd.

5.5.2. U3menute pasmep PV ¢ umeHeMm, NoaydeHHBIM U3 NPEAbIIYIIEH KOMaHIbl:

d8 k edit pv pvc-09ead7fe-b87a-4bc7-985b-fe2c319cllcd

BricTaBuB 3HaueHUE spec.capacity.storage: S0Gi, kak B mpumepe:
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spec:
accessModes:
- ReadWriteOnce
capacity:
storage: 50Gi
claimRef:

5.6. Yoenurech, uto PV nis momyns loki imeeT HOBBIN pa3Mep, BHITIOJTHUB KOMaHIY:

d8 k get pv | grep loki

ITpumep BbIBOAA:

pvc-09ead7fe-b87a-4bc7-985b-fe2c319cllcd 50G1i RWO Delete
Bound d8-monitoring/storage-1loki-0
localpath <unset> 11lm

5.7. Ynanmute StatefulSet loki, BeImoTHIB KOMaH Ty

loki

d8 k --as=system:serviceaccount:d8-system:deckhouse -n d8-monitoring delete sts

J11s1 IpoBEpKM yCIIENIHOTO 3aBEPIICHUS YAAJICHHS BBIITOJTHUTE KOMaHY:

d8 k -n d8-monitoring get po | grep loki

BbIBO/I KOMaH bl TOJDKEH OBITH ITyCTHIM.
5.8. Jlo6aBwte B pecypc ModuleConfig loki mapameTp spec.settings.diskSizeGigabytes: 50,
BBIIOJIHUB KOMaH]TY:

d8 k edit mc loki

[Tpumep xoHpurypanuu:

spec:
enabled: true

settings:
diskSizeGigabytes: 50
retentionPeriodHours: 24
storageClass: localpath
version: 1

5.9. loxxnureck nepexona nmoxaa loki B cocrossare Running. [IpoBepsTe mepexos ¢ MOMOITbEO
KOMAaHIbI:

d8 k -n d8-monitoring get po | grep loki

IIpumep ycnemHoro BeIBOAA:

loki-0 2/2 Running 0 5m28s

6. Ecnm BB cmionb3yeTte csi-nfs B kauecTBe ApaiBepa Xpanuiuia s Bamux statefullset mnm
MoyJier TIaTGopMBI:
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6.1. Jlnst koppekTHOM paboThl Moayis csi-nfs mocrie oOHOBIICHHsI TpeOyeTCs BKIIFOUCHHUE
monyins snapshot-controller. IIpoBepsre cocrostHue momynsi snapshot-controller, BbIoOTHUB
KOMaHIy:

d8 k get modules | grep snapshot-controller

6.1.1. B ciy4ae BBIKITFOUEHHOTO MOJYJISI TPUMED BBIBOJA OYIET CIICTYIOITIM:

snapshot-controller 37 Embedded Downloaded False
False

st BximroueHust Moayns snapshot-controller BbimonHUTE KOMaHy:

d8 p module enable snapshot-controller

HpHMep BBIBOJa KOMaH/bI:

Module snapshot-controller enabled

Joxnurech pazdbopa ouepeneii deckhouse. [Ipoepka ouepeneit deckhouse:

d8 s queue list

[Tpumep BeIBOSIA TTYCTHIX OYepeel 6e3 OmmooK:

Summary:
- 'main' queue: empty.
- 103 other queues (0 active, 103 empty): 0 tasks.
- no tasks to handle.

[TpoBepsre cocTosiHue Moayis snapshot-controller, BEIMOTHUB KOMaHTY:

d8 k get modules | grep snapshot-controller

ITpumep BbIBOAA NPHU BKIOUEHHOM MOJYJIE:

snapshot-controller 37 Embedded Ready True
True

6.1.2. B ciydae BKIIOUEHHOTO MOJIYJIsi IPUMEDP BhIBOJA OYy/IET CIIeIyIOIUM:

snapshot-controller 37 Embedded Ready True
True

JanpHenmux nericTBril ¢ Moaysem snapshot-controller’ He TpeOyeTcsi.

6.2. B cnywae, ecnu BiiIO4eH Moxayib loki moTpebyercss coBeplMTh psif ASHCTBUR Ui
KOPPEKTHOTO OOHOBJICHUS IIAT()OPMBI.
6.3. IlpoBepwre coctosiHue Momyst loki, BBITOTHUB KOMaH/Y:

d8 k get module | grep loki

6.3.1. B citydae BBIKIIOUEHHOTO MOJYJIsl IPUMED BbIBOJIA OY/IET CIIETYIOIINM:

loki 462 Embedded Downloaded False
False

Janpueimux aevictBuil ¢ Mmoaynem loki He TpeOyetcs.
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6.3.2. B ciry4ae BKIIFOYEHHOTO MOAYJISI IPUMEP BBIBO/IA OYZIET CICIYIOIINM:

loki 462 Embedded Ready True

True

6.4. Y0enutrech, 4TO B XPaHWIMINE JOCTAaTOYHO CBOOOJHOIO JHMCKOBOTO MPOCTPAHCTBA JIsi
paciupeHus XpaHuiauiia qaHHsix moayis loki (ne menee 50 Gi)
6.5. Usmenure pasmep PVC s loki, BeIIOJTHUB KOMaHAY:

d8 k -n d8-monitoring edit pvc storage-loki-0

BricTaBuB 3HaueHHE spec.resources.request.storage: S0Gi, kak B mpumMepe:

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 50Gi

6.6. Yoenureco, uto PV nns momyns loki uMeeT HOBBIH pa3Mep, BHIITOTHUB KOMaHY:

d8 k get pv | grep loki

ITpumep BbIBOAA:

pvc-09ead7fe-b87a-4bc7-985b-fe2c319cllcd 50G1i RWO Delete
Bound d8-monitoring/storage-1loki-0
localpath <unset> 11lm

6.7. Ynanute StatefulSet loki, BeImoOTHMB KOMaH Ty

d8 k --as=system:serviceaccount:d8-system:deckhouse -n d8-monitoring delete sts
loki

J1J1s MpoBepKHU yCIENHOTo 3aBepUICHHS] YJaJIeHNs BHIIIOJTHUTE KOMAHTY:

d8 k -n d8-monitoring get po | grep loki

Br1BO KOMaH B! TOJKEH OBITH ITYCTHIM.
6.8. lo6aBste B pecypc ModuleConfig loki mapametp spec.settings.diskSizeGigabytes: 50,

BBITIOJIHUB KOMAH/Y:

d8 k edit mc loki

[Tpumep xorpurypammu:
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spec:
enabled: true
settings:
diskSizeGigabytes: 50
retentionPeriodHours: 24
storageClass: nfs-storage-class
version: 1

6.9. Hoxmutech mepexoma moma loki B cocrosaume Running. [l mpoBepku BBITIOJIHUTE
KOMaHIy:

d8 k -n d8-monitoring get po | grep loki

HpHMep YCIICIIHOI'O BBIBO/JA:

loki-0 2/2 Running 0 5m28s

7. Ecau BbI ucnonb3yete sds-local-volume B kauecTBe npaiiBepa XpaHUIUILA IS BALIMX MOAYJICH:
7.1. Jlnst koppekTHOW paboTsl Moxmynst sds-local-volume mocie oGHOBieHus Tpebyercs
BKJIFOUEeHUE Moy snapshot-controller.

[TpoBepbTe cocTosHue Momyst snapshot-controller, BHINOTHUB KOMaHY:

d8 k get modules | grep snapshot-controller

7.1.1. B city4ae BBIKJIIOYEHHOTO MOJIYJISl IPUMEP BBIBOJA OY/JIET CIEIYIOIINM:

snapshot-controller 37 Embedded Downloaded False
False

Jns BkmroueHust Moy snapshot-controller BbIOIHHUTE KOMaHIY:

d8 p module enable snapshot-controller

IIpumep BpIBOJA KOMAH/IbI:

Module snapshot-controller enabled

Hoxxautech pazdopa ouepeneit deckhouse. [Iposepka ouepeneii deckhouse:

d8 s queue list

[Tpumep BbIBOA MYCTHIX ouepezei 6e3 omunooK:

Summary:
- 'main' gueue: empty.
- 103 other queues (0 active, 103 empty): 0 tasks.
- no tasks to handle.

[TpoBepbTe coctostHe Momydst snapshot-controller, BRITOJTHUB KOMaHTY:

d8 k get modules | grep snapshot-controller

[Tpumep BbIBOAA NMPH BKIOUEHHOM MOJTYJIE:
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snapshot-controller 37 Embedded Ready True
True

7.1.2. B ciydae BKIIOYEHHOTO MOJYJISl IPUMED BhIBOJIA OYy/IET CIeIyIOIUM:

snapshot-controller 37 Embedded Ready True
True

JanpHenmux nercTBuii ¢ MoaysieM snapshot-controller He TpeOyercs.

7.2. B cnywae, ecnu BKIOYeH Moxayib loki moTpebyercss coBeplMTh psif AeHCTBUM i
KOPPEKTHOTO OOHOBJICHUS MIAT()OPMBI.
7.3. IlpoBepbre coctosiHue MOmytst loki, BBITOTHUB KOMaH/Y:

d8 k get module | grep loki

7.3.1. B ciiydae BBIKIIOUEHHOTO MOJTYJIsl IPUMED BbIBOJIA OY/IET CIIEYIOIINM:

loki 462 Embedded Downloaded False
False

Janpreiimux neiictBuil ¢ momysem loki He Tpedyercs.

7.3.2. B ciiy4ae BKIIFOYEHHOTO MOAYJISI IPUMEP BBIBO/IA OYZIET CICIYIOIINM:

loki 462 Embedded Ready True
True

7.4. YO0eaurech, YTO B XPaHWUJIMILE JOCTATOYHO CBOOOJHOIO JHCKOBOIO IPOCTPAHCTBA IS
pacimupeHus XpaHuiauiia JaHHbix moayis loki (ne menee 50 Gi)
7.5. U3smenure pasmep PVC s loki, BeIOJTHUB KOMaHAY:

d8 k -n d8-monitoring edit pvc storage-loki-0

BricTraBuB 3HaueHHE spec.resources.request.storage: S0Gi, kak B mpumepe:

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 50Gi

7.6. Yoenurech, uto PV nns momyns loki uMeeT HOBBIH pa3Mep, BHITOTHUB KOMaHY:

d8 k get pv | grep loki

ITpumep BbIBOAA:

pvc-09ead7fe-b87a-4bc7-985b-fe2c319cllcd 50G1i RWO Delete
Bound d8-monitoring/storage-loki-0
localpath <unset> 11lm

7.7. Ynanute StatefulSet loki, BeImoTHIB KOMaH Ty
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d8 k --as=system:serviceaccount:d8-system:deckhouse -n d8-monitoring delete sts
loki

J11s1 IpoBEpKM yCIIENIHOTO 3aBEPIICHUS] YAAICHHSI BBIITOJTHUTE KOMaHIY:

d8 k -n d8-monitoring get po | grep loki

BbIBO/I KOMaH b TOJDKEH OBITH ITyCTHIM.
7.8. llobaseTe B pecypc ModuleConfig loki mapametp spec.settings.diskSizeGigabytes: 50,
BBITTOJTHUB KOMaH]TY:

d8 k edit mc loki

[Tpumep xoHpuUrypanmu:

spec:
enabled: true
settings:
diskSizeGigabytes: 50
retentionPeriodHours: 24
storageClass: local-storage-class
version: 1

7.9. Hoxmutech mepexoma moma loki B cocrosaume Running. [l mpoBepkH BBITIOJHUTE
KOMaHJIy:

d8 k -n d8-monitoring get po | grep loki

HpHMep YCIICIIHOI'O BBIBOJA:

loki-0 2/2 Running 0 5m28s

8. Ecnu BBl ncnonb3yere csi-ceph B kauecTBe apaiiBepa XpaHWIIUILA s BallIMX MOJYJICH:
8.1. lns xoppekTHO#l paboTel Momyns csi-ceph mocie oOHOBieHHS TpeOyeTcs BKIHOUCHUE
Moxyis snapshot-controller.
ITpoBepbTe coctosHe MonyIIst snapshot-controller, BHIMOJTHUB KOMaHY:

d8 k get modules | grep snapshot-controller

8.1.1. B ciryuae BBIKIIOUEHHOTO MOYJIS TPUMED BBIBOAA Oy/IET CIEAYIOIINM:

snapshot-controller 37 Embedded Downloaded False
False

Jlnis BkroueHust Moyiis snapshot-controller BbIOIHHUTE KOMAHIY:

d8 p module enable snapshot-controller

IIpumep BbIBOJA KOMAH/IbI:

Module snapshot-controller enabled

Hoxautech pazdopa ouepeneit deckhouse. [IpoBepka ouepeneii deckhouse:
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d8 s queue list

[Ipumep BeIBOJA TTyCTHIX OYepene 0e3 OmmooK:

Summary:
- 'main' queue: empty.
- 103 other queues (0 active, 103 empty): 0 tasks.
- no tasks to handle.

[TpoBepsre cocTosiHue Moayis snapshot-controller, BEIMOTHUB KOMaHTY:

d8 k get modules | grep snapshot-controller

IIpumep BeIBOJA IIPU BKIIIOYEHHOM MOJYJIE:

snapshot-controller 37 Embedded Ready True
True

8.1.2. B ciryuae BKJIFOYEHHOTO MOYJIsl IpUMeEpP BbIBOJIA OYy/IET eIy OIUM:

snapshot-controller 37 Embedded Ready True
True

JanpHenmux nercTBuii ¢ MoayseM snapshot-controller He TpeGyercs.

8.2. B cmyuae, ecnu BkiIoueH Monynb loki morpeOyeTcsi COBEpIINTH psija ACUCTBUM s
KOPPEKTHOTO OOHOBJIEHUS MIaT(HOPMBI.
8.3. IlpoBepsre cocTosiure Moyl loki, BEITIOIHUB KOMaHITy:

d8 k get module | grep loki

8.3.1. B ciryyae BBIKIFOUEHHOTO MOYJISI IPUMED BbIBOJA OY/IET CIETYIOIINM:

loki 462 Embedded Downloaded False
False

Janpueiimux neiictBuii ¢ momysem loki He Tpedyercs.

8.3.2. B ciyyae BKIIIOYEHHOTO MOAYJISl IPUMEP BBIBO/A OYyJET CIEAYIOLINM:

loki 462 Embedded Ready True
True

8.4. Ybenurech, 4TO B XpaHWIMILE JOCTATOYHO CBOOOIHOTO JMCKOBOIO MPOCTPAHCTBA JUIS
pacmmpeHus XpaHwIna JaHabIX Moaydast loki (He menee 50 Gi)
8.5. U3menute pasmep PVC g loki, BeINOTHUB KOMaHy:

d8 k -n d8-monitoring edit pvc storage-loki-0

BricTtaBuB 3HaueHUE spec.resources.request.storage: S0Gi, kak B mpumMepe:
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spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 50Gi

8.6. Yoenurech, uto PV nis momyns loki imeeT HOBBIN pa3Mep, BHITIOJTHUB KOMaHIY:

d8 k get pv | grep loki

ITpumep BbIBOAA:

pvc-09ead7fe-b87a-4bc7-985b-fe2c319cllcd 50G1i RWO Delete
Bound d8-monitoring/storage-1loki-0
localpath <unset> 11lm

8.7. Ynamure StatefulSet loki, BeImoTHUB KOMaHTy:

d8 k --as=system:serviceaccount:d8-system:deckhouse -n d8-monitoring delete sts
loki

J11s1 IpoBEpKM yCIIENIHOTO 3aBEPIICHUS YAAJICHHS BBIITOJTHUTE KOMaHY:

d8 k -n d8-monitoring get po | grep loki

BbIBO/I KOMaH bl TOJDKEH OBITH ITyCTHIM.
8.8. Jlo6aswTe B pecypc ModuleConfig loki mapameTtp spec.settings.diskSizeGigabytes: 50,

BBIIIOJIHUB KOMAaHAY:

d8 k edit mc loki

[Tpumep xoHpuUrypanmu:

spec:
enabled: true
settings:
diskSizeGigabytes: 50
retentionPeriodHours: 24
storageClass: ceph-rbd-sc
version: 1

8.9. Nloxautech mepexoma moma loki B cocrosaume Running. /[ mpoBepKH BBITIOJHUTE
KOMaHJLy:

d8 k -n d8-monitoring get po | grep loki

HpHMep YCIICIIHOI'O BBIBOJA:

loki-0 2/2 Running 0 5m28s

9. IlepeBenute oOHOBNEHHs Bepcun Kubernetes B kiiactepe B pydHOM PeKUM.
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9.1. Tlposepsre Bepcuto Kubernetes BuHyTpm pecypca ClusterConfiguration, BBITOJHHB
KOMaHIy:

d8 p edit cluster-configuration

- B cinyuae, ecnu 3Hauenue mapamerpa kubernetesVersion paBuo "1.29", neiicTBuii He

TpeOyeTcs.

- B cayuae, ecnu 3Hauenue mapametrpa kubernetesVersion paBao "1.27", ycraHoBHTE
3HaueHus1 mapamerpa kubernetesVersion: paBbiM "1.29" u goxauTech OOHOBIEHUS
Bepcun Kubernetes Ha Bcex y3nax u pa3zoopa ouepeneit [10 «Deckhouse Platformy.

- B cimyuae, ecnu 3HaueHue mapamerpa kubernetesVersion paBHO Automatic,
yCTaHOBHTE 3HaueHHs nmapameTpa kubernetesVersion: paBasim "1.29".

9.2. IIposepka ouepeneii [10 «Deckhouse Platformy:

d8 s queue list

ITpumep BbIBO/Ia KOMaH bl MYCTHIX ouepeaeh 6e3 ommboK:

Summary:
- 'main' queue: empty.
- 103 other queues (0 active, 103 empty): 0 tasks.
- no tasks to handle.

9.3. IIpoBepka cTaTyca OOHOBJICHUS BCEX y3JI0B B KJIACTEPE.

d8 k get ng

HpI/IMCp BbIBO/Ida KOMAaHAbI C YCIICIITHO OOHOBJIEHHBIMH y3J1aMu:

NAME TYPE READY NODES UPTODATE INSTANCES DESIRED MIN MAX
STANDBY STATUS AGE SYNCED
master Static 3 3 3
34h True
system Static 2 2 2
34h True
worker Static 3 3 3
34h True

KomnuectBo y3108B UPTODATE nomxkno 6s1Th paBHO KoiudecTBy NODES u READY.
10. Y6enurecr B OTCYTCTBHH pelu3HOTO KaHana B pecypce ModuleConfig deckhouse.
10.1. ITpoBepswre akTyansHOCTH pecypca ModuleConfig ¢ moMoripio KoMaH IbI:

d8 k get mc deckhouse -o yaml

[Tpumep BbIBOAA:

apiVersion: deckhouse.io/vlalphal

kind: ModuleConfig

metadata:
creationTimestamp: "<some-timestamp>"
finalizers:
- modules.deckhouse.io/module-config
generation: 1
name: deckhouse
resourceVersion: "<some-version>"
uid: <some-uid>
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spec:
enabled: true
settings:
bundle: Default
logLevel: Info
version: 1
status:
message: ""
version: "1"

[Tpu Hammuuu monist spec.settings.releaseChannel ynanute ero, BBIITOJHAB KOMaH/Y:

kubectl patch mc deckhouse -—type='merge'
-p='"{"spec":{"settings":{"releaseChannel": null}}}"’

Pe3y.]'ILTaT BBIINNOJTHCHH A KOMAaH/bI:

moduleconfig.deckhouse.io/deckhouse patched

4.12.1.2 OOGHOBIICHUE BEPCHH TIAT(HOPMBI

1. Ilpumenure NodeGroupConfiguration ¢ umenem bashible-migrations-002.sh cnenyromero

BUaa:

apiVersion: deckhouse.io/vlalphal
kind: NodeGroupConfiguration

metadata:

name: bashible-migrations-002.sh
spec:

bundles: ['*']

content: |

if ! declare -F bb-d8-node-name >/dev/null; then
echo "Function 'bb-d8-node-name' NOT found, restarting 'bashible' service..."
sleep 30
systemctl restart bashible.service
echo "Service 'bashible' restarted."
fi
nodeGroups:

N ]

weight: 002

2. ITomensiite 06pa3 B Deployment deckhouse:

d8 k --as=system:serviceaccount:d8-system:deckhouse set image deployment -n
d8-system deckhouse deckhouse=<your-cse-registry>/deckhouse/cse:v1.73.4

3. Hoxoutecs pazdopa ouepeneii [10 «Deckhouse Platform» u monHOro 0OHOBICHUS BCEX Y3IIOB

B KJIacTepe:

3.1. IIposepka ouepeneit I10 «Deckhouse Platformy.

d8 s queue list

[Tpumep BbIBOZa KOMAHIBI MMyCTHIX ouepenen 6e3 ommodokK:
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Summary:
- 'main' queue: empty.
- 103 other queues (0 active, 103 empty): 0 tasks.
- no tasks to handle.

3.2. [IpoBepka cTaryca OOHOBJICHHUS BCEX Y3JIOB B KJIaCTEpeE.

d8 k get ng

ITpumep BbIBOAA KOMAH/IbI C YCIIEITHO OOHOBJIEHHBIMH Y3JIaMHU.

NAME TYPE READY NODES UPTODATE INSTANCES DESIRED MIN MAX
STANDBY STATUS AGE SYNCED
master Static 3 3 3
34h True
system Static 2 2 2
34h True
worker Static 3 3 3
34h True

Kommuectso y3nmoB UPTODATE nomxkHo 661Th paBHO KonmudectBy NODES u READY.
4. OO0parmmaiite BHUMAaHUE Ha [IOSIBJICHUE aJepToB BUA
NodeRequiresDisruptionApprovalForUpdate. B ciyyae BO3HUKHOBEHHS CIEAyWTE€ WHCTPYKIIMUA B

anepre.

5. OOnoBure Bepcuto control-plane-manager, H3MEeHHMB TOJ€  Spec.version B mC

control-plane-manager c 1 Ha 2.

d8 k edit mc control-plane-manager

[Tpumep pecypca ModuleConfig ¢ BanmuaHoi Bepcueit:

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
spec:
settings:

version: 2

6. O6noBuTe Bepcuro Kubernetes 10 1.31. BeimonHute koMaHy:

d8 p edit cluster-configuration

B pecypce ClusterConfiguration usmenute Bepcuto Kubernetes Ha Automatic, I0OXIUTECH

obHoBieHus Bepcuu Kubernetes Ha Bcex y3max:

- Y35Ibl C TIOJIMTHKON MPUMEHEHHS JACCTPYKTUBHBIX M3MEHEHHH Auto OymyT OOHOBJIEHBI B

ABTOMAaTUYCCKOM PECKUME.
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- V37l ¢ MONMWTHKOW NMPUMEHEHHUs JACCTPYKTHBHBIX M3MeHeHHuH Manual moTpedyroT pydyHOTo
MIPUMEHEHUS U3MEHEHU, 0 4em Oyzner CBUJECTEIHCTBOBATH anept BUJA
NodeRequiresDisruptionApprovalForUpdate. [[ns nmpumeHeHusI W3MEHEHUN CIEAyHTE MHCTPYKIMH B
anepre.

Komanma nist monmydenus Bepcun Kubernetes Ha y3max:

as k get no -0
custom-columns=NAME: .metadata.name, VERSION: .status.nodeInfo.kubeletVersion

IIpumep BeIBOAA:

NAME VERSTION
example-cse-master-0.ru-centrall.internal v1.31.13
example-cse-master-1.ru-centrall.internal v1.31.13
example-cse-master-2.ru-centrall.internal v1.31.13
example-cse-system-0.ru-centrall.internal v1.31.13
example-cse-system-1l.ru-centrall.internal v1.31.13
example-cse-worker-0.ru-centrall.internal v1.31.13
example-cse-worker-1.ru-centrall.internal v1.31.13
example-cse-worker-2.ru-centrall.internal v1.31.13

IIpoBepka cTaryca 0OHOBJICHHUS Y3JIOB B KaX/10il HOATpYIIIE:

d8 k get ng

[Tpumep BbIBOAA KOMaH/IBI C YCHEIIHO OOHOBICHHBIMH Y3JIaMU:

NAME TYPE READY NODES UPTODATE INSTANCES DESIRED MIN MAX
STANDBY STATUS AGE SYNCED

master Static 3 3 3
34h True

system Static 2 2 2
34h True

worker Static 3 3 3
34h True

Konnuectso y3moB "UPTODATE" nomxno ObiTh paBHO konnuecTBy NODES' n 'READY"

7. Ynanute NodeGroupConfiguration ¢ umenem bashible-migrations-002.sh.

d8 k delete ngc bashible-migrations-002.sh

8. YcranoBute kaHan oOHoBIeHUH B pecypc Moduleconfig deckhouse. Brimonnure komanay

d8 k edit mc deckhouse

B otkpeiBIIeMCS OKHE YyCTaHOBUTE mapameTp spec.settings.releaseChannel: LTS. Ilpumep

pecypca ModuleConfig ¢ 3agaHHBIM TapaMeTpOM.
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apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: deckhouse
spec:
enabled: true
settings:
bundle: Default
logLevel: Info
releaseChannel: LTS
version: 1

4.12.1.3 BxiroueHne KOHTPOIIS LETOCTHOCTH

Jnst BKITFOUEHUST KOHTPOJIS IEJIOCTHOCTH TPEOyeTCs TpeiBapuTeIbHAS MUTPAITUs JaHHBIX etcd.
1. TlepeBeaute pexkuM pabOTHI KOHTPOJS LENOCTHOCTH Ha pexxuMm Migrate. [lpumep pecypca

ModuleConfig control-plane-manager ¢ pexumom Migrate:

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:

name: control-plane-manager
spec:

settings:

apiserver:
signature: Migrate

2. Noxnurech ounctku odepereit [10 «Deckhouse Platformy.

d8 system queue list

ITpumep BbIBOAA KOMaH bl MYCTHIX ouepesiei 6e3 omuooK:

Summary:

- 'main' queue: empty.

- 103 other queues (0 active, 103 empty): 0 tasks.
- no tasks to handle.

3. Ocy1iecTBUTE MUTPALINIO JAaHHBIX.
Murparusi TpoOU3BOAUTCS C TOMOINBIO YTUIUTH d8’. [l 3TOro B yTHIHMTY M00aBiIeHa KOMaHa
‘sig-migrate,” pacroyJio)keHHas B pazzene tools’.

Komanna “sig-migrate” ¢opMupyeTt cnucok Bcex pecypcoB Kubernetes, a Takxe moodepeaHo
no0aBisieT K HUM aHHoTanuio d8-migration=<timestamp>', 1 3aTeM yJaisieT aHHOTAllUHU C MPeHUKCOM
*d8-migration-".

3amycTuTe YTWIMTY OT TIONB30Batreliss root C master-y3ia Kiactepa co  CICAYIOIUMU

apryMEeHTaMU:
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d8 tools sig-migrate

Buumanue!  IIpooonsxcumenvnocms — npoyeoypvl — mMuepayuu — 3asucum —om  pasmepa U
HazpyscenHocmu kaiacmepa. B ciyuae coos cessnocmu unu omxaouenus SSH-ceccuu npoyedypa 6yoem
npepeaHda. ﬂﬂﬂ ONUMENbHBIX Muepauuﬁ uiu ciayudaes, Ko20a nepesanycKk Mucpayuu HescelameileH,
PpeKoMeHOYyemcs 3anyck 8 SMYIAmope mepMuHala no muny screen unu tmux. B ciyuae omcymcmeus
OQHHBIX YIMULUM HA master-ysie HeodXoouma ux ycmanosKd.

ITo oxonuannm BBIITOJIHEHUA, €CJIN Ha KaKue-I1n00 0ObLEKTHI HE YAaJ10Ch YCTAHOBHUTH aHHOTAIMIO,
KOMaHJ1a aBTOMAaTHYECKU BBIBEIET MPEAyMpexk/Iatoliee COOOIIEHUE CO CIACAyIomeld HHpOpMaLuen:

- KonnvectBo 00BEKTOB, 7151 KOTOPBIX HE YIAIOCh MPOU3BECTH MHUTPAIIHIO.

- [ytu x ¢aiinam ¢ goramu ommooOK.

- IHCTpyKIIMM 1O pacciiefOBaHUIO U 3aIyCKy ITOBTOPHOM MOIBITKH.

[Tpumep BbIBOAA NMPH YCIIEIIHOM 3aBEPILIEHUN MUTPAIIH:

Retrying failed annotations from previous runs...
Loaded 3 objects for retry from /tmp/failed annotations.txt.
Progress: [100%] Annotating: Kind=nodegroups, Namespace=clusterwide, Name=system

[Tpumep BbIBOAA MPU HATUYUH OIMIHMOOK:

I\ Migration completed with 5 failed object(s).
Some objects could not be annotated. Please check the error details:

- Error log file: “/tmp/failed errors.txt’
- Failed objects list: '/tmp/failed annotations.txt’

To investigate the issues:

Review the error log file to understand why objects failed
Check permissions and resource availability

Retry migration for failed objects only using:

w N =

d8 tools sig-migrate --retry

[Tpu nomydeHnn ONMMOKH, 3aITyCTUTE MUTPALIUIO TIOBTOPHO (C dutarom --retry)

d8 tools sig-migrate --retry

[ToBTOPSTH MPOLEAYPY MHTIPALUK CIEAYET JI0 TEX MOp, MOKa YTHINTA HE COOOIIUT, YTO OOJIbIIIe
HET OOBEKTOB, JJIsi KOTOPBIX HE YIAOCh YCTAHOBUTH QHHOTALMIO. A TakXkKe J0 MPEKpalleHHs anepTa
D8SignatureErrorsDetected.

Ecnu moBTOpHBINM 3allyCK MHUTpAlMU HE HPOXOJMT C TPETHErO pas3a, BBHIIOJHUTE CICAYIOIIYO

KOMaH/y:
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sed -i '/nodegroups/s/vlalphal[”~|]1*/v1/g' /tmp/failed annotations.txt

W noBTopuTe MUrpaLuIo:

d8 tools sig-migrate --retry

Tak kak g yCHemHOM Murpanuu TpedyeTcs HM3MEHEHHS KaKJIOTo XpaHHMOTo pecypca B
KJIacTepe, TO MPOLECC MUTPALUU MOXET HapyIIUTh JII00OH OOBEKT KOTOPBIH HE MOXKET OBbITh U3MEHEH
u3-3a c0os paboThl KiacTepa. B 3TOM citydae Al yCHEIIHOTO 3aBEpUICHUsS MUTPalUU MOTpedyercs

MpeBaPUTEIHHO YCTPAHUTh IPUYHHY, IO KOTOPBIM OOBEKT CTaJl HEBO3MOXKEH ISl pEIaKTUPOBAHMUS.

B cnyuae cucreMaTMuecKkoro moiay4yeHHs! OLIMOKM MUTpaluu 0OpaTUTeCh B TEXHUYECKYIO
HOJIEPHKKY.
4. TlepeBenute pexuM pabOThl KOHTPOJSA LenocTHOCTH Ha pexxuMm Enforce. Ilpumep pecypca

ModuleConfig control-plane-manager ¢ pexxumom Enforce:

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:

name: control-plane-manager
spec:

settings:

apiserver:
signature: Enforce

5. doxmuteck ounctku ouepeneii [10 «Deckhouse Platformy.

d8 system queue list

[Tpumep BbIBOA KOMaH bl MYCTHIX ouepeaei 6e3 omunooK:

Summary:

- 'main' queue: empty.

- 103 other queues (0 active, 103 empty): 0 tasks.
- no tasks to handle.

4.12.1.4 Oo6HoBnenune Bepcuu containerd

Buumanue. He oOnoBnsiiTe Bepcuio containerd 10 v2, eciii B KJacTepe HCIOIb3YETCs MOIYIb
csi-ceph. [IpomycTuTe TOT 3TaI.
Haunnas ¢ Bepcun 1.73 B IIO «Deckhouse Platform» mocTymHa BO3MOXHOCTH HCIOJIb30BATh

container runtime oOHoBIeHHON Bepcuu — containerd v2. Containerd v2 MOXXHO HCIIONIb30BaTh Kak
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OCHOBHOH container runtime Ha YpPOBHE BCEro KiacTepa WM JUIsl OTHACJNbHBIX TPYII Y3JIOB.
HcnonwzoBanue containerd v2 oOecrneurnBaeT Oonee T'HOKOE YMOpaBiICHHE pecypcamu, IydlIyio
0€30IaCHOCTb, 33 CUET CZroups V2 U KOHTPOJIS LIETOCTHOCTHA CUCTEMHBIX KOMIIOHEHTOB.

TpeOoBaHus K y371aM JUIst MUTparuu Ha containerd v2:

- [Tonnepxka CgroupsV2;

- Slapo Linux Bepcuu 5.8 u HOBee,

- Systemd Bepcuu 244 u HOBee;

- [Tonneprkka moyss sipa erofs;

- OTcyTCTBHE KACTOMHBIX KOHpUrypauuii B /etc/containerd/conf.d.

Taxke I10 «Deckhouse Platform» BbImonHSET JOMOTHUTENBHYO POBEPKY UCIIOIB3YEMOIN BEPCUHU
anpa Linux Ha Hanmuuue W3BECTHBIX Yys3BUMocTed. [Ipu oOHapykeHUW YSI3BHUMOW BepcHH spa
ucronb3oBaHue containerd v2 Ha y3le 3ampemiaercs, JaXKe €cld BCE OCTajbHbIE TpeOOBaHHUS
BBITIOJTHEHBI.

Hampumep, B PEJI OC moryT wucmonb30BaThCs BepcHH sapa Linux M3 NPUBEAEHHBIX HIKE
JIMana3oHOB, KOTOPbIE MPUBOIAT K aBTOMAaTHYECKOMY OIPaHMYEHMIO MCTIOIb30BaHus containerd v2:

- Snpa Betku 6.12.x ¢ Bepcuamu 6.12.0-6.12.28 BrmtountensHo. McmpaBieHue AOCTYIHO,
HaunHas ¢ Bepcun 6.12.29;

- SAnpa Betku 6.14.x ¢ Bepcusimu 6.14.0—6.14.6 BximountenbHo. McnipaBieHue 10CTyHO, HAYUMHAs
c Bepcuu 6.14.7.

[Ipu HecoorBeTcTBHM N0OOMY u3 TpeboBanmii ans murpauuu, [10 «Deckhouse Platformy»
nobasiset Ha y3en Jei6n node.deckhouse.io/containerd-v2-unsupported. Eciiu Ha y371e ecTh KacCTOMHBIE
KOH(UTYpauu B /etc/containerd/conf.d, Ha HETo JI00aBIISIETCS b (97 ()1
node.deckhouse.io/containerd-config=custom.

[Tpy1 HanMuYMKM OJHOTO M3 TUX JIEHOIOB CMEHA MapaMeTpa spec.cri.type Juis rpynimsl y3i10B OyaeT
HEJOCTYNHA. Y37Ibl, KOTOPbIE HE MOJAXOJAT MO YCJIOBHUS MHUIPALUU MOXHO MOCMOTPETH C MOMOIIbIO

CJIETYIOIINX KOMaH/I;:

d8 k get node -1 node.deckhouse.io/containerd-v2-unsupported
d8 k get node -1 node.deckhouse.io/containerd-config=custom

Taxxke aAMMHHUCTPATOp MOXET MPOBEPUTh KOHKPETHBIH y3€J1 Ha COOTBETCTBUE TPEOOBAHUAM C

IIOMOIIBKO KOMAaH/:

uname -r | cut -d- -fl
stat -f -c %T /sys/fs/cgroup
systemctl --version | awk 'NR==1{print $2}'
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modprobe -gn erofs && echo "TRUE" || echo "FALSE"
ls -1 /etc/containerd/conf.d

Bxutouenue containerd v2 BO3MOXKHO AByMsI CIIOCOOAaMHU:

1. Ins Bcero kiacrepa.

2. 1511 KOHKPETHOM TpyIIIBI y3JI0B.

Jns BrmroueHusi containerd v2 s Bcero kiactepa, ykaxkuTe 3HadeHwe ContainerdV2 B
napametpe defaultCRI pecypca ClusterConfiguration. 910 3HaueHue OyJIeT NPUMEHSTHCA KO BCEM

NodeGroup, B KOTOPBIX SIBHO HE yKa3aH spec.cri.type.

d8 p edit cluster-configuration

[Tpumep koHUTYpaLUu:

apiVersion: deckhouse.io/vl
kind: ClusterConfiguration

defaultCRI: Containerdv2

Jns BrmoueHust containerd v2 Ui KOHKPETHOM Tpymmbl y3i10B, ykaxure ContainerdV2 B
napametpe spec.cri.type B oobekre NodeGroup.

PaccmoTpum Ha npumepe rpymnmsl y310B worker.

d8 k edit ng worker

[Tpumep xoHpuUrypamuu:

apiVersion: deckhouse.io/vl
kind: NodeGroup
metadata:
name: worker
spec:
cri:
type: Containerdv2

[Tpu nepexone Ha containerd v2 1O «Deckhouse Platform» nHauner moouepéanoe oOHOBIEHME
y3m0oB. OOHOBICHHE y37la TPHBOIUT K TPEPHIBAHHIO pPabOTHl pa3MEIIEHHOH Ha HEM Harpy3Kd
(disruptive-o6HoBneHue). Ha mpormecc o0OHOBIEHHMS y3/1a BIUSIOT [ApaMeTpbl MPUMEHEHUS
disruptive-oOHOBIIeHUH TpyMIIEI Y310B (spec.disruptions.approvalMode NodeGroup):

- V3upl ¢ moNUTHKOM mpuMeHeHus disruptive-oOHOBieHHH Auto OyayT OOHOBIEHBI B

ABTOMATHYCCKOM PCIKUME
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- VY3nel ¢ monuTUKOM TipuMeHeHus disruptive-oOHoBiIeHUN Manual mnoTpelyroT pydHOTO
MIPUMCHCHHS U3MCHCHUH, 0 qeM Oyzmer CBUJICTEIILCTBOBATH anept BUJIA

NodeRequiresDisruptionApprovalForUpdate. [[ns nmpumeHeHusI W3MEHEHUN CIEAyHTE MHCTPYKIMH B

anepre.
4.12.1.5 [TpoBepka ycrenrHocT 0OHOBIICHUS
4.12.1.5.1 B ouepensx I10 «Deckhouse Platform» ner 3amanuii. [Ins mpoBepKu BBINOJIHUTE
KOMaHJ1y:

d8 system queue list

[Tpumep BbIBOAA KOMaH B YCTHIX Ouepezieil 6e3 ommnooK:

Summary:

- 'main' queue: empty.

- 103 other queues (0 active, 103 empty): 0 tasks.
- no tasks to handle.

4.12.1.5.2 Bce y3ab1 B kj1actepe 00HOBIEHBI. 1 NPOBEPKH BLIITOJIHUTE KOMAHAY:

d8 k get ng

[Ipumep BbIBOZa KOMAH/IbI C YCIEIIHO OOHOBICHHBIMU Y3JIaMU:

NAME TYPE READY NODES UPTODATE INSTANCES DESIRED MIN MAX
STANDBY STATUS AGE SYNCED

master Static 3 3 3
34h True

system Static 2 2 2
34h True

worker Static 3 3 3
34h True

Kommuectso y3moB UPTODATE nomxHo 6b1Th paBHO KonmnyecTBy NODES u READY.

4.12.1.5.3 O6pa3 konteiinepa B Deployment deckhouse umeer akrtyanpHbIi Ter. st TpoBepKU
BBITIOJTHUTE KOMaHY':

d8 k -n d8-system get deploy/deckhouse -oyaml | grep image

IIpumep BeIBOAA:

image: <your-cse-registry>/deckhouse/cse:v1.73.4
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4.12.1.54 B BeG-unTepdeiice kmactepa Ha TIIABHOW CTpaHHUIE OTOOpaKaeTCs pPEIaKIus
1aTOpPMBbI, HOBast Bepcus IIATGOPMBI U PEIU3HBIN KaHa.

4.12.2 O6uosnenne DKP CSE c Bepcuu 1.73.x (mro6ast mata-Bepcusi)aa Bepcuio 1.73.4

4.12.2.1 IToaroroBka Kk OOHOBJIECHUIO

[Tepen oOHOBIIEHHEM:

1. Vb6enurech B OTCYTCTBHH B KJacTepe alepToB, kpome SecurityEventsDetected.

2. Yb6enutecs, uto B ouepensx DKP CSE ner omubok.

BreinosiHuTe Clienyonyr0 KOMaHay:

d8 system queue list

[Ipumep BbIBOJIAa KOMaH IbI yCTHIX O4epenel 6e3 omndokK:

Summary: - 'main' queue: empty. - 103 other queues (0 active, 103 empty): 0 tasks.

- no tasks to handle.

3. VYcranosure xenaembii pexxuM oOHoBiieHui B ModuleConfig deckhouse — 3anomnnure

CEKIIUIO TTapaMeTpoB spec.settings.update.

Brimonnute cienyromnryto komanay uist penaktuposanus ModuleConfig deckhouse:

[d8 k edit mc deckhouse

HpHMep BbIBOJlda KOMaHAbI:

#
spec:
settings:
update:
windows:
- from: '8:00'
to: '15:00'
days:
- Tue
- Sat
#

Taxxe BbI MOXKETE 3aIIOJTHUTH MapameTp spec.settings.update.mode 1t BeIOOpa pexuma

OOHOBJICHUI BEpCUH TIIIAT(OPMEI.
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Pexxum o6HOBIIeHUst Deckhouse Ha BhIOpaHHOM KaHajie OOHOBJICHHIA:

e AutoPatch — aBromarnueckuii pexxum OOHOBICHHS U1 aTY-BEPCHH.
e [ oOHOBIEHUS MUHOPHOU Bepcuu (Hanmpumep, ¢ v1.69.* na v1.70.*) HeoOxoammo

MMOATBCPIKACHHC.

Oo6noBneHue nat4-sepcun (Hanpumep, ¢ v1.70.1 Ha v1.70.2) npuMeHseTcsi C y4eTOM OKOH

OOHOBJIEHUH, €CJIM OHH 3aaHEl.
e Auto — aBTOMaTUYECKH PEKUM OOHOBIICHHUS IS BCEX BEPCUH.

OOHOBNIEHUS MUHOPHOU Bepcuu (Harmpumep, ¢ v1.69.* na v1.70.*) u natu-Bepcun (Hampumep,
¢ v1.70.1 ma v1.70.2) npuMeHSIOTCS C y4e€TOM 3aJaHHBIX OKOH OOHOBJIEHUH, JTHOO0, €CITN
OKHa OOHOBIICHHIA HE 3aJIaHbl, 10 MEpE MOSIBIICHHSI OOHOBJICHHI HA COOTBETCTBYOIIIEM

KaHaJle OOHOBJICHUH.
e Manual — py4HOil pexxuM 0OHOBJIEHHUS ISl BCEX BEPCUI.
Jli1s 0GHOBJIEHUSI 1 MUHOPHOM, M aTY-BEPCUU HEOOXOIUMO HOATBEPKIACHHUE.

I[.IISI MOATBCPIKACHHUA OOHOBIICHUS BCPCHUH YCTAHOBHUTC I10JIC approved B true B

cooTBeTcTBYyIomEeM o0bekTe DeckhouseRelease.

Bo10panHbIif pekuM 0OHOBJIEHUS TPUMEHSIETCS TOJIBKO MPH YCTAHOBJIEHHOM KaHaJje

OOHOBJICHUH.
ITo ymomuanuto: AutoPatch
Homyctumele 3nauenus: AutoPatch, Auto, Manual
4.12.2.2 OOHOBNIEHNE BEpCUU IIIATPOPMBI

1.  3arpysure npeaoCTaBIeHHOE BaM OOHOBJICHHE B Ballle XpPaHUJIHUINE 00pa30B KOHTCHHEPOB
DKP CSE.

2. OOHOBIEHHE MPOU3OUIET B COOTBETCTBUH C BBICTABICHHBIMU OKHAMH U PEKUMOM
OOHOBJICHU.

3.  IIpoBepsre, 4TO OOHOBIEHHE MPOLLIO YCIIEIIHO.
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4.12.2.3 [TpoBepka ycrnemHocT 0OHOBICHUS

[TpoBepka BBIMONHSETCS aHAJOTHYHO I1aram, onucaHHbIM B 1. 4.12.1.5 [IpoBepka ycnemrHocTu

OOHOBIICHUS.
4.12.3 Ocobennoctu 00HOBIIEHUA B Astra Linux

Ecnm B Astra Linux BKiIrOueH pexxum 3aMKHYTOM miporpammuoil cpenst (3I1C), To nmepexn

OOHOBJIEHHEM €TI0 HY>XHO OTKJIIOUYUTH HA BCEX y3JiaX KJiacTrepa.

[ npoBepky, BKIIIOUEH 11 pexuM 3I1C, BBIOIHNUTE HA y3JI€ CIELYIOINE KOMAaHIbL:

astra-digsig-control is-enabled

cat /sys/digsig/elf mode

st pyuroro otkimoueHus pexkuma 311C, BBITTOIHUTE HA y371€ CIEIYIONTUE KOMaH/IbI:

sed -i '/~DIGSIG_ELF MODE=/d' /etc/digsig/digsig initramfs.conf && echo
'DIGSIG_ELF MODE=0' | tee -a /etc/digsig/digsig initramfs.conf
update-initramfs -u -k all

systemctl reboot

B kadecTBe anpTepHAaTUBHOIO BapHUaHTa, 1Js OTKI0UeHHs pesknMa 31IC MOXKHO MCIIOIB30BaTh

yTuiuTy astra-digsig-control:

astra-digsig-control disable

Ilocie 3aBepmennsi 00HOBJIeHUs, co3naiiTe cienyromuii NodeGroupConfiguration, ajis

aBTOMaTHueckoro BkmodeHus pexuma 3[1C Ha y3nax knacrepa ¢ Astra Linux:

apiVersion: deckhouse.io/vlalphal
kind: NodeGroupConfiguration
metadata:

name: astra-zps.sh

spec:
weight: 98
nodeGroups: [ "*" ] # BH MOXETE YKA3ATH KOHPETHHE NODEGROUP

bundles: [ "astra" ]
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content: |

# Copyright 2025 Flant JSC

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

S #= 3= = = #= = = %= #= = 3E

limitations under the License.

modeswitch="$ (astra-modeswitch get 2>/dev/null)"
case "S$modeswitch" in

01112) :;

*) modeswitch=0 ;;

esac

if (( modeswitch < 1 )); then
bb-log-info "Astra modeswitch level S$modeswitch detected, skip digital
signature provisioning"
exit 1

fi

if ! grep -gw digsig verif /proc/modules; then
bb-log-warning "Module digsig verif is not loaded"
exit 1

fi

keys dir="/etc/digsig/keys"
digsig conf="/etc/digsig/digsig initramfs.conf"

digsig mode="1"

mkdir -p "Skeys dir"

mkdir -p "$(dirname "$digsig conf")"
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_digsig rebuild initramfs() {
bb-log-info "Rebuilding initramfs to refresh digital signature keys"
update-initramfs -uk all

bb-flag-set reboot

bb-event-on 'digsig-initramfs-update' ' digsig rebuild initramfs'

is_enabled zps () {

astra-digsig-control is-enabled >/dev/null 2>&1

sync_key () {
local filename="S$1"
local payload="s2"
local target="Skeys dir/Sfilename"
local tmp file

tmp file="$ (bb-tmp-file)"

printf '%s' "S$payload" | base64 -d > "Stmp file"
bb-sync-file "Starget" "Stmp file" digsig-initramfs-update
chmod 600 "$target"

rm —-f "Stmp file"

sync _digsig conf () {
if ! is enabled zps; then
if ! astra-digsig-control enable; then
bb-log-error "Failed to enable Astra digital signature control"
exit 1
fi
bb-flag-set reboot
fi
}
mkdir -p "Skeys dir/flant"

sync_key "flant/flant-2025.gpg"

mN4EaPngniMBAIAAAAAAAAAAAAAAAAAAAARAAAAAARAAAAAAAARAARAAAQXAAMHAPIfvV/SYqPOM5zm44CL7r+9A
VjOuajRy/CpRTAzp2ul7fgACAgGD8COK000OZRRISOYXYDDhbRNIXJfwgcomcSK5arvOp+j8gAAQERBATIAAAAAA
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AAAAAARAARAAAAAAFQ/00YkpdhVMWc /Bk6zPWzAP9Tct4rRYNZqoxJTYx1HHRNP3DYIpj7Z206CiD31igMevgD+
JEVCELVEzaAJpaESTiWhZROWLSHWCGVKGXgFsL636G8AAQG0QdCQ0J4gItCk0OLvQsNCI0YI1iICjQ19CLE0KES
IERIIHByb2R1Y3Rpb24ga2V5KSA8c2V)dXJpdH1AZmxhbnQuenU+iJAEEYMMADGWIQSP/y49J1i£f7FuBOhEMV
gO+CTcPnQQUCaPngngIbAwWULCQgHAgYVCgkICWIEFgIDAQIeAQIXgAAKCRAVO+CTcPnQdnrAPOTrjvMKSgo
NCYkJumjd744RYUT7g/NZ5dnXukQetOwbAD/a7/aCKtLkL75878crt8E+CMnsEgGrD39RkeZNZyT7UqIdQQQ
IwwAHRYhBPQ2qgyAJ6YwXAMD+S7ILOfENYY9ZBQJo+eDBAAOJELILOfENYY9ZsA8A/j1limDJIzpBDvs2slsakl
UBdQ77c200G6Y7TAIMSD2UuGEAPISSgNP20BGXBg72tG28106BBmuBv2Ut3nQ648RAawoLfg==

sync_key "flant-2025-root.gpg"
mN4EaD7ryyMBATIAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAQXAAMHAPITV/SYgqpOM5zm44CL 7 r+9A
Vij9uajRy/CpRTAzp2ul7fgACAgD8COK0o0OZRRISIYxYDDhbRNIXJfwgcomcSK5arvOp+j8gAAQERBATAAAARAA
AAAAAAAAAAAAAAFQ/0oYkpdhVMWc/Bk6zPWzZAPIMAXC2f4hBFjBuYwaoFNz1iI75LPCXLMgUpNmObeXFHJIQD9
EBCPgnvFso05zQiB+4BfKjFWZoSH6VAPBa/JINtpYPxcARQGONNCQOJ4gwgvQpNC70LDQvdGCwrsgKGtleSBm
b3Igc2lnbmluZykgPDe3NOBmbGFudC5ydT6IkAQT IwwAOBYhBPQ2qyAJ6YwXAMD+S7ILOfENYY9ZBQJoPuvL
AhsDBQsJCAcCBhUICQoLAgGQWAgGMBAh4BAheARAAOJELILOfENYY9Z29BEA/0tB8rXfO2aLlpMLmy fPLDGVKURg
Ho+zJ6XRj9/aH+RpAP9e0QWrin5NI4pHPSOAUEx3pBT97nLNG3KOUDRALLQrz4h1BBAJDAAAFiEE0S17W6/0
ONh/1B2vyClJ/DZ1ltvoFAmg+68wACgkQyClJ/DZ1tvgEAWD7B3x1PHa+pONWB1kxV]9+SZY+08phl3KTKW20
Cog6EBAA/RCGTMUFPZDkO+yRtK59TtefIzdTQq941ifhoxiSKsww7

sync_digsig conf

[Tocne cozmanms NodeGroupConfiguration astra-zps.sh Ha y3max kimactepa OymyT BBIIIOJHEHBI
CIEAYIOUIUE NECUCTBUS:
e [lIposepka 3arpy3ku moayns digsig verif B OC y3na.
e JloOamneHne MyOMUYHBIX KIIIOYEH, HCIIOJB3YeMbIX JJIs BaluJallud OWHApHBIX (HalIoB
xomrnioHeHToB DKP CSE.
e BruroueHue npoBepky MOANUCU OUHAPHBIX (PailyioB.
e (OOHoBneHHe 00pa30B initramfs /i BCEX YCTAaHOBJICHHBIX sIIEP B CUCTEME.

e [lepesarpyska y3ia.
4.12.4 Bo3moxHbIE TPOOIEMBI U MYTH UX PEIICHUS

4.12.4.1 Oownosenune cilium

B pamkax oGHoBieHus Bepcun miardgopmel ¢ v1.67.4 Ha v1.73.4 npoucxonut ooHoBnenue Cilium
cl.14na1.17.
B cnyuae, ecnu oOHOBIeHHE He TMpoaBuraercs (moasl safe-agent-updater B mpocTpaHCTBE UMEH

d8-cni-cilium HaxonsaTcs B cocrosHUM [nit:4/5 Ha ogHOM y311e ponbie 20 MUHYT):
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1. Boricaure mus kakux y3in0B I[1O  «Deckhouse Platformy» 3ampammBaeT cornacue Ha

ACCTPYKTHBHBIC U3MCHCHUS:

das k get nodes -0 json | ja '.items|[]
select (.metadata.annotations."update.node.deckhouse.io/approved"=="") |
.metadata.name' -r

[Tpumep BrIBOMA:

example-cse-master-0.ru-centrall.internal
example-cse-system-0.ru-centrall.internal

2. Ynanure non safe-agent-updater Ha STHX HOJAX.

3. Jlamee moBemeHWe Tpolecca OOHOBIEGHUS  3aBUCHUT OT 3HAYCHUS  IapaMeTpa
spec.disruptions.approvalMode B Hoxrpymme:

[Tpu 3HaueHun Auto OOHOBIEHHE BBHIMONHSETCS aBToMatudecku — Bepcus Cilium oGHOBIsIeTCS
MOOYEPENHO Ha KAXKJIOM y3J1€ ¢ BhinmoaHeHueM oneparuit Cordon u Drain.

[Tpu 3nauennn Manual oOHOBIEHHE y31I0B TpeOyeT PYyYHOTO MOATBEpKACHUs. [l paspemeHus
OOHOBJIEHUSI KOHKPETHOTO y3Jla HeoOxoammo 00aBuTh aHHoTaruio kubectl annotate node <NODE>

update.node.deckhouse.io/disruption-approved=.

4.12.4.2 [Toreps ogHoro yyactuka (member) etcd Bo Bpemst Murpanuu Bepcu eted ¢

3.5.17nHa3.6.1

B pamkax o6noBnenus [10 «Deckhouse Platform» npoucxomut oonosnenue etcd ¢ Bepcun 3.5.17
Ha 3.6.1, 9TO B HEKOTOPBIX CIIydasx MPUBOIUT K MEPEXoy omHOTo u3 monoB d8-control-plane-manager B
cocrossane CrashLoopBackOff. Takas cuTyamusi BO3HHKAaeT, €CIHM TIOcjie OOHOBJIEHUS OJIWH U3
y4acTHUKOB Kiactepa etcd octaercs B craryce Unstarted. B pesynbTare maHHBIN y3e1 UCKIIIOUAETCS U3
KBOpyMma etcd.

Ecin B mpouecce oOHOBIEHUS OAMH U3 1oAo0B etcd-<nodename> B MNpPOCTPAaHCTBE HMEH
kube-system mepexomut B cocrosinue CrashLoopBackOff u B kBOpyme etcd yke HET ydacTHUKaA C
HUMeHeM 3Toro control-plane y3na, To Hy>kKHO TOBTOPHO 100aBUTH y3ei etcd.

[TpocmoTp ydacTHUKOB KBOpyMa etcd:

ds k -n kube-system exec -ti $(d8 k -n kube-system get pod -1
component=etcd, tier=control-plane -0 name | head -nl) -— etcdctl -—--cacert
/etc/kubernetes/pki/etcd/ca.crt -—cert /etc/kubernetes/pki/etcd/ca.crt -—key
/etc/kubernetes/pki/etcd/ca.key --endpoints https://127.0.0.1:2379/ member list -w
table

[Tpumep BBIBOA ¢ TIPOTABIINM YYaCTHUKOM KBOpYMa B Kiactepe ¢ 3 y3iamu control-plane:
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Fom Fom e Fm————
—————————————————————— i il Dbt

| ID | STATUS \ NAME
PEER ADDRS | CLIENT ADDRS | IS LEARNER |

Fom Fomm - P o=
—————————————————————— e ittt

| 898edf6255f45679 | started | example-cse-master-l.ru-centrall.internal
https://10.241.32.23:2380 | https://10.241.32.23:2379 | false |

| 988286c43353ca%2 | started | example-cse-master-0.ru-centrall.internal
https://10.241.32.6:2380 | https://10.241.32.6:2379 | false |

Fom e Fomm e Fm————
—————————————————————— i Attt

Jlnist perieHnst HEOOXOMMO BBIITOIHUTD PsAJl IEHCTBHUM Ha MpoOIeMHOM y3ie control-plane:

1. Ilepenecure nanky ¢ qanaeiMu etcd: /var/lib/eted.

mv /var/lib/etcd /tmp

2. Ilepenecure manugect craruaeckoro noaa etcd: /etc/kubernetes/manifests/etcd.yaml.

mv /etc/kubernetes/manifests/etcd.yaml /tmp

3. Ilepezanyctute noxa d8-control-plane-manager Ha mpobiaemMHoM y3iie control-plane.

3.1. Ilomyunte umst moja ¢ MOMOIIBIO KOMaHIbI.

d8 k -n kube-system get po -owide | grep control-plane | grep <node-name>

3.2. Ynanute 1moj, UMsi KOTOPOTO OBLIO TOIYYEHO B MPEABAYIIEM IIare.

d8 k -n kube-system delete po <pod-name>

4. Yoenurech B BOCCTAaHOBIICHUH KBOpyMa etcd.

ds k -n kube-system exec -ti $(d8 k -n kube-system get pod -1
component=etcd, tier=control-plane -0 name | head -nl) -- etcdctl -—--cacert
/etc/kubernetes/pki/etcd/ca.crt -—cert /etc/kubernetes/pki/etcd/ca.crt --key
/etc/kubernetes/pki/etcd/ca.key --endpoints https://127.0.0.1:2379/ member list -w
table

IleneBoe cocTosiHME - KOJIMYECTBO YYacTHMKOB etcd paBHO KOJIMYECTBY Y3JI0B control-plane.

[Tpumep BbIBOAA JIsl TPEX Y3TIOB:

o pommmm o fo—m——
—————————————————————— T R

| ID | STATUS | NAME
PEER ADDRS | CLIENT ADDRS | IS LEARNER |

fommm e pommmm - o fo———-
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| 898edf6255f45679 | started | example-cse-master-l.ru-centrall.internal
https://10.241.32.23:2380 | https://10.241.32.23:2379 | false |

|  988286c43353ca92 | started | example-cse-master-0.ru-centrall.internal
https://10.241.32.6:2380 | https://10.241.32.6:2379 | false |

| Dbb3fcfelf7464434 | started | example-cse-master-2.ru-centrall.internal
https://10.241.32.21:2380 | https://10.241.32.21:2379 | false |

e t——— o +————
—————————————————————— e

4.13 Co3znmaHue caMOITOANUCAHHOTO cepTU(UKaTa

TLS-ceprudpukar HeoOxoauMm ais opraHuzauuu padorsl mo nporokony HTTPS. Ecmu ser
cepTu(UKaTa, BBIITYIICHHOTO JOBEPEHHBIM LEHTPOM CEpTU(PHUKAIMUA, TO MOXXHO CIEHEPHPOBAThH
CaMOIIO/INUCAaHHBIN CepTU(UKAT, OPUEHTUPYSACh Ha Ilard, NPUBEACHHbIE B JaHHOM pasnene. s
HEKOTOPBIX BEPCHH ONEPALMOHHBIX CUCTEM IIAr¥M MOTYT OTJINYAThHCA.

CrenepupyiiTe caMONONMCAHHBINA cepTU(UKAT, YKa3aB CBOM JJOMEH OT KJlacTepa U perno3uTOpus

B nepemeHHbIXx CLUSTER DNS NAME u REGISTRY DNS NAME.

Vikaxxure AKTYaJIbHBIC OAHHBIC B ICPEMCHHBIX OKPYKCHHA (OHI/I HOTpe6y10TCH JJIA BBIITIOJIHCHU A

KOMaH/1 jajee):

CLUSTER DNS NAME="cluster-domain.test"
REGISTRY DNS NAME="registry.cluster-domain.test"

Co3pnaiite JUPEKTOPUIO IS CEPTUPHUKATOB:

mkdir ~/ca && cd ~/ca

Crenepupyiite ceprudukar kopaeroro L[C (Root CA)

openssl req -x509 -newkey rsa:2048 -nodes -days 3650 -keyout rootCA.key -out
rootCA.crt -subj "/CN=Root CA" -extensions v3 ca -config <(echo -e
"[reg]\ndistinguished name=req distinguished name\n[ v3 ca
]J\nbasicConstraints=critical, CA:TRUE\nkeyUsage=critical, keyCertSign,cRLSign\n[req di
stinguished name]")

Crenepupyiite ceprudukar npomexyrounoro L{C (Intermediate CA):

openssl req -newkey rsa:2048 -nodes -keyout intermediateCA.key -out
intermediateCA.csr -subj "/CN=Intermediate CA"

openssl x509 -req -in intermediateCA.csr -CA rootCA.crt -CAkey rootCA.key
-CAcreateserial -out intermediateCA.crt -days 3648 -extensions v3 ca -extfile <(echo
-e

"[v3 _cal\nbasicConstraints=critical,CA:TRUE, pathlen:0\nkeyUsage=critical, keyCertSign
, CRLSign\n")

Crenepupyiite wildcard-cepruduxkar:
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openssl req -newkey rsa:2048 -nodes -keyout wildcard.key -out wildcard.csr -subj
"/CN=*.$CLUSTER_DNS NAME"

openssl x509 -reqg -in wildcard.csr -CA intermediateCA.crt -CAkey intermediateCA.key
—-CAcreateserial -out wildcard.crt -days 3646 -extensions v3 req -extfile <(echo -e
"[ v3_req

]\nkeyUsage=critical,digitalSignature, keyEncipherment\nextendedKeyUsage=serverAuth, c
lientAuth\nsubjectAltName=DNS: *. $CLUSTER_DNS_NAME, DNS: $CLUSTER_DNS_NAME, DNS: SREGISTR
Y DNS NAME")

[TpoBepbTe KOPPEKTHOCTD BBIMYIIEHHOTO CepTU(hHUKATA!

openssl x509 -noout -text -in ~/ca/wildcard.crt

Jlo6aBbTe cepTudUKaT B XpaHWIUIIE JOBEPEHHBIX IeHTPoB cepTuduranuu OC (mpumep i OC ¢

MEHEIKEPOM IAKETOB apt):

apt install -y ca-certificates
cp ~/ca/rootCA.crt /usr/local/share/ca-certificates/self signed rootCA.crt
update-ca-certificates

4.14 JlorupoBaHue

ITO «Deckhouse Platform» npenycMorpen c60p 1 JoCTaBKa JIOTOB U3 y3JI0B U MOJIOB KJIacTepa BO

BHYTPCHHIOIO UJIM BHCIIHNUEC CUCTCMbI XpPaHCHU. HpeILOCTaBJIHIOTCH BO3MOXXHOCTH:

- coOupath JOTH U3 BCEX WU OTIEIBHBIX ITOJ0B U IPOCTPAHCTB UMEH;

- (uabTpOBaTh JIOTU NO JIeH6IaM, COAEP)KUMOMY COOOIEHUH U APYTHM MIPU3HAKAM;

- HampaBJIATH JIOTU OAHOBPEMEHHO B HECKOJIbKO XpaHuiuil (Hanpumep, Loki u Elasticsearch);
- oOoramars joru MetaganusiMu Kubernetes;

- HCIOoNb30BaTh Oy(depu3aiuio J0roB i MOBBIIECHUS MPOU3BOIUTEILHOCTH.

Anvunnctparopam 1O «Deckhouse Platform» moctymnaa HacTpoiika cOopa v OTIpaBKH JIOTOB C

MOMOIIBIO TPEX KACTOMHBIX PECYPCOB:
- ClusterLoggingConfig — omuchIBaeT HCTOYHHK JIOTOB Ha YPOBHE KJIacTepa, BKIIFOUAs
npaBmiia coopa, PUIbTpalluy U MApCUHTA;

- PodLoggingConfig — onuchIBaeT HCTOYHHK JIOTOB B paMKax 3aJJaHHOTO IPOCTPAHCTBA UMEH,

BKJIFOYas mpaBuia cOopa, GUIBTpaIiy U TApCHUHTa;

- ClusterLogDestination — 3a1aét mapaMeTpbl XpaHUJIHIIA JIOTOB.
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Ha ocHoge »Tux pecypcoB popmupyercs nporecc (pipeline), kotopsrit ucnonsiyercs B [10
«Deckhouse Platform» asns ureHus 10roB U ganpHeiIed paboThl C HUMH C TTIOMOIIIBIO MOAYJIS

log-shipper.

4.14.1 Hacrpoiika cOopa 1 JOCTaBKH JIOTOB

Hwxe npusenén Bapuant 6a3oBoii koHpurypauuu [10 «Deckhouse Platform», npu koropom soru

CO BCEX TO/IOB KJIacTepa OTHPABIAIOTCS B XpaHuiniie Ha 6a3e Elasticsearch.
JInst HaCTPOWKY BBIOTHUTE CIAEAYIOLINE [Iaru:

1. Bxmrounte moaynb log-shipper ¢ momoltisio cienyroieid KOMaHIbl:

d8 platform module enable log-shipper

2. Cozpaiite pecypc ClusterLoggingConfig, koTopslii 3anaét npaBmia coopa JIoroB. JaHHbIH
pecypc Mo3BOJISIET BaM HACTPOUTH COOP JIOTOB C MOJOB B OMPEICICHHOM IPOCTPAHCTBE MMEH U C

OTIpe/IeNIEHHBIM JICH0I0M, HaCTpanBaTh MAPCHHT MHOTOCTPOYHBIX JIOTOB U 33/1aBaTh JPyTUE MPaBHUIIa.

B stom IMPUMEPE YKA3bIBACTCS, YTO HYKHO C06I/IpaTB JIOTHU CO BCEX IMMOAOB MU OTIIPABJIATH UX B

FElasticsearch:

apiVersion: deckhouse.io/vlalphal
kind: ClusterLoggingConfig
metadata:
name: all-logs
spec:
type: KubernetesPods
destinationRefs:
- es-storage

3. Cosnatite pecypc ClusterLogDestination, KOTOpbIH OMMCBHIBAET IMapaMeTPhl OTIPABKH
JIOTOB B XpaHwiuie. JJaHHbIi pecypc MO3BOISET BaM yKa3aTh OJTHO WJIM HECKOJIBKO XPaHWIHILL U
omucaTh MapaMeTphl MOAKIIOYCHUS, Oypepru3aIiuy U JOTOTHUTEIbHBIE JIEHOIIbI, KOTOPBIC OYIyT

IIPUMEHSATHCS K JIOraM Iepe]l OTIPABKOM.

B sToM npuMepe B kauecTBe MPUHUMAIOLIETO XpaHuiauina yka3aH Elasticsearch:
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apiVersion: deckhouse.io/vlalphal
kind: ClusterLogDestination
metadata:
name: es-storage
spec:
type: Elasticsearch
elasticsearch:
endpoint: http://192.168.1.1:9200
index: logs-%F
auth:
strategy: Basic
user: elastic
password: c2VjcmV0ICluCg==

4.14.2 IlpeobOpaszoBaHuE JOTOB

EcTb BO3BMOXHOCTB HAaCTpOUTHb OAWH HUJIN HECCKOJILKO BHUI0B TpaHC(I)OpMaHHﬁ, KOTOPBIC 6yIIYT

IIPUMEHSATHCS K JIOTaM Iepel OTIPABKOW B XPaHWIIMILE.

Tpancdopmarnus ParseMessage mo3BossieT mpeoOpa3oBaTh CTPOKY B MOJIe message B
cTpykTypupoBaHHbId JSON-00BEKT Ha OCHOBE OJIHOTO HIIM HECKOJIBKUX 3a1aHHbIX (hopmaToB (String,

Klog, SysLog u npyrue).

[Tpu ucnons30BaHUU HECKONBbKUX TpaHchopMmalmii ParseMessage mpeobpa3oBaHue CTpOKU

(sourceFormat: String) TOMKHO BBIMOIHATHCS B MTOCIEIHIO 0UEPEIb.

[Tpumep HacTpoOWKHM MpeoOpa30oBaHUS 3aIMUCEH CMEIIaHHBIX (POPMATOB:

apiVersion: deckhouse.io/vlalpha?
kind: ClusterLogDestination
metadata:

name: parse-json
spec:

transformations:
- action: ParseMessage
parseMessage:

sourceFormat: JSON
- action: ParseMessage
parseMessage:
sourceFormat: Klog
- action: ParseMessage
parseMessage:
sourceFormat: String
string:
targetField: "text"

[Ipumep U3HaYaILHOM 3aMCH B JIOTE:
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/docker-entrypoint.sh: Configuration complete; ready for start up
{"level”™ : { "severity": "info" },"msg" : "fetching.module.release"}
I0505 17:59:40.692994 28133 klog.go:70] hello from klog

Pesynbrar npeoOpa3oBaHus:

{... "message": {
"text": "/docker-entrypoint.sh: Configuration complete; ready for start up"
}
}
{... "message": {
"level”™ : "{ "severity": "info" }",
"msg" : "fetching.module.release"
}
}
{... "message": {
"file":"klog.go",
"id":28133,
"level”:"info",
"line":70,

"message":"hello from klog",
"timestamp":"2025-05-05T17:59:40.6929942"
}

4.14.3 3amena nei0I0B

Tpancdopmarmst ReplaceKeys mo3BossieT peKypcHBHO 3aMEHUTH BCE COBIIAICHHS ITIa0JI0OHA Ssource

Ha 3Ha4YCHUE target B yKa3aHHBIX KIII0Yax JIEHOI0B.

[Tepen npumenennem Tpanchopmanuu ReplaceKeys k mosro message mim ero BIOKEHHBIM TOJISIM

npeoOpasyiTe 3aMuch Jiora B CTPYKTYPUPOBAaHHBIN 00BEKT ¢ MOMOIIBIO TpaHchopmanuu ParseMessage.

ITpumep HaCTPOIKM 3aMEHBI TOUEK HA HW)KHUE TIOAUYEPKUBAHUS B JIeH0ax:

apiVersion: deckhouse.io/vlalpha?
kind: ClusterLogDestination

metadata:
name: replace-dot
spec:
transformations:
- action: ReplaceKeys
replaceKeys:
source: "."
target: " "
labels:

- .pod labels
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[Ipumep U3HaYaILHOM 3aIUCH B JIOTE:

{"msg" : "fetching.module.release"} # Jlerbn noma pod.app=test

Pesynbrar npeoOpa3oBaHus:

{... "message": {
"msg" : "fetching.module.release"
s
"pod labels": {
"pod app": "test"
}

4.14.4 Ynganeuue neiiOI0B

Tpancdopmarnmst DropLabels mo3BomnsieT yaanuTs yKka3aHHbBIE JICHOIBI U3 CTPYKTYPHUPOBAHHOTO

JSON-coo0menus.

[Tepen npumenenuem Tpanchopmarnuu DropLabels k momto message win ero BIOKEHHBIM TOJSM

npeoOpasyiTe 3amuch Jora B CTPYKTYPHUPOBAHHBIM OOBEKT ¢ MOMOIIbI0 TpaHnchopmanuu ParseMessage.

[Tpumep koH(UTYypaLuK ¢ yaaJeHUeM Jieibi1a U npeiBapuTeNbHOM TpaHchopmaren

ParseMessage:

apiVersion: deckhouse.io/vlalpha?2
kind: ClusterLogDestination
metadata:

name: drop-label
spec:

transformations:
- action: ParseMessage
parseMessage:
sourceFormat: JSON
- action: DropLabels
dropLabels:
labels:
- .message.example

IIpuMep U3Ha4AIBHOM 3aIMCH B JIOTE:

{"msg" : "fetching.module.release", "example": "test"}

Pesynprar npeobpazoBaHus:
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{... "message": {
"msg" : "fetching.module.release"

}

4.14.5 Otnaznka U paclIMpEHHbIE BO3MOXHOCTH

4.145.1 Bxutouenue debug-noros arenta log-shipper

YroOs! BKItOunTh debug-noru arenra log-shipper Ha y3nax ¢ uagopmarnueit 06 HTTP-3anpocax,
MIEPEUCIIONb30BaHIH TOAKIIOYECHHUS, TPACCUPOBKE U MMPOYMMH JTaHHBIMU, BKIIOUKTE mapameTrp debug B

koHuUTypanuu Mmoayis log-shipper.

[Tpumep KOH(DUTYPALIUU MOJTYIISL:

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:

name: log-shipper
spec:

version: 1

enabled: true

settings:

debug: true

4.14.5.2 JlononHuTenbHas HHPOPMAIHS 0 KaHaJax Mepeiady JIOTOB

Hcnonb3yst KoMaH eI JUTst Vector, MOJKHO TIOTYYHUTh JOTIOJTHUTEIHHYO0 HH()OPMAIIHIO O KaHAlIaX

nepeaadyu JaHHBIX.

Jl1st Hadana MOAKIIIOYUTECH K OAHOMY U3 1oj10B log-shipper:

d8 k -n d8-log-shipper get pods -o wide | grep $node
d8 k -n d8-log-shipper exec Spod -it -c vector -- bash

[Tocnenyromye KOMaHAbl BHIMOMHINTE U3 KOMaHIHOW 000I0UKH MOJA.

YroOBI OTYYHUTH CXEMY TOMOJIOTHH Bamieil koHurypanuu B popmare DOT, BEINONTHNATE KOMaHY:

vector graph

Ucnonp3yiite WebGraphviz winm aHaIOTHYHBINA CEPBUC IJISI OTPUCOBKU CXEMBbI HA OCHOBE

cogepxumoro DOT-daiina.

[Tpumep cxembl 115t OIHOTO KaHama nepenadn goroB B popmare ASCIIL:
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e +
| d8 cluster source flant-integration-d8-logs |
e +

|

|

v
e +
| d8 tf flant-integration-d8-logs 0
ey +

|

|

v
e +
| d8 tf flant-integration-d8-logs 1
P +

|

|

v
ety +
| d8 cluster sink flant-integration-loki-storage |
e +

UToOBI MOCMOTPETH 00BEM Tpaduka Ha KaXKIOM dTare 00pabOTKH JIOTOB, UCIIONB3YyHTEe KOMaH/Y:

vector top

IIpumep BbIBOJA KOMAHIBI:

Vector TOP output

Jist mpocMOTpa BXOJHBIX JaHHBIX HA Pa3HBIX CTaIUsAX 00pabOTKH JIOTOB HCIIOIB3YHTE KOMAH/IY:

vector tap

Vka3aB B Heli [D KOHKpeTHOTO ATara 00pabOTKH, BBl CMOXKETE YBUIETh JIOTH KOTOPBIE TIOCTYTAIOT
Ha 3TOM dTane. Takxke Mmoaaep;KUBaloTCs BEIOOPKHU B popmare glob, Hampumep,

cluster logging config/*.

[TpocmoTp 70T0OB 10 MPpUMEHEHUs MpaBui TpaHcopmanuii (cluster logging config/* sapnsercs

MepBoO# cTaaueit 00paboTKH COTIacCHO BBIBOAY KOMaH bl vector graph):

vector tap 'cluster logging config/*'

HN3meHEnnbBIC JIOTH, MIOCTYIIAOMIUEC HAa BXO CICAYIOINUX B LCIOYKEC KOMIIOHCHTOB KaHAJIOB:
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vector tap 'transform/*'

Jlns oTmanku nmpaBmit Ha si3eike Vector Remap Language (VRL) ucnonb3yiite KomaHy:

vector vrl

IIpumep VRL-nmporpammer:

= {"testl": "lynx", "test2": "fox"}
del (.test2)

4.14.5.3 JloGaBrieHne moaIep kK HOBOTO source min sink

Monyns log-shipper B cobupaetcst Ha ocHOBe Vector ¢ orpaHUYeHHBIM HA0OpOM cargo-(pyHKITUH,

9TOOBI MUHUMHU3UPOBATh pa3Mep 3amycKkaeMoro Qaiisia 1 yCKOpUTh COOPKY.

UTO0OBI MOCMOTPETH BECH CIIMCOK MOAICPKUBAEMBIX (PYHKITHH, BBIMIOTHUTE KOMAH/TY:

vector list

Ecnu HyxHBIH source niu sink oTCyTCTBYeT, 00aBbTE COOTBETCTBYIOILYIO cargo-(Q)yHKIHIO B

Dockerfile.

4.14.6 OcoOble cnyuan

Ecnu B ki1acTepe mpocTpaHcTBa HMEH pa3MEUEHBI C TOMOIIBIO JICHOI0B (HanmpuMep,
environment=production), BBl MO>KETE HCIIOJIb30BaTh omiuto labelSelector s coopa moros u3

MPOAYKTUBHBIX TPOCTPAHCTB UMEH.

[Tpumep koHUTypaLuu:

apiVersion: deckhouse.io/vlalphal
kind: ClusterLoggingConfig
metadata:
name: production-logs
spec:
type: KubernetesPods
kubernetesPods:
namespaceSelector:
labelSelector:
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matchLabels:
environment: production
destinationRefs:
- loki-storage

B 1O «Deckhouse Platform» npexycmotpen neiion log-shipper.deckhouse.io/exclude=true mis
UCKJTIOUCHHS OTTPEICTICHHBIX MOI0B U MPOCTPAaHCTB UMEH. OH MOMOraeT 0OCTAaHOBUTH COOP JIOTOB €

MOJIOB M MTPOCTPAHCTB UMEH 0€3 M3MEHEHUS TII00AIbHON KOH(PUTYpAIIHH.

apiVersion: vl
kind: Namespace
metadata:

name: test-namespace

labels:

log-shipper.deckhouse.io/exclude: "true"

apiVersion: apps/vl
kind: Deployment
metadata:

name: test-deployment
spec:

template:
metadata:
labels:
log-shipper.deckhouse.io/exclude: "true"

4.15 Bupryanuzauus

IO «Deckhouse Platform» mo3BoNsieT JeKJIapaTUBHO CO3/1aBaTh, 3allyCKaTh W YIPAaBIATh
BUPTYQJIbHBIMU MAaIllMHAMHU U WX pecypcaMu. BupTyanmsamusi OCyIIECTBISETCS C IMOMOIIBI0 MOy
virtualization, KoTopbIii oOOecreYrBacT 3alyCK M YMpPaBICHHWE BUPTYaJbHBIMH MAaIlMHAMH M HX
pecypcamu. i ympaBlieHUsI pecypcaMu KiacTepa HCIONb3yeTCs yTHIUTa KOMaHIHOW cTpoku d8.
BupryanpHasi MamimHa 3amycKaeTcsi BHYTPH IOJa, JJIS TOTO, YTOOBI YIPABIATH BHPTYaIbHBIMU
MallMHaMH KakK OOBIUHBIMEH pecypcamu Kubernetes u wucmonb30BaTh BCe BO3MOXKHOCTH, BKITFOYAs

6aJ'IaHCI/IpOBHH/IKI/I Harpysku, CETCBbIC ITOJIMTUKH, CPECACTBA aBTOMAaTU3alluu U T. 1.

4.15.1 Bxmrouenue moayns virtualization

Pa6ora ¢ MOAYJIEM NPCAIIOJIAracT HaJanu4nue nmpeaABapruTCIbHO pa3BépHYTOI‘O KJIaCTepa.

JUis BKITIOUEHHsI MOYJIsl IpUMEHHTE (ailsl KOHPUTypaK WIK BOCIIONIB3YyHTEeCh KOHCOJbIO:
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[Tpumep daiina kondurypammm:

d8 k apply -f -<<EOF
apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: virtualization
spec:
enabled: true
version: 1

settings:
dvcr:
storage:
persistentVolumeClaim:
size: 50G

storageClassName: sds-replicated-thin-rl #Bam cymectTryilommii storageClass
type: PersistentVolumeClaim
virtualMachineCIDRs:

- 10.66.10.0/24 #AxTyasibHad CeThb IJid Ballero KJjacTepa
EOF

OTCJIGI[I/ITB TOTOBHOCTb MOAYJISA MOXKHO C MUCITIOJIb30BAHUCM CHGHYIOH_Ieﬁ KOMaH/bI:

d8 k get modules virtualization

IIpumep BeIBOIA:

NAME WEIGHT SOURCE PHASE ENABLED READY
virtualization 900 deckhouse Ready True True

daza Mmoxyins 1oipKHaA ObITh Ready.

4.15.2 Hacrpolika XpaHUIMILIA

Jis pabotel Moaynst virtualization HEOOXOIUMO HACTPOHUTH XPAaHWIUIIE, KOTOPOE UCIOIb3YeTCs

HECKOJIBKMMH KOMITOHeHTaMH Tuiatgopmbl. OHO npumMensieTcst 11t pabotsl cepsuca DVCR, B koTopom

XpaHATCA 06pa3H BUPTYAJIBHBIX MAIllMH, a TAaKXC JIA CO3JaHHA W XPAaHCHUA AWCKOB BHUPTYaJIbHBIX

MalIITHH.
Mopnyrnem virtualization o Iep>KHBArOTCS CIIEAYIONTNE XPAHMITUIIA:

e JlokanbHOE XpaHWIHIIE HA OCHOBE LVM;
e Pacnpenenénnas cuctema xpanenus: Ceph;
e CereBoe (¢aiinoBoe xpanwmmuiie NFS;

e XpaHWJIMIIE JaHHBIX Ha OCHOBE mpoTokosia SCSI;



RU.86432418.00001-01 90 04-1 118

o Vuudunuposannoe xpanunuiie TATLIN.UNIFIED (Yadro).
Hactpoiika aTix xpanunui nogpoOHo onucaxa B 1. 4.4.

4.15.3 Ilapamerpsl Monyast

Kondurypanus moxysns virtualization 3agaércs uepe3 pecypc ModuleConfig B popmare YAML.

[Tpumep 6a30BOI HACTPONKH:

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: virtualization
spec:
enabled: true
version: 1

settings:
dvcr:
storage:
persistentVolumeClaim:
size: 50G

storageClassName: sds-replicated-thin-rl
type: PersistentVolumeClaim
virtualMachineCIDRs:
- 10.66.10.0/24

VYrpaBiieHHE COCTOSIHUEM MOJYJIsl BO3MOXKHO OCYIIECTBIISATh Yepe3 molie .spec.enabled. Ykaxure:

® {ruye — 4ToObI BKIIFOYUTD MOAOYJIb,

® false — YTOOBI BBIKIIFOYUTH MOTYJIb.

Brixmrouenue Moy notpedyeT aHHOTAIUIO:

kubectl annotate moduleconfig virtualization
modules.deckhouse.io/allow-disabling="true" --overwrite

brok .spec.settings.dvcr.storage 3a1aét mapamMeTpsl OCTOSHHOTO TOMa JIJIsl XpaHEHHs 00pa3oB

(DVCR).

e .spec.settings.dvcr.storage.persistentVolumeClaim.size — pasmep Toma, Hanpumep 50G.
VBeM4YeHNE 3HAUCHHS TIPUBOIUT K PACIIMPEHHUIO XPaHUIHIIIA.
e _spec.settings.dvcr.storage.persistentVolumeClaim.storageClassName — kacc XxpaHeHus,

Harpumep sds-replicated-thin-rl.
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XpaHwiuile, COOTBETCTBYIOLIEE YKAa3aHHOMY KJacCy XpaHEHUs, JOJDKHO ObITh JOCTYIIHO Ha
y3nax, rae 3amyckaercs DVCR. Hcnonbsyrores system-y3mbl Ui worker-y3insl IpU OTCYTCTBUHU

System-y3710B.

brnok .spec.settings.virtualMachineCIDRs conepxxut nepedens nozcereir B ¢popmare CIDR. U3
YKa3aHHBIX JHAIIA30HOB BUPTYAJIbHBIM MAalllMHAM BBIACIIAIOTCA IP-aI[peca aBTOMAaTHYECKH JHUOO I10

3arpocy.
Orpanuuenus:

® TIEpBBIN U MOCTENHUIN aipeca Kax a0l MOACETH 3ape3epBUPOBAHBI;
e moxcetu Onoka .spec.settings.virtualMachineCIDRs He qomkHBI TepeceKkaThCs C MOACETIMU
y3JI0B KJIaCcTepa, MOJACEThIO cepBHUCOB U noaceThio podCIDR;

® yrajeHue MOJCETH, €CIN U3 He€ BhIAaHbI apeca BUPTYaJbHBIM MaIlIMHaM, 3aIPEIIeHO.

[Tapamertp .spec.settings.virtuallmages onpenensieT 10myCTUMBIE KIacChl XpaHEHHUS 1711 00EKTOB

Virtuallmage. [Tpumep:

spec:
settings:
virtualImages:
allowedStorageClassNames:
- sc-1
- sc-2
defaultStorageClassName: sc-1

3necsh:

e allowedStorageClassNames (OMIIHOHAIBEHO) — CIHUCOK IOmycTUMBIX StorageClass;
e defaultStorageClassName (onuuonansHo) — StorageClass, HCIIONB3yeMBblii IO YMOTYAHUIO IPU
co3nanuu Virtuallmage, ecnu B crienuukanyy He yKa3aH

.spec.persistentVolumeClaim.storageClassName.

[Tapamertp .spec.settings.virtualDisks onpenernsier nomycTumMple Kiacchl XpaHeHHs! i 00bEKTOB

VirtualDisk. [Tpumep:

spec:
settings:
virtualDisks:
allowedStorageClassNames:
- sc-1
- sc-2




RU.86432418.00001-01 90 04-1 120

defaultStorageClassName: sc-1

3nech:

e allowedStorageClassNames (omnuoHaabHO) — CIMHUCOK JonmycTuMBIX StorageClass;
e defaultStorageClassName (onmmonansHo) — StorageClass, HCTIONB3yeMBblid IO YMOTYaHUIO IPU
co3nanuu VirtualDisk, ecnu B cienndukanuy He yka3zaH

.spec.persistentVolumeClaim.storageClassName.

4.15.4 OO06pa3sl

Pecypc ClusterVirtuallmage cayxuT mia 3arpy3ku oOpa3oB BHUPTYaJbHBIX MallldH BO
BHYTPHUKJIACTEPHOE XPAHWJIMIIE, MOCIE YEro C €ro MOMOIIbI0 MOXKHO CO37aBaTh JUCKH BUPTYaJbHBIX

MamvH. OH I0CTYIIEH BO BCEX IPOCTPAHCTBAX UMEH U MIPOEKTAX KiacTepa.
[Tponecc co3nanus oO6pa3a BKIOYAET CIECAYIOIINE IIark:

e [lonw3oBarens co3naér pecype ClusterVirtuallmage.
e [locne co3manus 0O6pa3 aBTOMaTHUECKH 3arpyKaeTcs U3 YKa3aHHOTO B crienudukanmm
ncrounuka B xpanuiuiie (DVCR).

e [locie 3aBepiieHUs 3aTPy3KH peCypC CTAHOBUTCS JOCTYITHBIM ISl CO3/IaHUS TUCKOB.
Cy1iecTBYIOT pa3inyHble TUIIBI 00pa30B:

1SO-06pa3 — ycTaHOBOUHBIN 00pa3, UCHOJIb3YEMbIN JUIsl HAYaJlbHOM YCTAHOBKHM ONEPAIIMOHHON
cuctembl (OC). Takue oOpa3bl BeimyckatoTcs npousBoautessiMu OC 1 UCTIONB3YIOTCS I YCTAaHOBKH HA

¢dbuznyeckue U BUPTyaJibHbIE CEPBEPHI.

Obpa3 Oucka ¢ npedyCMAHOBIEHHOU CUCMEMOlU — COIEPKHUT YXKE YCTAaHOBIECHHYIO H
HAaCTPOCHHYIO OIEPAlMOHHYIO CHCTEMY, TOTOBYIO K HCIOJB30BAaHHUIO IOCIIE CO3/IaHUS BHPTYaTbHOU
MamuHbl. [0TOBBIE 00pa3bl MOXKHO MOJTYYUTh HA pecypcax pa3paboTUYUKOB AUCTPUOYTHBA, JINOO CO3aTh

CaMOCTOATCIIBbHO.

[TonnepxuBarorcs crneayromre GopmMaTsl 00pa3oB ¢ MPEAYCTAHOBICHHON CUCTEMOI:

® (cow2;
® raw;
e vmdk;

e vdi.
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OO6pa3bl MOTYT OBITH CHKAThl OTHUM U3 CIEAYIOIIUX aJITOPUTMOB CHKATUS: 87, XZ.

[Tocne cosmanussi pecypca ClusterVirtuallmage Tum wu pasmep oOpasa omnpenensrorcs

aBTOMAaTUYECKHU, U 3Ta HH(POpMAIUs OTpakaeTcsl B CTaTyce pecypcea.

OO0pasbl MOTYT OBITh 3arpy’K€Hbl W3 Pa3IHYHBIX HCTOUYHUKOB, Takux kak HTTP-cepmepsl, rme
pacnoiokeHs! (aitiel 00pa3oB, WM KOHTEHHEPHBIE peecTphl. Takke HOCTYIHA BO3MOXHOCTh 3arpy3Ku
00pa3oB HampsMyl0 W3 KOMAaHIHOW CTPOKH C HWCIIOJIIb30BaHUEM YTWIUTHI curl. OGpa3sl MoryT OBITh

CO3JIaHbl U3 IPYTHX 00pa30B U JUCKOB BUPTYaJIbHBIX MAIIHH.
PaccmoTrpum BapuanT co3nanus kinactepHoro oopaza ¢ HTTP-cepsepa.

YroOrl co3nars pecypce ClusterVirtuallmage, BeimosnnuTe cienyromryto komanny (ykaxure URL

obpa3za):

d8 k apply -f - <<EOF
apiVersion: virtualization.deckhouse.io/vlalpha?2
kind: ClusterVirtualImage
metadata:
name: myimage-pvc
spec:
# VlcTouHMK IS cos3maHus obpasa.
dataSource:
type: HTTP
http:
url: <IMAGE URL>
EOF

ITpoBepbTe pesynbrar coznanus pecypca ClusterVirtuallmage, BBIIOTHUB eIy IONIyI0 KOMaHIY:

d8 k get clustervirtualimage myimage-pvc

KopoTtkuii BapuaHT KOMaH/Ibl:

d8 k get cvi myimage-pvc

B pesynbrare Oyner BeiBeaeHa HHGOPMALUS O pecypce:

NAME PHASE CDROM PROGRESS AGE
myimage-pvc Ready false 100% 23h

[Tocne co3nanus pecypc ClusterVirtuallmage MoxkeT HaXOAUTHCS B OTHOM U3 CIETYIOIINX

coctosHUi ((haz):
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® Pending — 0XWUIaHNE TOTOBHOCTH BCEX 3aBUCHUMBIX PECYPCOB, TPEOYIOIINUXCS /IS CO3AAHUS
obpa3za;

o WaitForUserUpload — oxwunanue 3arpy3ku o0pasa monb3oBateneM ((haza mpucyTCTBYET TOIBKO
s type=Upload);

® Provisioning — unéT MpoIecc co3nanus oopasa;

® Ready — o0pa3 co3aH v TOTOB JUIS UCIIONIb30BAHUS;

e [ailed — npousonnia omuOKa B mporiecce co3aaHust oopasa;

e Terminating — uAET npoliecc ynajaeHus oopasza. O0pa3 MOKET «3aBUCHYTh» B JAHHOM

COCTOSIHMH, €CJIN 1€ TOAKIIIOYEH K BUPTYaJIbHON MallIVHE.

o Tex mop, moka oOpa3 He nepemén B ga3y Ready, conep:kumoe Bcero OJioKa .Spec JOMyCKaeTCs
U3MEHATh. [Ipy M3MEHEHHMH MpPOIeCC CO3IAaHHMU JHCKa 3alyCTUTCS 3aHOBO. Ilocie mepexona B ¢asy

Ready conepxumoe O110ka .Spec MEHSITh HEJIb3SI.

JunarHoctuka mpoOlieM C pecypcoM OCYIIECTBISIETCS IMyTeM aHaiu3a HWHpopMmanuud B OJIOKe

.status.conditions.

YtoO0bI OTCJICAUTD IMPOLECCC CO3AaHUA O6p2[32l, ,[LO6E[BBTC KJIFOY -W K KOMaHZI€ IIPOBCPKU PE3YJIbTaTa

CO3JaHMA pecypcea:

d8 k get cvi myimage-pvc -w

[Tpumep BbIBOAA:

NAME PHASE CDROM PROGRESS AGE
myimage-pvc Provisioning false 4s
myimage-pvc Provisioning false 0.0% 4s
myimage-pvc Provisioning false 28.2% 6s
myimage-pvc Provisioning false 66.5% 8s
myimage-pvc Provisioning false 100.0% 10s
myimage-pvc Provisioning false 100.0% 16s
myimage-pvc Ready false 100% 18s

B omucanun pecypca ClusterVirtuallmage MOXXHO TONXYYHUTh AOMOTHUTEIBHYIO HH(POPMAIUIO O

cKauaHHOM oOpa3e. {7151 3TOro BBIOJHUTE CIAEAYIOUTYI0 KOMAaHY:

d8 k describe cvi myimage-pvc

O0pa3, XxpaHsIUHCS B peecTpe KOHTEHHEPOB, UMeeT onpeeEHHbIN GpopmaT. PaccmoTpum

CO3JaHHEC TaKOro o6pa3a:
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Jns Hauaa moAroToBhTE 00pa3 BUPTyaIbHOM MAIlIMHBI.

B 3aKkpbITOM KOHTYpe JIOCTYI K BHEIIHUM pecypcam, Kak MMpaBuiio, OTCYTCTBYET, TO3TOMY 00pa3

HCO6XOI[I/IMO NpEABAPUTCIILHO 3arpy3uTh U pa3MCCTUTDh B JOCTYIIHOM JIOKAJIbHOM XpaHUJINIIC.

[Tpu Hanmumu gocTyna K cetu oopa3 MoxHO ckayath mo URL:

curl -L <IMAGE URL> -o myimage-pvc.img

Jlanee Ha oTAeIbHOI BUpPTyalbHOU MamuHe, He Bxoxsuie B kiaactep Deckhouse Platform,

coznaiire Dockerfile co cienyronmm conepKUMbIM:

FROM scratch
COPY myimage-pvc.img /disk/myimage-pvc.img

Cobepute KOHTEWHEpPHBIM 00pa3 M 3arpy3uTe €ro B 3apaHee IOATOTOBJIEHHBIN peecTp
KOHTeliHepoB, noctynHbld U3 kiaacrtepa [10 «Deckhouse Platform». B mpumepe Huxke ncnosib3yercs
nyomuuHelii peectp docker.io. Jlns BeIMONHEHUs KoMaHA TpeOyeTcs y4E€THasl 3amuch B BBIOPAHHOM

peecTpe U HaCTPOCHHOE OKPY)KCHHE COOPKH.

docker build -t docker.io/<username>/myimage-pvc:latest

rae <username> — UMs MOJIB30BATENIA, YKa3aHHOE MpHU peructpanuu B docker.io.

3arpy3uTe co3AaHHbIA 00pa3 B peeCcTp KOHTEHHEPOB:

docker push docker.io/<username>/myimage-pvc:latest

Uro0bI HCTIONB30BATH 3TOT 00pa3, Co3/1aliTe B KauecTBE IpUMeEpa pecypc:

d8 k apply -f - <<EOF
apivVersion: virtualization.deckhouse.io/vlalpha?2
kind: ClusterVirtualImage
metadata:
name: myimage-pvc
spec:
dataSource:
type: ContainerImage
containerImage:
image: docker.io/<username>/myimage-pvc:latest
EOF
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Uto0s! 3arpy3utTh 00pa3 U3 KOMaHIHOW CTPOKH, MPEABAPUTEIBHO CO3IAlTE CICAYIONUNA pecypc,

Kak npeactaBineHo Huxke Ha mpuMepe ClusterVirtuallmage:

d8 k apply -f - <<EOF
apiVersion: virtualization.deckhouse.io/vlalpha?2
kind: ClusterVirtualImage

metadata:
name: some-image
spec:
# HacTporkmu mcTouHMKa ofpasa.
dataSource:
type: Upload
EOF

[Tocne co3manms pecypce nepeinér B a3y WaitForUserUpload, 4To roBOpUT O TOTOBHOCTH K

3arpyske oopasa.

I[OCTYHHO ABa BapUaHTa 3arpy3ku — C y3JIa KJIACTEpa U C NPOU3BOJIBHOIO y3Jia 3a MpCaciaMu

KJacrepa:

d8 k get cvi some-image -o jsonpath="{.status.imageUploadURLs}" | Jjg

IIpumep BeIBOIA:!

{

"external":"https://virtualization.example.com/upload/g20uLgRhdAWglJsCMyNvcdt4o5ERIw
mmll ,

"inCluster":"http://10.222.165.239/upload"
}

3nech:

o inCluster — URL-aapec, KOTOPBIA HCTOIB3YETCS, €CITM HEOOXOIUMO BBITIOJTHUTH 3aTrPYy3Ky
o0pasa ¢ OIHOTO U3 Y3JIOB KJIaCTepa;

e external — URL-aapec, KOTOPBI HUCTOIB3YETCS BO BCEX OCTABHBIX CITydasiX.

B kauectBe npumepa 3arpysure odpa3 Cirros:

curl -L http://download.cirros-cloud.net/0.5.1/cirros-0.5.1-x86 64-disk.img -o
cirros.img

BrimonnuTe 3arpy3ky oopasa ¢ UCTIOIb30BaHHEM CIEAYIONICH KOMaH IbI:
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curl https://virtualization.example.com/upload/g20uLgRhdAWglJIsCMyNvcdt4o5ERIwmm
--progress-bar -T cirros.img | cat

[Tocne 3aBepuieHus 3arpy3ku oOpa3 AOKeH ObITh co3laH U mepeBeAcH B a3y Ready. UtoObl

MPOBCPUTH 3TO, BBIIIOJIHUTC CICAYIOLIYIO KOMAHAY:

d8 k get cvi some-image

IIpumep BeIBOIA:

NAME PHASE CDROM PROGRESS AGE
some-image Ready false 100% 1m

4.15.5 Kiaccel BUpTyalbHbIX MallMH

Pecypc  VirtualMachineClass  mnpegHazHaueH Juis  IEHTPAJIM30BaHHOM  KOHQUIypauuu
MPEAIOYTUTEIBHBIX IMAPAMETPOB BUPTYAIbHBIX MamuiH. OH MO3BOMISIET onpeaensaTh nHeTpykuuu CPU,
nonuTHKU KoH(purypamuu pecypcoB CPU u mamMsatu Afis BUPTYyaJlbHBIX MAIllMH, a TaKXKe OMPEAETSATh
COOTHOIIIeHHsI ATHX pecypcoB. [lommmo »storo, VirtualMachineClass obGecrneunBaer ympaBieHHe
pasMeleHrneM BHPTYaJIbHBIX MAIIMH 10 y3JaM IUIaTGopMbl. DTO TO3BOJISET aIMHHHCTPATOPaM
3pQPEKTHBHO YIPABIATh peCypcaMy IUIATGOPMBI BUPTyalW3allMd W ONTHMAJbHO pa3MellaTh

BUPTYAJIbHBIC MAIlIMHBI HA Yy3JI1aX HJIaT(i)OprI.

[To ymonuanuio aBTOMaTu4ecku co3maercs onuH pecypc VirtualMachineClass ¢ tumom generic,
KOTOpBIM TMPEACTaBISIET YHUBEpcaIbHYI0 Mozaeiab CPU, MCMoONb3yrolyl JOCTAaTOYHO CTapyro, HO
MOJACPKUBAEMYIO OOJBIIMHCTBOM COBPEMEHHBIX IMpolieccopoB Moneiab Nehalem. DT1o mo3Bomser

3amyckaTh BM Ha m00bIX y3/1ax KjlacTepa ¢ BO3SMOKHOCTBIO «GKUBOM» MHUTPAITUH.

Pexomenayercs co3maTh kKak MUHUMYM ofauH pecypc VirtualMachineClass B kimactepe ¢ TUIIOM
Discovery cpasy mocie Toro, Kak Bce Y3Ibl OyAyT HaCTPOEHBI U J00aBIIEHBI B KJacTep. DTO MO3BOJIUT
UCIIONB30BaTh B BUPTYAJIbHBIX MAIlMHAX YHHUBEPCAIBHBIA MPOIECCOpP ¢ MAKCHUMAaJIbHO BO3MOXKHBIMH
xapakrepuctukamu ¢ yderom CPU Ha y37ax KiacTepa, YTO TO3BOJHMT BHUPTYaIbHBIM MAaIllHAM
HCIIONIB30BaTh ~MakcUMyMm Bo3MokHocTed CPU wuw mnpm  HEoOXoauMoCTH  OeCHpensiTCTBEHHO

OCYHICCTBJIATH MUTPAlUI0 MCKAY y3JIaMHU KJIaCTepa.

YroOs! BeiBeCcTH criucok pecypcoB VirtualMachineClass, BEITOTHUTE CIEIYIONTYI0 KOMAHY:

d8 k get virtualmachineclass

IIpumep BIBOAA:
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NAME PHASE AGE
generic Ready 6dlh

Ob6s3arenbHO yKasbiBaiiTe pecype VirtualMachineClass B koH(pUTrypanuy BUPTYaIbHOW MAaIIHHEIL.

[Tpumep ykazanus kinacca B cnerupuxanuu BM:

apiVersion: virtualization.deckhouse.io/vlalpha?2
kind: VirtualMachine
metadata:
name: linux-vm
spec:
virtualMachineClassName: generic # HasBaHue pecypca VirtualMachineClass.

CrpykTrypa pecypca VirtualMachineClass BRIISIUT CEAYIONMM 00pa3oMm:

apiVersion: virtualization.deckhouse.io/vlalpha2
kind: VirtualMachineClass
metadata:
name: <vmclass-name>
spec:
# BJIOK ONMCHBAET [apaMeTph BMUPTYAJIbLHOTO MpOolieccopa IJid BUPTYAaJIbHBIX MAlMH .
# VI3MeHSTH IaHHBM OJIOK HeJb3d [NOCJle CO3IaHusa pecypca.
cpu:

# (onumoHaJsIbHEY OJiok) ONMCHBaeT NpaBuila pasMelleHMs BUPTYaJIbHEIX MallMHEl 10 y3JlaM.

# HpM MSMEHEHNNM aBTOMaATUUECKNM IIPUMMEHAETCA KO BCEM BUMPTYAJIBHEIX MallMHaM,
MCIOJIb3ylmMM OaHHem VirtualMachineClass.

nodeSelector:

# (onumoHaJibHEM GJiIok) ONMCHBAET MOJUTUKY HACTPOMKU PEeCYpPCOB BUPTYAJILHBIX MallMH .

# HpM MSMEHEHNNM aBTOMaATUUYECKNM IIPUMMEHAETCA KO BCEM BUMPTYAJIBHEIX MallMHaM,
MCIOJIb3ylMM OaHHe VirtualMachineClass.

sizingPolicies:

anee paccMOTpuUM HACTPOUKH OJIOKOB O0JIee IeTaabHO.

bnok .spec.cpu no3BosnsieT 3anarh win Hactpouts VCPU st BM.

Hactpoiiku 61oka .spec.cpu nocie coznanus pecypea VirtualMachineClass n3MeHSTh HENb3s1.
[Tpumepb! HacTpoiiku OJIoKa .Spec.cpu:

Knacc ¢ vCPU c¢ tpebyembiM HaOOPOM MPOIECCOPHBIX HHCTPYKITU. [IJis 3TOr0 ucnomnb3yiite type:

Features, yToObI 3a71aTh HEOOXOUMBIN HAOOP MOAAEPKUBAEMBIX HHCTPYKIIMI JIJIs1 TIpoLieccopa:

spec:
cpu:
features:
- vmx
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type: Features

Knacc ¢ yauepcansubiv VCPU mutst 3a1anaoro Habopa y3ioB. [ 3Toro ucnons3yite type:

Discovery:
spec:
cpu:
discovery:
nodeSelector:
matchExpressions:
- key: node-role.kubernetes.io/control-plane
operator: DoesNotExist
type: Discovery

Kiace ¢ type: Host ucnonssyetr Buptyansubiii vVCPU, MakcHMMaibHO COOTBETCTBYIOIIMK HAOOpY
uHcTpykuuid vCPU  y3nma mmargopmbl, 4uTto oOecredrBaeT BBICOKYIO MPOM3BOIUTENBHOCTh U
¢byHKIMOHANBHOCTh. OH TaKke TapaHTUPYeT COBMECTUMOCTb C JKMBOW MUTpalued Ais y3JIoB ¢
MIOXO)KMMH THUIIaMU TIpolieccopoB. Hampumep, Murpanus BUPTyadbHOM MAaIlMHBI MEXIY Y3JIaMU C
nporeccopamu Intel 1 AMD HeBo3MO)KHa. DTO TaKK€ OTHOCHTCS K MPOLECCOPaM Pa3HbIX IMOKOJICHUH,

TaK KaK MX HaOOpbl HHCTPYKIUN MOTYT OTIIMYAThCS.

spec:
cpu:
type: Host

Knacc ¢ type: HostPassthrough ucrionbsyer pusudeckuit CPU y3na mnardopMbl 6e3 H3MEHEHHIA.
BupryanbHast MaiiiHa, HCHONB3YIONIAs 3TOT KJIACC, MOXKET OBITh MHUTPHUPOBaHA TOJBKO Ha y3€l, y

kotoporo CPU touno coBnagaer ¢ CPU ucxonHoro ysia.

spec:
cpu:
type: HostPassthrough

Uto6sr coznath VCPU KOHKPETHOTO Tpolieccopa C MPEeABAPUTEIIBHO ONPEeIEHHBIM Ha00pOM
WHCTPYKIIMH, ucnonb3yite Tum type: Model. [IpeaBapurenbHo, 4TOOBI MOMYyYHTh NIEPEUEHb Ha3BaHUMA

NMOAACPIKUBACMBIX CPU AJId y3J1a KJIACTEpa, BBIIIOJIHUTC KOMaHY:

d8 k get nodes <node-name> -o json | jgq '.metadata.labels | to_entries[] |
select(.key | test("cpu-model.node.virtualization.deckhouse.io")) | .key |
split("/")[1]"' -r
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[Ipumep BrIBOIA:

Broadwell-noTSX
Broadwell-noTSX-IBRS
Haswell-noTSX
Haswell-noTSX-IBRS
IvyBridge
IvyBridge-IBRS
Nehalem

Nehalem—-IBRS

Penryn

SandyBridge
SandyBridge—-IBRS
Skylake-Client-noTSX-IBRS
Westmere
Westmere-IBRS

Hanee ykaxxure B cnerudukamnuu pecypca VirtualMachineClass cnenytromee:

spec:
cpu:
model: IvyBridge
type: Model

brok .spec.nodeSelector onmponanes. OH MO3BOJISET 3a/1aTh Y3J1bl, HA KOTOPBIX OyIyT

pasmemarscss BM, ncniomnb3ytonue gaHHbIin vimclass:

spec:
nodeSelector:
matchExpressions:
- key: node.deckhouse.io/group
operator: In
values:
- green

brok .spec.sizingPolicy mo3BosnsieT 3a1aTh NOIUTUKU Caii3UHra pecypcoB BUPTYaIbHbBIX MAlllUH,

KOTOpPBIE HCIIONB3YIOT vmclass.

W3menenus B 6moke .spec.sizingPolicy Taxke MOTYT MOBIMATH Ha BUPTyajbHble MalIuHbL. Jnis
BUPTYaJIbHBIX MAIlIMH, Ybsl TOJUTHKA Caii3UHTa HE OYIeT COOTBETCTBOBATh HOBHIM TpPeOOBAHUSIM

noJuTukH, yeinosue SizingPolicyMatched B 6110ke .status.conditions Oyner inoxxubM (status: False).

ITpu HacTpoiike sizingPolicy Oynbre BHMMaTenbHbl W yuuTbiBaiite Tomosoruto CPU s

BUPTYAJIbHBIX MAIIIWH.

brok cores oOsi3aTenbHBIN M 3a/1a€T JAMANa30HKI sIep, Ha KOTOPBIE PACIPOCTPAHSIETCS TPABUIIO,

OIIMCAHHOE B DTOM K€ OJIOKE.
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Juana3zonbl [min; max] s mapaMmeTpa cores JIOJDKHBI ObITh CTPOTO TOCJIEIOBATCIbHBIMUA W

HCIICPCCCKAOIIUMMUCH.

[IpaBunpHas cTpykTypa (AMarna3oHbl UAYT APYT 3a APYTroM 0e3 MepeceueHmii):

- cores:
min: 1
max: 4
- cores:
min: 5 # HauaJsio ciemyomero OuanasoHa = (npelsnoyumit max + 1)
max: 8

HenomycTtumelii BapuaHT (nepeceueHue 3Ha9YeHu):

- cores:
min: 1
max: 4
- cores:
min: 4 # Ommbka: 3HaueHre 4 yxXe BXOIOUT B MNPEeNBOyIMA IMarnas3oH
max: 8

[TpaBuno: Kaxxap1ii HOBbIM quaria3oH J0KEH HAYMHATHCA CO 3HAUCHUS, HEITOCPEICTBEHHO

CJIEYIOIIETO 32 max MpebIAyIIero Auana3oHa.
Jnst kaxaoro quanaszoHa siaep cores MOXKHO 3a/1aTh JOTIOTHUTEIbHBIC TPEOOBAHMUS:

- Ilamsate (memory) — yKa3bIBaeTCs:

- JIubo MUHUMYM U MaKCUMYM TIaMSITH JIJIsl BCEX sJEp B TUAMa3oHe,

- JInubo MUHUMYM ¥ MaKCUMyM NaMsTH Ha O7IHO sApo (memoryPerCore).

- Jlomyctumeie nonu siaep (coreFractions) — crucok pa3pelieHHbIX 3HaYeHUH (Hanmpumep, [25,

50, 100] mnst 25%, 50% wnu 100% ucnonbp3oBaHus Aapa).

Baowcno.  Jlna  kasicooco ouanazona cores obszamenvHo yKaxcume: aubo memory (unu

memoryPerCore), nubo coreFractions, 1ubo oba napamempa 00HOBPEMEHHO.

[Tprmep NOAUTHUKY C 1TOTOOHBIMU HACTPOUKAMMU:

spec:
sizingPolicies:
# Ins muanasoHa oT 1 mo 4 amep BO3MOXHO MCIOJNB30BaTh OoT 1 mo 8 I'B omepaTuBHOM
namMsaTu Cc marom 512Mi,
# 7.e 1 TB, 1,5TB, 2 TB, 2,5 TBu . 1.
# 3anpemeHoO MCIOJIL30BATH BHINEJIEHHEE SIpa.
# JocTynHE BCe BapMaHTH apamMeTrpa corefraction'.
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- cores:
min: 1
max: 4

memory:
min: 1Gi
max: 8Gi

step: 512Mi
coreFractions: [5, 10, 20, 50, 100]
# Ing muanasoHa oT 5 mo 8 samep BOBMOXHO MCIOJB30BAThH OT 5 mo 16 I'B onepaTMBHOM
namMaTu ¢ marom 1 I'B,
# 7r.e. 5B, 6 IB, 7IBu . 1.
# 3BamnpemeHO MCIOJIL30BATH BHIIEJIEHHEE SIpa.
# JoCcTynHE HEKOTOPHIE BapMaHTH napameTpa corefraction’.

- cores:
min: 5
max: 8

memory:

min: 5Gi

max: 16Gi

step: 1Gi

coreFractions: [20, 50, 100]
# Ina muanasoHa oT 9 mo 16 gImep BOSMOXHO MCIOJNL30BATH OT 9 mo 32 I'B onepaTMBHOM
naMaTt ¢ marom 1 I'B.

# Ipy HeoOXOOMMOCTM MOXHO MCIIOJIb30BATH BHIEJIEHHEE SIpa.
# JOoCTyNHEI HEKOTOPHEIE BapMaHTH HapameTpa corefraction’.

- cores:
min: 9
max: 16

memory:

min: 9Gi
max: 32Gi
step: 1Gi
coreFractions: [50, 100]
# Ins muanasona oT 17 mo 248 samep BOBMOXHO MCIOJL30BATH OoT 1 mo 2 I'B onepaTMBHOM
naMAaTy M3 pacdéTa Ha OHOHO AOpo.
# IHOCTYIHEl IJIS MCIOJIb30BAHMSA TOJIBKO BHIIEJIEHHBEE SIOPa .
# EOVMHCTBEHHBDI OOCTYMNHHII HapaMeTp corefraction™ = 100%.
- cores:
min: 17
max: 248
memory :
perCore:
min: 1Gi
max: 2Gi
coreFractions: [100]

[Tpumep koudurypauuu VirtualMachineClass.

IIpencraBuM, 4TO y Hac €CTh KiacTep M3 4YEThIpeX Y3J0B. J[Ba M3 3THX y3/10B ¢ JeibnoM
group=blue ocHamens! npoueccopoM «CPU X» ¢ Tpems HabopamMy HHCTPYKIIMH, a OCTaJIbHBIE /1B y3J1a
c Jneibmom group=green umeroT Oonee HOBbIM mpoueccop «CPU Y» c¢ dersippMsi Habopamu

WHCTPYKIUN.
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st onTUManbHOTO HMCHONB30BaHMSI PECYPCOB JAHHOTO KiacTepa PEeKOMEHAYEeTCS co3laTh TpU

JIOTIONIHUTENBHBIX Kllacca BUpTyanbHbIX MamuH (VirtualMachineClass):

® universal — STOT KJacc IMO3BOJIMT BUPTyaJbHBIM MallMHAM 3allyCKaTbCcsd Ha BCEX Yy3Jax
1aTOpPMbl U MUTPUPOBATh MeXay HUMH. IIpu 3ToM OyzneT Ucronb30BaThCsl HAOOP UHCTPYKIHMMA
s camoit miaameit mogenu CPU, uto obecriednT HanOOIbIIYI0 COBMECTUMOCTH;

® cpuX — HTOT Kijacc OyneT MNpegHasHadeH A BUPTYaJIbHBIX MAIIHMH, KOTOpPBIE JOJKHBI
3aIycKaTbcsl TOJIBKO Ha y3nax ¢ npoueccopom «CPU X». BM cMmoryT MurpupoBaTb MEXIY
STHMH y3JIaMH, UCTIONB3YsI JOCTYIHbIe Habopbl HHCTPYKIHA «CPU X»;

® cpuY — OTOT Kjacc NMPEeNHa3HAYEeH Ul BUPTYAJIbHBIX MalIWH, KOTOPbIE JOJDKHBI 3aITyCKaThbCs
TOJIBKO Ha y3nax c¢ npoueccopoM «CPU Y». BM cmoryt murpupoBarh MEXIy 3TUMHU y3JaMH,

UCHOJIB3Ys JOCTyIHbIe Ha00opbl HHCTPYKIU «CPU Y».

HaGop uHcTpykuuilt s mpoueccopa — 3T0 HabOp BCeX KOMaH[, KOTOpPbIE MPOLECCOP MOXKET
BBINOJIHATh, TAKMX KakK CJIOKEHUE, BBIYMTAHUE WM pabora ¢ mamsaTbio. OHU ONpeNensior, Kakue
orepaiy BO3MOXHbI, BIUSIOT HA COBMECTUMOCTb MPOTPaMM M HPOU3BOIUTENBHOCTD, & TAK)KE MOTYT

MEHSTBHCS OT OJJHOTO TTOKOJIEHUS IPOLIECCOPOB K APYTOMY.

[TpumepHbIe KOH(DUTYPALIUU PECYPCOB ISl TaHHOTO KJIacTepa:

apiVersion: virtualization.deckhouse.io/vlalpha?2
kind: VirtualMachineClass
metadata:
name: universal
spec:
cpu:
discovery: {}
type: Discovery
sizingPolicies: { ... }
apiVersion: virtualization.deckhouse.io/vlalpha?2
kind: VirtualMachineClass

metadata:
name: cpuX
spec:
cpu:
discovery: {}
type: Discovery
nodeSelector:
matchExpressions:

- key: group
operator: In
values: ["blue"]

sizingPolicies: { ... }

apiVersion: virtualization.deckhouse.io/vlalpha?2
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kind: VirtualMachineClass
metadata:
name: cpuY
spec:
cpu:
discovery:
nodeSelector:
matchExpressions:
- key: group
operator: In
values: ["green"]
type: Discovery
sizingPolicies: { ... }

4.15.6 Mexanusmsbl o0ecrieueHus HaaeKHOCTH

s obecnieuenus HanexxHocTH B I1O «Deckhouse Platform» npenycMoTpeHbl MEXaHU3MBI:

e nepebanancupoBka BM;
® MUTpAIUs U PEKUM 00CITY)KHBAHHUS,

e (oldStandby.

[Tnardpopma mnpenocTaBisieT BO3MOXKHOCTH aBTOMATU3UPOBATH YIPABIECHUE pPa3MEIEHUEM YXKe
3aIlyIIeHHbIX BUPTYalbHBIX MalIMH B KjacTepe. /i akTuBanuu 3Toil pyHKIUK HEOOXOAMMO BKIIOUUTH

moxyns descheduler.

[Tocne BkIIOUEHHS MOIYJS CHCTEMa CaMOCTOATENIBHO CJIEAWT 3a ONTUMaJbHON paboToit

BUPTYAJIbHBIX MAIIIWH B KJIACTEPC. OCHOBHBIE BO3MOKHOCTH MOIOYJIA:

banancupoBka Harpy3ku — cucTeMa aHAJIM3UPYET pEe3epBUPOBAHME IIpolieccopa Ha y3iax
knactepa. Ecau Ha y3ine 3apezepBupoBano 0omnee 80% mporieccopa, cucTeMa aBTOMaTHYeCKU EPEHOCUT
yacTb BM Ha MeHee 3arpyKeHHbIe Y3IIbl. DTO MPEAOTBPAIAeT Meperpy3Ky u 00ecrneunBaeT CTaOMIbHYIO

paboty BM.

[Tonxonsinee pa3melieHne — CUCTEMa MPOBEPSET, COOTBETCTBYET JIU TEKYILIUI y3el TpeOOBaHUIM
kaxxaoi BM, cobOnroneHs! i mpaBuiia pa3MeieHns o OTHOIICHHUIO K Y31y Wi apyruMm BM knactepa.
Hanpumep, ecniu BM He n0mKHa HAXOAMTHCA HAa OQHOM Yy3ie ¢ apyroii BM, Monynb nepeHocur e€ Ha

0oJee MOIXOIAIINN y3eT.

Murpauuss ~ BUPTyaJbHBIX ~ MAallMH  SIBJSIETCS  BaXXHOW  (yHKUIMEH B ympaBlieHHH

BUPTYaJM3UPOBAHHOW WHpacTpyKTypoil. OHa TMO3BONISET TepeMemarb padoTarole BUPTyaIbHbIC
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MAalIMHbBI ¢ OJHOTO (PU3UYECKOro y3ja Ha JApYyroi 0e3 UxX OTKIOUeHHUs. Murpaius BUpTyaabHbIX MAlluH

HeoOxoauMa JIJIs psaa 3a7ad ¥ CIICHAPHCB:

banancupoBka Harpy3ku — I€peMeIlleHue BUPTYyalbHBIX MAalllMH MEXAY Y3JaMu IO3BOJISET
PaBHOMEPHO pacIpenessaTh Harpy3Ky Ha cepBephl, 00ecreuynBasi HCIOJIb30BaHUE PECYPCOB HAMITYyULIUM

o0Opa3zom.

IlepeBox y3nma B pexuMm 0OCITYKUBaHUS — BHUPTyaJlbHbIE MAIIMHBI MOTYT OBITh NEPEMEIIEHBI C
y3JI0B, KOTOPbI€ HYKHO BBIBECTU M3 3KCIUTyaTalldd JUIs BBIMOJIHEHHS IUIAHOBOTO OOCITYKMBAaHUS WIN

OOHOBJICHUS IporpaMMHOIO obOecrieucHus.

OOnoBieHne (IIPOIIHUBKWY BUPTYAJIbHBIX MAallIMH — MUI'palysd MMO3BOJISACT OOHOBHUTEH «IIPOLINBKY»

BUPTYaJbHBIX MAIlIUH, HE TIPEPhIBast UX PadoTy.
Jlanee OyneT paccCMOTpEH MPUMEP MUTPALIUN BEIOPAHHON BUPTYaIbHON MAITUHBI.

Hepej:[ 3allyCKOM MUI'pAllUA IPOBEPHTEC TeKyH_II/Iﬁ CTaryc BHpTyaHBHOﬁ MAaIlIWHBI:

d8 k get vm -w

[Ipumep BrIBOIA:

NAME PHASE NODE IPADDRESS AGE
linux-vm Running virtlab-pt-1 10.66.10.14 79m

B BbIBOzIE 0TOOpaXxKeHO, YTO Ha JaHHBIA MOMeHT BM 3anyiiena Ha y3ine virtlab-pt-1.
Jlns ocymiecTBIEHUs] MHUTPAllid BHPTYaJlbHOW MAIIMHBI C OJHOTO y3Ja Ha JPYrod, ¢ y4eToM
TpeOOBaHUI K pa3MEIICHUI0 BUPTYaJIbHOM MaIIMHBI UcHonb3yercs pecype VirtualMachineOperations

(vmop) ¢ TunoMm Evict. Co3naiite maHHbIN pecypc, ClIeays puMepy:

d8 k create -f - <<EOF
apiVersion: virtualization.deckhouse.io/vlalpha?2
kind: VirtualMachineOperation
metadata:
generateName: evict-linux-vm-
spec:
# VMs BUPTyaJIbHOM MAallMHE.
virtualMachineName: linux-vm
# Omepauusa mJjig MUTPALIUU.
type: Evict
EOF

Cpazy nocie co3iaHus pecypca vmop BBIIIOJHUTE CIEAYIONYI0 KOMaHY:

d8 k get vm -w
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[Ipumep BrIBOIA:

NAME PHASE NODE IPADDRESS AGE
linux-vm Running virtlab-pt-1 10.66.10.14 79m
linux-vm Migrating virtlab-pt-1 10.66.10.14 79m
linux-vm Migrating virtlab-pt-1 10.66.10.14 79m
linux-vm Running virtlab-pt-2 10.66.10.14 79m

Eciu HCO6XO,[[I/IMO npepBaTbh MUT'pALIUIO, YIAJIUTC COOTBCTCTBYIOH_IHﬁ pecypc vmop, IoKa OH

Haxoaurcs B paze Pending mwim InProgress.

[Tpu BbIMOIHEHUHU padOT HA y37aX C 3alyLICHHbIMU BUPTYaJIbHBIMHU MAllIMHAMU CYLIECTBYET PUCK
HapymeHus ux paborocnocoOHocTH. YUTOOBI 3TOro M30€Xkarh, y3el MOXKHO MEPEBECTH B PEXUM

00CITy>)KUBaHHS U MUTPUPOBATh BUPTYyaJbHBIE MAIIMHBI HA JIPYTHe CBOOOIHBIE y3IIbI.

I[J'ISI 9TOI'0O BBIIIOJIHUTC CICAYIOIIYIO KOMaHOY:

d8 k drain <nodename> --ignore-daemonsets --delete-emptydir-data

rae <nodename> — y3eJ, Ha KOTOPOM IPEAINOJIaraeTcsl BBIMOJIHUTE PaObOThl M KOTOPBIM JOKEH

OBITH OCBOOOXIEH OT BCEX PECYpPCOB (B TOM YHCIIE OT CUCTEMHBIX).

Ecmu H€O6XOJII/IMO BBITCCHUTDL C y3Jia TOJBKO BUPTYAJIbHBIC MAallIMHBI, BBIIIOJTHUTC CICAYIOLIYIO

KOMaHJy:

d8 k drain <nodename> --pod-selector
vm.kubevirt.internal.virtualization.deckhouse.io/name --delete-emptydir-data

[Tocne BeimonHeHUsT KoMaH bl d8 k drain y3em nmepeiaér B peskuM 0O0CTYKUBaHUS, U BUPTyaJIbHbBIE

MAaIlIMHEI HA HEM 3aITyCKaTbCA HC CMOT'YT.

UToOBI BBIBECTH €T0 M3 peXUMa OOCITy)XHBaHUS, OCTAHOBUTE BBIMOJHEHHE KOMaHIbI drain

(Ctrl+C), 3aTem BbIOTHUTE:

d8 k uncordon <nodename>

ColdStandby oOecrieynBaeT MeXaHHW3M BOCCTAHOBJICHHsI paOOTHl BUPTYaJbHOM MAIIMHBI TOCIE

c0os Ha y37ie, Ha KOTOPOM OHa Obliia 3amyIieHa.
Jnst paGoThI JaHHOTO MEXaHW3Ma HEOOXOMMO BBITIOIHUTH CJIEIYIONTHNE TPeOOBaHUS

® IS TOJIMTHKY 3aITyCKa BUPTYyallbHON MamuHbI (.spec.runPolicy) J0mKHO OBITH yCTaHOBICHO
onHO U3 cienyromux 3HadeHui: AlwaysOnUnlessStoppedManually, AlwaysOn;

® Ha y3Jax, I7ie 3amyIeHbl BUPTYyaIbHBIC MAIIMHBI, JOJDKEH OBITh BKITIOUEH MexaHu3M Fencing.
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PaccmoTpum, Kak 3T0 paboTaeT Ha puUMepe:

e Kiactep cocTouT u3 Tpex y3noB: master, workerA u workerB. Ha worker-y3nax Bkirou€H
mexaHu3M Fencing. BupryanbHas mammHa linux-vm 3amyiieHa Ha y3ie workerA.

e Ha y3ie workerA Bo3HHKaeT npobiema (BBIKIIOUMIOCH TUTaHUE, TPOMaia CeTh, U T. [1.).

e KoHTposuiep npoBepsieT JOCTYIHOCTh Y3JI0B U OOHApYKHUBAET, UTO wWorkerA HeZOCTyIEH.

o Kourtposmnep ynanser y3en workerA u3 kiactepa.

e BupryanbHas MamyHa linux-vm 3amyckaeTcst Ha ApyroM nojaxozsuiem ysie (workerB).
4.15.7 KoHTpoJb 11€T0CTHOCTH B MOZyIe Virtualization
KonTpone menoctHocTH B Moayie virtualization ocyIiecTBIsieTcs COIVIACHO OOLIUM IpaBHJIaM,
npumensiembM B [10 «Deckhouse Platform» u onucannsiM B 1. 5.7.
4.16 Murpamus naHabIx etcd

Haumnass ¢ Bepcum 1.73 TIO «Deckhouse Platform» pnoGaBnen QyHKIHMOHAT KOHTPOIS
LEJTOCTHOCTH OOBEKTOB, XpaHUMbIX B 0a3e nmaHHbIX etcd . [lng sToro m3mMeHeH (opMaT AAHHBIX

(mogpobHas nadopmarus ykazana B pazuene 5.7.3).

[Tocne oOHOBieHuUs muaropMmbl ¢ Oosiee paHHEH BepCcHH, a TAaKKe B CIydae Pa3BEpPThIBAHHS
KJIacTepa ¢ peXUMOM KOHTpoJisi moanucu Rollback (crangapTHoe 3HaueHUE), TpeOyeTcsl OCYLIECTBUTh

MPOLEAYPY MUTPAINH TaHHBIX.
Jnst ocymiecTBieHrs MUTpaIuu TpeOyeTcst:
1. TlepexkmtounTh peskuM pabOTHI KOHTPOJISI LIETOCTHOCTH Ha Migrate.

PexxuM paboThI KOHTPOJIS 1IETTOCTHOCTH YKa3bIBAETCS TTapaMeTPOM apiserver.signature B

napameTrpax Moayis control-plane-manager (o6bekT ModuleConfig control-plane-manager).

[Tpumep manudecra ModuleConfig control-plane-manager c ykazaHuem pexuma paboThI:

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:

name: control-plane-manager
spec:

settings:

apiserver:
signature: Migrate
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2. Hoxnarbcs ounctku ouepean [10 «Deckhouse Platformy.
B mpormecce mepekimodeHus pekuMa pabdOThl KOHTPOJS IIEIOCTHOCTH OyIEeT OCYIICCTBIICH

nepe3aiyCk noaoB apiserver, B CBA3H C YE€M BO3MOXKHA BpCMCHHAA HCAOCTYITHOCTD apl

[IpoBepuTh cocTosiHUE OYEPETN MOKHO, BHITIOJIHUB KOMaHy Ha master-y3ie:

d8 system queue list

3. OcylecTBUTh MUTPALIMIO TAHHBIX.

[TpeoOpazoBanue hopmaTa XpaHHUMBIX JaHHBIX MPOMCXOAUT MPU UX M3MEHEHHHU. Takum oOpazom
npolelypa MUTPallui CBOIUTCS K MPUHYIUTEeNbHONU Moaudukaun Bcex 00bekToB kubernetes, koropsie

XpansTcs B etcd.

Mnrpauml IIPOU3BOAUTCA C IMOMOINbIO YTHUIMTBI d8. I[J'IH 9TOI0 B YTHUIIUTY I[O63.BJ'ICH3. KOMaHAa

sig-migrate, PacIOJIOKEHHAs B pa3aeie tools.

Komanma sig-migrate (opmupyeT cmmcok Bcex pecypcoB Kubernetes, a Takke moOYepeHO
n00aBIIseT K HUM aHHOTAIMIO d8-migration=<timestamp>, U 3aT€M yJdaJsIeT aHHOTAIlUU C MPEePUKCOM
d8-migration-.

3anycTuTe yTHUIUTY OT MOJIb30BaTells oot ¢ master-y3ia KiacTepa co CIeIYIIUMU
apryMEeHTaMH:

d8 tools sig-migrate

Brumanue! Ilpoyedypa muepayuu svinonnsemcs npoooadicumenvroe spems. B cayuae coos
C8A3HOCMU UMY OMKI0UeHus ssh-ceccuu npoyedypa 6yoem npepsana. Pexomendyemcs sanyck 6

IMYNAMOpe MEPMUHANLA NO MUNY SCTeen UTU tMUX.

Bo3moxkeH 3amyck mporeaypsl MUTPALUH ¢ APYTOro y37a, y KOTOPOTro €CTh JOCTYII K api

KJIacTepa, IyTeM U3MEeHEeHUs (JIaroB 3amycka 3amycka yTUIUTHL.

Komanna sig-migrate UMeeT cieayromue ¢Guaru 3amycka:

Ditar Ormcanue 3HaueHue
M0 YMOJTYaHUIO

--retry BBIIOTHUTH YCTaHOBKY aHHOTAIUN TOIBKO JIIst false
00BEKTOB, KOTOPHIC HE yAAIOCh 00paboTaTh B
MIPEIBITYIIEM 3aITyCKe
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--as Vkazare Kubernetes service account s system:service
BBINOJIHEHMS onepanuii kubectl (impersonation) | account:d8-syst
em:deckhouse

—~log-level Vposens noruposanus (INFO, DEBUG, DEBUG

TRACE)

——kubeconfig ITyTh K daitny kubeconfig mast CLI 3armpocos $HOME/.kube/
config WJIN
$KUBECONFI
G

--context Wwms xontekcra kubeconfig mns nucnons3oBanus | kubernetes-ad
min@kubernet
es

ITo oxoHuannmn BBINIOJIHCHUA, €CCJIN Ha Kakue-11u00 00bEKTHI HE YAaJIOCh YCTAHOBUTb dHHOTAIHMIO,

KOMaHla aBTOMAaTH4Y€CKU BBIBCACT IIPCAYIIPCIKAAOIICC COO6H.ICHI/IC (¢10) cnenylomeﬁ HH(bOpMaHHCﬁI

e KonnuecTBo 00BEKTOB, [UIsi KOTOPBIX HE YIAIOCh MPOM3BECTH MHUIPALIUIO
e [lyru K daiinam ¢ joramu ommooK

e HcTpyKunu 1O paccileZIOBaHUIO U 3aITyCKy TOBTOPHOM MOIBITKH

[Tpumep BbIBOAA NMPU HATUYUH OIMIHOOK:

| Migration completed with 5 failed object(s).

Some objects could not be annotated. Please check the error details:
Error log file: /tmp/failed errors.txt
Failed objects list: /tmp/failed annotations.txt

To investigate the issues:
1. Review the error log file to understand why objects failed
2. Check permissions and resource availability
3. Retry migration for failed objects only using:
d8 tools sig-migrate —--retry

I[J'I?[ HOBTOpHOI\/’I YCTaHOBKH aHHOTaHI/Iﬁ TOJIBKO Ha O6’I)GKTI)I, AJI KOTOPBIX HE YAAJIOCH IMTPOU3BCCTU

MUTpALUIO, UCTIOIB3YHTE (h1ar --retry

d8 tools sig-migrate --retry

[ToBTOpSITH MpoOLEypy MUTPALMK CIEAYET JO TE€X IOp, IOKa YTUIMTA HE COOOIIMT, 4TO OOJblle
HET OOBEKTOB, AJISi KOTOPBHIX HE YIAJOCh YCTAHOBHUTH aHHOTAIIMIO, a TAaKXKe 10 MPEKpalleHHs aiepTa

D8SignatureErrorsDetected.
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5 Omnucanue mapamMeTpoB (HACTPOEK) 0€30MACHOCTH

5.1 Hactpolika ckaHUpOBaHM Ha YA3BUMOCTH

CkaHUpOBaHWE Ha YS3BHUMOCTH OCYIIECTBIISIETCS C IOMOIIBIO MOAYJsl operator-trivy. Momymb
MO3BOJIIET MONyYaTh MHPOpMAIHIO O mpolneMax B HACTPOMKE KiacTepa WM OTAENbHBIX OOBEKTOB
KJIacTepa, a Takke HHpopManuio 00 ys3BUMOCTSIX, HAWJACHHBIX B UCIIOJIb3YEeMbIX 00pa3ax KOHTEHHEPOB.

Yro0b! nomy4ars HHGOPMALUIO O HAJTMYUU YA3BUMOCTEH, HEOOXOAMMO:

® BKIIIOYUTH MOJAYJb CKAHUPOBAHMUS;

e 00HOBUTH 0a3bl ysi3BUMOCTEH (cM. 1. 5.1.1)

® YCTaHOBUTH Ha MPOCTPAHCTBAX UMEH, COACPKAIIUX MOANEKAIUE CKAHUPOBAHHIO TOBI,
aHHOTaluIo security-scanning.deckhouse.io/enabled.

Ecimm momynp operator-trivy paHee ObUT OTKJIIOUEH, TO JJIs €Tr0 BKJIIOYCHHS BBITIOJTHUTE
clenyrony kKoMaHay (TpeOyercs ¢ain xoHpurypamuu moakiaodeHus K kiaactepy (kubeconfig) u

ycraHoBieHHas ytunura d§ (mocrasisiercs B coctase [10 «Deckhouse Platformy)):

d8 system module enable operator-trivy

Jns ycraHOBKM aHHOTaMM security-scanning.deckhouse.io/enabled nHa mnpocTpaHcTBO uMEH,
cozep Kaliee Mmojsl, MoIekKalie CKAaHUPOBAHHUIO HA YSI3BUMOCTH, BBITIOJIHUTE, HAIIPUMEDP, CIICTYIONTYIO
KoMaHzy (TpeOyercs (aiin xkoHpurypanuu noakiaroueHus k kiaacrepy (kubeconfig) u ycranoBnenHas

yruita d8 (mocraBnsiercs B coctaBe [10 «Deckhouse Platformy)):

d8 k label namespace <IPOCTPAHCTBO MMEH> security-scanning.deckhouse.io/enabled=""

HNudopmanus o HaICHHBIX yA3BUMOCTSIX OOHOBJISIETCS MOCIE BKJIIOYECHHUS MOIYIIS operator-trivy
WM YCTaHOBKH aHHOTAIMH Ha MPOCTPAHCTBO MMEH U Jlajiee KaXK/able 6 4acoB.

[TpocMOTp OTUETOB O CKaHMPOBAHUM OCYLIECTBIIsIETCS B BeO-unTepdeiice Grafana B mambopaax
CIS Kubernetes Benchmark u Trivy Image Vulnerability Overview, CrpynmupOBaHHBIX B IalKe

Security (cm.1.5.5):

5.1.1  O6HoBneHHE 0a3bl yA3BUMOCTEN

B cocrase noctaBku 110 «Deckhouse Platform» Bxomut 6a3a ys3BUMoOCTe, KOTOpas He SBIISETCS
akTyaJbHOW. [l mosydeHus axkTyaqbHOW 0a3bl  yA3BUMOCTEM HEOOXOAMMO BBINOJNHATH €€
nepuonueckoe oOHoBIeHHE. PekoMenyemast yactota 0OHOBIICHUS — O/IUH pa3 B CYTKHU.

[Ipy cxaHMpOBaHWMM aBTOMATHUYecKu ompenensercs auctpudytue OC W TpPUMEHSIOTCS
COOTBETCTBYIOIIME JaHHBIE U3 0a3 ys3Bumoctei, mpenoctaBiasiembix DKP CSE. B DKP CSE

HCITIOJIBb3YIOTCA CIICAYIOUC UCTOYHHUKH, IJIS1 HAITOJTHCHUA 0asbl YHBBHMOCTeﬁi
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e bank manubix yrpos 6ezonacuoctu nadopmaruu @CTIOK Poccun (BAY OCTIK);
e AlmaLinux Errata;

e Alpine SecDB;

e ALTRepo Errata OVAL;

e Amazon Linux Security Advisories;

e Arch Linux Security Tracker;

e Debian Security Tracker;

e GitHub Security Advisory Database;

e National Vulnerability Database (NVD);
e Oracle OVAL;

e Photon Security Advisory;

e Red Hat OVAL;

e RED SOFT OVAL;

e Rocky Linux Updatelnfo;

e SUSE Security CVRF;

e Ubuntu CVE Tracker;

e Wolfi SecDB.

[TepBUYHBIM HCTOYHUKOM 0a3bl YS3BHUMOCTEU SIBIISICTCS XPAHHWIUIIE OOpa30B KOHTEHHEPOB IO
anpecy registry-cse.deckhouse.ru. O6HOBNEHUE 0a3 ysI3BUMOCTEN MOApa3yMeBaeT KOMUPOBaHUE 00pa30B
KOHTEHHEpOoB ¢ 0a30il ys3BUMOCTEH M3 MEPBUYHOTO MCTOYHHMKA B MPOMEXKYTOUHBIH (aiii, a 3areM U3
MIPOMEXKYTOYHOro (aiila B XpaHWwiIMie OOpa30B KOHTEWHEPOB, HcHoib3yeMoe st padborsl I10
«Deckhouse Platformy.

s oOHoBNeHMs 0a3bl yA3BUMOCTEH, HEOOXOAUM JIUIIEH3MOHHBIN KITtou (BXOIUT B mocTtaBky 110
«Deckhouse Platformy).

Jnst ckaumBaHus OOHOBJICHHUI 0a3bl ySI3BUMOCTEH B (paiiy, BHIMIOJHUTE CICAYIONIYIO KOMaHaIy Ha
y3J1€, ¢ KOTOPOTO TPOM3BOAMIN YCTAaHOBKY HMJIM C BBIICJICHHOTO XOCTa JUIsi OOHOBJICHUS 0a3bl (YKaXKUTE

uMs (aiina v TUIEeH3UOHHBIA KITF0Y):

d8 mirror pull \
S{ PACKAGE DIR PATH} \
--source="registry-cse.deckhouse.ru/deckhouse/cse" \
--license="${LICENSE KEY}" \
--gost-digest \
--deckhouse-tag="v1.73" \
--no-modules \
--no-platform
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Jns 3arpy3ku 0OHOBIICHHMM 0a3bl ySA3BUMOCTEH U3 (paiiia, BHITIOJHUTE CICAYIONIYI0O KOMaHIy Ha

MacTep-y3ie (ykaxkure ums Qaiina ¢ 6a30if 00HOBICHUH U TaHHBIE XPaHWIHILA 00pa3a KOHTEITHEPOB):

d8 mirror push <PACKAGE DIR PATH> <LOCAL REGISTRY URL> \
--registry-login <LOCAL REGISTRY LOGIN> \
--registry-password <LOCAL REGISTRY PASSWORD>

[Tocne 3arpy3ku 0a3bl ysSA3BUMOCTEH B XpaHWIHUIIE 0Opa30B KOHTCHHEPOB MOIYJIb Operator-trivy
OOHOBHUT BHYTpPEHHIOIO 0a3y IaHHBIX 00 ysA3BUMOCTAX (pa3 B 4 wdaca), u OylaeT HCIOJIb30BaTh

OOHOBJICHHBIC JAHHBIC IIPpU CKAHUPOBAHHUH.

5.1.2  CxaHuMpoOBaHME PEECTPOB

ITomumo CKaHHUPOBAHUA o6pa3013, 34lTyHICHHBIX B KJIACTEPC, MOAYJIb TOAACPIKUBACT
NEpUOANICCKOC CKAHUPOBAHUC PCIIO3UTOPHUCB 06pa3013, XpaHAIHUXCA BO BHCIIHUX pCCCTpax

KoHTeitHepoB. s Takoro ckanupoBanus BriItounTe QyHkiuio B ModuleConfig/operator-trivy:

spec:
settings:
registryScanning:

enabled: true

LleneBoii peecTp KOHTEHHEPOB JI1 CKAHUPOBAHUS OMKMCHIBAETCS PECYPCOM YPOBHS KIlacTepa

RegistryScanTarget:

spec:
settings:
registryScanning:

enabled: true

[Tpumep coznanus pecypca RegistryScanTarget:

apiVersion: deckhouse.io/vlalphal

kind: RegistryScanTarget

metadata:
name: preprod-myapp

spec:
registry: preprod.registry.example.com
repositories:
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- myapp/backend
- myapp/frontend
rescanPeriod: 1d
tagFilter: ""v[0-9]+" # OHnuMoHaJIbHO: CKAHMPOBATHL TOJILKO TeTY, COOTBETCTBYIME
PerysapHOMY BEPAXEHMO.
maxTags: 50 # OnumonanbHO: He Oojyiee 50 TETOB Ha PENOBUTOPUNA (IO
ymoJsiuaHmio 100) .
registrySecretRef: # OnumoHaJIbHO: YUETHHE IaHHBE IJiS NPUBATHOTO pPeecTpa.
name: image-pull-credentialssecret
namespace: myapp

[TapameTtpsr pecypca RegistryScanTarget npuBenens: B Tabnure 3.

Tabmuua 3 - [Tapamerpsl pecypca RegistryScanTarget

ITone O03aTeIbHOCTD Onucanue

registry Ha Xoct peectpa (Hanpumep,

registry.example.com).

repositories Ja Crnucok myTei perno3uTopues

JJI1 CKaHUPOBAaHUA.

rescanPeriod Ha [lepron moOBTOPHOTO
CKaHUPOBaHUA KaXXI0T'0 TEra
o0Opa3a. JlonmycTumble 3HaYCHHUS:

12h, 1d, 2d, 7d.

tagFilter Her PerynsipHoe BoipaxkeHue.
CxaHUPYIOTCS TOJIBKO TETH,

COBIIAIAIOIINE C IA0JIOHOM.

maxTags Her MakcuMasibHOE KOJTMYECTBO
TEroB Ha PENO3UTOPHIL oce
¢wprpanun. Ilo ymonuanuto:
100. Boibupatorcs nepssie N
TETrOB B JIEKCUKOTpahuIeCcKoM

MOPSIZIKE.
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registrySecretRef Her Cchlka Ha CEKpeT TUIla
kubernetes.io/dockerconfigjson

C y‘-IéTHBIMI/I AaHHBIMHU pECCTpa.

insecure Her Paspemaer ncnons3osars HTTP
WJIU OTKJIFO4YaeT mpoBepky TLS

JUISL TAHHOTO peecTpa.

Ecmm peectp Tpebyer CA-cepTuduKar, OTCYyTCTBYIONIUN B CHCTEMHOM XPaHUJIUIIE TOBEPEHHBIX

ceptuduKaToB, 100aBbTE €To ¢ MomoIbio napamerpa additionalRegistryCA.

PesynbraTel ckaHUPOBaHUS COXPAHSIOTCS B PECypcax ypOBHS KiacTepa

RegistrylmageVulnerabilityReport, mo onHoMy Ha KakJbplii CKaHUpYyEMBbIH Ter oOpasa.

Kaxnpiii oruét npunaanexxut ceoemy RegistryScanTarget. [Tpu ynanenun oobexra
RegistryScanTarget, cBf3aHHBIE C HUM OTYETHI aBTOMAaTHUYECKU YIAISIOTCS MEXaHHU3MOM COOPKH Mycopa

Kubernetes.

COucoK BCEX OTYETOB.

d8 k get registryimagevulnerabilityreport

[IpocMOTp KOHKPETHOTO OTYETA.

d8 k describe registryimagevulnerabilityreport <name>

OTu€T mepeco3naéres Mo UCTEYCHUH TEPUO/Ia, 3aJaHHOTO TTapameTpoM rescanPeriod’. UToOb!
3aIlyCTUTh BHEIUIAHOBOE CKAaHUPOBAHUE, YIaJIUTE aHHOTAIIUIO
‘registry-scanner.deckhouse.io/last-scan-time’ y oobekra "RegistryScanTarget'. Kontposiep 3amyctur

HOBBIW IIUKJI CKAHUPOBAHUS, HE JOXKHIAsCh CIEIYIOIIErO 3aIlycka 110 pacluCaHuIo.

Craryc oObekTa RegistryScanTarget moka3siBaeT BpeMsl IOCIEAHETO [IUKIIA U PE3YJIbTaT

CKaHUPOBAaHUA:
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d8 k get registryscantarget

d8 k describe registryscantarget my-registry

Yenosue Ready npuanmMaet 3Hauenue True moce ycremHoro 3aBepieHus UKIa CKaHUPOBAHUS
u False Bo BpeMst CkKaHUPOBaHUS WK NPU BO3SHUKHOBEHUH OMIMOKU. YTOOBI OTIMYUTH OIINOKY OT

BBIITOJIHAIOIICTOCA CKaHUPOBAHUA, IIPOBEPHTC 3HAYCHUEC I10JIA r€ason.

5.2 Hactpoiika ToJUTHK 0€30MacHOCTH

B TIO0 «Deckhouse Platform» mnpeaycMOTpeHO WCHOIB30BAaHUE CIEAYIONIUX TOJUTHUK
0€301acHOCTH:
® Privileged — He orpaHUYMBAIONIasl MOJIUTHUKA C MAKCUMAJIbHO IIMPOKUM YPOBHEM Pa3peLICHHUIH;
® Baseline — MHHUMaJIbHO OTPAHUYMBAIOIAS TOJHMTHKA, KOTOpas MpeIoTBpallaeT HauOosee
M3BECTHBIE W TOMYJSPHBIE CIOCOOBI TOBBINICHUS TNpUBWIETHA. [l03BONSET HMCMONB30BaTh
CTaHJapTHYIO0 (MUHMMAJIBHO 33JIaHHYI0) KOHGUTYpaIUIO MOAa;
e Restricted — TONUTHKA CO 3HAYUTEILHBIMU OTpaHUYCHUSIMH. [IpeabsBisieT camble )KECTKUE
TpeboBaHUs K MOJaM.

[Tonutka MoOXeT OBITH ONpeneieHa JUIs MCIOJB30BAHUS IO YMOJYAHHWIO, a TaKkKe s
KOHKPETHBIX IPOCTPAHCTB UMEH.

ITpu ycranoske 10 «Deckhouse Platform» monuTrka mo ymondanuio ycraHoBiieHa kak Baseline.

[Tonmutnka mo ymoidaHuio ompenensercs B mapamerpe podSecurityStandards.defaultPolicy B
ModuleConfig admission-policy-engine (cm. 1. 5.2.1).

[Tpr HEOOXOAMMOCTH M3MEHUTH TOJIMTHKY Ha KOHKPETHOM TPOCTPAHCTBE WMEH, Ha HETO HYKHO
YCTaHOBHTH neon
security.deckhouse.io/pod-policy=<HA3BAHUWE IIOJIUTUKU B HMXXHEM PEI'MCTPE>.

[Tpumep KoMaHIBI YCTAaHOBKHM MONUTHKHM Restricted Ha mpocTpaHCTBO MMEH my-namespace
(momxHa OBITH HacTpoeHa KoHGuUrypauus noakiaroueHus Kk kiactepy (kubeconfig), ycranoBnennas

ytuuta d8 (mocrasmsiercs B coctabe [10 «Deckhouse Platformy)):

d8 k label ns my-namespace security.deckhouse.io/pod-policy=restricted

HeiictBue (pexum pabOThl IMOJUTHUK), KOTOpOE OyIEeT BBIMOJIHEHO IO pe3yabTaTaM MpPOBEPKHU
OrpaHUYEHUH MOJTUTUKH, MOXKET CTATh OIHUM M3 CIIETYIOIUX:

® [Deny — 3amnpeT NeUCTBUS;
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® Dryrun — otcytctBue aeiictBus. [Ipumensiercs npu omnaake. MHpopmaiuo o coObITUH MOKHO
nocMmotpeTh B Grafana wnm koHconmu ¢ momombo d8 k;

e Warn — anHanornyHo Dryrun, HO JONOJIHUTENBHO K MH(POpPMALUU O cOObITUM OyJeT BbIBEICHA
uHpOPMaLUA O TOM, U3-3a KAKOTo orpaHuueHus (constraint) Obu1 Obl 3ampeT ACUCTBUS, €CIIU Ob
BMecTo Warn ucnomnb3oBaics Deny.

Ilo ymom4yaHuo, MOMUTUKN MPUMEHSIOTCA B pexume Deny. B 3ToM pexnMe noasl NpUIoKeHUH,
HE YIOBJETBOPSAIOLIUE MOJIUTUKAM, HE MOTYT OBITh 3amylIeHbl. PexxuM paboThl MOIUTUK MOXKET OBbITh
3aJ]aH KaK [100aJIbHO AJIS KJacTepa, Tak U AJs KaKA0ro MPOCTPAHCTBA UMEH OTJIENBHO.

[mobGanpHBId pekuM  pabOTHI TOJNHUTUK ompeaenseTcs B mapamerpe podSecurityStandards.
enforcementAction B ModuleConfig admission-policy-engine (cm. m. 5.2.1). B ciuywae ecmu
HEOOXO0IMMO NEPEeONpeAEIUTh NIO0ATBHBIA PEXXKUM MOJIUTHK Ul KOHKPETHOTO NMPOCTPAHCTBA UMEH, HA
HEro HYXHO YCTaHOBHTH nenon security.deckhouse.io/pod-policy-action
=<PEXUM IIOJIMTUKN B HWXHEM PEI'MICTPE>Ha cooTrBeTcTBytOIIEM namespace. CHMCOK
JOIYCTUMBIX PEKUMOM IOJUTUK cOCTOUT u3: Dryrun, Warn, Deny.

[Tpumep KOMaHABI YCTAaHOBKM pexxuMa Warn Ha MpOCTPAaHCTBO MMEH my-namespace (Tpedyercs
¢daiin xoHdurypamum mnonkmoueHus K kimactepy  (kubeconfig) u ycraHoBnmenHas yrtuimuta d8

(nocraBnsercs B cocrabe [10 «Deckhouse Platformy)):

d8 k label ns my-namespace security.deckhouse.io/pod-policy-action=warn

5.2.1 Pecypc ModuleConfig

[Tpumep pecypca ModuleConfig/admission-policy-engine 11t HACTPOMKH MOJTYJIS:

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:

name: admission-policy-engine
spec:

version: 1

enabled: true

settings

[TapameTpsi:

= settings.denyVulnerableImages o6vexm

Hactpoiiku trivy-npoBaiinepa.
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Trivy-nipoBatinep 3anpemaet coznanue Pod/Deployment/StatefulSet/DaemonSet ¢ o6pazamu,

KOTOpbIE UMEIOT YSI3BUMOCTH B MPOCTPAHCTBAX UMEH c JeibmoMm security.deckhouse.io/trivy-provider:
e settings.denyVulnerableImages.enabled 6)neswiii

BxrounTs trivy-npoBaiiaep.

Ilo ymonuanuio: false

e scttings.denyVulnerableImages.registrySecrets maccus oovekmos

CHuCcOK JOTIOTHUTEIIBHBIX CEKPETOB MPUBATHBIX PETUCTPH.

[To ymonganuro aJis 3arpy3Kku 00pa3oB A CKAHUPOBAaHUS HCTIOIb3yeTcs cekpeT deckhouse-registry.
Ilo ymonuanuro: []

e settings.denyVulnerableImages.registrySecrets.name cmpoka

OBSI3ATEJIbHBIN ITAPAMETP

e denyVulnerableImages.registrySecrets.namespace cmpoka

OBS3ATEJIbHBIN ITAPAMETP

» podSecurityStandards oowvexm

Hacrpoitku nomutux Pod Security Standards (PSS).

e podSecurityStandards.defaultPolicy cmpoxka

Omnpenenser nomutuky Pod Security Standards mo ymomuanuto /17151 BCeX HECUCTEMHBIX MPOCTPAHCTB
UMEH:

* Privileged — nonutrka 6e3 orpaHuueHui. JlaHHAs TOJUTHKA TOMYCKaeT ICKANAINIO IPUBUIIETUI;

= Baseline — nonuTuka ¢ MUHUMaJILHLIMU OrpaHUYCHUSAMHU, OrpaHUYIUBaronias UCIoJIb30BaHUC
JCKAJIALUNA TPUBUIIETHU;

* Restricted — NONUTHKA C MAKCUMAJIbHBIMH OIPaHUYEHHUSIMH, COOTBETCTBYIOIAS aKTyaIbHBIM

PECKOMCEHAAUAM 110 6C3OHaCHOMy 3aITyCKYy HpI/IJ'IO)KeHI/Iﬁ B KJIaCTCpC.

e podSecurityStandards.enforcementAction cmpoka

JleticTBHE, KOTOpOE OY/IET BBIIIOJIHEHO IO Pe3ysIbTaTaM MPOBEPKH OTPAaHUUCHUM:


https://kubernetes.io/docs/concepts/security/pod-security-standards/
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*  Deny — 3amnper;

* Dryrun — otcyTcTBuUe aerictBus. [Ipumensercs npu otnaake. MubopMaiuio o coObITHI MOXXHO
nocMmoTpeTh B Grafana wnu koHconu ¢ momombio d8 k;

*  Warn — ananornyao Dryrun, HO TOTIONHUTENHHO K HHPOPMAIMH O COOBITHN Oy/eT BHIBEICHA
uHdOpMaIs 0 TOM, M3-3a KAKOTo orpaHudeHus (constraint) ObLI OBl 3aMpeT ACHUCTBUS, €CITU OBl
BMecTo Warn ncnosnb3oBaics Deny.

Ilo ymonuanuro: "Deny"

e podSecurityStandards.policies 06wvexm

Omnpenensiet JOMOIHUTENBHBIE ITAPAMETPHI TIOTHTHK

o podSecurityStandards.policies.hostPorts o6vexm

Hacrpoitku orpannuyenus HostPort.

o podSecurityStandards.policies.hostPorts.knownRanges maccus o6vexkmos

CIrcoK JMara3oHOB MOPTOB, KOTOPBIE OyIyT pa3perieHsl B mpuBs3ke hostPort.

= podSecurityStandards.policies.hostPorts.knownRanges.max

= podSecurityStandards.policies.hostPorts.knownRanges.min

5.3 Hacrpoiika yBenomiieHU# 0 COOBITHIX O€30MaCHOCTH HA MOUTY

YtoO0BI HAaCTPOUTL OTIIPABKY yBeIIOMJ'ICHI/Iﬁ 0 COOBITHSX 0€30IaCHOCTH Ha Io4Ty, HGO6XOIII/IMO

BBIIIOJIHUTD CIIEAYIOUIYI0 KOMAHY:

d8 k apply -f email.yaml

[Tpumep daiina email.yaml:

apiVersion: deckhouse.io/vlalphal
kind: CustomAlertmanager
spec:
internal:
receivers:
- emailConfigs:
- authPassword:
key: password
name: alertmanager-email
authUsername: stand@mg.flant.dev
from: stand@mg.flant.dev
sendResolved: true
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smarthost: smtp.mailgun.org:25
to: example@flant.com
name: email
route:
groupBy:
- Jjob
groupInterval: 5m
groupWait: 30s
receiver: email
repeatInterval: 12h
type: Internal

5.4 Hactpoiika goctyna K )KypHajlaM COOBITUH 0€30MacHOCTH

YT1o06BI HAaCTPOUTb OOCTYIl IIOJb30BATCIKIM K Grafana u Prometheus, HeO6XOI[I/IMO BBIINIOJTHUTDH

CJIEYIOIYI0 KOMaHAY:

d8 k apply -f prometheus.yaml

[Tpumep ¢aiina prometheus.yaml:

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: prometheus
spec:
enabled: true
settings:
auth:
allowedUserGroups:
- administrator
- security
version: 2

31ech:

- auth — onuuu, cBsI3aHHBIE ¢ ayTeHTU(PUKAIMEH WM ¢ aBTOpU3aLuel B IPUIOKEHUH.
- auth.allowedUserGroups — MaccuB rpyIii, MMoJIib30BaTeIsIM KOTOPBIX MO3BOJIeH noctyn B Grafana

u Prometheus.

5.5 IIpocmoTp *KypHanoB cOOBITHII O€30MacHOCTH

[TpocMOTp KypHaioB cOOBITHII Oe30MacHOCTH oOcyliecTBIsieTcss B BeO-uHTepdeiice Grafana.
Heo6xonumble pambopab! crpynmnyupoBaHbl B Marnke Security:
- Admission policy engine. Copepxutr HHPOpPMALNIO, CBSI3aHHYIO C padOTONW ITOJIUTHK
0e3omacHOCTH. B TOM umcie: KOTWYECTBO COOBITHI 3ampeTa BBIMOTHEHUS IEHCTBUMA M3-3a
HapyIICHUS TIOJMTUKUA OE30MacHOCTH; Pa3OMBKY 3alpETOB BBIOJHCHUS JCUCTBUI MO THUITY

3arpeTa; JKypHaj COOBITHH.
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Kypnan coOpiTuii 6€301MaCHOCTH, CBA3aHHBIX C MOJUTHUKAMU 0€30MaCHOCTH, HAXOJUTCS B OKHE

it B & @ Last30minutes UTC ~

Total Violations by kind

[

warn

OPA Violations.

5 o . o i ;
88 Security / Admission policy engine ¥ <2
Prometheus | default ~ Namespace | All ~

Q ~ Summaries

=+ ! Total co... i Total Viclations
active “] 2

® 54

Q 0 deny dryrun  unreco...

{§} ~ Constraint details

Policy
D8AllowPrivilegeEscalation
D8AllowPrivilegeEscalation
D8AllowedCapabilities
D8AllowedCapabilities

D8AllowedSeccompProfiles

Namespace
admission...
admission...
admission...
admission...

admission...

Kind

Pod

Pod

Pod

Pod

Pod

2

a & - &

I
s

D8AllowPrivil.. D8AllowedC.. DB8AllowedSe..

OPA Violations

Name

nginx-deployment-57d84f5...
nginx-deployment-57d84f5...
nginx-deployment-57d84f5...
nginx-deployment-57d84f5...

nginx-deployment-57d84f5...

Enforcement
deny
deny
deny
deny

deny

D8AllowedUs... D8Vulnerable..

Message

Privilege escalatio...
Privilege escalatio..
container <nginx= i...
container <nginx= i...

Seccomp profile 'u...

Pucynok 1. [Tpumep mambopaa Admission policy engine.

CIS Kubernetes Benchmark. Jlambopn ¢ wHbopManueir o pe3yibrarax pabOThl CKaHepa

MPOBEPOK KOH(UTypaly KjacTepa Ha COOTBETCTBHE MPHUHATHIM MOAXOAaM  (JTyYIIUM

npaktukaMm). CoepKuT CBOAHYIO MH(POPMAIUIO O pe3ynbTaTax MpOBEpKH, 0€3 BOZMOXKHOCTH

netanu3anun. Jlambopa qoCTyneH npy BKIFOYEHHOM MOoayie operator-trivy (em. m.5.1).
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88 Security / CIS Kubernetes Benchmark v <8 Wl & O LestSminutes ~ Q O -~ &
datasource | main v

Q Panel Title

+  CIS benchmark, implemented by trivy-operator

oo See more information about CIS here
oo

i Total Checks Passed i Total Checks Passed * Total Checks Run

“* 116

i CRITICAL severity Checks Passed i HIGH severity Checks Passed N MEDIUM severity Checks Passed : LOW severity Checks Passed

52.6%

CIS Benchmarking Fails

id name severity
1.1.12 Ensure that the etcd data directory ownership is set to etcd:etcd Low
1.1.20 Ensure that the Kubernetes PKI certificate file permissions are set to 600 or more restrictive CRITICAL
1.1.9 Ensure that the Container Network Interface file permissions are set to 600 or more restrictive HIGH
415 Ensure that the -kubeconfig kubelet.conf file permissions are set to 600 or more restrictive HIGH

Pucynoxk 2. IIpumep nambopaa CIS Kubernetes Benchmark.

Kubernetes audit logs. Kypnan peructpamnuu obpamenuii kK API-cepepy. Conepkur 3amucu o
Bcex oOpameHusix k API-cepsepy kimacrepa B JSON-dpopmare.

6) 88 Security / Kubernetes audit logs % =€ il & OLlastimnute + @ & ~ B

Logs Lines ~

2023-10-24 07:12:50 {
“kind”: "Event”,
"apiVersion”: "
"level”: “Metadata”,
"auditID": "belc8b79-4a48-471a-b96c-eb9628f9432¢",
"stage”: "ResponseComplete”,
“requestURI™: "/healthz”,
“verb”: “"get”,
“user”: {
"username”: “kube-apiserver-kubelet-client”,
"groups”: [
"system:masters”,
“system:authenticated”
1
bo
"sourceIPs": [
"192.168.199.174"
1.
"userAgent”: "Go-http-client/1.1",
“responseStatus”: {
"metadata”: {},
“code": 208

|+ O

& o e

by
“requestReceivedTimestamp”: "20823-10-24T64:12:50.395489Z",
“stageTimestamp”: "2023-18-24T84:12:50.398738Z2",
"annotatiens™: {
"authorization.k8s.io/decision”: "allow",
"authorization.k8s.io/reason": ""
}
+

Pucynok 3. I[Ipumep nambopaa Kubernetes audit logs.

Runtime audit engine logs. YXypHan perucrpanuu coObITHH 0€30MacHOCTH aynuTa paboThI

snapa Linux u API-cepBepa kiacrepa.
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6 88 Security / Runtime audit engine logs ¥ <8 i @ O Llast3ominutes ~ @ Q -+ &

Q
+

oo
oo

Trivy

Search | Enter variable value

Logs Lines (limit 1500) -

> 2023-10-24 B6:48:51 {"hostname”:" ":"03:48:50.267931327: Notice Inbound SSH Connection (command=sshd -D pid=808 connection=59.42.73.217:4
~ 2023-18-24 86:49:41 {"hostname”:"kb-lab-master-1", “output":"@3:49:88.156959800: Notice Attach/Exec to pod (user=system:serviceaccount:d8-system:deckhouse pod=pr

Log labels

al container falco

ul  image dev-registry.deckh .ru/sys/deckh h B da6bc18883158976 ad 7d63c19c8ffd56837f8bB2e81052e96112

al  namespace dg-runtime-audit-engine

all  node kb-lab-master-1

all - pod runtime-audit-engine-lvms4

al  pod_ip 192.168.199.174

ol pod_labels_app runtime-audit-engine

al pod_labels_pod_template_generation 12

al  pod_owner DaemonSet/ runtime-audit-engine

ol stream stdout

Detected fields @

all  hostname “kb-lab-master-1"

afl output "83:49:08.156959000: Notice Attach/Exec to pod (user=system:serviceaccount:d8-system:deckhouse pod=prometheus-main-e re

al output_fields {"evt.time" :1698119348156959000, "ka.target.name”: "prometheus-main-@", "ka.target.namespace” :"d8-monitoring", "ka.target.r

Wl priority "Notice”

all  rule "Attach/Exec Pod”

Jl source "k8s_audit”

Pucynok 4. [Ipumep nam6opaa Runtime audit engine logs.

Image Vulnerability Overview. Jlambopx cO CBOAHOH W JE€TaTU3UPOBAHHOMN

uHpOpMaLMel O CKaHMPOBAaHMM OOpPa30B KOHTEHHEPOB IIOJOB B MPOCTPAHCTBAX HMEH,

OTMEUEHHBIX aHHOTalueu security-scanning.deckhouse.io/enabled (cMm. 11.5.1).

oo
oo

88 Security / Trivy Image Vulnerability Overview ¥ =3 @ O Last30mintes ~ & o - 2

Resource name Severity Vulnerabiliy Id

Severity Chart by Image

@

Vulnerability by Vulnerability Id

Prometheus Namespace

image_repository 7 image_tag 7 namespace 7 resource_kind 7 resource_name 7 severity * 7 vuln_id 7 wuln_title 7

‘ n = B 1-120f 18 rows.

Pucynoxk 5. IIpumep nambopna Trivy Image Vulnerability Overview.
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5.6 XpaHeHue )XypHaAJIOB COOBITHI 0€30MMaCHOCTH

B TIO «Deckhouse Platform» xpanenue sxypHaaoB cOOBITHI 0€30MaCHOCTH pPean30BaHO C

noMotibio Moayns loki.

OObeM BBIZICICHHOTO XpaHWUINAa ykasbiBaeTcs mapamerpom diskSizeGigabytes B oObekTe
ModuleConfig wu coorBercTByeT pasmepy PersistentVolume, xoTopblii MoOXeT OBITh H3MEHEH

aﬂMHHHCTpaTOpOMIHHIHGO6XOHHMOCTH.

BcrpoeHHOE  aBTOMAaTU3MpPOBAHHOE APXMBUPOBAHMUE JIOKAIBHBIX JAHHBIX 110 YMOJIYAaHHIO
OTCYTCTBYET. YIAJICHHE YCTAPEBIIUX JaHHBIX MPOU3BOAUTCS ABTOMAaTUYECKH COINIACHO MEXaHU3MY
poTaluu Mpyu JOCTH>)KEHUH OIPAHUYEHUMN 110 pasMepy XPaHWINIIA WIH 110 3aBEPIIECHUI0 CPOKA XPAHEHMS

(retentionPeriodHours). OcBoOokmaemasi mamMsiTh CTAHOBUTCS TOCTYITHA JIJISl HOBBIX JaHHBIX.

[Tpumep manudecta ¢ ykazanuem o0bEma BoienenHoro xpanuiuima (diskSizeGigabytes) u cpoka

xpanenus (retentionPeriodHours):

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:
name: loki
spec:
settings:
storageClass: ceph-csi-rbd
diskSizeGigabytes: 30
retentionPeriodHours: 168
enabled: true
version: 1
apiVersion: deckhouse.io/vlalpha?2
kind: ClusterLoggingConfig
metadata:
name: development-logs
spec:
type: KubernetesPods
kubernetesPods:
namespaceSelector:
labelSelector:
matchExpressions:
- key: "kubernetes.io/metadata.name"
operator: In
values: [development]
destinationRefs:
- d8-loki

st opraHM3aiMK JOJITOBPEMEHHOTO XPAaHEHHUsS >KYPHAJIOB ayJAWTa WJIH CO3JIaHUS apXHUBOB
peann3oBaHa TMOAJEPKKAa PYYHOTO PE3epBHOTO KOMHPOBaHMs ¢ moMolnbio yTwiuthl d§ backup loki.

Hcnonp30BaHue JAHHOIO MEXaHU3Ma MO3BOJISET IEPEHOCUTH U CO3/1aBaTh PE3EPBHYIO KOIMIO JKypHaja
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COOBITUH B COOTBETCTBHMM C BHYTPEHHMMHM IIPOLIEypaMH, COIVIACOBAHHBIMH C TpeOOBaHUSAMU

OpraHu3aluu.

B ciiyuae HEOOXOMMMOCTH JUTMTEIBHOTO XPAaHEHUS WM TMIEPEiadyl JaHHBIX BO BHEIIHHE CHCTEMBI
MOXET HCIIONB30BaThCsl MOAYNb log-shipper nmubo wHTErpamus ¢ BHEIIHUM SK3eMIuisipoM Loki mmm

00BEKTHBLIM XpaHWJIULIEM.

Takum o00pa3oM, TpeOOBaHMSI MO KOHTPOIIO BBIACISAEMOrO MPOCTPAHCTBA M TIOCIETYIOIIECH
OYHCTKE BBIMOJHAIOTCS IITaTHBIMU CPEICTBAMU MOAYJsA. BO3MOXKHOCTH MepeHoca Uil apXUBUPOBAHUS
uHpopManuu  OOECMEUMBACTCS  JOMOJIHUTENBHBIMU  CPEACTBAMH  IUIaTGOPMBI  BHE  PaMOK

ABTOMATU3UPOBAHHOI'0 IIpo1ecca.

5.6.1 Beirpyska j0oros

Komanna d8 backup loki NHpeaHa3Ha4YeHa Uil BBITPY3KH JIOTOB M3 BcTpoeHHoro Loki. Oto

ANArHOCTHUYCCKA BBII'PY3Ka: MMOJYUYCHHBIC JaHHBIC HCJIB3S BOCCTAHOBUTDH O6paTHO B Loki.

Jns ycnemno#t Bwirpy3ku d8 oOpamiaercs k Loki API or umenm ServiceAccount loki B

npocTpaHcTBe UMEH d8-monitoring, UCTIONB3YsI CEKPET C TOKEHOM.

ServiceAccount loki co3maércst aBromatruecku. OmgHako A paboThl KOMaHIBI d8 backup loki

Heo0X0IMMO BPYUYHYIO CO3/71aTh CeKpeT U Ha3HaunTh Role u RoleBinding, ecnu onu emié He 3a1aHEbI.

[Tpumenute mManudectsl nepen 3amyckoMm d8 backup loki, 4ToOpl KOMaHa KOPPEKTHO IMOTyYasia

TOKEH U Moria oopamarses k Loki API.

[Tpumep manudecra:

apiVersion: vl
kind: Secret
metadata:
name: loki-api-token
namespace: d8-monitoring
annotations:
kubernetes.io/service-account.name: loki
type: kubernetes.io/service-account-token
apiVersion: rbac.authorization.k8s.io/v1l
kind: Role
metadata:
name: access-to-loki-from-d8
namespace: d8-monitoring
rules:
- apiGroups: ["apps"]
resources:
- "statefulsets/http"
resourceNames: ["loki"]
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verbs: ["create", "get"]
apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: access-to-loki-from-d8
namespace: d8-monitoring

roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: access-to-loki-from-d8
subjects:

- kind: ServiceAccount
name: loki
namespace: d8-monitoring

JIns co3manust pe3epBHOM KOIIMU BBIITOJIHATE KOMAaHY:

d8 backup loki [dmarwm]

IIpumep:

d8 backup loki --days 1 > ./loki.log

Onaru:

- --start, --end — BpeMeHHBIe MeTKH B hopmare "YYYY-MM-DD HH:MM:SS";
- --days — MUPUHA BPEMEHHOTO OKHA BBITPY3KH (II0 YMOTYAHUIO 5 THEN);

- --limit — MakcUMyM CTpPOK B 0IHOM 3ampoce (1o ymomyauuto 5000).

CnucoK JOCTYMHBIX (DIaroB MOKHO TIOTYYHUTh Yepe3 CICAYIONYI0 KOMaH/IY:

d8 backup loki --help

5.7  KoHTpoib HETOCTHOCTH

KoHTpoJsib 11€T0CTHOCTH — COBOKYITHOCTh MEXAHHM3MOB IPOBEPKH KOHTEHHEPOB HJIM JAHHBIX,
KOTOpBIE 00€CTIeunBalOT UX 0€30MaCHOCTh U COOTBETCTBHE 33aJJaHHOM KOH(UTYypaluu.
B ITO «Deckhouse Platform» KOHTpOJIb IETIOCTHOCTH peaNn30BaH HA TPEX YPOBHSX:
- IIpH 3aIlyCKE KOHTEWUHEPOB MPUIIOKECHUM;
- BO BpeMs paboTbl KOHTEHHEPOB MPUIIOKEHUH;

- 1pu B3aUMOICHCTBUU KOHTCﬁHepOB C JaHHBIMHU, XpaAaHUMBIMHU B KJIACTCPEC B eted.
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5.7.1  KOHTpOIb UETOCTHOCTH MPH 3aITyCKE KOHTECHHEPOB

B DKP CSE KOHTpOJb ILEIOCTHOCTH TpPHU 3AMYCKE CUCTEMHBIX KOHTEHHEPOB pEaIM30BaH Ha
ypOBHE TAaTUYEHHOW BEpCHUU KOHTEWHEpPHOro paHTaiima "containerd” v2, moctaBnsemoit B coctaBe DKP
CSE. lns pa®oThl MexaHM3Ma Ha y3Jax KjacTepa JOoJKeH ucnonb3oBarbes ContainerdV2' (moxpobuee
— B IIyHKTE 4.2.1.4).

MexaHu3M NMPUMEHSIETCS TOIbKO K 00pazam cucteMHbIx komnoHeHToB DKP CSE, nmocrarisiembim
B cocTaBe IIarGOpMbl M 3alMyCcKaeMbIM B 3alllMIIAaeMbIX MPOCTPAHCTBAX HMEH. OJTO HE BcCe
MPOCTPAHCTBAa UMEH ¢ TpedukcoM "d8-', a TOIBKO MPOCTpaHCTBA UMEH, BKIIOUeHHBIE TpH cOopke DKP
CSE B nepeueHb, NpuBeICHHBIA HUXKE, a TAKKE MPOCTPAHCTBO UMEH “Kube-system’. DTOT MexaHU3M He
SBISICTCS  OOIIEH TpoBepko JOOBIX 00pa3oB, 3amyckaeMbix uepe3 ContainerdV2'; mis
MOJIb30BATENLCKUX OOPa30B HCIONB3YHTE MEXaHU3Mbl MPOBEPKU IEIOCTHOCTH, OMHCAHHBIC B MMyHKTE
5.74.

[Tepedens 3amMIIAEMBIX IPOCTPAHCTB UMEH:

e d8-admission-policy-engine;
e (8-alb;

e d8-cert-manager;

e d8-chrony;

e d8-cloud-instance-manager;
e d8-cloud-provider-dvp;

e d8-cni-cilium;

e d8-commander;

e d8-commander-agent;

e d8-console;

e d8-csi-ceph;

o d8-csi-nfs;

e d8-csi-scsi-generic;

e d8-csi-yadro-tatlin-unified;
o d8-descheduler;

e d8-gpu;

e d8-ingress-nginx;

e dR&-istio;

e d8-local-path-provisioner;
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e d8-log-shipper;

e d8-metallb;

e d8-monitoring;

e d8-multitenancy-manager;

e d8-observability;

e dS8-operator-argo;

e d8-operator-prometheus;

e d8-operator-trivy;

e d8-payload-registry;

e d8-pod-reloader;

e d8-runtime-audit-engine;

e d8-sdn;

o d8-sds-local-volume;

e d8-sds-node-configurator;

e d8-secrets-store-integration;

o d&-service-with-healthchecks;

e d8-snapshot-controller;

e (d8-static-routing-manager;

e d8-storage-volume-data-manager;

e d8-system;

e d8-upmeter;

e d8-user-authn;

e d&-user-authz;

e dB8-virtualization;

e kube-system.

KoHTpOIb 11e0CTHOCTH CUCTEMHBIX KOHTEHHEPOB BKITIOUAET:
1. TpOBEpKy MOIIKCH MPH 3arpy3Ke 00pa30B U CTapTe KOHTCHHEPOB;
2. obecrieueHNe HEU3MEHIEMOCTH KOHTEHHEPOB MIPH 3aITyCKe.
[TonmuceriBanne 00pa3oB cucrteMHblx KoHTeliHepoB DKP CSE pabGoraer mo mnpuHIUMIMY

npukperiéHHoi noanucu (attached signature). [lonnuce no6asnsercs B MaHudecT oOpas3a B aHHOTALMU
“10.deckhouse.delivery-kit.signature’. D10 He KOHTpoOJbHAas CymMMa, a KpUmTorpaduyeckas MHOANUCH

MaHudecra odpasa.
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[Ipu 3arpy3ke oOpa3a u cTapTe KOHTEilHEpa MOANUCh NPOBEPSIETCS C HCIOJb30BAHUEM
BCTPOCHHOTO B containerd” Habopa myOnuYHBIX cepTU(UKaToB. Ecnu moamnucu Ha JIOKaJIbHO CKauaHHOM
o0pase HeT, 00pa3 cUMTaeTCs MOBPEXKAEHHBIM M €0 HEOOXOAMMO 3aHOBO CKauaTh U3 registry.

HeunzMeHs1eMOCTh CUCTEMHBIX KOHTEMHEPOB MIPH 3AITYCKE JOCTUTAETCS 3a CUET CIEAYIOIIUX MEP:

- WCTIOJB30BaHME B KOHTEHHEpHOM paHTaiiMe containerd” v2 cuammotrrepa EROFS-snapshotter
BMecTo OverlayFS. EROFS-snapshotter npeo6pa3syer kaxnprii cioii OCI-o6paza B popmar EROFS:
CIIOM CTaHOBSATCS HE JUPEKTOPHUAMH, a (hailmamu, copepikallMMy KOHTEHT. DTO JelaeT Kaxabli cion
Heu3MeHsieMbIM (immutable);

- OTKa3 OT MOJKJIIOUEHHUs ciog upperdir’ ¢ mpaBamu Ha uTeHue u 3anuch (RW, read-and-write).
IIpu cOopke oOpa3a co3maércst caol ¢ OOIIEyNmOTpeOMMBIMUA TOYKAMHW MOHTHpOBaHusA (/tmp’,
‘/etc/resolv.conf” m T. n4.), moctymHbli Toibko s uteHus (RO, read-only). On monkmrodaercs
aBTOMaTHUYECKU KO BCEM CO3/1aBaeMbIM M3 00pa3a KOHTeHHepawm;

- HCIIONIb30BaHHWE MexaHu3Ma KoHTpoiss DM-Verity. DM-Verity — komnoHeHT sigpa Linux,
KOTOPBIH BBITIOIHSET MPOBEPKU «HA JIETY», YTOOBI YOSAUTHCS, YTO IaHHBIE HA AUCKE HE OBbUIH U3MEHEHBI
3a mpeaenamMu KoHTponupyemoro npouecca. Ha srane coopku DKP CSE nna kaxmoro ciost oOpasa
paccunThiBaeTcsi KopHeBoi xem DM-Verity (root hash) mo anropurmy SHA-256 ¢ mOMOIIBIO YTHIIUTHI
‘veritysetup® u  gobGammsiercs B aHHoTtauuio 10.deckhouse.delivery-kit.dm-verity-root-hash® B
manudecte OCI. “containerd” mpu pasBopaunBaHHM 00pa3a BKIOYAET KOHTpoiabr DM-Verity u cBepsieT
BBIUMCIIEHHBIH root hash ¢ xemem u3 aHHOTaUMU.

[TocnenoBaTeIbHOCTh KOHTPOJISL LIEIOCTHOCTH MIPH 3aITyCKe:

1. Kubelet nepenaér 3ampoc Ha co3naHue UK 3aIlyCK KOHTeHHepa B “containerd” v2.

2. “containerd’” ompezenseT MPOCTPAHCTBO MMEH MOJAA U MPOBEPSET, BXOAUT JIU OHO B CIHCOK
3alUIAEMBIX TPOCTPAHCTB UMEH.

3. Jns KOHTEHHEpOB M3 3alUINAEMBIX MPOCTPAHCTB MMEH "containerd’ MpoBEpseT MOAMUCH
o0pa3a, KOHTposIbHbIE cyMMbl DM-Verity 1 11€I0CTHOCTb JaHHBIX KOHTEHHEpa Ha y3JI€.

4. Ecau npoBepKu MpOXOAAT YCHEIIHO, KOHTEUHEp 3amyckaercs. Eciin nmpoBepka 3aBepiiaercs
OLIMOKOM, KOHTEHHEP HE 3aIyCcKaeTcs.

OmuOKM MPOBEPKU 3AMMCHIBAIOTCS B KYpHAJ CIIyXObI "containerd’ ¢ koMIIOHEHTOM ' integrity . B
DKP CSE TaKkue COOBITHSA JIOTTOJTHUTEBHO COXPaHSIOTCS B daiin
‘/var/log/containerd/containerd-integrity.log” u MoryT mepenaBaThCs B TOJCHUCTEMY ayduTa COOBITHI

0€30IaCHOCTH.
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5.7.2  KoOHTpOJIb IETOCTHOCTH pabOTAIOIINX KOHTEHHEPOB

Aymut cobwitnii 6e3omacHoctu B [10 «Deckhouse Platformy» Bkirodaer anamus cOOBITHH siapa
Linux u aynurta coOwituii Kubernetes API. D10 mo3BomisieT OTCleXUBaTh, YTO MPUIIOKEHHUS B IMOJAAX
paboTaloT B HEW3MEHHOM BHJE, COOTBETCTBYIOT OXHIAEMOMY COCTOSHUIO H HE ObUIH
MOIU(PUITUPOBAHBI.

Jnst aymuTa ucrosb3yroTcCs:

- BCTPOCHHBIC MPABHIIA;
- TOJIb30BaTENIbCKUE MPaBWIIA, KOTOPHIE MOXXHO JOOABISATH C MCIOIH30BAHHEM CHHTAKCHCA
ycioBuit Falco.

Jns  KOHTPOJS IETOCTHOCTH paloTaronuX KOHTEHHEPOB MPUMEHSIOTCS BCTPOCHHBIE U
MOJIB30BaTEIbCKUE TIPABHUIIA.

B mpoliecce KOHTpOJS ILETOCTHOCTH pPadOTAIONMUX KOHTEHHEPOB MOTYT BBISBISTHCS TaKue
YIpo3bl, KaK 3alyCcK OOOJOYEK KOMAHIHOW CTPOKM B KOHTECHWHEpaxX WM Iojax, OOHapyKeHHe
KOHTEHHEPOB, paboTaromue B MPUBWICTUPOBAHHOM PEXHUME, MOHTHPOBaHHE HEOE30MMacHBIX MyTEeH B

KOHTeﬁHepBI, IMOIIBITKHU YTCHHA CCKPCTHBIX JTaHHbIX.

5.7.3  KOHTpOJIb IETOCTHOCTH XPaHUMBIX B etcd TaHHBIX

Konrpone mnenoctHoctn xpaHuMbix JaHHbIX B[O  «Deckhouse Platform» peanm3oBan
MOCPE/ICTBOM IIpeoOpa3oBaHusi MHGPOPMALMU, COXpaHAEMOW BO BHYTpeHHeW Oasze naHHBIX etcd.
Xpanenne naHHbBIX B etcd ocymecTBisieTcss B (popMare CTPYKTYpbl, BKJIIOYAIOIICH JaHHBIE H
HIIEKTPOHHYIO TTOJIIHCh.

[Ipouecc ynpasnenus JaHHBIMU B etcd BKIIIOYAET J1Ba dTara: 3aluch U YTCHUE.

3anucey Oanmeix. JInsg Kaxaoro Habopa JAHHBIX BBIYMCIAETCS SJEKTPOHHAs MOJIINHUCH, KOTOpas
n00aBIseTCs K 3aMMCU. DTO 00eCIIeYHBAET BOSMOKHOCTD IIPOBEPKU TOTO, YTO JAHHBIE HE TIO/IBEPTaIiCh
M3MEHEHHUIO TIOCIIE UX TePBOHAYAIBHOM 3aITUCH.

Ymenue Oannvix. IIpy N3BIEUEHUH JaHHBIX OCYIIECTBIISCTCS MPOIEAYypa BepupHUKALUH, B XOIE
KOTOPOM JaHHBIE MPOBEPSIOTCS Ha COOTBETCTBHE OHIEKTPOHHOM mnoamucu. Ilpu BbIsIBIEHUH
HECOOTBETCTBUS MEXIy JaHHBIMH UM TMOJMNHCHIO CHCTeMa JEHCTBYyeT B COOTBETCTBUH C
MpeIoNpeAeICHHBIME MTapaMeTpaMu KOHPHUTYpaIHH.

HacTpoiiku KOHTpOJISI IETOCTHOCTH JAaHHBIX XPaHUMBIX B etcd MpeaycMaTpUBalOT TPU pPeXHUMa
paloThI:

- Enforce — 3anpemaeT 00paboTKy TaHHBIX ¢ HEACHCTBUTEIBHON MOAMHUCHIO.

B cnyuae, eciiu 1aHHBIE HE COOTBETCTBYIOT AJIEKTPOHHOM MOJIHMCH, OHU OyayT OTOpOILIEHBI, a
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cHCTeMa CTeHEpPHpYEeT NpEeAyNpekIeHHEe M CO3[acT 3alich B ayAuT-Iore. B 3ToM pexume
oOecrieunBaeTCsl BBICOKMH ypOBEHb HAJCKHOCTH U OC€30MAaCHOCTH XPAaHCHHS JaHHBIX,
MUHUMU3HUPYSL BEPOSATHOCTh WX HECAHKIIMOHHUPOBAHHOTO HM3MEHEHMS WM KOMIIPOMETAINH B
nporecce XpaHeHHUS.

- Migrate — pexuM MHUTpaliu U 00eCIIeYeHUs] COBMECTUMOCTH (popMara JaHHBIX IIPU KOHTPOJIE
IEJIOCTHOCTH. HecooTBeTCTBHE MOANKMCH HE ONIOKHpPYeT 0O0pabOTKYy JAaHHBIX, OHAKO CHCTEMa
WHUIUUPYET TeHEePAINI0 IPEIYTPEXKISHUS U 3aKCh B ayIUT-JIOT.

- Rollback (3HaueHue Mo yMOJYAHHIO) — TPEOOpa30BaAaHUE XPAHUMBIX JAHHBIX B CTAHJIAPTHBIN
dhopmar (dbopmar o ymosrganuto s eted).

JlanHble 0€3 MONNKCH, a TaKXe C HEBaJWIHOW IOIIKMCHIO JOMYyCKalTCs K 00paboTke,
TeHEepUpYyeTCsl MPeIyNpexkACHUE U 3alUCh B ayAUT-JI0T. JlaHHbIe MpeoOpa3yroTcsl B CTaHapTHBIMA
(dbopMar TOIBKO TIPH 3armucu 00HEKTA.

Buumanue! Ilepexoo k pesxcumy pabomwi Enforce 6 knacmepe, cooepoicawjem oanHvle 8 etcd, He
npeobpazosanHvie 8 HOBbll hopmam, npusedem K cOOK (GYHKYUOHUPOBAHUs Kiacmepd. Aneopumm
muspayuu 0aHHbIX paccmompen 6 pasoeie 4.16.

Pexum paGoThI KOHTPOJIS TIEJIOCTHOCTH XPAHUMBIX JAHHBIX YKA3bIBACTCS MMAPAMETPOM
apiserver.signature B mapameTpax MoayJis control-plane-manager (o6sexT ModuleConfig

control-plane-manager).

[Tpumep manudecra ModuleConfig control-plane-manager c ykazaHuem pexuma paboThI:

apiVersion: deckhouse.io/vlalphal
kind: ModuleConfig
metadata:

name: control-plane-manager
spec:

settings:

apiserver:
signature: Enforce

5.7.4  TlpoBepka 1IeTOCTHOCTH 00Opa3a

s monpnucanus o0pa3oB B peno3utopum monb3oBarenss B 110 «Deckhouse Platformy
UCTIONB3YIOTCS IBA MEXaHU3Ma!
e (osign,

e imagedigest (ycTapeBuii).

5.7.4.1 IIpoBepka nemocTHOCTH 00pasa ¢ nmomoinbio Cosign

VYTunura Cosign BXOAMUT B COCTaB IIOCTaBKH.
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Uto06s1 moamucarh 00pa3 ¢ moMoIbio Cosign, BEIOIHUTE CIIEYIONIEe:

1. Crenepupyiite napy kiaroueit (myOIHMUHBIN U TPUBATHBIN):

cosign generate-key-pair

2. Iloanummute o6pa3 B XPpaHUJIINIIC 06p330B I(OHTCfIHCpOB C IMNOMOHBIO CIrCHCPHUPOBAHHOT'O

IIPUBATHOTO KJIFOYA:

cosign sign --key <KEY> <REGISTRY IMAGE PATH>

3necs:

- <REGISTRY IMAGE PATH> - MyTb K 06pa3y, KOTOPbIV HY>XHO yKa3aTb Npu 3anycke, Hanpumep:
registry.private.ru/labs/application/image:latest.

3. Uto0bl BKIIOYMTH MPOBEPKY MNOANMCH 00pa3oB koHTeiHepoB B kiacrepe 110 «Deckhouse
Platform», wucnone3yiite mapamerp policies.verifylmageSignatures pecypca SecurityPolicy,
yKa3aB IMyOIMYHBIN KJII04, CTeHEpUPOBaHHBIN Ha mare 1.

[Tpumep xouburypamuun SecurityPolicy ans mpoBepku mnoamucu o0pa3oB KOHTEHHEPOB B

XpaHWIUINE registry.private.ru, pasmemieHHsie o myTH /labs/application/:

apiVersion: deckhouse.io/vlalphal
kind: SecurityPolicy
metadata:
name: verify-image-test
spec:
enforcementAction: Deny
match:
namespaceSelector:
labelSelector:
matchLabels:
kubernetes.io/metadata.name: test-namespace
policies:
allowHostIPC: true
allowHostNetwork: true
allowHostPID: false
allowPrivilegeEscalation: true
allowPrivileged: false
allowRbacWildcards: true
verifyImageSignatures:
- publicKeys:

MFkwEwWYHK0ZIzj0CAQYIK0oZIzj0DAQcDQgAEhpqaufY9JSY+g4JZmmEWCXYp4BS]
YAZTW+LBJa6GwiJ+iWHMEW2w8aiVk /NSayEp5Z2DZaBTmspT/dyulWSpazPQ==

reference: registry.private.ru/labs/application/*

4. Cospaiite pecypc OperationPolicy, orpanuunBaromuii 3amyck 1mojgoB co CTOPOHHUX registry:
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apiVersion: deckhouse.io/vlalphal
kind: OperationPolicy
metadata:
name: test-operation-policy
spec:
enforcementAction: Deny
match:
namespaceSelector:
labelSelector:
matchLabels:
operation-policy.deckhouse.io/enabled: "true"
policies:
allowedRepos:
- registry.private.ru

5. Jlns mpoBepku paboThl MEXaHM3Ma MOJAIUCH 00pa30B pa3BEPHUTE MOJbI B IPOCTPAHCTBE UMEH, C

MOJIUCAaHHBIM U HETOANKUCAHHBIM 00pa3aMu (YKaKUTE HYKHOE MMPOCTPAHCTBO UMEH):

kubectl -n <NAMESPACE> run signed-pod --image=<IIOIVCAHHEV OBPA3>
kubectl -n <NAMESPACE> run unsigned-pod --image=<HEINOINVCAHHEI OBPA3>

ComtacHO JaHHOW TOMUTHKE, €CIM aapec KaKkoro-mubo oOpa3a KOHTEHHepa COBIAIACT CO
3HaYeHHEeM TapamMerpa reference m 00pa3 HE TOANMKMCAH WU TOANKMCH HE COOTBETCTBYET YKa3aHHBIM
KJIF04YaM, CO3/IaHue Tofa Oy/IeT 3anpeieHo.

[Tpumep BBIBOAA OLMIMOKH MPH CO3AAHUU TOAA C 00pa3oM KOHTEWHepa, He MPOILISANINM MPOBEPKY

IIOAINCH:

[verify-image-signatures] Image signature verification failed: nginx:1.17.2

5.7.4.2 TIpoBepka 1enocTHOCTH 0Opa3a ¢ momoiisko imagedigest

Jl1st mpoBepKHU MCIIONIb3YEeTCsl KOHTPOJIbHAS CyMMa, paccunTanHas 1o aiaroputmy Crpubor (OCT
P 34.11-2012).

Hdns  paGoThl MpOBEpKH ILETOCTHOCTH o0Opa3a MO yMOJYAaHUIO BKIIOYEH  MOAYIb
gost-integrity-controller (Momynp ycrapen u OyAeT yoal€H B CIEIyIOIIeM MHHOPHOM penmse). Ecmu

MOAYJIb HE BKIIFOUCH, TO JJIsI BKIIFOYCHHUA MOYJIA I/ICHOHB3yﬁTe KOMaHAay:

d8 system module enable gost-integrity-controller

[Tocne BKIIFOUEHUS MOYJIS TPOBEPHTE, UTO 1O~ gost-digest-webhook™ 3amyctuics:

d8 k get po -A |grep gost

[Ipumep BrIBOIA:
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d8-system gost-digest-webhook-56f59c48bb-b5njj 2/2
Running 0 160m
UtoOmI 00pa3bl KOHTEUHEPOB MPOBEPSIINCH, HEO0OXO0IMMO JI00aBUTH METKY

gost-integrity-controller.deckhouse.io/gost-digest-validation-enabled: true ©Ha mnpocTpaHCTBO HMEH
KJlacTepa, Tjie He0OX0IUMO TPOU3BOAUTE KOHTPOJIb IIEJIOCTHOCTH 00pa3a.

IIpumep KOMaHBbI:

d8 k label ns test-gost
gost-integrity-controller.deckhouse.io/gost-digest-validation-enabled=true

Ecnu B Xoze mpoBepKku KOHTPOJIbHAS CyMMa 00pa3a OKaXeTcsl HEKOPPEKTHOM, 3aIyCcK KOHTeiHepa
C TakuM 00pa3oM OyJeT 3alpelieH, TaKkxke OyleT BbIBEICHO COOTBETCTBYIOIIEE COOOILEHHE.

s pacdyera KOHTPOJBHON CyMMBI OepeTcsl CIIMCOK KOHTPOJIBHBIX CyMM clloeB oOpaza. Crucok
COpPTHpYETCS B IOPSIKE BO3PACTAHUSA U CKIIEUBAETCA B OAHY CTPOKY. 3aT€M IPOU3BOAMTCS pacyeT
KOHTPOJILHOM CyMMBI OT 3T0# cTpoku 1o anroputmy Ctpudor (OCT P 34.11-2012).

[Tpumep pacyera KOHTPOJIbHOI cymMBbl 00pa3a nginx:1.25.2:

KOHTpOJ'ILHBIe CYMMBI CJIOCB OTCOPTUPOBAHHLIC B MOPAAKE BO3PACTAHUA:

[
"sha256:27e923fb52d31d7e3bdade76ab%9a8056£94dd4bc89179d1c242c0e58592b4d5c¢",
"sha256:360eba32fa65016e0d558c6afl76db31a202e9a6071666£90629cb8baobccedfO",
"sha256:72de7dlce3a476d2652e24£f098d571a6796524d64fb34602a90631ed71cd4f7ce",
"sha256:907d1bb4e9312edbfeabf4115e£8592¢c77c3ddabecfddb0e6250£90caldf4ldfe”,
"sha256:94f34d60e454ca2lcf8eb5b6calfd01£fcb2583d0928lacblb0de872dba2d36£34",
"sha256:¢c5903£3678a7decd453012£84a7d04£6407129240£f12a8ebc2cb7df4a06a08c4f",
"sha256:e42dcfel730bal7b27138ea21c0ab43785ed4fdbealee753a1f70923a9c0cc908"

]

OO0bearHEHHAs CTPOKA BCEX KOHTPOJIBHBIX CYMM:

"sha256:27e923fb52d31d7e3bdade76ab%9a8056£94dd4bc89179d1c242c0e58592b4d5¢
sha256:360eba32fa65016e0d558c6afl76db31a202e9a6071666£90629cb8basdccedf0
sha256:72de7dlce3a476d2652e24£098d571a6796524d64fb34602a90631ed71cd4f7ce
sha256:907d1lbb4e9312edbfeabf4115e£8592¢c77c3ddabcfddb0e6250£90caldfdlidfe
sha256:94f34d60e454ca2lcf8e5b6calf401£fcb2583d0928lacblb0de872dba2d36£34
sha256:c5903f3678a7decd453012f84a7d04£6407129240f12a8ebc2cb7df4a06a08c4df
sha256:e42dcfel730bal7b27138ea2l1c0ab43785e4fdbealee753a1£70923a9c0cc9b8"

KoHnTponbHas cymma o0Opasa:

2£538c22adbdb2ca8749cdafc27e94baed8645c69d4£0745£c8889£f0el1£5a3£9
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C mnomompto yTWIMTH 1magedigest BBIMOTHSAETCS pacuyeT  KOHTPOJIBHOM CyMMBI oOpasa,
no0aBieHNe KOHTPOJIBHOM CyMMBI B METaaHHbIe 00pa3a U MpoBepKa KOHTPOJIBHOIN CyMMBI 00pasa:
- imagedigest calculate <ums_o0Opaza> - pacyeT KOHTPOJILHOW CyMMBbI 00pa3a.
- imagedigest add <ums_oOpa3a> - qoOaBiIeHIE KOHTPOJIBLHOW CYMMBI B METaJJaHHbIE 00pasa.

- imagedigest validate <ums_oOpa3a> - mpoBepKa KOHTPOJIBbHON CYMMBI.

Il kaxkmoro oOpasza  aJIMUHHUCTPATOp JODKEH (UKCHPOBAaTh B IKypHAT HICHTU(DUKATOP

MI0JIb30BaTelsl, MOAMKUCABILEro 00pa3, U BHIYMCIEHHYIO KOHTPOJIBHYIO CYMMY 00pasa.

5.7.4.3 Pabora ¢ KOHTpOJIbHOI CyMMOI1 00pa3oB

Jns pyunoro pacuéra, 100aBIeHUS U MPOBEPKH KOHTPOJIbHON CyMMBbI 00pa30B KOHTEHHEPOB C
UCIIONB3YeTCs YTUINTa d8 tools imagedigest, Bxoasmas B cocTtaB [IO «Deckhouse Platform
Certified Security Edition».

C noMoIpl0 yTUIUTHI MOXKHO 3apaHee BHIYMCIUTH U J0OABUTh KOHTPOJIBHYIO cyMMy 00pa3a B €ro
MeTaJIaHHEBIE.

Jnst pacuéra KOHTPOIBHON CyMMBbI 00pa3a BBIIOJTHUTE KOMaH/Y:

d8 tools imagedigest calculate <image>

st pacuéra KOHTPOIBHON CyMMBI (paiiia BBIMOJIHUTE KOMaHY:

d8 tools imagedigest calculate-from-file <file>

I[J'ISI ,Z[O6aBJ'IeHI/I$[ KOHTpOJIbHOﬁ CYMMBLI B MCTAIlaHHBIC o6pa3a BBIITOJIHUTEC KOMAHY:

d8 tools imagedigest add <image>

[Tocne BBIIONHEHUST KOMaHIbI B MeTaJaHHbIE OoOpa3a Oymer mo0aBiieHA KOHTPOJIBbHAS CyMMa,
paccunranHas o anroputmy Crpudor (IOCT P 34.11-2012).

J71st mpoBepKU KOHTPOJILHOM CyMMBI, 3alIICAHHON B METalaHHbIX 00pa3a, BHIIOJIHUTE KOMaHY:

d8 tools imagedigest validate <image>

Ecan KOHTPOJIbHasA CyMMa HCKOPPCKTHA, YTUIINTA 3aBEPIINUTCA C OIIINOKOA. I[J'ISI ABTOMAaTH4YCCKOI'O

UCTIPABJICHUS] KOHTPOJIBHON CYyMMBI UCIIOJIB3YHTE mapameTp —fix.
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d8 tools imagedigest validate <image> --fix

B sToM ciyuae yTunuTa nepecyuTaeT KOHTPOJIbHYIO CyMMY U OOHOBHT €€ B METaJlaHHbIX 00pa3a.

Hcnonp3oBanue nmapamMeTpa --fix U3MECHACT MCTaJaHHbIC 06p8.38..
VTumura MNOAACPKMUBACT AOIIOJIHUTEIIBHBIC ITapaMETPhI:

- --insecure — pa3perraer HeGe30macHble MOAKIIOUEHHs K peecTpam (6e3 nposepku TLS);

- --debug — BKITIOYaET PEKUM OTIAJIKH;

- --json — BeIBOIUT Jioru B (hopmare JSON.

5.8 Vmopasnenue MHPOPMALIMOHHBIMU TOTOKAMU

5.8.1 @unprpauus

Ounprpanus HHPOPMAIMOHHBIX TIOTOKOB OCYIIECTBISETCS B COOTBETCTBHHM C TPaBHIAMH
yOpaBleHUsS TOTOKaMH, YCTaHOBJICHHBIMU aIMUHUCTPATOpoM Oe3omacHoCTH. Peanusyercs ¢punsrpamus
cpenctBamMu  Moayns cni-cilium. I[ToMUTHKK TMO3BONSIFOT OTpaHUYUBATh JOCTYN MEXIy MOJaMH,

MMpoOCTpaHCTBaAMU UMEH ¥ BHEITHUMHU CUCTEMaMHU.

Hixe IIPpUBCIACHDBI 0a3oBEIE COCHApHUH, COOTBCTCTBYIOIIUC TpC6OBaHI/IHM 10 OrpaHUYCHHIO

CETEBBIX B3aUMOICHCTBUI MCXKY KOMIIOHCHTAMU.

- Ilonueri 3anpeT BceX UCXOASIINX MOTOKOB U3 MPOCTPAHCTBA UMEH:

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: default-deny
namespace: default
spec:
podSelector: {}
policyTypes:
- Egress
egress: []

- Pa3zpemenue BXOISIIMX TOTOKOB TOJBKO HAa ONPEIEIEHHBIN MOpT. B mpuMepe moas! ¢ poinsio db

MPUHUMAIOT coelnHeHus oT backend Tonbko Ha mopt 5432.

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
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name: allow-db-traffic
namespace: default
spec:
podSelector:
matchLabels:
role: db
policyTypes:
- Ingress
ingress:
- from:
- podSelector:
matchLabels:
role: backend
ports:
- protocol: TCP
port: 5432

- Pazpemenue ucxoasmux notokos Toibko Ha DNS u HTTP/HTTPS. B npumepe noa-client

MoxeT oOpamiarscsi K DNS BHyTpH KilacTepa B MHTEPHET TOJIBKO 110 rpoTokoinamM HTTP u
HTTPS.

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: allow-dns-http
namespace: default

spec:
podSelector:
matchLabels:
app: client
policyTypes:
- Egress
egress:
- to:
- namespaceSelector: {}
podSelector:
matchLabels:
k8s-app: kube-dns
ports:
- protocol: UDP
port: 53
- to:
- ipBlock:
cidr: 0.0.0.0/0
ports:
- protocol: TCP
port: 80

- protocol: TCP
port: 443
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5.8.2  Hcnonb3oBaHKE 3aJJaHHBIX MAPLIPYTOB

B 1O «Deckhouse Platform» mapuipyTtu3zamus nepeaads uHGOpMaLuy onpeaenseTcs Ha dTane
HACTPONKHU cUCTeMbl. Mconp30BaHKe 3aJaHHBIX MAPIIPYTOB AJIs TIepeaadyu HHPOPMAIIH pa3periaeTcs

aJIMHHHCTPATOPOM O€30MTaCHOCTH U PealTu3yeTcs CPEICTBAMHU MOIYIIS cni-cilium ¥ moJimTHK
NetworkPolicies.
[Tpumepsr:

Pazpemenne BXxoasumx NOTOKOB TOJIBKO OT MOJIOB € onpenenéHnon metko. [lpumep, korma

1oJipl ¢ posbio backend npuHUMarOT BXOZsIIME TOTOKU TOJIBKO OT MOAOB ¢ posibio frontend.

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: allow-from-frontend
namespace: default
spec:
podSelector:
matchLabels:
role: backend
policyTypes:
- Ingress
ingress:
- from:
- podSelector:
matchLabels:
role: frontend

OrpanudeHne UCXOJAIINX IIOTOKOB B ONPENEIEHHOE IPOCTPAaHCTBO UMEH. B nmpumepe mossl

MIPUJIOKEHUSI my-app MOTYT IepeaaBarh JaHHbIE TOJIBKO B IPOCTPAHCTBO UMEH monitoring U B

kinactepHbiii DNS.

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: allow-egress-to-monitoring
namespace: default
spec:
podSelector:
matchLabels:
app: my-app
policyTypes:
- Egress
egress:
- to:
- namespaceSelector: {}
podSelector:
matchLabels:
k8s-app: kube-dns
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ports:
- protocol: UDP
port: 53
- to:
- namespaceSelector:
matchLabels:
purpose: monitoring

5.8.3 IlepenampaBneHue mapuipyTa

Bo3moxHOCTh U3MeHeHMs (IlepeHanpaBieH s ) MapIIpyTOB Nepeaayd HHPOpMaUH s
UCXOAAIIEero Tpaduka peaau3yeTcs ¢ TOMOUIBI0 MOYIS cni-cilium ¥ MO3BOJISET aAMUHUCTPATOPY
0€30IacHOCTH 33JaTh IIEHTPAIM30BAHHBIN BbIXoaHOM nuTio3 (EgressGateway), uepes3 KOTophIid OymayT
nepenaBaThCs BCE 3alpOChl M3 KIacTepa BO BHEIIHNE HHPOpMAIMOHHBIE cucTeMbl. EgressGateway

UCHoNb3yeTcs coBMecTHO ¢ nonutukamu EgressGatewayPolicy u1st mpruMeHeHHs! TpaBUil K KOHKPETHBIM

MIPUIOKECHUAM WM IIPOCTPAHCTBAM UMEH.

st paGoTHI 1IUTI03a JOJIKHBI OBITH BHITIOTHEHBI YCIOBHS:

- y3Ibl, Ha3HaueHHble 1 paboTel EgressGateway, HaxonsaTcs B coctostHuu Ready u He

nepeBesieHbl B 00cmykuBanue (cordon);
- Ha y3/1aX yCHEIIHO paboTaeT areHT CEeTeBOro B3auMoaeucTus (cilium-agent).

AnmuHUCTpaTOp 0€30MacHOCTH OMpeeIsieT napaMeTpsl 00bekTa EgressGateway B

cnienudurauu (spec).

OcCHOBHBIE TApaMETPBI:

® nodeSelector — BbIOOP TPYIIIBI Y3JI0B, KOTOpBIE OyIyT 0OCITYKUBATh UCXOAALINH Tpaduk.
Cpenu HUX CHCTEMa aBTOMAaTHYECKU BBIOMpAeT akTUBHBIN y3ei. [Ipu Beixone u3 cTpos y3na

MIPOU3BOMTCS ABTOMATHIECKOE TIEPEKITIOUCHIE.
® sourcelPmode — cnoco0 HazHaueHus ucxoxsimero [P-agpeca:

o PrimarylPFromEgressGatewayNodelnterface — UCTIONB3yeTCSI OCHOBHOM aapec

ceTeBoro nHTepdeiica y3ma. B aToM pexume mpu NepekIroueHIH y3JI0B apec

OTIHPABUTCIIAA UBMCHUTCH.

o VirtuallPAddress — ucnionb3yercs BUpTyalibHbIN [P-aapec, oOmmii 115 TpyNIsl y3710B.

HpI/I MEPCKIOYCHUN AaKTUBHOTO y3Ji1a aIp€C OTIIPABUTCIIA COXPAHACTCA HCU3MCHHBIM.
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Hns Hactpoiiku EgressGateway MOXXKHO HCIIOJIB30BaTh CIAEAYIOLINN IPUMED:

apiVersion: network.deckhouse.io/vlalphal
kind: EgressGateway
metadata:
name: my-egressgw
spec:
nodeSelector:
matchLabels:
role: egress—-gateway
sourcelP:
mode: VirtualIPAddress
interfaceNames:
- ethl
virtualIP: 192.168.1.100

e B pexume PrimarylP nHeoO6xonumo ykaszare ums ceteBoro untepdeiica (Hanpumep, ethl).

o B pexume Virtual IP yka3siBarorcs:
O  CcIHCOK HHTEP(PEICOB, TOCTYMHBIX JJII paOOTHI C BUPTyaTbHBIM [P;
o cam BupTyanbHsli [P-agpec.

Hanee EgressGateway ucnonbs3yercsa coBMecTHO ¢ EgressGatewayPolicy — 111 Ha3HaueHus,
KaKoW UCXOIAIIMNA TpaduK JOIDKEH HAPABIATHCS Yepe3 TaHHbIH nuto3. [IpuMep monuTuku

EgressGatewayPolicy:

apivVersion: network.deckhouse.io/vlalphal
kind: EgressGatewayPolicy
metadata:
name: my-egressgw-policy
spec:
destinationCIDRs:
- 0.0.0.0/0
egressGatewayName: my—-egressgw
selectors:
- podSelector:
matchLabels:
app: backend
io.kubernetes.pod.namespace: my-ns

5.8.4 Busyanuzanus CeTE€BbIX B3aUMOJCHCTBUI

Jlns omepaTUBHOM JMArHOCTUKM M aHaim3a ceTeBoro B3ammogeictBus B [1O «Deckhouse
Platform» wucnone3yercs BeO-uHTepdelic Bu3yanu3aluM CceTeBOro creka kiactepa. OH  gaér

BO3MOXHOCTh OTCJIIC)KHBATh CCTCBBIC BBaHMOHGﬁCTBHH MCXKAYy noaamMu, CCpBUCAMH W BHCIIHUMU
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pecypcamu, aHaJIU3UPOBATh CETEBYIO0 aKTUBHOCTh U BBIABIATH MPOOJIEMbI C ceThlo. Peanuzanus 3Toro

unTepdeiica ocymecTisercs moayieM cilium-hubble.

Jns mepexoma B BeO-mHTep(deiC BH3yalM3allMd CETEBOTO CTEKa KIlacTepa OTKpOiTe aapec
hubble.<IITABJIOH MMEH KIJIACTEPA>, rtne <IHABJIOH MMEH KJIACTEPA> - ctpoxka,
cooTBeTCTByIoIasgs mabiaoHy DNS-umen knactepa, YKa3aHHOMY B IVIOOaJbHOM —IapaMmeTrpe

modules.publicDomainTemplate.

ITpu mepexone mo anpecy hubble.<IIIABJIOH MMEH KIJIACTEPA> oTkpoeTtcst skpaH BeIOOpa

IIPOCTPAHCTBA UMEH, JJIs1 KOTOPOTo OyleT 0ToOpa)kaThCsi CETEBOM CTEK.

Welcome!

Pucynok 6. Beibop npocTpaHcTBa UMEH.

BriGeprute mpOCTpaHCTBO MMEH C TOMOIIBIO BHIMAJAIONIETO CIHMCKA B JIGBOM BEPXHEW YacTH

9KpaHa WJIM HaKaB Ha Ha3BAHUC HYKHOTO IIPOCTPAHCTBA UMCH B CIIUCKE B LICHTPC SKpaHa.

[Tocie BBIOOpA MPOCTPAHCTBA KIMEH OTKPOETCS SKPaH C BU3yaln3allell CeTEBOro CTeKa U

CpeaACTBaMu aHaJIn3a. On cocrouT u3 CJICAyromunux JacTeu:

e BepxHss nanens ¢ GUIBTPaMU U KPAaTKOM CBOIKOH IO KJIacTepy (KOIMYECTBO MOTOKOB U

KOJIMYECTBO y3JIOB).
e (xeMma CETEBBIX IIOTOKOB.

e TaOiua ceTeBhIX HOTOKOB U COOBITUH.
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&3 kube-system - Filter by: label key=val, ip=1.1.11, dns=google.com, identity=42, pod=frontend Any vardict vw 1.8K flows/s - 2/2 nodes
@ o @ sossoersonn
© = @ s
O o © zomstmmeerssw
@ imesmicn @ imesaverionr
Columns v
Source IP Destination IP Destination Port L7 info Verdict Authentication TCP Flags Timestamp.
10.111.70 101111108 s - 2025/02/25 10:19:47 (.
10.111.0.108 10.111.0.108 - 2025/02/25 10:19:47 (.
10.111.0.108 10.111.0.108 - 2025/02/25 10:19:47 (.
10.1111.31 101111104 53 - 2025/02/25 10:19:45 (.
1011131 101111108 - 2025/02/25 10:19:45 (.
1011131 101111108 - 2025/02/25 10:19:45 (.
1011131 101111108 e 2025/02/25 10:19:45 (.
10111168 101111108 - 2025/02/25 10:19:45 (.
101111168 101111108 - 2025/02/25 10:19:45 (.
101111108 10.111.0.201 533 — 2025/02/25 10:19:45 (.
10111168 101111108 - 2025/02/25 10:19:45 (.
101111104 10.11.0.201 5383 — 2025/02/25 10:19:45 (.
10111168 101111108 - 2025/02/25 10:19:45 (.
[ ] To.mres Tomt0n s - 2025002125 1071904 (

PucyHnok 7. Buzyanusanus ceTeBoro creka.

JlaHHbIe HA cxeMe U B TAaOJIHIIE CETEBBIX IOTOKOB OTOOPAXKAIOTCSI B PEaIbHOM BPEMEHH.

5.8.4.1 ®unbTpanus 1aHHBIX U1 OTOOPaXKESHHUS

YroOsl OTHMIBTPOBATE OTOOpakaeMble JaHHBIE O CETEBOM CTEKE M IOTOKaX, BOCIOJIB3yHTECh

BEpXHEW NaHelNblo ¢ GUIbTpaMu. 31€Ch pacCoI0KEHbI (PUIBTPHI:

® 1A BBI60pa MpOCTpaHCTBA UMCH (BBIHa,[[aIOH_[I/Iﬁ CIHCOK B JIEBOM YaCTH HaHCJII/I);

3 kube-system -

‘ Q Filter namespaces...

d8-admission-policy-engine
d8-cert-manager

d8-chrony
d8-cloud-instance-manager
d8-cloud-provider-openstack
d8-cni-cilium

d8-console

d8-dashboard
d8-descheduler

d8-ingress-nginx

Pucynok 8. ®uibTp A BBIOOpA MPOCTPAHCTBA UMEH.
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® ISl BIOOpa pecypcoB MPOCTPAHCTBA UMEH, JUIsI KOTOPBIX HY>KHO OTOOPAa3UTh MOTOKH (I10J1e

BBOJAa B HeHTpaHBHOﬁ qaCTu HaHeJII/I);

Filter by: label key=val, ip=1.1.1.1, dns=google.com, identity=42, pod=frontend

Pucynok 9. ®@unbTp A5 BBIOOpa pecypcoB NPOCTPAHCTB UMEH.

® JJIs1 BBIOOpA CETEBBIX MIOTOKOB Ha OCHOBE PEIICHUsI («BEPAMKTAY ), MpUHATOTO 1o HUM Cilium,;

Any verdict Visual
Any verdict
Forwarded
Dropped
Audit

Pucynox 10. @unstp 1t BEIOOpA CETEBBIX TOTOKOB MO «BEPAUKTY.

® JJId BBI60pa QJIEMCHTOB CXCMbI AHAJIU3HUPYCMOT'O ITPOCTPAHCTBA NMCH.

.

\ny verdict Visual

Hide host service
Hide kube-dns:53 pod
Hide remote node

Hide prometheus app

Pucynox 11. ®@uisTp a1 BIOOpa AJIEMEHTOB CXEMbl aHAJTU3UPYEMOTO MPOCTPAHCTBA UMEH.
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5.8.4.2 Pabora co CXeMOH CETEBBIX ITIOTOKOB

Cxema ceTeBbIX MOTOKOB JUIsi BBIOPAHHOTO MPOCTPAHCTBA UMEH OTOOpa)kaeTcsi B CpeAHel yacTu
JKpaHa C BH3yaJH3allMeil CeTeBOro CTeka M CpelcTBaMH aHanu3a. Ha cxeme oToOpaskaroTcs pecypcehl
BBIOPAHHOTO TPOCTPAHCTBA MMEH, PACIOJIOKEHHbIE B NPSMOYTOJIBHUKE C Ha3BaHHWEM IPOCTPAHCTBA

HWMCH, U BHCITHUC DJICMCHTBI, C KOTOPBIMU OHU BSaHMOI[GﬁCTBYIOT.

YroObl MOCMOTPETH ACTATIbHYIO0 HHPOPMAIUIO (CIIUCOK JIEHOI0B, CeTeBbIC B3aUMOICHCTBHS U T.11.)

10 KOHKPETHOMY PECYPCY Ha CXEM€, HAXKMHUTE Ha HETO.

©) pienanos () sorsureneotr stronghald
© s ) cocsmemene agoregating-proxy
cert-manager
o prometheus dex-suthenticator dex-suthenticator @ wrcketer
cloud-data-discaver
©) sommenicnn ) prememes mevin-sipee @) room-soreempaner
©) tomtrenicnn exporter

Pucynok 12. Cxema ceTeBbIX TOTOKOB.

5.8.4.3 Pabora ¢ Ta0iuLel ceTeBbIX IIOTOKOB U COOBITUI

Kaxxgast ctpoka TaONuUIlbl CONEPIKUT CIETYIONIYI0 HH(POPMAITUIO O CETEBOM MOTOKE:!
® WM 110J]Ja — MCTOYHHUKA MOTOKa (cTonber «Source Pody);
e [P-anpec noga — ucrouHuka notoka (cronder «Source IP»);

® UJICHTU(PHUKATOP CYIIHOCTH — HUCTOYHHKA MOTOKa (cTonder «Source Identity»);

® UM ToJa — moJrydaress motoka (cronoern «Destination Pody);
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IP-aapec moga — momyuarens notoka (cronber «Destination IPy);

uAeHTU(UKATOp CymHOCTU-TIomydaTens (cronber «Destination Identity»);
e HoMep nopta HazHadeHus (cTonber «Destination Porty);

e wuHpopmMalus o npukiagHoM yposHe (Layer 7), ecii moTok ucnonb3yet npotokonst HTTP

(cTonberr «L7 infoy);

® pesyibTaT («BepauKkT») 00padboTku cereBoro moroka Cilium (ctonber « Verdicty);

e uH(pOpMAIUs O pe3ybTaTax MPOBEPKHU MOITHHHOCTH CETEBOTO IMOTOKA, €CITH TaKas MPOBEepKa
BBITIONHSUTACK (cTonOer] « Authenticationy);

e (naru TCP, cBszannbie ¢ notokoMm (cronbden «TCP Flagsy);

® BpeMeHHas MeTKa MmoToka (cronder « Timestampy).

Columns v
Source Pod Source IP Souree Identity. Destination Pod Destination IP Destination Idantity Destination Port L7 info Verdict Authentication TCP Flags Timestamp
101111108

dashboard-dex-authentic.. 101111168 dex-authenticator d5-das. 53 2025/02/25 12:11:40 (.

1011168 dex-authenticator d 101111108 53— 2025/02/25 12:11:40 (.
10.111.108 10110215 5353 — 2025/02/25 12:11:40 (.
10111108 101110215 5353 — 2025/02/25 12:11:40 (.
1011168 101111108 53— 2025/02/25 12:11:40 (.
10.111.168 101111104 53 - 2025/02/2512:11:40 (.
10ma3 101111108 53— 2025/02/25 12:11:40 (.
103 101111108 53— 2025/02/25 12:11:40 (.
. 103 101111104 53 — 2025/02/25 12:11:40 .
10ma3 101111108 53— 2025/02/25 12:11:40 (.
10110133 101110108 53— 2025/02/25 12:11:39 (.
10110133 101110108 55— 2025/0225 12:11:39
10110133 101110108 53— 2025/02/25 12:11:39 (.
104110133 101110108 55— 2025/02/25 12:11:39 (.
10110133 101110108 55— 2025/02/25 12:11:39 (.
10110133 101110108 53— 2025/02/25 12:11:39 (.
10.11.0133 101110108 53 — 2025/02/2512:11:39 (.
10110133 101110108 53— 2025/02/25 12:11:39 (.
10110133 101110108 53— 2025/02/25 12:11:39 (.

Pucynok 13. TaGnuiia ceTeBbIX TOTOKOB U COOBITHH.

YroObl HACTPOUTH HAOOP CTONOLIOB, OTOOpaKaeMbIX B TabiHIle, HAXMHATE Ha KHOTIKY «Columnsy

B €€ JIEBOI BEPXHEH YacTH U BbIOEpETE HY)KHEBIE.

Authentication
Source Pod
Source IP
Source Identity
Destination Pod
Destination IP

Columns Destination Identity

Source Pod
Destination Port

dashboard-dex-aul
dashboard-dex-aul L7 info
dashboard-dex-aul
dashboard-dex-aul

Traffic Direction
console-dex-authe

console-dex-authe Verdict
console-dex-authe

console-dex-authe TCP Flags

prometheus-main- |
prometheus-main- Timestamp |
prometheus-main- |
prometheus-main-0 10167 |
deckhouse-tools-dex-aut 10.11.1.83
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Pucynox 14. Hactpoiika cTon0110B.

YroOel mOCMOTpeTh MH(POPMAIMIO O 3alMUCH TaONUIBI B TEKCTOBOM BHJE, HAXMHTE B JIFOOOU
JacTH COOTBETCTBYIOIICH cTpoku. MHpopmarus oToOpasurcs B mpaBoil yacTu TaOIUIel. JlaHHbIE 3/1eCh

0TOOpaKaKOTCsI HE3aBUCUMO OT TOTO, Kakoi HaOOp CTOIOIOB BRIOpaH /Jisi OTOOpaKeHUs B TaOIHIIE.

Flow Details

Timestamp
2025-02-25T0918:37.673Z

Verdict
forwarded

Traffic direction
ingress

Cilium event type
to-endpoint

Source pod
stronghold-0

Source identity
15378

Source labels

instance=stronghold

name=stronghold

apps.kubernetes.io/pod-index=0
component=server
io.cilium.kBs.namespace.labels.managed-by=Helm

Pucynok 15. Madopmanus o 3anucu.
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6 JleiicTBus Mo peaju3auuu (PyHKI U 0€30MACHOCTH cpeabl (PYHKIIMOHUPOBAHMS CPeICTBA

B cpene dynknmonupoBanus I10 «Deckhouse Platform» mgomxHBI OBITH peaM30BaHBI

cnenyomue GyHKINH 0€30MacHOCTH:

busnueckas 3anmTa;

nosepenHas 3arpyska [10 «Deckhouse Platformy;

obecnieuenue ycnoBuit 6e3omacHoro pynknuonupoanus [10 «Deckhouse Platformy;
o0ecrieueHne TOBEPEHHOT0 MapIpyTa;

obOecrieucHue AOBCPCHHOI'O KaHaJIa.

st peanmzanuu GyHKIwA 6e3omacHoCTH cpenbl pyrkimonnposanus 10 «Deckhouse Platform»»

JAOJIPKHBI BBIIIOJIHATHCA CICAYIOIIUEC I[CﬁCTBPIH:

e HeoOxoaumo HacTpouTh SSH-moctym mo kimrowy. Jlis 3T0ro HEOOXOIMMO MOATOTOBUTH U

CKOITMPOBATH IMYOIMIHBIN KITFOU B KaTAJIOT "$HOME/ . ssh/
OTKJTFOYUTH MapmIpyTsI 1o ymomdanuto (default route) u ocTaBUTh TOJIBKO MapIIpyT (route)
K registry u k bastion host mist mogkmroueHust mo ssh. Jlns sroro B aiine /etc/rc.local

MMPOMUCaTh NapaMeTpbl, IPUMEP KOTOPHIX NPCACTABIICH HUKC:

# tf.bastion

ip.ro add 95.217.68.252/32 via 192.168.199.1
# registry

ip.ro add 5.182.5.140/32 via 192.168.199.1

# cluster networks

ip.ro add 10.111.0.0/16 via 192.168.199.1
ip.ro add 10.222.0.0/16 via 192.168.199.1

# remove all routes

ip.ro add 5.182.5.140/32 via 192.168.199.1
ip ro del default

HE0OX0MMMO peryisipHoe oOHOBieHHE Bcex cpen ¢yHkuuonupoBanus 110 «Deckhouse
Platform» 1o axTyalbHBIX BepcHid C TPUMEHCHHEM BCEX HEOOXOAMMBIX MaTdei
0€301acHOCTH ¢ O()UIIHAIBHBIX CAUTOB Pa3pabOTUMKOB cpel (PyHKIIMOHUPOBAHUS;
ycTaHOBKa, KoH(purypupoBanue u ympasieHue I1O0 «Deckhouse Platform» nomkno
OCYIIECTBIISITECSL B COOTBETCTBHH C SKCIUTYaTallMOHHON JOKYMEHTAIIHCH;

noctyn k obobekram goctyma 10 «Deckhouse Platform» momkeH ocymiecTBISTBCS C
YY4E€TOM MHUHHMAJIbHO HEOOXOMUMBIX TpaB W TPUBUIICTHH B COOTBETCTBUH C POJICBOM

Mozenbio [10 «Deckhouse Platformy;
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JIoJDKHA OBITh  oOecriedeHa (u3MyecKas COXPAaHHOCTh CEpPBEPHOM IIaThOPMBI  C
ycranoBineHHbIM [1O «Deckhouse Platform» u uckimodeHne BO3MOXXHOCTH (PU3HUECKOTO
JIOCTYyIIa K HEW MTOCTOPOHHUX JIUIL;

ITIO «Deckhouse Platform» m0omKHO HCIOIB30BATHCA TOIHLKO HAa COBMECTHMBIX C HHUM
anmapaTHBIX MOIIHOCTSIX U CPEICTBAX;

MIPEIOCTABIICHUE TOJIB30BATEISIM TIPAaB JOCTyINa K OOBbEKTaM JOCTyIa WH(GOPMAIIMOHHON
cucTemMbl o0OecrieunBaeTCs, OCHOBBIBASCH HA 3aJadaxX, pelraeMbIX monb3oBarensimu B [10
«Deckhouse Platform» u B3auMoeicTByomumu ¢ Hell ”HGOPMAITMOHHBIMHI CHCTEMaMU;
kaHasbl epeadn panHbXx [10 «Deckhouse Platform» momkHBI OBITE OO PacmoOKEHbI
B mpeAenax  KOHTPOJIMPYEeMOW  30HBI WM 3allUIIEHBl C  HCIOJIb30BAaHUEM
OpPraHW3aIlMOHHO-TEXHHYECKUX Mep, JIM0o, B cllydae WX BBIXOAA 3a MPEICIIBI
KOHTPOJMPYEMOM 30HBI, JIOJDKHBI OBITH 3allMINCHBl IyTEeM TMPUMEHEHHUS CPEIICTB
Kpunrorpaguueckod  3amuThl  HHPOPMALUHM, CEPTUPUIHUPOBAHHBIX B  CHCTEME

cepruduxamu OCh Poccum.
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7 Monayau u napameTpbl, OTBeYAIOLIUE 32 PeaJn3aluui0 PyHKIU 0e3011aCHOCTH

7.1  Crnucok MOmyJel, OTBEUAIOIINX 3a peanu3anuio GyHKIUNA 6€30MacHOCTH

Crmcok Mopysel, BeIKIIOUeHHe KOoTophix He mo3BoiisieT 110 «Deckhouse Platform» BemomHATH

3asiBJICHHbIC (DYHKIIMU 0€30MacCHOCTH. BBIKIIIOUEHUE YKa3aHHBIX MOIYJICH HEJIOMYCTUMO:

e admission-policy-engine

e control-plane-manager

e log-shipper

e Joki

e operator-prometheus

e operator-trivy

e prometheus

e runtime-audit-engine

e user-authn

e user-authz

e gost-integrity-controller

e virtualization

e sds-node-configurator

e cni-cilium

e deckhouse

® ingress-nginx

e kube-dns

e node-manager

e registrypackages

e registry-packages-proxy

® registry

e common

e multitenancy-manager

® csi-nfs

e sds-local-volume

® csi-scsi-generic
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7.2 Crnucok mapaMeTpoB MOJyJIEH, OTBEYAIOIIUX 3a Pean3annio GyHKIHI 6€30macHOCTH

[TapameTpsl MomyJiel UM peCypChl, ©3MEHEHUE KOTOPHIX BiuseT Ha peanusanuio [10 «Deckhouse

Platform» 3asBneHHbIX (QyHKIMIT 0€30MaCHOCTH.

tion

BBIIIOJIHSIEMOTO BHYTPHU
KOHTEWHepa, Ha
UCTIONTb30BaHUE
nepugepuitHbIX
YCTPOMCTB, yCTPOICTB
XpaHEHUS TaHHBIX 1
CHEMHBIX MAITMHHBIX
HOcHuTenel nHpopMarn
(67109HBIX YCTPONCTB),
BXOJISIIIUX B COCTAB
WHPOPMAITMOHHOH
(aBTOMATH3UPOBAHHOIN)
CHCTEMBI

OrpaHHYCHHE TIPaB
IIPUKJIIATHOTO
IpOrpaMMHOTO
obecreueHus,
BBIIIOJIHSIEMOTO BHYTPHU
KOHTEWHepa, Ha
UCTIONTb30BaHUE
BBIYMCIIUTEIbHBIX
pecypcoB (orepaTHBHOU
aMsATH, olepanui
BBOJIa-BBIBO/IA 32 MIEPHUOL
BPEMEHH) XOCTOBOH
ONEPalMOHHON CUCTEMBI

MOHTHPOBAHUC KOpHeBOI\/’I

(haiimoBoit CUCTEMBI

XOCTOBOM OIlepallMOHHON

CHUCTCMBI B PCIKUME
«TOJIBKO IJIsA YTCHUA

ITapameTpsl
Monyas | moayJsi uiau pecype | DyHKuus 6e301aCHOCTH MosicHenust
(00BeKT)
admission | - denyVulnerablelm | - 3amper Ha co3nanue napamerp
-policy-en ages.enabled 00pa30B KOHTEHHEPOB, podSecurityStandards.enforcementAction
gine - podSecurityStanda COJIEPIKAITNX W3BECTHEHIC JOJDKEeH OBITh YCTaHOBJICH B Deny
rds.enforcementAc YSI3BUMOCTH (3HaUCHHE IO YMOIUAHHIO).
tion KPUTHUYECKOTO H napametp denyVulnerablelmages.enabled
BBICOKOTO YPOBHS JIOJDKEH OBITh YCTaHOBIIEH B true
OIACHOCTH
admission | - podSecurityStanda OrpaHHYCHHE TIPaB napamerp
-policy-en rds.defaultPolicy TIPUKJIaTHOTO podSecurityStandards.enforcementAction
gine - podSecurityStanda IPOrpaMMHOTO JIOJDKEH OBITh ycTaHoBieH B Deny
rds.enforcementAc obecrnieueHus, (3HaUCHHE [TO YMOITYAHUIO).

napaMmerp
podSecurityStandards.defaultPolicy HE
JOJDKeH OBITh ycTaHoBeH B Privileged
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Monyab

MOJYJIsl MJIM pecypc

ITapameTpbl

(00BeKT)

@DyHKIUSA 6€30MACHOCTH

Iosicuenus

loki

- storageClass

- storeSystemLogs

- KOHTPOJIb IETTOCTHOCTH
CBEJICHMI O COOBITHAX
0e30IMacHOCTH
CaMOCTOSTEIIEHO

- cOop u xpaHeHue
3amucel B )KypHalje
COOBITHH 0€30ITaCHOCTH,
KOTOPBIC TTO3BOJISTIOT
OIPENCIINTh, KOT/a U
Kakue JEUCTBUS
TIPOMCXOIMITH

- mapametp storageClass momkeH ObITH
OTIpenesieH, €CIU He OnpeeneH
TI00ANTBHBIN MapaMeTp
modules.storageClass.

- mapametp storeSystemlLogs momkeH ObITh
YCTaHOBJICH B true

operator-tr
vy

- severities

- BBISIBJICHUE W3BECTHBIX
ySI3BUMOCTEN TIpU
CO3/IaHUH, YCTAHOBKE
oOpa3a KoHTeliHepa B
WHPOPMALOHHOMN
(aBTOMaTH3MPOBAHHO )
cUCTEME U XpaHCHHUN
00pa3oB KOHTEHHEPOB

- OIIOBEIIICHUE O
BBISIBJICHHBIX
YSI3BUMOCTAX B 00pazax
KOHTEITHEpOB
pa3paboTdrka 00pa3oB
KOHTEHHEPOB U
aJIMUHHCTPATOpa
Oe3omacHOCTH
WH()OPMAITMOHHOM
(aBTOMATH3UPOBAHHOIN)
CHCTEMBI

- mapamMerp severities JIOJIKEeH cojiepkKarh
HA0Op BCEX YPOBHEH KPUTHUYHOCTH -
UNKNOWN, LOW, MEDIUM, HIGH,
CRITICAL (3HaueHue 0 YMOTIAHHIO)

runtime-a
udit-engin
c,
prometheu
s

CustomPrometheusR

ules

- KOHTPOJIb [ENOCTHOCTH
00pa3oB KOHTEHHEPOB U
UCIIONHSAEMBIX (paityioB
KOHTEUHEPOB

- KOHTPOJIb LETOCTHOCTH
HapaMeTpOB HACTPOHKH
I1O «Deckhouse
Platform Certified
Security Edition»

JloimkeH ObITh co37aH 00BEKT
CustomPrometheusRules, HacTpanBaronmii
OTIpaBKy WH(OpPMAIMK O COOBITHU ayUTa B
CHCTEMY MOHHTOPUHTA

gost-integ
rity-contro
ller

- KOHTPOJIb [ETIOCTHOCTH
00pa30B KOHTEHHEPOB H
napaMeTpoB HACTPOUKHU
I1O «Deckhouse
Platform Certified
Security Edition» mpu
yCcTaHOBKe 00pasza

Ha o6pextT Namespace, He00X0AHUMOTO
MIPOCTPAHCTBA UMEH, HEOOX0IUMO
YCTaHOBUTH METKY
gost-integrity-controller.deckhouse.io/gost-di
gest-validation-enabled: true, aTo0ObBI
BBITIOJTHSJIACH PYHKIUST O€301aCHOCTH
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Monyab

ITapameTpbi
MOYJIsl WJIM pecypc
(00BeKT)

@DyHKIUSA 6€30MACHOCTH

Iosicuenus

KOHTEWHepa B
UHQOPMAIIMOHHOM
(aBTOMATU3UPOBAHHOM)
CHCTEME U Jiajee
MIEPUOTNIECKH 32 CUET
npUMeHEHUs LU(PPOBOH
TIOJITIVICH
CaMOCTOSITEITHHO

cni-cilium

CiliumClusterWideN
etworkPolicy

- QunbTpanus
HHPOPMAITHOHHBIX
IIOTOKOB B
COOTBETCTBHH C
MPABUIIAMH YIIPABICHHSI
IIOTOKaMH,
YCTaHOBJICHHBIMU
aJIMHHUCTPATOPOM
0e301IaCHOCTH;
paspelieHue rnepeaadu
uHpopmarmu B [10
«Deckhouse Platform
Certified Security
Edition» ToaBKO 110
MapumpyTy,
YCTaHOBJICHHOMY
aJIMHUHHCTPATOPOM
0€e30I1acCHOCTH;

- BO3MOYKHOCTD 3aIlUCH
BO BPEMEHHOE
XpaHWIAIIE
“H(MOPMAIIHH O CETEBBIX
B3aUMOACHCTBUIX JIJIS
aHagmsa
aJIMHHHCTPATOPOM
0e30IMacHOCTH

Kongurypaunonnas onuus policyAuditMode
JOJDKHA OBITH B 3HaueHuu false

cni-cilium

- EgressGateway
- EgressGatewayPol

icy

- U3MEHEHUE
(mepeHanpaBieHUE)
MapIpyTa rnepeiadn
nHpOPMAIIH B
ClydJasix,
YCTaHOBJICHHBIX
aIMHHUCTPATOPOM
0e3omacHOCTH
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Monyab

ITapameTpbi
MOYJIsl WJIM pecypc
(00BeKT)

@DyHKIUSA 6€30MACHOCTH

Iosicuenus

control-pl
ane-mana
ger

apiserver.signature

- pexuM paboTHI
KOHTPOJISI IEIOCTHOCTH
JTAHHBIX XPAHUMBIX B
etcd

3HavyeHre mapaMeTpa apiserver.signature
JIOJDKHO OBITH YCTaHOBIICHO CIIETYIOLIHM
oOpazom:

‘Enforce’: ms kmactepos,
pa3BepTHIBAEMBIX BIEPBBIE, & TAKKE JUIS
CYIIECTBYIOIIUX KJIACTEPOB, Y KOTOPBIX
naaHble B etcd OB MTOJIHOCTHIO
npeoOpa3oBaHbl B HOBEIH (hopMar.
‘Migrate’: Ui KJIaCTEPOB, B KOTOPBIX, Ha
MOMEHT aKTHBalUU (YHKIWH, TaHHBIC B
etcd mpHUCYTCTBYIOT B CTAaHAAPTHOM
(dhopmare.

‘Rollback’: mpeqHa3zHayeH I KIIACTEPOB,
KOTOPBIM HEOOXoarMa o0paTHast
COBMECTHMOCTb JIaHHBIX etcd 1 ux
PE3EPBHBIX KOMUH € KJIaCCHUECKON
Bepcueii Kubernetes (ImosHOE OTKITIOUEHUE
(dhyHKIIMN Oe30macHOCTH). JJaHHBIH peXuM
TaKke HeoOXOAMMO UCTIONB30BaTh MPU
OOHOBJICHUH YK€ Pa3BEPHYTOTO KiacTepa
Deckhouse 1o Bepcuu, B KOTOpOi
MOSIBUJIACHh (PYHKIUS KOHTPOJIS
LIEJIOCTHOCTHU JIaHHBIX etcd, mepen
MIEPEKITIOYeHNEM Ha JTF000# IpyToit
PEXUM.

(3HaueHHe Mo YMOIYAHHUIO)

virtualizat
ion

- .spec.enabled

- yIpaBieHHE
COCTOSTHHEM MOZYJIS

3HaueHKe mapameTpa J0KHO OBITh:
- true, 9YTOOBI BKIIFOYUTHh MO/YJIb;
- false, 4TOOBI BBIKIIFOYUTH MOJTYJIb.
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7.3

Cnucok coOBITHI, OTBEYAIOIINX 3a pean3aiuio PyHKIui 0e30MacHOCTH

B nensix KOHTpOJIs IeJI0CTHOCTH, ayIuTa U MPEA0TBpAIlleHUs] HECAHKIIMOHUPOBAHHBIX OIEpaluii B

cpene

(YHKLIMOHUPOBAHUS

[1I0 «Deckhouse

Platform»

(UKCUpYIOTCS  KJIIOYEBBIE  COOBITUS

0€30MMacHOCTH, KOTOPBIE PETUCTPUPYIOTCS B JKypHale coObITHI Oe3omacHocTH Security Events B mamke

Security (11.5.6).

Crucok coOBITHI, PEerucTpanus KOTOPHIX O0€CIeYMBAeT pealu3alUio 3asBICHHBIX (QYHKUIUN

0€30IaCHOCTH:

Perucrpupyemsbie coObITHS
0€e30I1aCHOCTH

Co0bITHs Oe3onacHoctu [10
«Deckhouse Platform»

ITpumep BIBOAA

CoOpITHsI 6€30MMacHOCTH CPECTBA KOHTEHHEPHU3auu

Heycneminbie MONBITKU
ayTeHTU(UKAITUU
MOJb30BaTENEN  CpPEACTBa

KOHTEHHEpU3ALUH

CobbITHE:

Heycnennas momsitTka
ayTeHTU()MKALINU B
BeO-uHTEpderice miIarhopMel

DuUIETp 0TOOPA COOBITHIA:
failed login attempt:

Invalid credentials

{
"time":
"2025-11-18T07:52:55.0914087385Z2",
"level": "ERROR",

"msg": "failed login attempt: Invalid
credentials.”,
"user": "user@test.ru",
"client_remote_addr": "192.168.0.246",
"request_id":
"1d80f05a-1601-410a-8195-cc9fdfee75bc"
}
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Perucrpupyembie cOObITHS
0e30MacHOCTH

CooObrTus Oe3omacaoctu I[10O
«Deckhouse Platform»

[Tpumep BBIBOIA

CobpItHe:

Heycnemnas nonsiTka
ayTeHTH(UKAIIH B CEpBUCE
kube-apiserver

DuIETp 0TOOPA COOBITHIA:
Unauthorized K8s API

request detected

{
"hostname": "cse-2-master-1",
"output": "13:38:46.928533000: Warning
Unauthorized K8s API request
detected\nuser=<NA>\nagents=curl/8.14.1\
nverb=get\nuri=/1\nsourceips=[\"192.168.
0.246\",\"192.168.0.12\"]",
"output_fields": {
"evt.time": 1763473126928533000,
"jevt.value[/requestURI]": "/1",
"jevt.value[/sourceIPs]":
"[\"192.168.0.246\",\"192.168.0.12\"]",
"jevt.value[/user/username]": null,
"jevt.value[ /userAgent]":
"curl/8.14.1",
"jevt.value[/verb]": "get
H
"priority": "Warning",
"rule”: "Unauthorized request in
Kubernetes API",
"source": "k8s_audit",
"tags": [
"k8s_auth_issues",
"unauthorized"
1,
"time":
"2025-11-18T13:38:46.928533000Z"
}

3ar[y01< nu OCTaHOBKa
KOHTeﬁHGpOB C YKazaHUucM

MMPUYIUHBI OCTAHOBKHN

CobpItHe:
3arryck KOHTeitHepa

DunkTp 0TOOPA COOBITHI:
K8s Pod Created

{

"hostname": "cse-2-master-0",
"output": "10:04:22.866760000:
Informational K8s Pod Created
(user=kubernetes-admin pod=test-pod@
ns=default resource=pods resp=201
decision=allow reason=RBAC: allowed by
ClusterRoleBinding
\"kubeadm:cluster-admins\" of
ClusterRole \"cluster-admin\" to Group
\"kubeadm:cluster-admins\")",
"output_fields": {
"evt.time": 1763546662866760000,
"ka.auth.decision": "allow",
"ka.auth.reason": "RBAC: allowed by
ClusterRoleBinding
\"kubeadm:cluster-admins\" of
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Perucrpupyembie cOObITHS
0e30MacHOCTH

CooObrTus Oe3omacaoctu I[10O
«Deckhouse Platform»

[Tpumep BBIBOIA

ClusterRole \"cluster-admin\" to Group
\"kubeadm:cluster-admins\"",
"ka.response.code": "201",
"ka.target.name": "test-pode",
"ka.target.namespace": "default",
"ka.target.resource": "pods",
"ka.user.name": "kubernetes-admin"
H
"priority": "Informational",
"rule": "K8s Pod created",
"source": "k8s_audit",
"tags": [
"container_drift",
"fstec"
1,
"time":
"2025-11-19T10:04:22.866760000Z"
}

CoObitHe:
OctanoBka (ynaneHue)
KOHTEeWHepa

DuiasTp 0TOOPa COOLITHIA:
K8s Pod Deleted

{

"hostname": "cse-2-master-2",
"output": "10:12:49.236482000:
Informational K8s Pod Deleted
(user=system:node:cse-2-worker-2
pod=test-pod® ns=default resource=pods
resp=200 decision=allow reason=)"
"output_fields": {
"evt.time": 1763547169236482000,
"ka.auth.decision": "allow",
"ka.auth.reason": "",
"ka.response.code": "200",
"ka.target.name": "test-podo",
"ka.target.namespace": "default",
"ka.target.resource": "pods",
"ka.user.name":
"system:node:cse-2-worker-2"
},
"priority": "Informational",
"rule": "K8s Pod deleted",
"source": "k8s_audit",
"tags": [
"container_drift",
"fstec"
1,
"time":
"2025-11-19T10:12:49.236482000Z"
}

Momudukanus

3aIllyCKacMbIX KOHTCﬁHepOB

CoorITHE:

B xonteitnepe 3anyuieH
MpOoLECC YIPABICHUS
MaKeTaMu

{

"hostname": "cse-2-worker-1",
"output": "12:02:43.366871682: Error
Package management process launched in
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PerucTpupyemsbie COOBITHSL
0e30MacHOCTH

CooObrTus Oe3omacaoctu I[10O
«Deckhouse Platform»

[Tpumep BBIBOIA

DUIETP 0TOOPA COOBITHIA:
Package management

process launched in
container

container (user=root user_loginuid=-1
command=apt pid=772663
container_id=9d8dd712bf1b
container_name=test123
image=docker.io/library/ubuntu:latest
exe_flags=EXE_WRITABLE|EXE_LOWER_LAYER)"
"output_fields": {
"container.id": "9d8dd712bf1b",
"container.image.repository":
"docker.io/library/ubuntu”,
"container.image.tag": "latest",
"container.name": "test123",
"evt.arg.flags":
"EXE_WRITABLE|EXE_LOWER_LAYER",
"evt.time": 1763553763366871800,
"proc.cmdline": "apt",
"proc.pid": 772663,
"user.loginuid": -1,
"user.name": "root"
}.
"priority": "Error",
"rule": "Launch Package Management
Process in container",
"source": "syscall",
"tags": [
"container_drift",
"fstec"
1,
"time":
"2025-11-19T712:02:43.366871682Z"
}

CoOlriTHE:

Hcnonnenne GMHApHOTO
(aiina, He BXOIAIIETO B
0a30BBIN 00pa3 KOHTEHHEpA
[Ta6non «drop and execute»
4acTo HabIomaeTes moce
MOy YCHUS
3JIOYMBINIJICHHUKOM
MEPBOHAYABHOTO TOCTYTIA.

DuneTp 0TOOPA COOBITHIA:

Executing binary not part
of base image

{

"hostname": "cse-2-worker-1",

"output": "12:20:35.191327872:
Critical Executing binary not part of
base image (user=root user_loginuid=-1
user_uid=0 comm=curl ya.ru exe=curl
container_id=9d8dd712bf1b
image=docker.io/library/ubuntu
proc.name=curl proc.sname=bash
proc.pname=bash
proc.aname[2]=containerd-shim
exe_flags=EXE_WRITABLE |EXE_UPPER_LAYER
proc.exe_ino=1580515
proc.exe_ino.ctime=1763554824302013490
proc.exe_ino.mtime=1733935459000000000
proc.exe_ino.ctime_duration_proc_start=1
0886267891 proc.exepath=/usr/bin/curl
proc.cwd=/ proc.tty=34817
container.start_ts=1763553758811466336
proc.sid=15 proc.vpgid=3161
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evt.res=SUCCESS)",

"output_fields": {
"container.id": "9d8dd712bf1b",
"container.image.repository"”:

"docker.io/library/ubuntu”,
"container.start_ts":

1763553758811466200,
"evt.arg.flags":

"EXE_WRITABLE |EXE_UPPER_LAYER",
"evt.res": "SUCCESS",
"evt.time": 1763554835191327700,

"proc.
"proc.
"proc.
"proc.
"proc.
"proc.

aname[2]": "containerd-shim",
cmdline": "curl ya.ru",

cwd": "/",

exe": "curl",

exe_ino": 1580515,
exe_ino.ctime":

1763554824302013460,

"proc.exe_

ino.ctime_duration_proc_start"

: 10886267891,

"proc.

exe_ino.mtime":

1733935459000000000,

"proc.
"proc.
"proc.
"proc.
"proc.
"proc.
"proc.
"user.
"user.
"user.

}

exepath": "/usr/bin/curl",
name": "curl",

pname": "bash",

sid": 15,

sname": "bash",

tty": 34817,

vpgid": 3161,

loginuid": -1,

name": "root",

uid": ©

"priority": "Critical",

"rule":

"Drop and execute new binary

in container",

"source’

"tags":

': "syscall",

[

"container_drift",
"fstec"

1,

"time" :

"2025-11-19T12:20:35.1913278722"

}

CoOriTHE:

B xonTeiiHEpe co3aaH HOBBII
WCTIONHAEMBIN (aiis myTémM
n3MeHeHus npas (chmod)

DunsTp 0TOOPa COOLITHIA:

{

"hostname" :

"cse-2-worker-1",
"12:39:43.680836047: Error

"output":
Drift detected (chmod), new executable
created in a container (user=root
user_loginuid=-1 command=chmod +x 1.sh
pid=973196 filename=/1.sh name=<NA>
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Drift detected
\\ (chmod\\)

mode=S_IXOTH|S_IROTH|S_IXGRP|S_IRGRP|S_I
XUSR|S_IWUSR|S_IRUSR event=fchmodat)",
"output_fields": {
"evt.arg.filename": "/1.sh",
"evt.arg.mode":
"S_IXOTH|S_IROTH|S_IXGRP|S_IRGRP|S_IXUSR
| S_IWUSR|S_IRUSR",
"evt.arg.name": null,
"evt.time": 1763555983680836000,
"evt.type": "fchmodat",
"proc.cmdline": "chmod +x 1.sh",
"proc.pid": 973196,
"user.loginuid": -1,
"user.name": "root"
e
"priority": "Error",
"rule": "Container drift detected
(chmod) ",
"source": "syscall",
"tags": [
"container_drift",
"fstec"
1,
"time":
"2025-11-19T712:39:43.680836047Z"
}

CobrITHE:

B xonTeitnepe co3aaH HOBBII
UCTIOJIHSIEMBIH (haiin
MOCPENCTBOM Olepauuit
opentcreate.

IToBenenue yacto
HCNOJb3YETCs BPELOHOCHBIM
MPOrpaMMHBIM
o0ecrieueHUEM.

PuaeTp 0100pa COORITHIA:
Drift detected
\\ (open\\+create\\)

{

"hostname": "cse-2-worker-1",

"output": "13:15:03.343713276: Error
Drift detected (open+create), new
executable created in a container
(user=root user_loginuid=-1 command=malw
pid=1161187 filename=<NA>
name=/tmp/drift_test mode=0755
event=openat)",

"output_fields": {
"evt.arg.filename": null,
"evt.arg.mode": "0755",

evt.arg.name": "/tmp/drift_test",
evt.time": 1763558103343713300,
evt.type": "openat",
"proc.cmdline”: "malw",
"proc.pid": 1161187,
"user.loginuid": -1,
"user.name": "root"

e

"priority": "Error",

"rule": "Container drift detected

(open+create)”,

"source": "syscall",

"tags": [

"container_drift",
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"fstec"

] ’

"time" :
"2025-11-19T13:15:03.3437132762"
}

CoObITHE:

[TompITKa H3MEHUTS JTFO00H
(haiin B mpenenax Habopa
CHUCTEMHBIX KaTaJOTroB C
OMHApHBIMU (aiiamMHu.

DunesTp 0TOO0PA COOBITHIA:

File below known binary
directory renamed/removed

{
"hostname": "cse-2-worker-2",
"output": "13:46:03.506551797: Error
File below known binary directory
renamed/removed (user=root
user_loginuid=-1 command=ip6tables -t
filter -S OLD_CILIUM_FORWARD pid=1204837
pcmdline=cilium-agent
--config-dir=/tmp/cilium/config-map
--prometheus-serve-addr=127.0.0.1:9092
operation=unlinkat file=<NA>
res=-30(EROFS) dirfd=3(<f>/usr/sbin)
name=iptables(/usr/sbin/iptables)
flags=0 container_id=a85dcc476525
image=dev-registry-cse.deckhouse.ru/sys/
deckhouse-cse) ",
"output_fields": {
"container.id": "a85dcc476525",
"container.image.repository"”:
"dev-registry-cse.deckhouse.ru/sys/deckh
ouse-cse",
"evt.args": "res=-30(EROFS)
dirfd=3(<f>/usr/sbin)
name=iptables(/usr/sbin/iptables)

flags=0",
"evt.time": 1763559963506551800,
"evt.type": "unlinkat",
"fd.name": null,

"proc.cmdline": "ip6tables -t filter
-S OLD_CILIUM_FORWARD",

"proc.pcmdline"”: "cilium-agent
--config-dir=/tmp/cilium/config-map
--prometheus-serve-addr=127.0.0.1:9092",

"proc.pid": 1204837,

"user.loginuid": -1,

"user.name": "root"

e
"priority": "Error",
"rule": "Modify binary dirs",
"source": "syscall",
"tags": [
"container_drift",
"fstec"
1,
"time":
"2025-11-19T13:46:03.506551797Z"
}
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CobpItHe:
ITonwiTKa attach/exec B TION.

DunkTp 0TOOPA COOBITHI:
Attach/Exec to pod

{
"hostname": "cse-2-master-0",
"output": "06:16:12.365352000: Notice
Attach/Exec to pod
(user=kubernetes-admin pod=test123
resource=pods ns=default action=exec
command=bash)",
"output_fields": {
"evt.time": 1763619372365352000,
"ka.target.name": "test123",
"ka.target.namespace": "default",
"ka.target.resource": "pods",
"ka.target.subresource": "exec",
"ka.uri.param[command]": "bash",
"ka.user.name": "kubernetes-admin"
},
"priority": "Notice",
"rule": "Attach/Exec Pod",
"source": "k8s_audit",
"tags": [
"container_image_access",
"fstec"
1,
"time":
"2025-11-20T06:16:12.365352000Z"
}

CoObITHE:

Co3znmanne BpeMEHHOTO
(ephemeral) xoHTeliHepa.

DunsTp 0TOOPa COOLITHIA:

Ephemeral container is
created in pod

{

"hostname": "cse-2-master-0",

"output": "06:27:03.543708000: Notice
Ephemeral container is created in pod
(user=kubernetes-admin pod=test123
resource=pods ns=default
ephemeral_container_name=debugger-vrjf4
ephemeral_container_image=busybox)",

"output_fields": {

"evt.time": 1763620023543708000,

"jevt.value[ /requestObject/spec/ephemera
1Containers/@/image]”: "busybox",

"jevt.value[/requestObject/spec/ephemera

1Containers/@/name]": "debugger-vrjf4",

"ka.target.name": "test123",
"ka.target.namespace": "default",
"ka.target.resource": "pods",
"ka.user.name": "kubernetes-admin"

},

"priority": "Notice",

"rule": "EphemeralContainers created",

"source": "k8s_audit",

"tags": [

"container_image_access",
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"fstec"

] ’

"time" :
"2025-11-20T06:27:03.543708000Z"
}

CoOgiTHeE:

[TombITKa H3MEHUTH (aiin
obpasa KoHTeHHepa B
Karajore

/var/lib/containerd/containerd.

DunsTp 0TO0PA COOBITHI:
File below a known
containerd directory
opened for writing

{

"hostname": "cse-2-master-0",
"output": "06:31:57.318994093: Error
File below a known containerd directory

opened for writing (user=root
user_loginuid=1001 command=tee
/var/lib/containerd/testfile pid=853499
file=/var/lib/containerd/testfile
parent=sudo pcmdline=sudo tee
/var/lib/containerd/testfile
gparent=sudo container_id=host image=)"
"output_fields": {
"container.id": "host",
"container.image.repository": "",
"evt.time": 1763620317318994200,
"fd.name" :
"/var/lib/containerd/testfile",
"proc.aname[2]": "sudo",
"proc.cmdline": "tee
/var/lib/containerd/testfile”,
"proc.pcmdline"”: "sudo tee
/var/lib/containerd/testfile",
"proc.pid": 853499,
"proc.pname”: "sudo",
"user.loginuid": 1001,
"user.name": "root"
H
"priority": "Error",
"rule": "Write below containerd images
dir",
"source": "syscall",
"tags": [
"container_image_drift",
"fstec"
1,
"time":
"2025-11-20T06:31:57.318994093Z"
}
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CobpItHe:

ITomeITKa TpoYecTh (hai
o0paza KoHTelHepa B
KaTajore
/var/lib/containerd/io.containe
rd.grpc.vl.cri/containers/

PmIsTp 0TOOPA COOBITHIA:
File below a known
containerd directory
opened for reading

{
"hostname": "cse-2-worker-2",
"output": "07:05:22.961388994: Notice
File below a known containerd directory
opened for reading (user=root
user_loginuid=-1 command=containerd
pid=708001
file=/var/lib/containerd/io.containerd.g
rpc.vl.cri/containers/7844711587a95f798f
Ta4ca5ded9f86b5a98585e594b1cfc9ce9b60b06
629891/ .tmp-status209272341
parent=systemd pcmdline=systemd
gparent=<NA> container_id=host image=)"
"output_fields": {
"container.id": "host",
"container.image.repository": "",
"evt.time": 1763622322961389000,
"fd.name" :
“/var/lib/containerd/io.containerd.grpc.
vl.cri/containers/7844711587a95f798f1a4c
a5d0d9f86b5a98585e594b1cfc9ce9b60b066298
91/.tmp-status209272341",

"proc.aname[2]": null,
"proc.cmdline": "containerd",
"proc.pcmdline"”: "systemd",
"proc.pid": 708601,
"proc.pname”: "systemd",
"user.loginuid": -1,
"user.name": "root"

H

"priority": "Notice",

"rule": "Read below containerd images

dir",

"source": "syscall",

"tags": [
"container_image_access",
"fstec"

1,

"time":

"2025-11-20T07:05:22.9613889947"
}
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CobpItHe:
Hcnone30BaHuE B {
KOHTeifHepe, 3amyIeHHOM B "hostname": "cse-2-master-0",
CHCTEMHOM IIPOCTPAHCTBE "output": "97:28:31.00503@000:.Notice
MMEH, Tera 06pasa, OTIMIHOTO Not all containers are running with the
oT sha256-CyMMbi. sha256 sum as a tgg in a sys?em
CRUIETEIBOTBYET O namespace, which is a potential
A Yy . . .
. integrity control mechanism
MMOTEHINAIBHOMN OIINOKe . . . .
. misconfiguration (user=kubernetes-admin
HACTPOUKH KOHTPOIL binding=test resource=pods resp=201
[CIOCTHOCTH. decision=allow reason=RBAC: allowed by
ClusterRoleBinding
DuieTp 0160pa COOBITHIL \"kubeadm:cluster-admins\" of
Not all containers are ClusterRole \"cluster-admin\" to Group
running with the sha256 \"kubeadm:cluster-admins\"
image=(nginx))",
"output_fields": {
"evt.time": 1763623711005030000,
"ka.auth.decision": "allow",
"ka.auth.reason": "RBAC: allowed by
ClusterRoleBinding
\"kubeadm:cluster-admins\" of
ClusterRole \"cluster-admin\" to Group
\"kubeadm:cluster-admins\"",
"ka.req.pod.containers.image": [
"nginx"
1,
"ka.response.code": "201",
"ka.target.name": "test",
"ka.target.resource": "pods",
"ka.user.name": "kubernetes-admin"
e
"priority": "Notice",
"rule": "Container tag is not
@sha256",
"source": "k8s_audit",
"tags": [
"fstec",
"integrity_control”
1,
"time":
"2025-11-20T07:28:31.005030000Z"
}
H3menenune poneBoii | CoObITHe: {
ITonwITKa co3ganus "hostname": "cse-2-master-0",
MO

ServiceAccount B
MPOCTPAHCTBAX UMEH
kube-system, kube-public,
default

DuIETp 0TOOPA COORITHIA:

"output": "07:49:48.8036021000: Warning
Service account created in kube
namespace (user=kubernetes-admin
serviceaccount=test
resource=serviceaccounts
ns=kube-system)",

"output_fields": {
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Service account created
in kube namespace

"evt.time": 17636249888603021000,
"ka.target.name": "test",
"ka.target.namespace":
"kube-system",
"ka.target.resource":
"serviceaccounts"”,
"ka.user.name": "kubernetes-admin"
H
"priority": "Warning",
"rule": "ServiceAccount created in a
system namespace",
"source": "k8s_audit",
"tags": [
"fstec",
"rbac_drift"
1,
"time":
"2025-11-20T07:49:48.803021000Z"
}

CoObITHE:

ITonwITKa co3ganus
ClusterRoleBinding x ponu
cluster-admin.

DuneTp 0TOOPA COOBITHI:
Cluster Role Binding to

cluster-admin role

{

"hostname": "cse-2-master-2",

"output": "08:41:27.516128000: Warning
Cluster Role Binding to cluster-admin
role (user=kubernetes-admin
binding=test444
resource=clusterrolebindings
subjects=<NA> role=cluster-admin
resp=201 decision=allow reason=RBAC:
allowed by ClusterRoleBinding
\"kubeadm:cluster-admins\" of
ClusterRole \"cluster-admin\" to Group
\"kubeadm:cluster-admins\")",

"output_fields": {

"evt.time": 1763628087516128000,

"ka.auth.decision": "allow",
"ka.auth.reason": "RBAC: allowed by
ClusterRoleBinding

\"kubeadm:cluster-admins\" of
ClusterRole \"cluster-admin\" to Group
\"kubeadm:cluster-admins\"",
"ka.req.binding.role":
"cluster-admin",
"ka.req.binding.subjects": null,
"ka.response.code": "201",
"ka.target.name": "test444",
"ka.target.resource":
"clusterrolebindings"”,
"ka.user.name": "kubernetes-admin"
},
"priority": "Warning",
"rule": "Attach to cluster-admin
Role",
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"source": "k8s_audit",
"tags": [
"fstec",
"rbac_drift"
] ’
"time" :

"2025-11-20T08:41:27.516128000Z"
}

Co0OniTHE:

ITonwiTKa co3ganus
Role/ClusterRole ¢
MOJICTAHOBOYHBLIMHU 3HAKAMMU
(«*») B pecypcax HIH
JIEHCTBUSX.

DuneTp 0TO0PA COOBITHIA:
Created Role/ClusterRole
with wildcard

{

"hostname": "cse-2-master-0",

"output": "09:08:25.846971000: Warning
Created Role/ClusterRole with wildcard
(user=kubernetes-admin role=user-editor
resource=clusterroles
rules=({\"verbs\":[\"get\"], \"apiGroups\
"“:[\"kuma.io\"],\"resources\":[\"*\"]}))

n
)

"output_fields": {
"evt.time": 1763629705846971000,
"ka.req.role.rules": [

"{\"verbs\":[\"get\"],\"apiGroups\":[\"k
uma.io\"],\"resources\":[\"*\"]}"
1,
"ka.target.name": "user-editor",
"ka.target.resource":
"clusterroles”,
"ka.user.name" :
H
"priority": "Warning",
"rule": "ClusterRole with wildcard
created",
"source":
"tags": [
"fstec",
"rbac_drift"
1,
"time" :
"2025-11-20T09:08:25.846971000Z"
}

"kubernetes-admin"

"k8s_audit",

ColbiTHE:

IlombiTKa co3manms
Role/ClusterRole,
o0JIaaroNIyIo IpaBaMH Ha
orepaiuu 3anucu(create,
modify, delete).

DueTp 0TOOPA COOBITHI:
Created Role/ClusterRole

with write privileges

{

"hostname": "cse-2-master-0",

"output": "09:28:35.509262000: Notice
Created Role/ClusterRole with write
privileges (user=kubernetes-admin
role=user-editor resource=clusterroles
rules=({\"verbs\":[\"get\",\"create\"],\
"apiGroups\":[\"kuma.io\"], \"resources\"

:[\II*\II]}))II'
"output_fields": {
"evt.time": 1763630915509262000,
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"ka.req.role.rules": |

"{\"verbs\":[\"get\",\"create\"], \"apiGr
oups\":[\"kuma.io\"],\"resources\":[\"*\
"y
1,
"ka.target.name": "user-editor",
"ka.target.resource":
"clusterroles”,
"ka.user.name" :
H
"priority": "Notice",
"rule": "ClusterRole with write
privileges created",
"source": "k8s_audit",
"tags": [
"fstec",
"rbac_drift"
1,
"time":
"2025-11-20T09:28:35.509262000Z"
}

"kubernetes-admin"

CoOrITHe:

ITonbiTKa cozmanus
Role/ClusterRole ¢
BO3MOXKHOCTBIO BBITIOTHCHUS
KoMmaHg (exec) B mofie (¢
00BEKTOM pods/exec B
MACCHUBE resources).

DunsTp 0TOOPA COOLITHIA:
Created Role/ClusterRole
with pod exec privileges

{
"hostname": "cse-2-master-0",
"output": "09:34:10.109024000: Warning
Created Role/ClusterRole with pod exec
privileges (user=kubernetes-admin
role=user-editor resource=clusterroles
rules=({\"verbs\":[\"get\",\"create\"],\
"apiGroups\":[\"kuma.io\"], \"resources\"
:[\"test\",\"pods/exec\"1}))",
"output_fields": {
"evt.time": 1763631250109024000,
"ka.req.role.rules": |

“{\"verbs\":[\"get\",\"create\"], \"apiGr
oups\":[\"kuma.io\"],\"resources\":[\"te
st\",\"pods/exec\"]}"

] ’

"ka.target.name": "user-editor",
"ka.target.resource":
"clusterroles”,
"ka.user.name": "kubernetes-admin”
}.
"priority": "Warning",
"rule": "ClusterRole with Pod Exec
created",
"source": "k8s_audit",
"tags": [

"fstec",
"rbac_drift"

] ’
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"time" :
"2025-11-20T09:34:10.109024000Z"
}

CoOrniTHE:

ITomneITKa U3MEHNUTH WIN
ynamuth ClusterRole/Role,
Ha3BaHUE KOTOPOH
HauWHACTCS C System.

DuasTp 0TOOPa COOLITHIA:
System ClusterRole/Role
modified or deleted

{

"hostname": "cse-2-master-0",

"output": "09:39:25.003993000: Warning
System ClusterRole/Role modified or
deleted (user=kubernetes-admin
role=system:test resource=clusterroles
action=delete)",

"output_fields": {

"evt.time": 1763631565003993000,
"ka.target.name": "system:test",
"ka.target.resource":
"clusterroles”,
"ka.user.name": "kubernetes-admin",
"ka.verb": "delete"
H
"priority": "Warning",
"rule": "System ClusterRole
modified/deleted",
"source": "k8s_audit",
"tags": [
"fstec",
"rbac_drift"
1,
"time":

"2025-11-20709:39:25.003993000Z"
}

CoOrITHe:
ITonwITKa co3naHus
ServiceAccount

PuneTp 0TO0Pa COOBITHI:
K8s Serviceaccount

Created

{

"hostname": "cse-2-master-1",

"output": "@09:42:26.177759000: Notice
K8s Serviceaccount Created
(user=system:node:cse-2-worker-1
serviceaccount=cert-manager
ns=d8-cert-manager
resource=serviceaccounts resp=201
decision=allow reason=)",

"output_fields": {

"evt.time": 1763631746177759000,
"ka.auth.decision": "allow",
"ka.auth.reason": "",
"ka.response.code": "201",
"ka.target.name": "cert-manager",

"ka.target.namespace":
"d8-cert-manager",

"ka.target.resource":
"serviceaccounts"”,

"ka.user.name" :
"system:node:cse-2-worker-1"

}
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"priority": "Notice",
"rule": "K8s ServiceAccount created”,
"source": "k8s_audit",
"tags": [
"fstec",
"rbac_drift”
1.
"time" :
"2025-11-20T09:42:26.177759000Z"
}

CooOblTHE:

[MonbIiTKa ynaneHus
ServiceAccount

DunsTp 0TO0Pa COOBITHIA:
K8s Serviceaccount
Deleted

{
"hostname": "cse-2-master-0",
"output": "09:44:58.733934000: Notice
K8s Serviceaccount Deleted
(user=kubernetes-admin
serviceaccount=test ns=default
resource=serviceaccounts resp=200
decision=allow reason=RBAC: allowed by
ClusterRoleBinding
\"kubeadm:cluster-admins\" of
ClusterRole \"cluster-admin\" to Group
\"kubeadm:cluster-admins\")",
"output_fields": {
"evt.time": 1763631898733934000,
"ka.auth.decision": "allow",
"ka.auth.reason": "RBAC: allowed by
ClusterRoleBinding
\"kubeadm:cluster-admins\" of
ClusterRole \"cluster-admin\" to Group
\"kubeadm:cluster-admins\"",
"ka.response.code": "200",
"ka.target.name": "test",
"ka.target.namespace": "default",
"ka.target.resource":
"serviceaccounts"”,
"ka.user.name": "kubernetes-admin"
}.
"priority": "Notice",
"rule": "K8s ServiceAccount deleted",
"source": "k8s_audit",
"tags": [
"fstec",
“rbac_drift"
1,
"time" :
"2025-11-20T09:44:58.733934000Z"
}

QQQI)ITI/IQ;

TTomeiTKa co3nanus Role unu
ClusterRole

{

"hostname": "cse-2-master-0",
"output": "09:39:07.355383000: Notice
K8s Cluster Role Created
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DunkTp 0TOOPA COOBITHI:
K8s Cluster Role Created

(user=kubernetes-admin role=system:test
resource=clusterroles
rules=({\"verbs\":[\"get\"],\"apiGroups\
"[\"\"],\"resources\":[\"*\"]})
resp=201 decision=allow reason=RBAC:
allowed by ClusterRoleBinding
\"kubeadm:cluster-admins\" of
ClusterRole \"cluster-admin\" to Group
\"kubeadm:cluster-admins\")",
"output_fields": {
"evt.time": 1763631547355383000,

"ka.auth.decision": "allow",
"ka.auth.reason": "RBAC: allowed by
ClusterRoleBinding

\"kubeadm:cluster-admins\" of

ClusterRole \"cluster-admin\" to Group

\"kubeadm:cluster-admins\"",
"ka.req.role.rules": [

"{\"verbs\":[\"get\"], \"apiGroups\":[\"\
"],\"resources\" :[\"*\"]}"

1,

"ka.response.code": "201",
"ka.target.name": "system:test",
"ka.target.resource":
"clusterroles”,
"ka.user.name": "kubernetes-admin"
I3
"priority": "Notice",

"rule": "K8s Role/ClusterRole
created",

"source": "k8s_audit",
"tags": [
"fstec",
"rbac_drift"
] )
"time" :

"2025-11-20T09:39:07.355383000Z"
}

CoOpITHE:
ITonwITKA co3nanus
ClusterRoleBinding

DunsTp 0TOOPA COOLITHIA:
K8s Cluster Role Binding
Created

{

"hostname": "cse-2-master-1",

"output": "10:08:06.223077000: Notice
K8s Cluster Role Binding Created
(user=kubernetes-admin binding=test444
resource=clusterrolebindings
subjects=<NA> role=admins resp=201
decision=allow reason=RBAC: allowed by
ClusterRoleBinding
\"kubeadm:cluster-admins\" of
ClusterRole \"cluster-admin\" to Group
\"kubeadm:cluster-admins\")",

"output_fields": {
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"evt.time": 1763633286223077000,

"ka.auth.decision": "allow",
"ka.auth.reason": "RBAC: allowed by
ClusterRoleBinding

\"kubeadm:cluster-admins\" of
ClusterRole \"cluster-admin\" to Group

\"kubeadm:cluster-admins\"",

"ka.req.binding.role": "admins",
"ka.req.binding.subjects": null,
"ka.response.code": "201",

"ka.target.name": "test444",
"ka.target.resource":
"clusterrolebindings"”,
"ka.user.name": "kubernetes-admin"
e
"priority": "Notice",
"rule": "K8s Role/ClusterRole binding
created",

"source": "k8s_audit",
"tags": [
"fstec",
"rbac_drift"
] )
"time":

"2025-11-20T10:08:06.223077000Z"
}

CoOgITHeE:
ITonbiTKa ynaneHus
ClusterRoleBinding

DumIbTp 0TOOPa COOBLITHIA:
K8s Cluster Role Binding
Deleted

{

"hostname": "cse-2-master-2",

"output": "10:08:04.368957000: Notice
K8s Cluster Role Binding Deleted
(user=kubernetes-admin binding=test444
resource=clusterrolebindings resp=200
decision=allow reason=RBAC: allowed by
ClusterRoleBinding
\"kubeadm:cluster-admins\" of
ClusterRole \"cluster-admin\" to Group
\"kubeadm:cluster-admins\")",

"output_fields": {

"evt.time": 1763633284368957000,

"ka.auth.decision": "allow",
"ka.auth.reason": "RBAC: allowed by
ClusterRoleBinding

\"kubeadm:cluster-admins\" of
ClusterRole \"cluster-admin\" to Group
\"kubeadm:cluster-admins\"",
"ka.response.code": "200",
"ka.target.name": "test444",
"ka.target.resource":
"clusterrolebindings"”,
"ka.user.name": "kubernetes-admin”
H

"priority": "Notice",
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"rule": "K8s Role/ClusterRole binding
deleted",
"source": "k8s_audit",
"tags": [
"fstec",
"rbac_drift"
1,
"time":
"2025-11-20T10:08:04.368957000Z"
}
Brrsasnenue u3BecTHBIX | CoObITHE:
ysI3BUMOCTEei B  0Opaszax Cosnanue pecypcos ¢ " w.om "
ConfigAuditReports u hostname": "cse-2-master-2",
KOHTEI{HEPOB u | VulnerabilityReports "output”: "12:15:07.995425000: Notice
K8s Security Reports Created. The report
HCKOPPEKTHOCTH OUIETD 0T6ODA COBBITHIL: may contain Yulnerability information.
KOH(UTYpaITiu K8s Security Reports Check the object in the cluster
Created (user=system:serviceaccount:d8-operator-
trivy:operator-trivy, verb=create,
ns=cve, resource=vulnerabilityreports,
object=replicaset-loki-deployment-5549c4
4655-1oki)",
"output_fields": {
"evt.time": 1763640907995425000,
"ka.target.name":
"replicaset-loki-deployment-5549c44655-1
oki",
"ka.target.namespace": "cve",
"ka.target.resource":
"vulnerabilityreports",
"ka.user.name" :
"system:serviceaccount:d8-operator-trivy
:operator-trivy",
"ka.verb": "create"
+
"priority": "Notice",
"rule": "Create Security Reports",
"source": "k8s_audit",
"tags": [
"fstec",
"security_reports”
1,
"time":
"2025-11-20T12:15:07.995425000Z"
}
DaKThI Hapyuienus | CoObiTue: {
LIEJIOCTHOCTH 00BEKTOB Onun 13 ABOHIHBIX (aitios, :hostnaTe"j ~ose-2-master-6’,
UCTIONB3YEMBIX output": "13:55:53.182087669: Error
KOHTPOJISE KoMIonenTamu 110 Deckhouse binary /opt/deckhouse/bin/1s

«Deckhouse Platform» B

is missing a proper digital signature",
"output_fields": {
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JUPEKTOPUH
/opt/deckhouse/bin, ne
IIPOIIEN TPOBEPKY MOAIUCH

DunsTp 0TOOPA COOBITHIA:
Error Deckhouse binary

"evt.time": 1763646953182087700,
"fd.name": "/opt/deckhouse/bin/1s"
H
"priority": "Error",
"rule": "missing_digital_signature",
"source": "syscall",
"tags": [
"integrity_check",
"subscription_check"
1,
"time":

"2025-11-20T13:55:53.182087669Z2"
}

CoosITHE:
Hapymenue uenoctaoctu
00BEKTOB XpaHUMBIX B etcd

DuIETp 0TOOPA COOBITHIA:

K8s audit event with
deckhouse.io/signature
annotation

{

"hostname" :
"adyakonov-static-master-0",

"output": "08:28:46.868800000: Notice
[Falco] K8s audit event with
deckhouse.io/signature annotation.
Indicates that unsigned objects or
objects with invalid signatures were
found in the etcd database.
(user=system:node:adyakonov-static-maste
r-0 verb=create resource=serviceaccounts
object=safe-agent-updater
signature=Absent signature)",

"output_fields": {

"evt.time": 1763713726868800000,

"jevt.value[/annotations/deckhouse.io~1s
ignature]": "Absent signature",
"ka.target.name" :
"safe-agent-updater"”,
"ka.target.resource":
"serviceaccounts"”,
"ka.user.name":
"system:node:adyakonov-static-master-0",
"ka.verb": "create"
e
"priority": "Notice",
"rule": "Event with
deckhouse.io/signature annotation",
"source": "k8s_audit",
"tags": [
"annotations",
"audit",
"deckhouse",
"signature”
1,
"time":
"2025-11-21T708:28:46.868800000Z"
}
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CobpItHe:

ITonbiTKa 3amycka KOHTEHHEpa
C HEKOPPEKTHOH WIIH
OTCYTCTBYIOLIEH KOHTPOJIBHOM
cyMMoii obpasa

DuneTp 0TOOPA COOBITHI:
K8s Pod creation denied

due to missing GOST
digest

{

"hostname" :
"adyakonov-static-master-0",

"output": "09:02:17.183187000: Warning
K8s Pod creation denied due to missing
GOST digest (user=kubernetes-admin,
ns=default, pod=po, reason=admission
webhook
\"gost-digest-webhook.deckhouse.io\"
denied the request: the image does not
contain gost digest,
image=nginx:latest)",

"output_fields": {

"evt.time": 17637157371831876000,

"jevt.value[/requestObject/spec/containe
rs/@/image]": "nginx:latest",

"jevt.value[/responseStatus/message]":
"admission webhook
\"gost-digest-webhook.deckhouse.io\"
denied the request: the image does not
contain gost digest"”,
"ka.target.name": "po",
"ka.target.namespace": "default",
"ka.user.name": "kubernetes-admin"
H
"priority": "Warning",
"rule": "Pod creation denied due to
missing GOST digest",
"source": "k8s_audit",
"tags": [
"integrity_check",
"signature”
1,
"time" :
"2025-11-21T709:02:17.183187000Z"
}

CoObITHs 6€30MaCHOCTH CPEICTBA BUPTYAIH3aLUH

YcneniHple ¥ HEYCIICITHBIS
TOIBITKU ayTeHTU(UKALNN
MOJIL30BaTeIEH 10

«Deckhouse Platformy»

CoOgitHe:

Heycneninas nonbiTka
ayTeHTU(UKAINA B
BeO-uHTEpderice mIarhopMel

DUIETp 0TOOPA COOBITHIA:
failed login attempt

{
"time":
"2025-11-18T07:52:55.091407385Z2",
"level": "ERROR",

"msg": "failed login attempt: Invalid
credentials.”,
"user": "user@test.ru",
"client_remote_addr": "192.168.0.246",
"request_id":
"1d80f05a-1601-410a-8195-cc9fdfee75bc"
}
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CobpItHe:

VYenemHast monsITKa
ayTeHTH(UKaH B
BeO-uHTEpderice maarhopMel

DuIETp 0TOOPA COOBITHIA:
login successful

{
"time":
"2025-11-21T709:57:28.066435654Z",
"level”: "INFO",
"msg": "login successful",
"connector_id": "local",
"username": "user",
"preferred_username": "",

"email": "name.surname@test.ru",
"groups": null,
"client_remote_addr": "10.111.8.85",
"request_id":

"5644ed82-b5f5-453c-ad51-661bd73efdfc"
}

Hoctyn nonws3oBareneii [10
«Deckhouse Platform»

BUPTYaAJIbHbIM MalllMHaM

QQQBITI/IQ;

Hoctyn nons3oBareneid k BM

DuIETp 0TOOPA COOBITHIA:
Access to VM

{
"type": "Access to VM",
"level": "info",
"name" : "Virtual machine 'test-vm'

connection has been initiated via
console by 'name.surname@test.ru'",
"datetime": "2025-11-22T07:43:43Z",
"uid":
"a83162e5-1¢c85-4¢c57-9¢22-ea508¢c75115e",
"request_subject":
"name.surname@test.ru",
"action_type": "get",
"node_network_address":
"virtualmachine_uid":
"986d6e76-ec0d-43ab-a846-171d1ecae437",

"10.12.0.200"

"virtualmachine_os": "unknown",
"storageclasses":
"local-storage-class"”,
"gemu_version": "v9.2.0",
"libvirt_version": "v10.9.0",
"operation_result": "unknown"

}
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CO3Z[aHI/Ie n YAaJICHUC

BUPTYaAJIbHBIX MalllMH

CobpItHe:
Coznanne BM

DunkTp 0TOOPA COOBITHI:
Virtual machine .* has

been created

{
"type": "Manage VM",
"level": "info",
"name" : "Virtual machine 'test-vm' has

been created by 'kubernetes-admin'",
"datetime": "2025-11-22T07:41:04Z",
"uid":

"dd7d9739-2980-4faB-b21b-1967fffébbc3",
"request_subject": "kubernetes-admin",
"action_type": "create",
"node_network_address": "unknown",
"virtualmachine_uid":

"986d6e76-ec0d-43ab-a846-171d1ecae437",
"virtualmachine_os": "unknown",

"storageclasses": ,

"gemu_version": ,
"libvirt_version": "",

"operation_result": "allow"
}
CoObITHE: {
Vnaneaune BM "type": "Manage VM",
"level": "warn",
"name": "Virtual machine 'test-vm' has

DuUIETp 0TOOPA COOBITHIA:
Virtual machine .* has

been deleted

been deleted by 'kubernetes-admin'",
"datetime”: "2025-11-22T07:28:292",

"uid":
"45410e58-7bf0-4b13-87d2-b5b8b8f5f190",
"request_subject": "kubernetes-admin",

"action_type": "delete",

"node_network_address": "10.12.0.200",

"virtualmachine_uid":
"f08d1586-ef97-44bd-bb13-f2b329bf43b3",

"virtualmachine_os": "unknown",
"storageclasses": "unknown",
"gemu_version": "v9.2.0",
"libvirt_version": "v10.9.0",
"operation_result": "allow"
}
3amyck u ocraHoBka [1O | CoObiTHe:
3anyck\u3MeHenune Hactpoek | {
«Deckhouse Platform» ¢ ngy P "type": "Module control”,
yKa3aHHeM MPUYHHBI "level”: "info",
OUIETP 0T60pa COGBITHIL: "name": "Module 'virtualization' has
OCTaHOBKH been updated by 'kubernetes-admin'"

Module 'virtualization'
has been updated

"datetime”: "2025-11-24T709:10:292",

"uid":
"10075456-a04c-4fd0-8e38-60e1a62f81a3",

"request_subject": "kubernetes-admin",

"operation_result": "allow",

"action_type": "patch",
"component": "virtualization",
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"node_network_address": "unknown",
"virtualization_version": "v1.73.4",
"virtualization_name": "Deckhouse
Virtualization Platform",
"gemu_version": "unknown",
"libvirt_version": "unknown"

}

QQQLITI/IQ;

OcranoBka CB

Dunrerp OT a BITHH:
Module 'virtualization'
has been disabled

{
"type": "Module control",
"level”: "warn",
"name" : "Module 'virtualization' has
been disabled by 'kubernetes-admin'",
"datetime": "2025-11-24T09:10:26Z7",

"uid":
"be3259e5-e986-4ea5-b15f-363221d0d257",
"request_subject": "kubernetes-admin",
"operation_result": "allow",
"action_type": "patch",
"component”: "virtualization",
"node_network_address": "unknown",
"virtualization_version": "v1.73.4",
"virtualization_name": "Deckhouse
Virtualization Platform",
"gemu_version": "unknown",
"libvirt_version": "unknown"
}
Bamyck wu  ocraHoBka | CoOwITHE: {
3amyck BM "type": "Control VM",
BUPTYAJIbHBIX MalllnuH C "level”: "info" ,
yKa3aHuem npuumnssl | OuikTp 0T6opa coObITHii: "name”: "Virtual machine 'test-vm' has
Virtual machine .* has been started by 'name.surname@test.ru'"
OCTaHOBKH

been started

"datetime”: "2025-11-24T709:05:39Z2",

"uid":
"cd88fc91-2¢c33-4bbb-90ca-4ff76e9¢721d",

"request_subject":
"name.surname@test.ru",

"action_type": "start",

"node_network_address": "unknown",

"virtualmachine_uid":
"986d6e76-ec0d-43ab-a846-171d1ecae437",

"virtualmachine_os": ,

"storageclasses":
"local-storage-class"”,
"gemu_version": "v9.2.0",
"libvirt_version": "v10.9.0",
"operation_result": "allow"

}
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CobpItHe:
OcranoBka BM ¢ ykazanuem
IMPUYNUHBI OCTAHOBKHU

DunsTp 0TOOPA COOBITHIA:
Virtual machine .* has
been stopped

{
"type": "Control VM",
"level”: "warn",

"name" : "Virtual machine 'test-vm' has
been stopped by 'name.surname@test.ru'",
"datetime": "2025-11-24T08:46:02Z",

"uid":
"00e14c65-25e5-445f-a5fc-3347d5130d53",
"request_subject":
"name.surname@test.ru",
"action_type": "stop",
"node_network_address": "10.12.0.200",
"virtualmachine_uid":
"986d6e76-ec0d-43ab-a846-171d1ecae437",
"virtualmachine_os": ""
"storageclasses":
"local-storage-class"”,
"gemu_version": "v9.2.0",
"libvirt_version": "v10.9.0",
"operation_result": "allow"

}

CobriTHE:
ITepesarpyzka BM

DunsTp 0TOOPa COOLITHIA:
Virtual machine .* has
been restarted

{

"type": "Control VM",

"level": "warn",

"name": "Virtual machine 'test-vm' has
been restarted by
'name.surname@test.ru'",

"datetime": "2025-11-24T08:46:04Z",

"uid":
"9f768a9a-34ef-49d4-b12c-492¢c5f9aac25",

"request_subject":
"name.surname@test.ru",

"action_type": "restart",

"node_network_address": "10.12.0.200",

"virtualmachine_uid":
"986d6e76-ec0d-43ab-a846-171d1ecae437",

"virtualmachine_os":

"storageclasses":
"local-storage-class"”,

"gemu_version": "v9.2.0",

"libvirt_version": "v10.9.0",

"operation_result": "allow"

}

N3smenenue poJieBoit

MOJENN

CoOBITHS aHAOTUYHBI COOBITHSMH CPENICTBA KOHTEHHEpU3aIHN

Uzmenenue xoHpurypanmu

I1O «Deckhouse Platform»»

Coo0sbITHE:

Uzmenenue koHpUrypanuu
CB

"type": "Module control",
"level": "info",
"name": "Module 'virtualization' has
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DUIETP 0TOOPA COOBITHIA:
Module 'virtualization'

has been updated

been updated by 'kubernetes-admin'",
"datetime": "2025-11-24T08:16:43Z",
"uid":

"f4177935-4b15-4437-a886-1f2171fe52ae9",
"request_subject": "kubernetes-admin",
"operation_result": "allow",
"action_type": "patch",
"component": "virtualization",
"node_network_address": "unknown",
"virtualization_version": "v1.73.4",
"virtualization_name": "Deckhouse

Virtualization Platform",
"gemu_version": "unknown",
"libvirt_version": "unknown"

}

Nsmenenmne xoHpUryparumit

BUPTYaJIbHBIX MAalllTUH

CoOpITHeE:
Uzmenenue koHpUTypanuu
BM

OuUIETp 0TOOPA COOBITHIA:
Virtual machine .* has

been updated

{
"type": "Manage VM",
"level": "info",

"name" : "Virtual machine 'test-vm' has
been updated by 'name.surname@test.ru'"
"datetime”: "2025-11-24T09:05:01Z2",

"uid":
"611f0dd3-cf37-4899-97d0-201170a95af7",

"request_subject":
"name.surname@test.ru",

"action_type": "update",

"node_network_address": "10.12.0.200",

"virtualmachine_uid":
"986d6e76-ec0d-43ab-a846-171d1ecae437",

"virtualmachine_os": "unknown",
"storageclasses":
"local-storage-class"”,
"gemu_version": "v9.2.0",
"libvirt_version": "v10.9.0",
"operation_result": "allow"
}
DaKThI HapyuieHus | CoObiTue: {
HETOCTHOCTH OBLEKTOR Hapymienue KoHTpoIst :type"i "%ntggrity“checkﬁ
IIeJIOCTHOCTH KOH(HTypaIuy level”: "critical”,
KOHTPOJISE BM "name" : "Virtual machine 'test-vm'

DuIETp 0TOOPA COOBITHIA:
Virtual machine .* config

integrity check failed

config integrity check failed",
"datetime": "2025-11-25T05:46:50Z",
"uid":
"aB8344637-1ed8-4b06-b769-21fad4e73dd96",
"request_subject":
"system:serviceaccount:d8-virtualization
:kubevirt-internal-virtualization-handle
r,
"operation_result": "allow",
"object_type": "Virtual machine
configuration”,
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"virtual_machine_name": "test-vm",
"control_method": "Integrity Check",
"reaction_type": "info",

"integrity_check_algo": "sha256",
"reference_checksum":
"ab57feel12cd9af67dd3105026d6f20ad3f30edde
8598fb4600f233be34fcbcc62”,
"current_checksum":
"4caB8a36fb8b3bf12a922530deBdae794act5698
bc4d77440c38a17bbcbBe97b5"
}
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