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Deckhouse Airlock

Kubernetes-native cuctema ynpasnieHud
NPMBUNErMpPoOBaHHbLIM OOCTYMNOM



[ loueMy Knaccu4deckoro
PAM y)>Xe HegoCTaTO4YHO?
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Tekywme PAM-peLieHUa He co3faHbl
ona Kubernetes

[locTyn Ha ypOBHE y3/10B UK CEpPBEpPa

He BUAOHO, K KaKOMY CepBUCY MNOOKTKOHAJICA NMOJ1Ib30BaTEJ1b

HeT rpaHynspHOro ynpasneHns goCTynoMm

Henb34 rmbko HacTpamBaTb OOCTYN K yrpaB/fieHUo onpenesieHHbIMU
npuMmmtTuBaMun Kubernetes

B3anmMmopgencTBme Ha ypoOBHE NoJib3oBaTeNeun

Knaccunyeckmne PAM B nepBylo oyepeb NpoeKTUpoBannChb gns
yrpasreHns NPUBUNErMpoBaHHbIM OCTYNOM ONS OLEWN,
a He MPUNOXXEHNN N CEPBUCOB

[TpnMep

Mbl He 3HaeM, KTO 1 Korga
nogko4arncy K base gaHHbIX
B production



PelwneHue ectb! Deckhouse Airlock

Deckhouse Airlock — cuctema gnga ynpasneHUa NpuBMnerMpoBaHHbIM
OOCTYMOM.

KnioyeBoe NpenmyLLecTBO — BO3MOXXHOCTbL paboTaTb Ha YpPOBHE CEPBUCOB
Kubernetes, a He Ha ypOBHe y3/10B U cepBepa.

{0 Teleport CE K8s-native (® Service based
[IpoBepeHHOE open source CRD, onepaTtopsl, kube API [locTyn Ha ypOBHe CepBUCOB,
A0Po «3 KOPOOKMN» a He y3/10B U cepBepa

a TaKXXe HageXXHad nogaepka BeHaopa, JOPOXXHada KapTa pa3BuTUS,
MHTerpaumna c akocnuctemom Deckhouse n MHoroe gpyroe...



KaK paGOTaeT e [Monb3oBaTenb NPOXOAUT

ayTeHTUdUMKaumio B Deckhouse Airlock

Deckhouse Airlock 4epea SSO, MFA Un Apyroii

NOOKMOYEHHLIM identity-provider

e Deckhouse Airlock BblgaeT

Monb3oBaTtenu

________________________ KPaTKOXMBYLWMN cCepTUOUKAT MU TOKEH
@ : ,u,oc:Tyna BMeCTO NOCTOAHHDBIX TIOTMHOB U
AyTeHTudUKayma -
ey naponemn
BHewHAA ceTb YacTHaga ceTb

e [lonb3oBaTenb NogkMt4yaeTca K HYy)>KHOMY
pecypcy: Kubernetes-knacrtepy,
cepsepy, 6ase faHHbIX NN BHYTPEHHEMY
NPUNOXEHUIO Yepe3 NMPOKCU

SSH-y3nbl
Deckhouse

.
[
[
: o~
| ko) Kubernetes Platform
D ;
1
|
1

|
|
|
\ 4
AypguT-norun

->
Knacrep Kas e Deckhouse Airlock npuMeHaeT NONUTUKN
OOCTyna: NpoBepSAET poJb, Bpemq,

KOHTEKCT, YCTPOUCTBO U gpyrue ycrnoBus

L o o o o R B

&

MopgkntoveHue
= C BPEMEHHbIM TOKEHOM = = = =
unn ceptTUPMKaTom

0

MNMpunoxeHus

e Ceccusa normpyeTca n MoXxeT
3anuMcbiBaTbCsd ONa ayauTa
1N paccriegoBaHum

-
[
[
[
1
[
[
-
1
[
1
[
I
[
|- —
1
I
1
[
1
I
r-
[
[
I Ba3sbl gaHHbIX
1
[
[

O

[Tocne 3aBepLleHns ceccum gOCTyn
YpaneHHbi paboyni YpaneHHbIi paboyduni
T Gon T Gon McYe3aeT, MOTOMY HTO OH Bbis
BpeMeHHbIM, a HEe NOCTOAHHbIM



Deckhouse Airlock vs knaccudyeckue PAM

Deckhouse Airlock Knaccunyeckun PAM
Just-in-time pocTyn v v
BcTpoeHHasi 3annck 1 BOCrpousBeageHne ceccum v v
KpaTkoxuByLime cepTudumkaTbl v X
HaTuneHbIM [OCTYN K Knactepam Kubernetes v X
PaboTa c kubectl 6e3 nMwHMX HaacTpoek v X
OTKa3 OT NOCTOAHHbIX CTaTUYECKUX YHETHbIX AaHHbIX v X
[eTannsmpoBaHHbIN ayguUT OEUCTBUIN B KnacTepe Kubernetes v X
OTkKa3 oT oba3atenbHoro VPN gnsg 4actm cueHapueB v X
[MpocTad nHterpauma c DevOps-UHCTPYMeHTaMU U NpoLieccamMu v X

[OeknapaTnBHOe yrpaBneHne KoHpurypaumamm (laC) v X



[ loMepbl MCNONb30BaHUA
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[TonyyeHune JIT-pocT
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Resources Vv
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Access Requests

Access Requests

ll!!!l' PENDING APPROVED
SEARCH..
ID USER
019%e279a... contractor
019%e279c... contractor

STATE

Ma

ROLES

dba

access, editor

REASON

gimme

gimme access and editor

CREATED

2026-05-14 20:47:54

2026-05-14 20:50:37

EXPIRES

2026-05-14 21:47:54

2026-05-15 08:50:13

SWITCH BACK

ACTIONS

O ° contractor v
NEW REQUEST REFRESH

Cisueross IS

Active

DELETE



YBegoMneHuda o 3anpoce gocTyna

. .
Q ° admin v
R= contractor requested dba — review
needed.

Advanced A= contractor requested dba — review

needed.

88 = Name 7T



YBegoMneHuda o 3anpoce gocTyna

Q. ° admin v

@ flant BOT 23:32

: New access request

R= contractor requested dba — review u
needed. Request 019e2831...

User Roles
contractor dba

Advanced 2= contractor requested dba — review _
Suggested reviewers
needed. maksim.kiselev

Reason
E gimme access!

flant sOT 23:35

@ Access request approved

Request 019e2831...

User Roles
contractor dba

Suggested reviewers
maksim.kiselev

YBEOOM/IEHUSA MOIYT 6bITb UHTEMPUPOBAHDI Reason

gimme access!

B KOPMNopaTnBHYIO MHCI)OpMaLI,VIOHHyI'O o
CI/ICTeMy (LOOp, Jira’ Mattermost) « admin — APPROVED




MacTep HaCTPOUKM NOAKTIOYEHUS

CONNECT TO DATABASE

Open authenticated session in the browser:

CONNECT IN THE BROWSER [

Or connect in the CLI using tsh:
Step 1-Login

Step 2 - Connect to the database

* Note: To connect with a GUI database client, see our documentation for instructions.

CLOSE




MacTep HaCTPOUKM NOAKTIOYEHUS

CONNECT TO DATABASE

Database name

postgres

CONNECT TO DATABASE

Database user

Open authenticated session in the browser:

CONNECT IN THE BROWSER [)'

Or connect in the CLI using tsh:
Step 1-Login

Step 2 - Connect to the database

postgres

CLOSE CONNECT

[1ocTynHO nogkovyeHMe K 6bazam
OaHHbIX N3 BHELUHUX MHCTPYMEHTOB
M HanpaMyto 13 Beb-bpaysepa

* Note: To connect with a GUI database client, see our documentation for instructions.



[TogkntoyeHue K bl yepes Beb-b6pay3ep

c

postgres@dbl X 4

PostgreSQL interactive shell (v14.4.2)
Connected to "dbl" instance as "postgres" user.
Type \? for help.

postgres=> create database demo;
CREATE DATABASE

postgres=> create table test(int a);
ERR ERROR: type "a" does not exist (SQLSTATE 42704)

postgres=> create table test(a int);
CREATE TABLE

postgres=> insert into test values(1);
INSERT © 1

postgres=> |



MOHUTOPUHI aKTUBHbIX CECCUN

A
CLUSTER: asus v I
<»> Deckhouse ‘
Active Sessions
Resources v
ARCH
2  Resources
E ' “-oVW i
TYPE O NAME °© SESSIONID
4 \rreacse Jenecre
1l Access Requests S db1 08F3735%-ec90-48Fc-b737-F12023aF 364

[>-] Active Sessions

AOMUHNCTPATOP MOXKET CMOTPETL CMNUCOK
aKTUBHbIX CECCUUN U NpepbiBaTb UX
NP HEOBXOOMMOCTU

JSERS

admin

COMMAND

0 ° admin v

SHOWING1-10F1
DURATION ~

8 minutes



[loppep)XKa nHterpumm ¢ sHewwHnMu |IDP

SELECT CONNECTOR TYPE

Choose the type of authentication connector you want to create

0 vO

GitHub oIDC

Sign in using your GtHub account Google, GitLab, Amazon and mare

@
&

1
SAML
Okta, OnsLogin, Microsolt Entra ID, et




YnpaBneHue pecypcamm laC (nHTerpauums c IDP)

CREATING A NEW SAML CONNECTOR

Spec

kind: saml
version: v2
netadata:
nare: new_saml_connector
Spec:
® connector displey neme thot will be appended to the title of “Login with”
f button on the clester login sScreen so (t w |l say "Login with <display>
display: SAML
wwider will make a callback te this URL after successful authentid
he address the cluster Ul is reachable at

f the URL must be 1dentical to the connector metadats

segnent o
‘https://ecluster-urls/vl/mebapi/sanl/acs/new_sanl_connector
# Controls whether TdP-initiated SSO is allowed. If false, all such reques
allow_idp_initisted: false
# mapping of SAML attributes to Teleport role
attributes_to_roles:
nane: groups
value: admins
roles:
- 'asccess'
editor'
# Provides & path to the IdP netadate.
entity_descriptor_url: https://<sanl -provider-urls/metadata

AVE CHANGES CANCEL




YnpaBneHue pecypcamu laC (ynpaBneHue ponsmm

EDIT ROLE SETUP INSTRUCTIONS

WARNING Roles are defined using
BPPICUS. YAML format, YAML is sensitive to
Spec white space, 50 please be careful,

kind: tole
revtadletac
e ITTRNSAIN TMIIaY
NANEC BpQTOeT
pec
sl low:
review _requests
roles:
hube
odite
- aTeas
< aah
deny: {)
ptions
cert_format: standard
create _db_user: falze
te_desktop_user! false
sktep_cligboard: true
deskicp directory sharing: Lrwe
erhomed oot ding:
- cumwwnd
« petwork
forward agent: false
1991
‘ saml1
erabled: true
mon_sesston_ttl: 3Shinds
pie_seurce_ip: Talse
pot L_Torwarding: Lrue
recoid_sesaton
I cefault: bext offort
drsktop: touwe
seh File copy: troe
version: vi

SAVE CHANGES




BO3MOXHOCTb yNpaBnATb pecypcamu
yepe3 Kubernetes-npmnMmnTuBI

root@demo-master-0: ~

root@demo-master-0: ~ 156x36
Please edit the object below. Lines beginning with a '#' will be 1ignored,
and an empty file will abort the edit. If an error occurs while saving this file will be
reopened with the relevant failures.

ppiVersion: resources.teleport.dev/v3
ind: TeleportOIDCConnector
etadata:
creationTimestamp:
finalizers:
- resources.teleport.dev/deletion
generation:
name: my-oidc-connector
namespace: d8-teleport
resourceVersion: "473307173
uid: 77e94c91-e832-4e33-8328-afb3e5545fb6

allow_unverified_email: true
claims_to_roles:
- claim: groups
roles:
- access
editor
auditor
approver

n-join
t-admin
- reviewer
- apps-editor
value: admins
claim: groups
roles:
- users
value: users
t-teleport@d8-teleport




YnpaBsieHne paspelleHUIMn ponu
Ha OOCTYynN K pecypcaM Kubernetes

EDIT ROLE

kube-access
Spec

kind: role
metadata:
id: 1786397135770659451

name: kube-access

spec:
allow:
kubernetes_groups:

- viewers

Labels:

kubernetes_resources:

name:
namespace:

verbs

- get
- list
- watch
deny: {}
26 options:
? cert_format: standard

- command
- network

‘1: 30hOmOs
p: false

record_session:
default: best_effort
desktop: true

ssh_file_copy: true

version: v7



YnpaBneHue pa3pelleHnaMn ponu
Ha focTyn K pecypcaM Kubernetes

1 kind: role
2 metadata:
3 id: 1780397135770659451
4 name: kube-access
5 spec:
6 allow:
7 kubernetes_groups:
8 - viewers
9 kubernetes_labels:
10 | 0*0: gt
11 kubernetes_resources:
12 - kind: '*'
13 name: "*'
14 namespace: '*'
15 verbs:
16 - get
- list
- watch




JlormpoBaHMe onepaumni, BbINONHAEMbIX

B Knactepe Kubernetes

api.stronghold-demo.flant.dev

Logged into Kubernet "api.stronghold-demo.flant.c

Your Teleport clust

proxy.

use "t <1 ‘ which 1s a fully featured "kubectl"

works when the 1 | ster is behind layer
To run Lent

version

oxy with "tsh proxy kube'
provided by the local proxy with your native
tsh proxy kube -p

Or, start

rt.com/docs hitecture/tl

7 load balancer or

vorking-with-layer-

e HacTpanBaeM KIMNEHTa
ONg noakno4vyeHnsa K Kubernetes



JlornpoBaHune onepawumn, BbINONHAEMbIX
B Knactepe Kubernetes

e HacTpanBaeM KIMNEHTa
:~$ tsh kubectl get po Oonga nogkntoyeHnsa K Kubernetes

NAME READY STATUS RESTARTS

clickhouse-7dc7f6b968-mcf jh Running 0 137m

docs-967b76d97- jfbht ] 1/ Rumm‘_n; f 137m e BbiNnonHaeM 3anpoc Ha CMNCOK NoAoB
keycloak-0 & Running

mongodb-576cbbdd67-gcsch 1/ Running

nginx-tofu-6d7cbc58c-gwk9k 1/ Running

openldap-6c995cbf8d-gg8ft 1 Running

passwork-58ffb567b8-6v8q9 1/: Running

registry-0 1/ Running

registry-6d54bb5c4d-69k8g 1/: Running




JlornpoBaHue onepawumn, BbINONHAEMbIX
B Knactepe Kubernetes

e HacTpanBaeM KIMNEHTa
Ong nogknto4veHnda K Kubernetes

e BbinonHseM 3anpoc Ha CNUCOK NOA OB

e Bugum sanpoc B ayguT-norax

@ Kubernetes Request User [admin@example.com] received a [200] from a [GET /api/v1/namespaces/default/pods] request to kubernetes cluster [api.stronghold-demo.flant.dev]
B  Kubernetes Request User [admin@example.com] received a [200] from a [GET /api/v1/namespaces/default/pods] request to kubernetes cluster [api.stronghold-demo.flant.dev]

¥ Kubernetes Request User [admin@example.com] received a [200] from a [GET /api/v1/namespaces/d8-system/pods] request to kubernetes cluster [api.stronghold-demo.flant.dev]




BnokKnpoBaHue Hepa3speLlleHHbIX onepauuu,
BbIMOJIHAEMBbIX B KnacTtepe Kubernetes

e HacTpanBaeM KIMNEHTa
:~$ tsh kubectl delete po r1gin><—66686t.>(537_6(:}—ff'.-.'fi\!'ki;q -n test | i ,D,J'IS:I FIO,D,KJ'I}O‘-IeHVIFI K KUberneteS

Error from server (Forbidden): pods "nginx-66686b6766-fw8kq" is forbidden: User "kube" cannot delete resource "pods" in
espace "test"
Ask your Teleport admin to ensure that your Teleport role includes access to the pod in "kubernetes resources" field

Check by f‘uming; kubect{Jzailth C;ﬂ-i delete pods/nginx-66686b6766-fw8kq --namespace test B . o BblnonHﬂeM 3anpOC Ha CIMNCOK HOHOB
e BuanMm 3anpoc B ayguT-norax

e [lpu BbINONHEHUM ONepaunn, [OCTYN
Ha BbIMOIHEHME KOTOPbIX
He NpeaocTaBeH, NponucxoamnT
6noKnpoBaHue




Roadmap 2026

O1 02 03

[logpep)kKa 3anmcu BocnpousesegeHue [lobaBneHne

ceccnn B S3 paboThl ¢ B[l B pexxnme peLlleHns B peecTp
TepPMUMHaJIbHOW Ceccum poccumckoro O



NHTerpaumm «n3 KOpooKm»

Cl/CD, HdpacTpyKTypa ba3sbl Cucrtemobl
U MOHUTOPUHI AaHHbDbIX ayTeHTM(I)VIKaLI,VIVI
Ansible ELK MySQL MariaDB OIDC SAML FIDO2
GitLab Jenkins Redis PostgreSQL Keycloak Local users
Kubernetes MongoDB Elasticsearch

CockroachDB
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PNAHT

bypem papgpl
OTBETUTb Ha BalUKn
BONpOChHlI!

Telegram RuTube

b contact@deckhouse.ru @
S +7(495) 721-10-27

& deckhouse.ru @
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